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0 3aIllUTe NePCOHAIBHBIX JaHHBIX, 00pabaTeiBaeMbIX B UH(OPMAILMOHHON CUCTEME
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00pa3oBaTeILHOrO yUpexaeHus Boiciiero oopasosanus "KoMcomMonbckuii-Ha-AMype
rocyJapCTBEHHBIM YyHUBEpCUTET"

1. TepmuHbI H onpeaeeHus

1.1. ABromarusupoBaHHas o00paboTka NEepCOHATBHBIX JaHHBIX — o0OpaboTka
MIepCOHANIBHBIX TaHHBIX C TOMOIIBIO CPEJICTB BHIYUCIUTENBHON TEXHUKH.

1.2. BrokupoBaHHE NEPCOHATBHBIX JaHHBIX — BpeMEHHOE MpeKpalieHne o0paboTku
TIepCOHANIBHBIX JaHHBIX (32 MCKIIOYEHHEM CllydaeB, eciid oOpaboTka Heobxonuma JUis
YTOYHEHUS NePCOHAIBHBIX JaHHBIX).

1.3. O6pabGoTka NepCOHANBHBIX HOaHHBIX — Jr00oe pelicTBue (omepanusi) WX
COBOKYITHOCTh HEHCTBUH (Omepaiuii), coBeplIaeMbBIX C HCIIOIb30BAaHUEM CPEICTB
aBTOMATH3allU{ WK 0e3 HUCIOJIB30BaHUS TAKUX CPEACTB C IEPCOHAIBHBIMH JaHHBIMU,
BKJIIOYas cOOp, 3amuch, CHCTEMATH3allMI0, HAKOIUIEHHWE, XpaHEeHWe, YTOYHEHHE
(oOHOBNIEHHE, H3MEHEHHE), H3BJIEUEHHE, UCIT0JIb30BaHKe, Iepeaady (pacnpocTpaHeHue,
IpefoCcTaBlIeHrne, NOCTYI), o0e3nuynuBaHue, OJIOKUpOBaHUE, yAalleHUe, YHUYTOKEHHUE
MIePCOHANIBHBIX JaHHBIX.

1.4. OcHOBHBIE TEXHHUYECKHE CPEJICTBA U CUCTEMBl — TEXHUYECKUE CPEICTBa U
CHCTEMBI, @ TaK)Xe WX KOMMYHMKAIlMH, UCIIOJb3yeMble sl 00paOOoTKU, XpaHEHUS U
rnepeJavy NMepCcoOHaIbHBIX JaHHBIX.

1.5. OnepaTtop — rocyIapCTBEHHBIH OpraH, MyHHUIMIAIbHBIH OpraH, IOpUANYECKOe
WIH (QU3UYECKOoe JIMLO, CAMOCTOSITENIbHO WM COBMECTHO C JPYTUMH JIMLAMH
OpraHu3yIoLHe U (M) OCYLIECTBISIoNe 00paboTKy NepCOHATBHBIX JAHHBIX, a TAKXKe
ompejeNsoUe Iedd 00paGoTKH NEepCOHANBHBIX HAHHBIX, COCTaB IEPCOHAJIBHBIX
JNAHHBIX, TMOIeXamux oOpaboTke, HAeHCTBUS (omepanuu), COBEpIIaeMble C
NIepCOHAIBHBIMU JaHHBIMH.

1.6. TlepcoHanbHble AaHHBIe — Jr00as WHGOpMaLUs, OTHOCALIASCS K IPAMO HIIH
KOCBEHHO OIpeJeNIeHHOMY, WM ompezaenseMoMy (usudeckoMy nuLy (CyObekTy
NIepCOHANIBHBIX IaHHBIX);




1.7. IlpenocraBieHre NepCOHANBHBIX NaHHBIX — MIEWCTBUS, HaIpaBJIEeHHBIE Ha
PacKpBITHE NMEPCOHANIBHBIX JAHHBIX ONpPEEICHHOMY JIMILY WM OIpPEeNeIEeHHOMY KPYTy
JTHLL.

1.8. PacrpocTpaHeHHMe NEpCOHANBHBIX JAHHBIX — NEWUCTBHs, HAlpaBJIEHHbIE Ha
PacKphITHE NIEPCOHAIBHBIX JaHHBIX HEOIpeAeIeHHOMY KpYTy JIUII.

1.9. VHHYTOXEHHE NEepCOHANBHBIX NaHHBIX — IEWCTBHUS, B pe3yJibTaTe KOTOPBIX
CTaHOBHUTCS HEBO3MOXXHBIM BOCCTAaHOBUTH COJIEp)KaHHE IE€PCOHAIBHBIX MJaHHBIX B
MH(POPMAIIMOHHOH CHCTeMe NMEepCOHANBHBIX AAaHHBIX M (WJIH) B pe3ysbTaTe KOTOPBIX
YHHUYTOXKAKOTCSl MaTepHalIbHble HOCUTEIH ITePCOHABHBIX JaHHBIX.

2. OOmmue moJIoKeHUs

2.1. Hacrosmee Ilonoxenue o6 obecrieyeHun O6e30MacHOCTH TE€PCOHATBHBIX
JaHHBIX, 0OpabaThIBa€MbIX B HH(OPMAIMOHHBIX CHCTEMAaX IE€PCOHAJIBHBIX JaHHBIX
®I'bOY BO «KHAI'Y» (nmanee — IlomokeHue), pa3paGOTaHO B COOTBETCTBHH C
3aKOHOZAaTeNbCTBOM Pocculickoit @enepaniuu 0 NepCOHANBHBIX JaHHEBIX (Hanee — [T/1H)
¥ HOPMAaTHUBHBIMU IIPABOBBIMU aKTaMU (METOAUYECKUMU JOKYMEHTaMHU) (heaepaibHbIX
OpraHoB MCIIOJHUTEIBHOM BJIaCTU MO BompocaM 6e3omacHocTH I1/[H npu ux o6paboTke
B MH(OpPMAIIMOHHBIX CHUCTEMaX MePCOHAIBHBIX NaHHBIX (aanee — UCII/IH).

2.2. Hacrosiee IlonoxxeHne onpesienseT COCTaB U COJiep)KaHHe OpraHU3alHOHHBIX
¥ TEeXHHYeCKHX Mep mo obecneuyenuto Oe3zomacHocty [1/[H mpu ux o6paboTke B
NCTId#. '

2.3. Ilonoxenue obs3aTenbHO s UCTIONHEHHsI BceMu pabotHukamu ®I'BOY BO
«KHAT'Y» (manee — VYwupexIeHue), HENOCPEICTBEHHO OCYILECTBIISIOLUIMMHU 3allUTy
[T/1H, o6pabaTeiBaembix B UCIT/IH.

2.4. Bce pabotHuku Oneparopa, MMEIOLIME JOCTYN K IEepPCOHAIBHBIX JaHHBIX,
JOKHEI ToAmHcaTh «OBsI3aTeNbCTBO O HepasIIalleHHH MH(POPMALHH OrPaHUYEHHOTO
JOCTyIIa

2.5. Hacrosmee Ilonoxenue paspabotaHo B cooTBeTcTBHH ¢ DenepabHbIM
3akoHOM oT 27 mronsg 2006 r. N 152-®3 «O nepcoHalbHEIX AaHHBIX», DenepanibHBIM
3akoHOM oT 27 wmrons 2006 r. N 149-03 «O6 wunpopmauuu, HHGOPMALHMOHHBIX
TEXHOJIOTHAX M O 3almTe- HHPOpMaluu», IIO0CTaHOBJIEHHeM I[IpaBUTeNbCTBA
Poccuiickoii ®enepauuu ot 1 Hos6ps 2012 r. N 1119 «O6 yTBepxaeHun TpeGoBaHM K
3alMTe INEPCOHANBHBIX NAHHBIX NpU UX 00paboTke B MH(POPMALMOHHBIX CHUCTEMaXx
NIepPCOHAJIBHBIX JAHHBIXY.

2.6.0nepatop oOpaGaTbiBaeT NepCOHANbHBIE JaHHBIE B KCIOJHEHHE W B

COOTBETCTBHH CO CIEAYIOIIMMH HOPMaTUBHBIMH U ITPAaBOBBIMH aKTaMHU:
— CT. cT. 23-24 Konctutynuu Poccuiickoit @enepanuu;
— CT. cT. 65, 86-90 Tpynosoro konexca Poccuiickoit @enepauuu;
— HanorossiM konekcom Poccutickoit @enepanmu;
— I'paxpanckum kozpekcoM Poccuiickoit @enepanuu;




— OenepanibHbIM  3ak0HOM OT 15.12.2001 Ne 167-®3 «O06 obs3aTensHOM
NIEHCHOHHOM cTpaxoBaHuM B Poccuiickoit denepanum»;

— ®enepanbHbIM 3aK0OHOM 0T 06.12.2011 Ne402-D3 «O Gyxrantepckom yderey;

— QenepanbHbiM 3akoHOM oT 29.12.2012 Ne 273-®3 «O6 obpa3oBaHuu B
Poccuiickoit ®enepaunm» (pen. Ot 30.12.2021);

—cT. 15 u cr. 36.19 ®epepanbHOro sakoHa orT 07.05.1998 Ne 75-®3 «O
HErocy/1apCTBEHHBIX IEHCUOHHBIX (hOHAAX;

— ®epnepanbHbiM 3akoHOM 0T 29.12.2006 Ne 255-®3 «O6 obs3aTensHOM
COLIMAJIbHOM CTPaxOBaHWM Ha CIIy4ail BPEMEHHOH HETPYyJOCIOCOOHOCTH U B CBSI3U C
MaTepHUHCTBOMY;

— cT. 8 ®enepanbHOro 3akoHa ot 31.05.1996 Ne 61-D3 «O6 oboponey;

— cT. 9 @enepanbHoro 3akoHa ot 26.02.1997 Ne 31-03 «O MoOUIHU3aLIMIOHHOMN
noAarotoBke u Mobmuzanuu B Poccutickoit @enepanmmy;

— nocraHoBieHueM [IpaBurensctBa Poccuiickoit ®enepauuu ot 27.11.2006 Ne
719 «O6 yrBepxaeHuu [1oyoxeHUs 0 BOMHCKOM y4yeTey;

— QepepanbHBIM 3akOHOM OT 29.11.2010 Ne 326-®3 «O6 obs3arenbHOM
MeIUIMHCKOM cTpaxoBaHHH B Poccuiickoit @enepanymy;

3. eau u 3aga4u obecneyeHHus1 6e30MaACHOCTH NMEPCOHAJIBLHbBIX JaHHBIX

3.1. OcHoBHO# 1enbi0 obecneuenus GezonmacHoctu [1J[H, mpu ux obGpaboTke B
UCTIn, sBnsercs 3ammTa [1/[H OT HempaBOMepHOro WK CIIy4ailHOro JOCTyINa K HHM,
YHUYTOXXEHHUs, HU3MEHEHHUs, OJIOKUpOBaHMs, KONHUPOBAHUSA, IIPEIOCTABIICHHUS,
pacripoctpanenus [1/IH, a Takke OT HMHBIX HENPaBOMEPHBIX ACUCTBHI B OTHOLLIEHUU
[T/1H.

3.2. 3ajayeil, KOTOpYH0 HEOOXOOMMO pELIUTh Ui JOCTHXKEHHS MOCTaBJIEHHOM
uenu, sBiusercs obecrnedenue GeszomacHoctu I1/IH mpu ux obpabotke B UCII/IH c
MOMOIIBI0 CHUCTEMBI 3alllUThl IepCOHANBHBIX JaHHBIX (manmee — C3I1In),
HeUTpalu3yroleil akTyalbHble Yrpo3bl, OINpe/eleHHble B COOTBETCTBHHM C YacTbiO 5
cratbu 19 ®enepanbHoro 3akoHa oT 27 uronst 2006r. Nel52-®3 «O nepcoHanbHBIX
JAHHBIX).

3.3. C3I1In Bximoyaer B ceOs OpraHu3alMOHHbIE U (WJIM) TEXHHUYECKHUE MEpHI,
ompezeNieHHbIE C YYeTOM aKTyaJlbHBIX yrpo3 Oe3omacHoctd [1/IH U MHPOpMALMOHHBIX
TeXHOJIOTUH, ucnoaszyemsix B UCII/IH.




4. OcHOBHBIE NIPHHUHUIBI MOCTPOCHHA CHCTEMBI 3AIIIHTDI mlq)opmaunu

4.1. C3II/IH ocHOBBIBaeTCS Ha CIEAYIOIIMX MPUHIUIIAX:
— CHCTEMHOCTH;
— KOMIUIEKCHOCTH;
— HENpepbhIBHOCTHU 3aLUTHI;
— Ppa3yMHOM JJOCTaTOYHOCTH;
— rubkocty;
— TIPOCTOTHI IPUMEHEHUS CPEICTB 3auyumel uHgopmayuu (Oaree — C3H).

4.2. [lpyHIMn  CUCTEMHOCTH — TMIpeArNojaraeT ydeT BCEX B3aMMOCBS3aHHBIX,
B3aHMOJICHCTBYIOIIUX ¥ U3MEHSIOLIUXCS BO BPEMEHH 3JIEMEHTOB, YCIOBHHA U (haKTOpOB,
3HaYMMBIX I IOHUMaHUs U pelieHus npobiemsl obecriedeHus 6e3omacHocty [1/1H.

4.3. [IpuHIMN KOMIUIEKCHOCTH — mpexamnoiaraet, 4to C3I1/[IH momkHa BKIHOYATh
COBOKYITHOCTb OOBEKTOB 3alllUTHl, CHJI U CPEACTB, IPUHUMAEMBIX Mep, MPOBOAUMBIX
MEpOIIPHUATUH U AeHcTBUM 1o obecnedyeHuto 6e3onacHocTH [1/[H OT BO3MOXXHBIX YIpo3
BCEMH JJOCTYITHBIMU 3aKOHHBIMU CPEJICTBAMH, METOAAMH M MEPOIPHUITHIMH.

4.4. IlpuHIUI HENPEepPHIBHOCTH 3aLIUTHI — 9TO nporecc obecriedeHus 6€30mMacHOCTU
[T[{H, ocymecTBIsieMbIli pyKOBOACTBOM, OTBETCTBEHHbIM 3a  obecriedeHue
6ezonacHoctu 1l B UCII/IH u paGoTHHKaMH BCeX YpOBHE#H. DTO He TONBKO U He
CTOJIBKO TMpoLelypa WIM IOJIMTHKA, KOTOpas OCYLIECTBIISIETCSI B OIpeJeeHHBIN
OTPe30K BpPEeMEHU WU CoBOKymHocTb C3U, CKOJIBKO IPOLECC, KOTOPBIM HODKEeH
IIOCTOSIHHO MATH Ha BCEX YPOBHAX BHYTPU YUpPEXIEHUS, U KXKIbIH pabOTHUK JOJIKEH
NPUHUMATh y4acTHEe B 3TOM IIpoliecce.

4.5. IlpyHuMn pasyMHOW JOCTaTOYHOCTH — IIPEAINoJiaraeT COOTBETCTBHE YPOBHS
3aTpaT Ha obecneuenue GesonacHocTd IT/JH HeHHOCTH MH(OPMAIMOHHBIX PECYPCOB H
BEJIMYMHE BO3MOXHOIO yiepba OT UX pasrjlalleHHs], yTpaThbl, yTeUKH, YHHUTOXEHUS U
HCKa)KeHHUS.

4.6. [Ipunuun rubkoctn — C3II[H nmomxHa OBITH criocoOHa pearupoBaTh Ha
H3MEHEHHs] BHEIIIHEH Cpelbl U YCIOBHH OCYIIECTBIEHHUS CBOEH NesATeIbHOCTH.

4.7. IIpuruun npoctotsl npuMeHeHuss C3U — MexaHU3MBI 3alIUTHI JOJDKHBI OBITH
UHTYMTHBHO IOHATHBI U NMpOoCThl B npuMeHeHHH. [Ipumenenne C3U He NOKHO OBITH
CBSI3aHO CO 3HAHHMEM KaKUX-JIHOO SI3BIKOB WJIM TpeOOBaTh JOIOJHHUTEIBHEIX 3aTpaT Ha
e€ IpHMEHEHHMe, a TakKKe He JO/DKHO TpeOoBaTh BBHINOJHEHUS PYTHHHBIX
MaJIONIOHATHBIX ONEepalui.




5. OcHoBHBIE MEPOINPHATHA 11O obecrneyeHH10 6€30MaCHOCTH MNEePCOHAJIbHbIX
JaHHBIX

5.1. Ina obecnevenus 3amuthl [1/IH, oOpabaTteiBaemeix B WCII/IH, mpoBoasTcs

CIIeIYIOLEe MEPOTIPHUSIITHS :

— omnpejeJieHHe OTBETCTBEHHBIX JIHI] 3a obecnieuenue 3amuThl [1/]H;

— ompejeieHHe aKTyalbHBIX yrpo3 6e3omacHoctu I1/1H;

— omnpejeleHue ypoBHs 3amuiieHHocTH [1/1H;

— peanu3alUs MpaBWI pasTpaHUYEHHs] JOCTYNa U BBEJCHHE OTrpaHUYEHHMH Ha
nevicrBus nosp3oBateneid UCIT/IH;

— OrpaHHYEHHE JOCTYIa B [IOMEIIEHUs, I pa3MeleHbl OCHOBHbIE TEXHUYECKHUE
CpeACTBa U CUCTEMBI, IIO3BOJISIOIIKE OCyIIecTBIATh oOpaboTky I1/1H;

— yYeT U XpaHeHHe CheMHBIX MalIMHHBIX HocuTenei [1/1H;

— OpraHM3alMs pe3epBHPOBAHUS U BOCCTAHOBIEHUS pPaboOTOCIIOCOOHOCTH
nporpaMMHoro obecrnieuenus, 6a3 ganusix [1/{n u C3U;

— OpraHM3aIys MapoJbHOMN 3aIUTHI;

— OpraHM3alys aHTUBHPYCHOMH 3alLUTHI;

— opraHu3anus 0OHOBJIEHHUs porpaMMHoro obecnedenus u C3H;

— ucnons3oBanue C3U;

— HCIIOJIB30BaHHe CpeacTB IMH(POBaIbHON (KpUNTOrpauuecKoil) 3aluThI
uHpopmanuu (nanee — CK3N);

— oueHka 3G (GEeKTHBHOCTH NMPHHUMAEMbIX Mep N0 obecrnedeHuro 6e30macHOCTH
[T no BBoAa B akcruryatanuio C3I1/1H;

— obOHapy)xeHHe (haKTOB HeCaHKIMOHUpOBaHHOro nocryna K II/IH u npuHsaTHe
Mep;

— KOHTPOJIb 332 IPUHUMaeMBIMH MepaMH 1o obecnieuenuto 6ezonacHocty I1/1H;

— IutaHupoBaHue MeponpusTuid no 3aumre I11x B UCI1/IH;

— ynpasienue (agmuauctpuponanue) C3I1/1H;

— ynpasnenue koHpurypanueit UCI1In u C3I1/1#H;

— pearupoBaHHe Ha UHIIHJEHTHI;

— uHpopmupoBaHue u o6yuenue nepconaia UCII/Ix.

5.2. OmpeneneHre OTBETCTBEHHBIX JIULL 3a oOecnieuenue 6e3onacHocty [1/1H

3a Bompocs! obecnieyenus 6ezomacHoctu [1/1H, o6pabaTeiBaembix B UICI1/IH, oTBevaroT:

— Pextop ®I'bOY BO «KHAI'V».

— OTBeTCTBEHHBIH 3a opranu3aiuio 06padotku I1/IH — paGOTHUK, OTBEYAIOIIUHA
3a OpraHMU3aIMIO U COCTOsIHME npouecca oopaboTku I1/1H.




— OrBercTBeHHBIH 3a o0ecneuenue 6e3onacHoctTH [1/]n B UCITIH — paboTHUK,
OTBEYAIOIIMH 33 MPaBHJIBHOCTh HCIOJIB30BaHUS U HOPMalbHOE (DYHKIMOHUPOBAHUE
ycraHoBneHHo# C3I1/IH.

— Apmunuctpatop HCII[lH — paboTHUK, OTBevaloUi 3a NPaBHIBHOCTb
UCTIONB30BaHUs U OecnepeboiiHoe, cTabmiIbHOE ()YHKIMOHHMPOBAHUE YCTAHOBIEHHBIX
cucrem o6pabotku I1/1H.

5.3. Onpenenenue aktyanbHbIX yrpo3 6ezonacnoctu [T/l B UCTIIH

5.3.1. AktyansHbele yrpo3sl 6ezonmacHoctu I1/lH, oOpabGatsiBaembix B MCII/IH,
OTIpeJIeNISIFOTCS 0 pe3ysIbTaTaM OLIEHKH BO3MOXKHOCTEH (IIOTeHI[Mala, OCHAIICHHOCTH U
MOTHBAl[M¥) BHEIIHMX W BHYTPEHHHUX HapylLIUTeled, aHajiu3a BO3MOXHBIX
yszBumocteid UCIT/{H, BO3MOXXHBIX crioco00B peanu3anuu yrpo3 6esonacHocty [1/IH u
MIOCJIeICTBHI oT HapyLIeHHS CBOMCTB Oe3omacHOCTH uHpopMaLuu
(xOHGUAESHIIHAIBHOCTH, LIEIOCTHOCTH, JOCTYTTHOCTH).

5.3.2. lna omnpenenenus yrpo3 OesomacHoctu [I/IH u paspabotku «Mopenu
yrpo3 06e30MacHOCTH IEePCOHAJBHBIX JAHHBIX» IMPUMEHSIOTCS  METOAMYECKUE
JOKYMeHTEI, pa3pabortannbie W ytBepaeHHble DCTOK Poccum B COOTBETCTBHU C
noanmyHkToM 4 myHkra 8 Ilonoxenus o PenepanpHOW ciayx0Oe MO TEXHUYECKOMY H
9KCIIOPTHOMY KOHTPOJIIO, yTBep)kAeHHoro VYka3zom IIpesunenta Poccuiickoin
®enepauuu ot 16 arycra 2004 r. Ne108S.

5.4. Onpenenenue ypoBHs 3amuuieHHocTy [T/1H

5.4.1. VYpoBenp 3ammuimenHoctd II/ln, oOpabGareiBaemeix B MCII/H,
ompenensieTcs B COOTBETCTBUM ¢ mnocraHoBieHueM IlpaBurensctBa Poccuiickoii
@epnepayn or 1 HOsOps 2012 1. Nel119 «O6 yTBepkaeHuM TpeOOBaHHM K 3alluTe
MEePCOHANBHBIX JAaHHBIX Npd HUX 00paboTke B HH(MOPMALMOHHBIX CHCTEMaXx
NIEpCOHANIBHBIX JaHHBIX» U odopmisieTcs: B BuAe «AKTa 00 ompeneneHus ypOBHS
3alUILEHHOCTU NIEPCOHATBHBIX JaHHBIX).

5.5. Peanusanusi mpaBWJI pa3rpaHUYeHUs] JOCTyNa M BBEAEHUE OrpaHUYCHHH Ha
nevictBus nojp3oBateneid UCITIx

5.5.1. Peanu3anus npaBui pasrpaHudeHus nocryna, k [1/]H, o6pabaTeiBaeMbIM B
UCIIH, ocymecTBisieTcss B cooTBeTcTBUU ¢ «[lonoxeHne o pasrpaHHYeHUd IIpaB
mocTyna K oOpabaThiBaeMbIM MEPCOHAIBHBIM JaHHBIM B MH(OPMAIIMOHHBIX CHCTEMax
nepcoHasbHBIX JaHHBIX» OI'BOY BO «KHAI'Y» yTBepKA€HHBIM IpuKazom Pekropa.

5.5.2. OcHoBHble TexHu4eckue cpeacrsa u cucreMel UCIIIH pacnonararorcst B
MIOMEIIEHUAX, HaXOASIIMUXCS B IIpeJenax TIpaHULBI KOHTPOJIMPYEMOW 30HBI, C
MaKCUMAaJIbHBIM YJaJI€eHUEM OT €€ rpaHull.

5.53. doctym B TOMeIIEHUs, B KOTOpeIX Benercss obpaborka I1/IH,
OCYLIECTBIISIETCS. B COOTBETCTBUU ¢ «MHCTpykumed o mopsake (QpU3HUecKOil OXpaHbI
MIOMELIEHUH, colepKallluX HOCUTENH nepcoHaNbHbIX JaHHBIX» ®PI'BOY BO «KHAI'V»,
yTBep>KI€HHBIMH ITpuKa3oM Pexropa.




5.6. Yuer u XpaHeHHE CheMHBIX MAlIMHHBIX HocuTened [T/

5.6.1. PaGora co cBmeMHBIMH MamIdHHBIMH HocutTeasmu [1Jlu B UCIIIn
ocymecTBisercs B cooTBeTcTBHM ¢ «MHCTpykiuedr no pabore cO CBEMHBIMH
Hocutensmu» OI'BOY BO «KHAI'Y», yTBepkIeHHBIM npuKa3oM Pexrtopa.

5.7. OpraHuzanusi pe3epBUPOBaHUS M BOCCTAHOBIEHHS paboTOCIIOCOOHOCTH
nporpamMMmHoro obecnevenus, 6a3 nanubix [1/11 u C3U.

5.7.1. OpraHu3zauus pe3epBHUPOBAaHUS U BOCCTAHOBIIEHHUS paboTocrnocoOHOCTH
nporpamMmHoro obecrneuenusi, 6a3 manueix [/l u C3U B UCII/IH ocymecTBiasercs B
COOTBETCTBUHU c «ITopsimoxom pe3epBUPOBAHMUS U BOCCTAHOBJICHHUS
pab6otocniocobHocTI» @I'BOY BO «KHAI'Y», yrBepkaeHHOH npukaszom Pexropa.

5.8. Opranu3zanus napoabHON 3alUThI

5.8.1. Opranmzanuss naponbHoi 3amutel B HMCII[lH ocymecTsisercs B
cooTBeTCTBUH C «MHCTpyKuMel 1O OpraHu3ali [apoJIbHOM  3allUTHl B
HH()OPMAIIMOHHBIX CHCTeMaxX IepcoHaNbHBIX AaHHBIX» B PI'BOY BO «KHAI'Y»,
YyTBEpXKAEHHOU Npuka3zoM Pekropa.

5.9. Opranu3zanys aHTUBUPYCHOH 3alLUTEI

5.9.1. Opranuzanusi aHTUBUPYCHOMU samutel B MCIIJIH ocymecTBiusieTcss B
COOTBETCTBHHU ¢ IMYHKTOM 5 «[IpaBmiia U mporuexypsl 3alllUThl NEPCOHANBHBIX JAHHBIX B
WH()OPMALIMOHHBIX CHCTeMax NepcoHanbHbIX JaHHBIX» B @PI'BOY BO «KHAI'V»,
yTBEPXKIAEHHOH npukazoM Pexropa.

5.10. Opranusanus 0OHOBIEHUs TporpaMMHOro obecrneyenus u C31

5.10.1. Opranuzanus oOHOBIeHHs mporpamMMmHoro obecrnedenus u C3U B
UCITIH ocymecTBisieTcss B COOTBETCTBUU C «MHCTpyKuMeld OTBETCTBEHHOIO 3a
obecrieueHne GE30MAaCHOCTH TMEPCOHAIBHBIX JAaHHBIX B HMH(OPMALMOHHBIX CHCTEMax
nepcoHanbHBIX JaHHBIX ®I'BOY BO «KHAI'Y» m «MHcTpyKuuen aIMHHHCTpaTopa
WHOOPMALMOHHEIX cHcTeM mepcoHanbHbIX gaHHBIX @OI'BOY BO «KHAI'Y»,
yTBepXXJeHHBIe ITpHKa3oM Pekropa.

5.11. Ilpumenenune C31

5.11.1. na o6ecrneyenuss 3amutel I1/{H, oOpaGateiBaembix B MCII/IH,
npuMensitorcss C3U, mpomexamme OIEHKY COOTBETCTBHS B (Gopme 00s3aTebHOM
cepTH()UKAlMH Ha COOTBETCTBHE TpeOOBaHHUAM IO Ge3omacHOCTH HHGOpPMalMH, B
COOTBETCTBHH CO cTaTheil 5 PenepanpHoro 3akoHa ot 27 nexkabps 2002 r. Ne184-03 «O
TEXHUYECKOM PEeTyJIMpOBaHUHY.

5.11.2. YcranoBka u Hactpoiika C3U B UCIT/IH npoBOAUTCS B COOTBETCTBUH C
3KCIUTyaTaloHHOM nokyMeHTaueit Ha C3I1/In u noxymenTauuei na C3U.

5.12. Ucnonp3oBanue CK3U
5.12.1. Jlna ob6ecneuenus 3amuthl [1/]H, oOpabareiBaembix B UCII/IH, npu ux
nepejiaye Mo OTKPHITHIM KaHanaMm cBs3H, npumeHstores CK3U. O6pamenune ¢ CK3U,




skcrutyatupyemeiMu B MCII/H, ocymecTBisieTcss B cOOTBETCTBUU ¢ «MHCTpyKLMs mo
paboTe co cpeAcTBaMH KpUNTOrpaguuecKod 3aluThl MH(POpMaLUH, cepTU(PUKaTaMU
KITIO4el 3J€KTPOHHOM IMOIIMHUCH, OTKPBITBIMH M 3aKpPBITHIMU KIIIOYaMHU 3JIEKTPOHHOMN
noamucu» B ®I'BOY BO «KHAI'Y», yTBepxkaeHHO# npuka3om Pexropa.

5.13. Ouenka 3(eKTUBHOCTH NPUHUMAEMBIX Mep 0 obecrneueHuto 6e30MacHoCTH
[111 no BBoAa B akcruryarauuio C3I1/(x

5.13.1. Ha oranax BHeapenus C3II[IH mpoBomuTcsi oueHKa 3((HEKTUBHOCTU
MpUHUMaeMBIX Mep 1o obecnieyeHuro 6e3onacHoctd [1/]H, KoTOpast BKJItoYaeT B cebsi:

— npensapurenbHble ucnbsitanus C3I1/1H;

— onbITHYI0 3Kcrutyatanuio C3I1/1H;

— anamu3 ys3sumocteid UCII/IH u npuHATHE Mep 10 UX YCTPAaHEHHUIO;

— npuemoyHsle ucnsitanus C3I1/H.

5.14. O6HapyxeHue (akTOB HeCaHKIIMOHUpOBaHHOTO Aoctyna K [IJIH u npuHsaTue
Mep

5.14.1. OrtBercTtBeHHOMY 3a obecrneyenue Ge3zonacHoctH [1[{n B UCII/[{n nnu
agmunuctparopy UCIIIH 1omkHbEl coobmarThes o0ble HHIMASHTH HHPOPMaIOHHOH
6e30omacHOCTH, B KOTOpPbIE BXOJSAT:

— (haKTBI MOMBITOK U YCIEIUIHON pean3allii HECAaHKLIMOHUPOBAHHOIO JOCTYyIIa B
UCTIH;

— (haKThI MOMBITOK U YCHEIIHOHN pealu3allid HECAaHKIMOHUPOBAHHOIO JOCTyIa B
TIOMEIIeHHUs, B KOTOPBIX BeneTcs oopabotka [1/1H;

— (akThl c60st UM HEKOppeKTHOU paboTsl cucteM obpaboTku I1/1H;

— (axTsl c60s nmu HeKoppeKkTHOU paboTsl C3U;

— daxkrtbl pasriamenus [1/1H, o6pabaTeiBaembix B UCIT/IH;

— (akTel pasrnameHds HHQOPMAMH O METOAaX M CHoco6ax 3alluThl |
o6pabotku [1/1n B UCIT/IH.

5.14.2. Pa3bop WHUMIEHTOB HH(GOPMAIMOHHOW 0€30IacHOCTH IPOBOJAUTCS B
cootBeTcTBHH ¢ «MHCTpyKuMed o mopsiike NpoBeleHHs pa3dupaTenbeTB HO (akTam
HecOOJIIOIeHUs YCIIOBUH XpaHeHUs] HOCUTENEeH NepCOHANBHEBIX JAHHBIX, UCIIOJIb30BAHMS
CpeACTB 3aIlUThl HHPOpMalUU B MH(YOPMAIMOHHBIX CUCTEMaX IePCOHAIBHBIX JaHHBIX)
®I'bOY BO «KHAI'Y», yTBepkACHHBIM ITpUKa3oM Pektopa.




6. OTBeTCTBEHHOCTH

6.1. Bce paboTHHMKH, JOMyIIeHHbIE B YCTAHOBICHHOM mopsiake k padore ¢ I[1/1H,
HECYyT aJMHUHUCTPATHBHYIO, MAaTepUaIbHYIO, YIOJOBHYI0 OTBETCTBEHHOCTb B
COOTBETCTBUU C JEHCTBYIOLIUM 3aKOHOHATeNbCTBOM Poccuiickoit ®enepanuu 3a
HeoOecreyeHre COXpaHHOCTH U HecoOmoaeHue mpaBui padbotsl ¢ [1/]H.

6.2. OTBEeTCTBEHHOCTh 3a JoBelaeHHe TpeOoBaHui Hacrosimero [lomoxenus no
pabOTHUKOB YupexJIeHuss U oOecrieueHue MEpOINpPHUATUH [0 HUX peald3allMd HeceT
OTBETCTBEHHBIN 3a obecreuenne 6e3onacHoctu [1/In B UCIIT/IH.




