CUCTEMA MEHE/I’KMEHTA KAYECTBA

PABOYASA UHCTPYKLUA

PH 6.5-2

ITonoxxenue no 3alIUTC IICPCOHAJIbHBIX JaHHBIX

Perucrpanuonnsiii HoMep J1OKyMEHTa

CtpykTypHOE IoApa3ieieHue

YHOJIHOMOYEHHBIU 10 KAYECTBY

JlaTa nomy4eHus

KomcoMonbck-Ha-Amype
2015




,@\ CucremMa MeHeI)KMEHTA Ka4yecTBa
\E@;}} PH 6.5-2 c.2mu3 17
S [TosoxkeHure no 3amTe NepCOHAIbHbBIX TAHHBIX
PABOYAS HHCTPYKIUSA
Cucrema MeHeIKMEHTA KauyecTBa PU 6.5-2
MOJIOKEHUE MO 3AIIUTE Beenena BnepBbie
INEPCOHAJIBHBIX TAHHBIX
COI''TACOBAHO YTBEPXKXIAIO

[lepBblil IPOpPEKTOP

PexTop W
B. Makypun P Tx 5 9.A. JIMHTpHEE

z,g{&%ﬁ,o___ 2015 T.

Ay pubapd  2015T.

£ 4
. 294

Hauanenuk UT-Y npasneHus

s 5 A AGapHuKOBa

A

« Ly e bati e — 2015T.

HauajpHUK OpraHu3allHOHHO-IIPaBOBOTO
yIrpaBieHus

A = '\,.-.—_h:fl_{A. JlanikuHa
<(¢ff>> Licbef g 2015T.

KomcoMonbck-Ha-Amype
2015

Beenena npukazom Ne 39a-O ot 29.01.2015



Cucrema MCHCIKMECHTA Ka4YeCTBa

KHFTV PI/I 6 5 2 3 17
‘@J‘, - C. > U3

; Ilonoxxenue 1o 3alIUTC NCPCOHAIBHBIX JaHHBIX

Conepxxkanue

1 HazHaueHHE U OOJIACTD MPUMEHEHUS ... .uuvvvvrrrreeeeeeeasnnnnenerreeeeeeeesessnnnnnnnneeeeess 4
2 HOPMATHUBHBIE CCBIITKH ...vvvevvvrvreeeeeeseesannnnnnsareeeeeesssssssnnsssseeeesessssssssnnsssneeeeens 4
3 TepMUHBI, OIPEACTCHUS, COKPAIICHMS ..cevvvvrvrrnneeeeeeerrrrrrrnnnnaaeeeeeereessssnnnnnnnns 5

3.1 TEPMUHBI H OTIPEICTICHIS ...ccevvvvvvrrnnnaeeeeerererrasnnnnnaaeeeaesseessssssnnaaaeeesseseesssnns 5

3.2 COKPAIICHHMS . ...ccevvvvveeineeeeeeeereerruensenaaeeeesessrssssssnnnaaeeesssssessssssnnnsaesesseseesssnns 10
4 OTBETCTBEHHOCTD ...cceeeeiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeaeeeaaaeeaaaeaeaaeaeeaeeeeenns 10
5 OOIIME TTIOTIOMKEHIS «...vvvvvvrereeeeseesannnnnsrreeeeaessesssannsnsseeeeeeessesssssssssseeeeesssennnns 11
6 IlocTpoeHre cUCTEMBI 3aIUTHI TEPCOHATBHBIX JAHHBIX ....evvreeeereerineeerereeenss 11
7 O0A3aHHOCTH AIMHUHUCTPATOPA OC30TIACHOCTH ...cceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeennn, 13
8 Ob6ecredeHNE HEMPEPBIBHOM PAOOTBI .....uuuurrrenrnnnennnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnns 14
9 ®usnyeckas OxpaHa MOMENIEHUN NEPCOHAIBHBIX TAHHBIX ....cceevvereeeeeeenennnn. 16
10 PaBPAOOTUMKH .....cccceeeeeeeeeeeeeeeeeeeeeeeeeeee e e e e 16
JIMCT PETUCTPALIMHT UBMEHEHU ......cceevvviiiiiiiieeeeeeereerriieniiiaeeeeeeesreessrnnnneeeeseaens 17

Beenena npukazom Ne 39a-O ot 29.01.2015



CucremMa MEHEIKMEHTA KaYecTBa
PH 6.5-2 c.4u3z 17

Ilonoxxenue 1o 3alIUTC NCPCOHAIBHBIX JaHHBIX

1 Ha3HayeHue 1 00J1aCTh NPHMCHCHHUSA

1.1 Haznauenmue

Hacrosmee Ilonoxenune onpenenseT OCHOBHBIE LIENU U 3a7a4yd, a TAKKE
OOIIyI0 CTpaTerui0 MOCTPOCHUS CHUCTEMBI 3alIUTHI TMEPCOHATBHBIX JIAHHBIX
OI'BOY BIIO «KHAI'TY». IlonoxxeHue omnpenensieT OCHOBHbIE TpeOOBaHUS U
0a30Bble MOJXOMAbl K MX pealn3allluM ISl JOCTUKEHUS TPeOyeMoro ypoBHs
0e3omacHOCTH HHpOpMAITUH.

1.2 Cdepa neiicrBus

[lonosxeHne pacnpocTpaHseTcs Ha CIeayrouue 00bEKThl 3alUThl: 00pa-
o0ateiBacMbie B ®I'BOY BIIO «KHAI'TY» nepcoHanabHble JaHHbIE CYyOBEKTOB
MePCOHAIBHBIX JAaHHBIX, TEXHOJIOTHYECKass MH(POPMaIHs, CXeMbl TEXHOJOTHYEC-
CKHX TIPOIIECCOB 00pabOTKH, MPOTrPaMMHO-TEXHUUYECKUE CPEJCTBa 00pabOTKH,
CpeICTBa 3aIlUThI MEPCOHATBHBIX JAaHHBIX, KaHAJIbl HHOOPMAITMOHHOTO OOMEHa
1 TEICKOMMYHHUKAIIUKM, O0BEKTHI U TTOMEIIIEHHUS, B KOTOPBIX pa3MelIeHbl KOMIIO-
HEHTHI HHOOPMAITMOHHBIX CUCTEM 00PAOOTKH MEPCOHATIBHBIX TAHHBIX.

1.3 O0sacTb NpUMEeHEeHUs

Hacrosiee monoxeHre J0KHBI UCIIOIB30BaTh B CBOEH paboTe aIMHUHU-
cTpaTopsl Oe3omacHocTH, coTpyanuku UT-YmopaBnenus, corpyanuku ®I'BOY
BIIO «KHATI'TY», ocymiecTBisitonire 00paboTKy MepcoHaNbHbIX JaHHBIX CYOb-
€KTOB MEPCOHAITBHBIX JAHHBIX W/UJIA UMEIOMMX JOCTYN B TOMEIICHUs 00paboT-
KU W/WJIA XPaHCHUS HOCUTENEeH MEPCOHATbHBIX JTAHHBIX.

2 HopMaTuBHBIE CCHLIKH

Hacrosiiiee monoxkeHue pa3pabOTaHO B COOTBETCTBUU CO CIEAYIOIIMMU
HOPMATUBHBIMU JIOKYMEHTAMH:

Koncrurynus Poccuiickon @enepanun.

TpynoBoit kogekc Poccuiickont @enepanun.

Konekc 06 anMuHUCTpaTUBHBIX HapyieHusx Poccuiickoit denepannu.

I'paxxnanckuii koaexkc Poccuiickoit @enepannu.

VYronosHbi koaekc Poccuniickoit denepann.

®enepanbbiil 3akoH 0T 27 utong 2006 r. Ne 149-03 «O06 undopmanuu,
MH()OPMALIMOHHBIX TEXHOJIOTUSX U 3aIIUTE UHPOPMALIUN.

®enepanbhblii 3aK0H 0T 27 utosig 2006 r. Ne 152-D3 «O nepcoHaIBHBIX
JAHHBIX.

[loctanoBnenue IlpaBurenbcrBa «OO0 yTBEPKICHUM MOJIOXKEHUSI 00 OCO-
OEHHOCTSAX 00pabOTKU MEPCOHANIBHBIX JAHHBIX, OCYLIECTBISIEMON 0€3 HCIOJIb-
30BaHUs CPEACTB aBTOMaTU3aMU» OT 15 ceHTsiops 2008 1. No 687.

[loctanoBnenue [IpaButensctBa «O0 yTBEpKIEHUH TPEOOBAHUN K 3alllH-
T€ MEPCOHANBHBIX JAHHBIX MPU UX 00pabOoTKe B MH(POPMALMOHHBIX CHUCTEMAaX
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MEePCOHANBHBIX TaHHBIX» OT 1 HOsOpst 2012 1. No 1119.

[Tpukaz ®CTIK Poccun «OO0 yTBEp>KIEHUHM COCTaBa U COJIEPHKAHUS Op-
raHU3AI[MOHHBIX M TEXHUYECKUX MEp MO 00EeCrneyeHHt0 Oe30MacHOCTH Mepco-
HaJbHBIX JAHHBIX MpU UX 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMaX MEpCo-
HaJbHBIX TaHHBIX» OT 18 deBpansg 2013 r. Ne 21.

[Tpuka3z ®Cb Poccun «O6 yrBepx)aennu CocraBa U COACp>KaHUsS OpPraHu-
3aI[MOHHBIX U TEXHUYECKUX MEP MO 00eCneUeHUI0 0€30MacHOCTH EPCOHATBHBIX
JAHHBIX TIPU UX 00paboTKe B MH(MDOPMALIMOHHBIX CUCTEMAaX MEPCOHANIBHBIX JIaH-
HBIX C HCIOJb30BaHUEM CPEJICTB Kpuntorpaduueckoi 3amuThl MHGOpMALUH,
HEOOXOAUMBIX JIJIsI BBITTOJTHEHHS YCTaHOBICHHBIX [IpaBuTenscTBOM Poccuiickoit
®enepanuu TpeOOBaHUN K 3alllUTE MEPCOHANBHBIX JAHHBIX MJIs KaXJO0ro M3
ypoBHeW 3amuieHHocTH» oT 10 urons 2014 r. Ne 378.

3 Tele/IHbI, onpeacJacHud, COKpamcHns

3.1 TepMuHBbI U Onpeae/IeHUA

B HacTosimieM MOJO0XKEHUH MPUMEHSIOTCS CIEAYIOIINE TEPMHUHBI C COOT-
BETCTBYIOLIMMH ONPEACICHUSIMUA:

AaMuHHCTPATOP  0€30IaCHOCTH  MH(POPMALMOHHOH  CHCTEMBbI
00pa0oOTKH NMEpPCOHAJBbHBIX AAHHBIX — IITAaTHBIA COTPYAHUK YHUBEPCUTETA,
Ha3HAYEHHBIN MPUKA30M PYKOBOJACTBA YHUBEPCUTETA, OCYILECTBISIOMINMA
MPOBEJCHUE U KOHTPOJb MEPONPUSTUM MO OOECIeUueHU0 Oe30MacHOCTH
MEePCOHAIBHBIX JIAHHBIX, METOANYECKOE PYKOBOJACTBO pabOTOM MOJIb30BATEINEH
MH(QOPMAIIMOHHOM CHUCTEMbl TMEPCOHAJIBHBIX JAHHBIX M OTBEYAIOIIUHA 3a
o0OecrnieueHrEe YCTOMUYMBOM PabOTOCIOCOOHOCTH 3JIEMEHTOB MH(OPMAIMOHHON
CUCTEMbl TEPCOHANBHBIX JAHHBIX M CPEACTB 3alllUThl TOpU 00paboTKe
MEePCOHATBHBIX TAHHBIX.

be3onacHOCTh NMEPCOHANBHBIX JAAHHBIX — COCTOSHHUE 3al[MIICHHOCTHU
MEPCOHAIBHBIX JAHHBIX, XapaKTEepPU3yeMOe CIOCOOHOCThIO IOJIb30BaTENEH,
TEXHUYECKUX CPEACTB W MH(POPMALMOHHBIX TEXHOJOTHI  O00EeCrneyuTh
KOH(PUACHIMATBHOCTh, IEJIOCTHOCTh W JOCTYMHOCTb NEPCOHAIBHBIX JTAHHBIX
npu ux o0padoTke B MUHGPOPMAIIMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JIAHHBIX.

buomerpuyeckue mnepcoHaJIbHbIE JaHHbIE — CBEICHUS, KOTOpPBIE
XapaKTEepU3YIOT (PU3NOJIOrMYECKUEe OCOOCHHOCTH 4YeJOBEKa M Ha OCHOBE
KOTOPBIX MOXHO YCTAaHOBUTH €r0 JIMYHOCTh, BKJItOYas (pororpaduu, oTneyaTku
najbplieB, o0pa3 ceTyaTKu TJla3a, OCOOCHHOCTH CTPOEHHUS Tella U JPYryIo
Mo100HYy0 HH(OPMAITHIO.

biokupoBaHne MepCOHANBHBIX JAHHBIX — BPEMEHHOE MpeKpalleHue
cOopa, cucTeMaTU3allMk, HAKOIUJICHUS, WCIOJIb30BaHUsA, PACIPOCTPAHEHUS,
MEePCOHAIBHBIX JAHHBIX, B TOM YHUCJIE UX MEepEe/Iayu.

Bupyc (KOMIIBIOTEPHBII, NPOrpamMMHBbIN) — VCTIOJIHSIEMBI
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MPOTrPaMMHBINA KOJI UM UHTEPIPETUPYEMBbIIT HAOOP MHCTPYKLUM, 001aaatomuii
CBOMCTBAaMHU HECAHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI KM CaMOBOCIPOU3-
Benenus. Co3maHHble JyOJMKAaThl KOMIIBIOTEPHOTO BHpyca HE Bceria
COBMIAQJAIOT C OPUTHMHAIOM, HO COXPaHAIT CHOCOOHOCTh K JaJbHEHIIEMY
pacupoCTPaHEHHUIO U CAMOBOCIPOU3BEICHUIO.

Bpenonocnass mporpamma — nporpamma, MpeJHa3HAYeHHas  JUIs
OCYIIECTBJICHUS HECAHKIIMOHUPOBAHHOTO JOCTyNMa W (WJIM) BO3JEHCTBUS Ha
MEepCOHAIbHBIE  JAHHBIE WJIH  pecypchl  MHPOPMAIMOHHON  CHCTEMBI
MEePCOHATBHBIX IAHHBIX.

JlocTyn B OnepauuMoHHYI cpely KoMmbloTepa (MH(OPMAIMOHHONI
CUCTEeMbl MEPCOHAJBHBIX JAHHBIX) — TOJIYYEHUE BO3MOXKHOCTH 3allyCckKa Ha
BBITIOJTHEHUE IITATHBIX KOMaH[, (QYHKIHM, MPOUEayp ONEPALMOHHON CHUCTEMBI
(YHUUTOXEHHUS, KOMUPOBAHUS, MEPEMENICHUsS U T.II.), UCHOJHSIEMBIX (ailaoB
MPUKJIAJHBIX IPOrPaMM.

Joctyn k uHGOpMAUMHU — BO3MOXHOCTh MOJIydeHUs1 UHGOPMALIUU U €€
UCIIOJIb30BaHUS.

JoctynHocth MHGOPMAUMM — BO3MOXHOCTH 3a MPUEMIIEMOE BpeMs
MOJIYYUTh TPEOyeMyt0o HHPOPMAILIMOHHYIO YCIIYTY.

3ammmaemass u"Hopmauus — uHPopmanus, SBIAIONIASCA MPEIMETOM
COOCTBEHHOCTH U TOJJIeXkKalllas 3alluTe B COOTBETCTBUHM C TPEOOBAHUSIMU
MPaBOBBIX JIOKYMEHTOB Wi TpeOOBaHUSIMU, yCTaHABJIMBAEMbIMU
COOCTBEHHUKOM MH(OpMaIInH.

Nnentudukanusa — npucBOeHUE CyObeKTaM M OOBEKTaM JI0CTyna
uneHTuukaropa M (WIM) CpaBHEHUE MPEABSABIAEMOro HACHTU(UKATOpA C
NepeyHeM MIPUCBOCHHBIX UJEHTUPUKATOPOB.

NHpopMaTUBHBIA CUTHAJ — JJIEKTPUYECKUE CUTHAJIBI, aKyCTHYECKHE,
ANIEKTPOMArHUTHbIE W JApyrue (U3MYECKHe IOJis, MO MapaMeTpaM KOTOPBIX
MOXET OBIThb packpbeiTa KOH(puAeHIUanbHass uHGopManus (HIepcOoHANIbHBIC
JIaHHbIE) oOpabaTbiBaeMass B HMHGPOPMAIMOHHOM CHCTEME NEPCOHATBHBIX
JAHHBIX.

Nudopmanuonnas cucrema MepCoOHAIBHBIX JAHHBIX —
uHpopMallMOHHAas ~ CUCTeMa, MpeACTaBisdomas  co00il  COBOKYIHOCTD
MEePCOHANBHBIX  JAaHHBIX, CcoOJepXKaluxcs B 0a3e JaHHBIX, a TaKxkKe
MH(QOPMALIMOHHBIX TEXHOJOTHMH © TEXHUYECKUX CPEACTB, MO3BOJSIOMIMNX
OCYHIECTBIJISITh 00pa0OTKY TaKUX NEPCOHANBHBIX JAHHBIX C HCIOJIb30BAHUEM
CPEACTB aBTOMATHU3aLUK WA 0€3 UCIOJIb30BAaHUS TAKUX CPEICTB.

NudopmannoHHble TEXHOJOTMM — MPOLIECCHI, METOMBI MOUCKa, cOopa,
XpaHeHusi, o0pabOTKH, MPEIOCTABIEHUSA, PACIPOCTpaHeHUss WHOpMannu U
CrocoObI OCYIIIECTBICHUSI TAKUX MPOILECCOB U METOJIOB.

NHuuaeHT — HEKOTOpOE MPOUCIIECTBUE, CBSI3aHHOE cO CcOOeM B
(YHKIIMOHUPOBAHUU 3JIEMEHTOB WH()OPMAIMOHHON CHUCTEMBbI MEPCOHAIBHBIX
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JAHHBIX, MPEIOCTABISIEMBIX TOJb30BATEIAM CHUCTEMBI, a TaK € TIoTepei
3amuinaemMol umHopManuu. WHIMAEHT MOXKET MPOU30NTH B pe3yjbTare
HENPEIHAMEPECHHBIX JICMCTBUM IMOJb30BATENICH, MPEIHAMEPEHHBIX IEUCTBUN
MOJIb30BaTeNIe W  TPETbUX JIMI, HApyUIEHUS MpaBWI OSKCIUTyaTalluH
TEXHUYECKUX CPEACTB, B pe3yJbTaTe BO3HUKHOBEHMSI BHEIITATHBIX CUTYyallUM
u/unu popc-MaxxopHbIX 0OCTOSITEIHCTB.

Hcnosib30BaHue NEPCOHAJBHBIX JAHHBIX — JCHCTBUS (omepaiuu) ¢
MEePCOHAIBHBIMU JTaHHBIMHM, COBEpIIAEMbIe OMNEPATOPOM B LENAX MNPUHSATHUS
pPELICHUN WA COBEPIICHUS HHBIX JCUCTBUMA, MOPOXKIAIOIIHNX IOPUIAUECCKHUE
MOCJIEICTBUS B OTHOIIEHUH CYOBhEKTa MEPCOHANBHBIX JAHHBIX WM JAPYTHX JIUIL
aub0 UWHBIM 00pa3oM 3aTparMBalOlIMX IMpaBa U CBOOOJBI CyObeKTa
MEPCOHANBHBIX JAHHBIX WIH APYTHUX JIUILI.

KondgnaeHunajabHOCTh MEPCOHANBHBIX JAHHBIX — 00s3aTE€NIbLHOE MJIS
COOJIIOICHUSI ONEPAaTOPOM WM WHBIM MOJYYUBIIUM JOCTYI K MEPCOHAJIbHBIM
JAHHBIM JIMIIOM TpeOOBaHME HE JOMYyCKaTh UX paclpocTpaHeHue 0e3 coriacus
CcyOBbeKTa MePCOHANBHBIX JAHHBIX WM HATUYUS MHOTO 3aKOHHOT'O OCHOBAHUSI.

MesxkcereBoili  IKpaH —  JIOKajdbHOE  (OJIHOKOMIIOHEHTHOE) WU
(yHKIIMOHANIBHO-PACTIPE/IETICHHOE MPOrpaMMHOEe  (ITPOrpaMMHO-AINIMAPaATHOE)
cpeactBo  (KOMIUIEKC), pealm3yloliee KOHTpOJdb 3a  mHOOpMAaIuew,
MocTynarouei B UHPOPMAIMOHHYIO CUCTEMY MEPCOHAJIbHBIX JAHHBIX U (WJIH)
BBIXOJISIIIIEH U3 HHPOPMAITMOHHON CUCTEMBI.

Hapymurenb 0€30aCHOCTH NEPCOHANBHBIX JAHHBIX — (U3UYECKOE
JUIO, CIy4YallHO WIM MNpPEeIHAMEPEHHO COBEpIIArouiee IEHCTBUS, CIEACTBUEM
KOTOPBIX SIBJIETCS HapylIeHHE O€30MaCHOCTH MEPCOHAJIBHBIX JIAaHHBIX MPHU HUX
00paboTKe TEXHUYECKUMU CpeICTBaMU B HMHGOPMAIMOHHBIX CHUCTEMax
MEePCOHATBHBIX TAHHBIX.

HeaBTomMaTu3upoBaHHasi 00pad0TKa MEePCOHAJBHBIX JAHHBIX —
00paboTKa TMEepCOHANbHBIX JAaHHBIX, cOJepxKaumxcs B HHGOPMAIMOHHON
CUCTEME NEPCOHANBHBIX [JAHHBIX JUOO U3BJICYEHHBIX M3 TAKOH CHUCTEMBbI,
CUMTAETCS OCYIIECTBICHHOM 0€3 HCHOJIb30BAHUS CPEACTB aBTOMAaTU3AIUU
(HEaBTOMATU3UPOBAHHOM), €CIIM TaKue ACHCTBUS C MEPCOHAIBHBIMU JAaHHBIMU,
KaK  HUCIOJb30BaHUE,  YTOUHEHHE,  pPACHPOCTPAHEHHE,  YHHUYTOXKEHUE
MEPCOHANBHBIX JTAHHBIX B OTHOIIEHUU KaXJAOT0 U3 CYOBEKTOB MEPCOHAIBHBIX
JAHHBIX, OCYIIECTBISIOTCS IPU HEMOCPEACTBEHHOM YYaCTHH YeJIOBEKa.

HenexsiapupoBaHHbie BO3MO0KHOCTH — () YHKIIMOHAIbHBIE BO3MOKHOCTH
CPEACTB BBIUMUCIUTEIbHOW TEXHUKH, HE ONMUCAHHBIE WM HE COOTBETCTBYIOIIUE
OMUCAaHHBIM B JIOKYMEHTAllUd, NpPU HCIOJb30BAHUH KOTOPBIX BO3MOKHO
HapylleHue  KOH(PUICHIHAIBHOCTH,  JIOCTYIHOCTH WU  IE€JIOCTHOCTH
oOpabaTbiBaeMOi UHGOPMAIUU.

HecankunonnpoBaHHbII AOCTYII (HeCAaHKIIMOHUPOBaHHbBIE
AedcTBUS) — JOCTyn K wuHOpMAMU WU JAEUCTBUA ¢ UHMOpMaLUeH,
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Hapyllaolme npaBuiia pa3rpaHUyeHus JOCTyNa C UCIOJIb30BAHUEM IITATHBIX
CPEACTB, MPEIOCTaBISAEMbIX HHPOPMAIMOHHBIMU CHCTEMaMU MEPCOHAIBHBIX
JTAHHBIX.

Hocurear wundpopmanmum — Qusnueckoe JHUIIO0 WX MaTepUaIbHbIN
00BEKT, B TOM YHCII€ (PU3MYECKOE T0JIe, B KOTOPOM MHGOPMAIIMsS HaXOIUT CBOE
OTPpaXKEHHE B BHJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUU U
MPOIIECCOB, KOJTUYECTBEHHBIX XapaKTEPUCTUK (PU3NYECKUX BEIHYHH.

Hocureqb mnepcoHaNbHBIX JAHHBIX — MAaTEPUANIBHBIA  OOBEKT
(OyMaXHBIN UK AIEKTPOHHBIN) COIepKAUIUM MEPCOHANIbHBIC TAHHBIC.

O0e3MunBaHue NEPCOHAJbHBIX JAHHBIX — JICHCTBUS, B pPeE3yjibTaTe
KOTOPBIX HEBO3MOKHO OMNPENEIUTh MPUHAMICKHOCTh MEPCOHAIBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHATbHBIX JaHHBIX.

O0padoTka mNepPCcOHAJBHBIX JAHHBIX — JEWCTBUS (omepanuu) ¢
MEePCOHATBHBIMU JTaHHBIMH, BKJIOYash cOOp, CHUCTEMaTH3allMI0, HAKOILICHHE,
XpaHeHue, yTouHeHue  (OOHOBIEHHUE,  WM3MEHEHHE),  HCIOJIb30BAHHUE,
pacmnpocTpadHeHrue (B TOM 4YHCIIEe mepenady), oOe3nnurBaHue, OJIOKHPOBAHHE,
YHUYTOKEHUE IEPCOHAITBHBIX JIaHHBIX.

OO0wmenocTynHblie NMEePCOHANbHBbIE TaHHbIE — MEPCOHANIbHBIC JIaHHbIE,
JOCTYNl HEOTPAaHMYEHHOTO Kpyra JIMI[ K KOTOPBIM MPEIOCTABJIEH C COrjacus
CyObeKTa NEPCOHAIBHBIX JAHHBIX WJIM HA KOTOPbIE B COOTBETCTBUHU C
dbenepanbHBIMU 3aKOHAMHM HE paclpocTpaHseTcss TpeOoBaHHE COOIIOACHUS
KOH(PUACHIIUATBHOCTH.

Oneparop (mepCOHANBHBIX [aHHBIX)— TOCYJapCTBEHHBIA OpraH,
MYHULIUNAIBHBIA OpraH, I0pUIddeckoe Wik (U3NYECKOe JIUIO0, OPTaHU3YIoIee
u (wiM) ocyuiecTBisAmoniee 0OpabOTKY IMEpPCOHAIBHBIX JIaHHBIX, a TaKXKe
ONpEeIEISAIONINE LETU U Co/lepKaHre 00padOTKU MEPCOHATBHBIX JIaHHBIX.

IlepconanbHble OaHHbIe — J100as uWHPOpMalus, OTHOCAIIAsCS K
OMpENICICHHOMY WJIM OIpEeNeseMOMY Ha OCHOBAaHUM TaKOW HHQpOpMaIuu
¢uznyeckoMy muiy (CyObeKTy NEpPCOHANIBHBIX JAHHBIX), B TOM YHUCJIE €ro
dbamuins, UMs, OTYECTBO, TOJ, MECAl, Jara M MECTO POXKICHHUS, aJpec,
CeMEWHOe, COUMAIbHOE, HWMYIIECTBEHHOE  TOJIOXKEHUE, O00pa3oBaHuUE,
npodeccus, 10X01bl, Apyras uH(GopMalus.

[Honb3oBaTesb  MHPOPMAIMOHHOM  CHCTEMBbI  NEPCOHAJIBHBIX
JAHHBIX — JIMI0, Yy4YacTBywollee B (PYHKIHMOHMPOBAHUU HWH(POPMALIMOHHOM
CUCTEMbl MEPCOHAJIBHBIX JAHHBIX WJIM HCHOJB3YIOUIEE pe3yJbTaThl €€

(GYHKIIMOHUPOBAHUS.

IlomemeHne mnepcOHAJbHBIX [JAHHBIX — IIOMEILIEHUE, COJEpKallue
HOCUTEIHN NIEPCOHAIBHBIX JAHHBIX.

IIpaBuia  pa3rpaHuveHusi JAOCTYNa —  COBOKYNHOCTh  IPaBHIIL,

pErIaMEHTUPYIOUIUX MpaBa JOCTyMa CyObEKTOB JOCTYIA K 00bEKTaM JOCTYTA.
PaGoTHuK (COTPYAHUK) — (U3UYECKOE JIUIO, COCTOSIEE B TPYIOBBIX
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OTHOILIEHUSIX C pabOTOIaTENIEM.

Pa6orogarens — @®I'BOY BIIO «Komcomonbckuii-Ha-AmMype
rOCYJJapPCTBEHHBIM TEXHUYECKUM YHUBEPCUTET», BBIMOJHAIONMNA (QYyHKIUH
omnepaTopa NepCOHAIbHBIX TAHHBIX.

PackpbiTHe mepcoOHANBbHBIX JAHHBIX — YMBIIUICHHOE WM CIy4dailHOE
HapylleHue KOHPUACHIIMAaTbHOCTU MEPCOHANBHBIX TAHHBIX.

PacnpocrpaHenune nepcoHaIbLHBIX JAHHBIX — JICHCTBUSI, HAlPABIICHHBIC
Ha Mepenavyy MEepCOHAJIbHBIX JAHHBIX OMpEACTICHHOMY Kpyry il (mepeaada
MEePCOHAIBHBIX JaHHBIX) WJIM Ha O3HAKOMJICHHE C NEPCOHAIBHBIMU JAHHBIMU
HEOTPAHUYEHHOTO Kpyra JIMI, B TOM Yuclie OOHApOJOBAaHHUE MEPCOHATBHBIX
JAHHBIX B CPEJICTBAX MacCcoOBOM mH(pOpMalny, pa3MelieHue B MHPOPMAITMOHHO-
TEICKOMMYHUKAIIMOHHBIX ~ CETSAX  WJIM  MOPENOCTaBlICHHE  JocTyna K
MEePCOHATBHBIM JAHHBIM KaKUM-JIMOO UHBIM CIIOCOOOM.

Pecypc wuHpOpMANMOHHOM CHCTEMbI — WMEHOBAHHBIM  3JIEMEHT
CUCTEMHOT0, IPUKJIATHOTO WU anmnapaTHOro oodecrneyeHus GyHKIMOHUPOBAHUS
MH()OPMAIIMOHHON CUCTEMBI.

PykoBoacTBo — Pexropar yHuBepcurerTa.

CneunajbHble KaTeropvMH MEPCOHAJBHBIX JAHHBIX — MEPCOHAIIbHbBIC
JIAaHHBIC, Kacaroluecs pacoBoM, HallMOHAJIbHOM MPUHAJIEKHOCTH,
MOJIMTUYECKUX B3TJIAJIOB, PEIUTHO3HBIX WIH (uinocopckux yOexaeHuu,
COCTOSIHUS 3[I0POBbSI © MTHTUMHOM KU3HU CyOBEKTa MEPCOHANIBHBIX TAHHBIX.

CpeacTBa BBIYUCIUTEIbHOH TEXHUKH — COBOKYMHOCTh MPOTPAMMHBIX
U TEXHUYECKHX OJJIEMEHTOB CHUCTEeM OOpabOTKH JaHHBIX, CHOCOOHBIX
(YHKIIMOHUPOBATh CAMOCTOSITENIEHO UJIM B COCTABE JIPYTUX CUCTEM.

Cy0bekT nocryna (cy0beKT) — JIMIIO WK IPOLECC, AEUCTBUS KOTOPOIO
pErIaMEeHTUPYIOTCA MPAaBUIIAMU pa3rpaHUyYEHUs T0CTyIa.

TexHuuyeckunii KaHAJ yTe4KH MH(OPMALMH — COBOKYITHOCTh HOCHUTEIS
nHpopmanuu (cpeacTBa o0pabOTKH), (DU3MYECKOM Cpeabl PaclpOCTPaHEHUS
MH(MOPMATUBHOTO CUTHAJA U CPEACTB, KOTOPHIMU JI0OBIBAETCS 3alluiliacMas
uHopMmarnus.

TpancrpanuyHasi mnepegadya MepPCOHAJBHBIX [aHHBIX — Iepejaya
MEPCOHANBHBIX JIaHHBIX OMNEpPaTOpoM uepe3 ['ocyAapCTBEHHYIO TIpaHUILy
Poccuiickonn ®enepanuu Opraly BIIACTM HMHOCTPAHHOIO TOCYAAapCTBa,
(U3UYECKOMY WJIU IOPUIMYECKOMY JIMIY MHOCTPAHHOI'O TOCY1apCTBa.

Yrpo3sl 0€30MaCHOCTH MEPCOHAJBHBIX JAHHBIX — COBOKYIHOCTH
yCIOBUM U (PAKTOPOB, CO3AIOUIUX OMACHOCTh HECAHKIIMOHHMPOBAHHOTO, B TOM
YHUCJe CIy4ailHOTO, A0CTyNa K NEPCOHAIBHBIM JTaHHBIM, PE3YJIbTaTOM KOTOPOTO
MOXET CTaTb YHUUYTOXEHHE, U3MEHEHue, OJOKUpPOBAaHHE, KOIMUPOBAHHUE,
pacrpocTpaHeHue MEePCOHATIbHBIX JAHHBIX, a TaKxe UHBIX
HECAHKIMOHUPOBAHHBIX JIEUCTBUUA MNpU HX 00paboTKe B MH(GOPMAIMOHHOU
CUCTEME MEePCOHATIbHBIX JaHHBIX.
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Yuuepcurer — @OIBOY  BIIO  «Komcomonbckuii-Ha-AMype
rOCY/IapCTBEHHBIN TEXHUYECKUIN YHUBEPCUTETY.

YHUUYTOKEHHE TEePCOHAJIBbHBIX [IAHHBIX — JICHCTBHUS, B pPE3YyJIbTaTe
KOTOPBIX HEBO3MOYKHO BOCCTAHOBUTH COACPKAHUE MMEPCOHAIBHBIX HAHHBIX B
MH()OPMAIIMOHHON CUCTEME MEePCOHATBHBIX JAHHBIX WU B PE3YJIbTAaTe KOTOPHIX
YHHAUYTOXKAKOTCS MATEPUATIBHBIE HOCUTEIHN IEPCOHAIBHBIX TAHHBIX.

HenocTHocTh MHGOPMAIIUM — CTIOCOOHOCTh CPEICTBA BHIUMUCIUTEILHON
TEXHUKU WA aBTOMAaTHU3UPOBAHHOW CHUCTEMbl 00€CHeYMBATh HEU3MEHHOCTD
MHpOpMAIIMU B YCIOBUSX CIYyYallHOTO W/WIM TPEAHAMEPEHHOTO HCKaKEHUS
(pa3pyiiieHus).

3.2 CoxkpameHnust

B Hacrosiem nonoXeHuu NpUMEHSIIOTCS CICTYIOIIUE COKPAICHHUS:

Ab — Anmunuctparop 6ezonacuoctu UCIT/IH;

ABIIO — aHTUBUPYCHOE MPOrPaMMHOE 00€CTICUEHUE;

APM — aBTOMAaTU3UPOBAHHOE pabouee MEeCTo;

NCITIu — nHGOpMaIIMOHHAS CUCTEeMa TePCOHATBHBIX TaHHBIX;

JIBC — JIOKaJbHas BBIYMCIINTECIIbHAS CETh;

M3 — MEXKCETEBOM IKPaH;

HC/], — HECAHKIMOHUPOBAHHBINA TOCTYII;

OC — OIEepalMOHHAas CUCTEMA;

I1/1n — NEPCOHAJILHBIE IAHHBIE;

[0 — MPOrpaMMHOE 00ECIICUCHHUE;

[T 11 — MMOMENIEHHUE, COJIEPKAIIee HOCUTEN EPCOHATLHBIX JAHHBIX;
PO — Poccuiickas @enepanus;

C31 — CpeCTBa 3alIUThl UH(POPMAIUK;

C3I1/In — cucrema (MmoJicucTeMa) 3aluThl IEPCOHANBHBIX JaHHBIX;
YBII/In — yIpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX;

RAID — T€XHOJIOTUSl BUPTYAIU3allUU JAHHBIX, KOTOpas 00beAUHSET

HCCKOJIBKO JUCKOB B JIOTUYECKUI DJIICMEHT
JJIA M30BITOYHOCTH U MOBBIIIICHUS IMPOU3BOJUTCIIbHOCTH.

4 OTBEeTCTBEHHOCTH

4.1 PabotHuKkU yHUBEpcUTETa, nMetolue noctyn K [1/{n cyowekToB I1/1H,
HECYT OTBETCTBEHHOCTh B COOTBETCTBHM C 3aKOHOJATEIbCTBOM P® 3a Hapye-
HUE peXUMa 3alIUThl, 00pabOTKHU U nopsiAKa ucnoib3oBanus [1J[H.

4.2 PaOOTHHUKM YHUBEpPCUTETA, BUHOBHbIC B HApYIICHUU HOPM, PEryJiH-
pylomux mnoiaydeHue, oopadorky u 3amuty I1/In cyobexkToB I1/IH, HEcyT auc-
UUATUIMHAPHYIO, aAMUHUCTPATUBHYIO, T'PaXIAHCKO-IIPABOBYIO WJIHA YTOJIOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBUHU C 3aKOHOAATEIHCTBOM PD.

4.3 KoHTpoJib 32 BBIIOJHEHHEM HOPM, PETYJIHPYIOIIUX MMOJyYeHue, 00pa-
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6ot1ky u 3amuty [I/In cyObekToB I1JIH Bo3naraercst Ha pyKOBOJICTBO YHUBEPCHU-
TeTa, HadanpHuKa UT-ynpaBnenue, pykOBOOUTENEN CTPYKTYPHBIX NOApa3iese-
HUI YHUBEPCHUTETA, B KOTOPBIX OcyllecTBiseTcss oopadoTka I1][H.

5 O01mue nmos1oKeHU A

5.1 C3I11n npeacTaBisieT coO00i COBOKYITHOCTh OPraHU3allMOHHBIX U TEX-
HUYECKUX MeponpusiTuil A 3amuThl [1/[H oT HempaBOMepHOro Wi cay4aitHo-
ro JIOCTyna K HUM, YHUYTOXXEHUS, U3MEHEHUs, OJOKUPOBAHUS, KOMUPOBAHUS,
pactipoctpanenus [1/]H, a Takke UHBIX HETPABOMEPHBIX JEUCTBUN C HUMH.

5.2 be30onacHOCTh MEPCOHATBHBIX JTAHHBIX JOCTUTAETCS MyTEM HUCKIIOYe-
HUS HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CIy4alHOro, I0CTyNa K NepPCOHab-
HBIM JaHHBIM, PE3yJIbTATOM KOTOPOT'O0 MOXKET CTaTh YHUUTOXEHUE, U3MEHEHHUE,
OJIOKMpOBAHUE, KOMUPOBAHUE, PACHPOCTPAHECHHE MEPCOHATBHBIX JaHHBIX, a
TAKYK€ WHBIX HECAHKIIHOHUPOBAHHBIX JCHCTBU.

5.3 CtpykTtypa, coctaB u ocHoBHbIe (pyHKIIMK C3IIJIH onpenensroTcs uc-
xo1s u3 ypoBHs 3amuiieHHocT UCITIn. C3I1/In BkIto4aeT opraHu3anioOHHbIE
Mepbl U TEXHUYECKUE CPEJICTBA 3allUThl MHPOpManuu (B TOM 4YHCie MUPPO-
BaJIbHbIE (KpUNTOrpaUuecKue) CpencTBa, Cpe/icTBa MPEAOTBPAILICHUS HECAHK-
MOHUPOBAHHOIO JIOCTYIA, YTEYKH HHGOpPMalMK MO TEXHUYECKUM KaHallaM,
MPOrPaMMHO-TEXHUYECKUX BO3JICHCTBUN HAa TEXHUYECKHE CPEACTBA 00pabOTKHU
[1/11), a Takke UCHOJIb3yeMble B HH(OOPMALIMOHHOW cucTeMe MH(OPMAIIMOHHbIE
TEXHOJIOTUU. DTU MEphI MPU3BAHbI 00ECTIEYUTh KOH(MUICHIINATBLHOCTh UHOP-
MalliH, [eJOCTHOCTh UH(POPMAIUH, JOCTYITHOCTh HH(OPMAIIUH.

6 HOCTpOCHl(Ie CUCTECMDBI 3allIUThI NCPCOHAJTBHBIX JaHHbIX

6.1 Iloctpoenune C3I1/In Bo3naraercs na UT-Ynpasinenue.

6.2 Ilpu mnoctpoenun C3II/IlH otBercTBeHHBIE coOTpyAHUKH WT-
VYrpapneHuss U aIMUHUCTPATOPHI OE30MACHOCTH JOJKHBI HMCIOJIB30BaTh Clie-
TYIOIIUE TTPUHIIMIIBI:

— 3aKOHHOCTh — OCYIIIECTBIICHUE 3aIlIUTHBIX MEPONPUATHN M pa3padoTKa
C3I1/IH B COOTBETCTBHH C JCHCTBYIOIIUM 3aKOHOAATEILCTBOM B 00JIaCTH 3alllU-
1ol [IJIH 1 Ipyrux HOPMATUBHBIX aKTOB IO O€30MaCHOCTH WHGOPMAIIMH, YTBEP-
KJEHHBIX OpraHaMH TOCYJAapCTBEHHOW BJACTH W YINPABJICHHUS B Ipejeiiax Hx
KOMIIETCHITNH;

— CHCTEMHOCTh — YYET BCEX B3aMMOCBS3aHHBIX, B3aUMOJEHCTBYIOIINX U
M3MEHSIONIMXCS BO BPEMEHH AJIEMEHTOB, YCIOBUM M (DaKTOPOB, CYIIECTBEHHO
3HAYUMBIX JUISl TIOHUMaHUS U pelIeHUs MpoOeMbl o0ecriedeHrsl 0€30MacHOCTH
I[1Ia UCIT1H;

— KOMIUIEKCHOCTh — COTJIACOBAaHHOE MPUMEHEHHE Pa3HOPOJHBIX CPEJICTB
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P TOCTPOCHUU LEITOCTHOW CHUCTEMBI 3alUTHI, NEPEKPHIBAIOIICH BCE CYILECT-
BEHHbIC (3HAUMMBIE) KaHaJIbl peaau3alliu yrpo3 U He cojJepKalieil caabbix MecT
Ha CTHIKAX OTAEJbHBIX €€ KOMIIOHEHTOB;

— HENpPEepPHIBHOCTh 3alIUThl — paccMoTpenue 3amuThl [/l xak Hempe-
PBIBHOTO LIEJIEHANIPABIECHHOTO MPOLECCa, TPEANONAraloINi MPUHATHE COOTBET-
CTBYIOLIMX MEp Ha BceX Aranax ku3HeHHoro nukna UCI/IH;

— CBOEBPEMEHHOCTH — pa3paboTku u skcrutyatanus C3I1/H napanienbHO
¢ pazpabotkoii u pazsutueM MCIIIH nmsa ynpexaaroIiero xapakrepa Mep oodec-
neueHus: 6e3onacHoctu [1/1H;

— COBEpIICHCTBOBAHUE — TIOCTOSHHOE COBEPIICHCTBOBAHUE MEp U
CPEACTB 3alIUThl HH()OPMALIUK HA OCHOBE MPEEMCTBEHHOCTH OPTaHU3alIMOHHBIX
U TEXHUYECKUX PEIICHHM, KaJpOBOTO COCTaBa, aHalu3a (YHKIIMOHUPOBAHUS
HNCII/IH m ee cucTteMbl 3alUTHl C Y4ETOM MU3MEHEHUM B METOJAX M CpPEACTBaX
nepexsara uH(OpMalli, HOPMATUBHBIX TPEOOBAHUHN MO 3AIIUTE, JOCTUTHYTOIO
OTEUYECTBEHHOI'0 U 3apyO0EKHOT0 OIbITa B 3TOM 00J1acTH;

— NEepCOHAJIbHAasi OTBETCTBEHHOCTh — BO3JIOKEHHE OTBETCTBEHHOCTH 32
obecrieuenne Oe3omacHoctH I[IJIlH M cucTteMbl MX 00paOOTKHM Ha KaXXJAOTO CO-
TPYJHHKA B MpeJENax ero MoJTHOMOYHUN;

— MUHUMM3ALUS TOJHOMOYUN — MPEAOCTABICHUE MOIb30BATENISIM MUHHU-
MaJlbHBIX TPaB JIOCTyNa B COOTBETCTBUHU C MPOU3BOJCTBEHHON HEOOXOAMMO-
CThIO, HA OCHOBE MPUHIUIIA «BCE, YTO HE pa3pelIeHO, 3aMpPEeIICHOY;

— TUOKOCTh — BOBMOKHOCTb BapbUPOBAHUS YPOBHEM 3AllIMIIIEHHOCTH, 0€3
HapyllleHus npoiiecca HopManbHOro ¢pyHkuuonupoBanust UCII/H;

— npocrota npumenenus: — C3I1/IH nokHa ObITh UHTYUTHBHO MOHSITHA U
MpOCTa B UCIOJIb30BAHUM HE TPeOYIOIIasi 3HAUYMTEIbHBIX JTOMOTHUTEIbHBIX TPY-
703aTpaT Mnpu OObIYHON paboTe 3aperucTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSII-
KOM TI0JIL30BaTEeNIeH;

— crenuanu3aius — BO3MOKHOCTb IPUBJICYEHUE K pa3paboTKe CPEJCTB U
peanuzaluu Mep 3alluThl UHPOPMAIUU CHEIUATU3UPOBAHHBIX OPraHU3alNi,
MMEIOIIUX OIBIT TPAKTUUYECKON pabOThl 1 HEOOXOIUMbIE JTULEH3UU;

— KOHTPOJIb — BO3MOXHOCTb KOHTPOJISI 32 AEATEIbHOCTHIO JIFOOOr0 MOJIb-
30BaTelsl, KaKJI0r0 CPEe/ICTBA 3aIUTHl U B OTHOIIEHUU JI000ro 00beKTa 3alllu-
ThI, OXBAThIBAIOIIEIO0 KAK HECAHKIMOHUPOBAHHbBIC, TaK U CAHKIIMOHHUPOBAHHBIC
JEUCTBHS C LEIbI0O CBOEBPEMEHHOI'O BBISIBIICHUSI M IIPECEUYECHUS MOMBITOK Hapy-
IIEHUS YCTaHOBJIEHHBIX ITpaBuil obecnieueHus Oe3zonacHocTtu [1/1H.

6.3 Ilpu mnocrtpoenun C3II/IlH otBercTBeHHBIE cOTpyAHUKH WMT-
VYrpaBineHuss U1 aAMUHUCTPATOPHI OE30MACHOCTU AOJKHBI UCIIOIB30BaTh Clie-
IYIOIHE MEPBI 3aIIUTHI:

— NMporpaMMHoO-annapaTHeie cpeactBa 3amuThl [[/IlH — ucnons3oBaHue
Pa3IMYHBIX YCTPOUCTB U CIIENUAIIBHBIX Iporpamm, Bxoasmux B coctaB UCII/Ix
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Y BBITIOJTHSIOMINX (CaMOCTOSITENIbHO WJIM B KOMIUIEKCE C IPYTUMH CPEJACTBAMM )
¢dbyukiuu 3amuThl. K JaHHBIM cpelicTBaM OTHOCSITCS CPEACTBA 3alIUTHI OT He-
CaHKIMOHUPOBAHHOTO JIOCTYIIA, CPEACTBA 3aIUTHI C MOJYJIEM JIOBEPEHHOU 3a-
IPY3KHU, CPeACTBa KpUntorpadhuueckoil 3aluThl, MEKCETEBbIE IKPAHbI, aHTUBH-
PYCHBIE CpPEICTBA 3AIIMUTHI, CPEACTBA ONMEPATUBHOTO KOHTPOJIS U PETUCTPALNU
COOBITHI 0€30ITaCHOCTH;

— MPABOBBIE MEPHI 3AIIUTHI — ICHUCTBYIOIINE 3aKOHBI, YKa3bl U HOPMATHB-
HbIE aKThl, periiaMeHTupyroume npaswia odpamienus ¢ [1JH, 3akpemsitoniue
mpaBa ¥ 00SI3aHHOCTH YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOIIEHUN B IMpoIecce
ee 00pabOTKU U MCIMOJIB30BaHUA, a TAKXKE yCTAaHABIMBAIOI[ME OTBETCTBEHHOCTD
3a HAPYWIEHHS 3TUX MPaBW, MPEMSATCTBYS TEM CaMbIM HENPABOMEPHOMY HC-
nosb3oBanuio [1/IH u sBHstomMecs: cAepKUBAIOIMKUM (PAKTOPOM JJisi MOTEHIIU-
aJbHBIX HAPYIIUTEIICH;

— aJIMMHHUCTPATUBHBIE MEPBI 3aLIUTHI — MEPBI OPraHU3ALUOHHOIO XapakK-
Tepa, periiaMmeHTupyroume npouecchl Gynkunonuporanus MCII/IH, ucnonb3o-
Banue pecypcoB UCII/IH, nesTenbHOCTh 00CIYKMBAIOIIETO MEPCOHANIA, a TAKKE
MOPsAZIOK B3auMojiercTBus noab3oBateneit ¢ MCIIJIa Takum oOpa3om, 4TOOBI B
HauOOJBIICH CTENEHU 3aTPYAHUTh WIM UCKIIOUYUTH BO3MOXHOCThH pealiu3aluu
yrpo3 0€30MacHOCTH UJIM CHU3UTH pa3Mep MOTEPh B Clydae UX peaau3alluu;

— (puznueckue Mepsbl 3alUTHl — IPUMEHEHUE MEXaHUYECKHX, IEKTPO-
WJIN 3JIEKTPOHHO-MEXaHUYECKUX YCTPOMCTB U COOPYKEHUH, CIIEUAIIBHO MPEI-
Ha3HAYEHHBIX JJIs1 CO3/1aHMs (DU3NYECKUX MPEMSITCTBUNA Ha BO3MOKHBIX MTYTAX
MMPOHUKHOBEHUS U JOCTYIAa NOTECHIIMAIbHBIX HAPYIIUTENIEH K KOMIIOHEHTaM
CUCTEMBbI U 3alllMIaeMoil H(QOpPMALIUH, a TAKKE TEXHUUECKUX CPEJICTB BU3Y-
aJIbHOTO HAOIOJICHHUSI, CBSA3U U OXPAHHOW CUTHAJIM3AIUU.

7 O0sA3aHHOCTH AIMUHHUCTPATOPA 0€30IIACHOCTH

7.1 Ab o0s3aH 3HaTh W BBINOJHATH TPeOOBaHMS JACHCTBYIOIIUX HOpPMa-
TUBHBIX U PYKOBOJSIIMX JOKYMEHTOB, MEPEUUCICHHBIX B pasjelie 2 JaHHOIO
ITonoxeHus, a Takke pyKoBoACTBa 1O AkcIutyatanuu C3U, BXoasAmmx B COCTaB
C3IIlH 1 WHBIX HOPMATUBHO-IPABOBBIX M AIMHUHUCTPATUBHBIX JOKYMEHTOB B
00J1aCTH 3alIUThI IEPCOHATIBHBIX JAHHBIX B pAMKaX CBOE€H KOMIETEHIINH.

7.2 Ab nomxeH oOecrnedynBaTh KOHTPOJIb 3a YCTAaHOBKOUM, HACTPOMKOU U
CBOEBPEMEHHBIM OOHOBJIIEHHUEM coTpyaHuKamMu WT-YmpaBieHus 31eMEHTOB
NCII/n:

— nporpamMHoro obecneuenuss APM u cepBepoB (ornepanvoHHbBIE CHC-
TeMbl, IPUKIIaJIHOE U criennaibHoe [10);

— anmapaTHBIX CPEJCTB;

— anmapaTHBIX U MPOTPAMMHBIX CPECTB 3alIUTHI.

7.3 Ab [0MKEH KOHTPOJIUPOBAaTH PabOTOCIOCOOHOCTH dJIEMEHTOB

Beenena npukazom Ne 39a-O ot 29.01.2015



Cucrema MCHCIKMECHTA Ka4YeCTBa

KHFTV PI/I 6 5 2 14 17
‘@J‘, - C. u3

; Ilonoxxenue 1o 3alIUTC NCPCOHAIBHBIX JaHHBIX

NCIIx n JIBC B COOTBETCTBMM C TEXHUYECKHUMHU YCIOBUSMM JKCILTyaTallUH
COOTBETCTBYIOIINX CUCTEM.

7.4 AB nomxeH OCyIIEeCTBISATh KOHTPOJb 3a MOPSIKOM ydeTa, CO3AaHusl,
XpaHEHUSI U UCTOJIb30BAHUS PE3EPBHBIX U apXUMBHBIX KOMUM MAaCCHUBOB JaHHBIX,
KOMUN HOCHUTEJIEN NMEPCOHAIBHBIX TaHHBIX.

7.5 Ab o00s3aH oOecneunBaTh PYHKIIMOHUPOBAHUE U TOMJIEPKUBATH pa-
00TOCIIOCOOHOCTh CPEACTB 3alUThl UHPOPMAIMA B paMKaX BO3JIOKEHHBIX Ha
HEro QyHKIIHM.

7.6 B cnydae oTkaza paboTOCOCOOHOCTH CPEJICTB 3alUTHl MHPOPMAIUH,
AbB nomxeH mpUHUMATh MEPBI M0 UX CBOEBPEMEHHOMY BOCCTAHOBJICHHUIO U BBI-
SIBJICHUIO MPUYMH, MIPUBEAIINX K 0TKa3y pab0TOCIIOCOOHOCTH.

7.7 Ab nomKeH NpoBOAUTH NEPUOANYECKHAN KOHTPOJIb MPUHATHIX MEP 1O
3allUTHI, B PeeNax BO3J0KEHHBIX Ha HETO (DYHKITUH.

7.8 Ab nomxeH oOecrneuynBaTh MOCTOSIHHBIM KOHTPOJb 32 BBIIOJIHEHHEM
MOJIb30BATENISIMU  YCTAHOBJIEHHOI'O KOMIUJIEKCA MEPONPUITUI MO 00ECTICUCHUIO
0e3omacHOCTH UH(pOpMAITUH.

7.9 Ab 006s13aH nHOOPMHUPOBATH OTBETCTBEHHOTO 32 00ECIICUCHHUE 3aIHUThHI
MEePCOHANBHBIX JTAHHBIX O (paKTaX HAPYIICHUS YCTAHOBIEHHOrO MOpsJiKa padboT
Y TOMbITKaX HECAHKIMOHUPOBAHHOTO JOCTyNa K MH(POPMAIMOHHBIM pecypcam
NCIIdn.

7.10 Ab umeeT npaBo TpeboOBaTh NMpekpalieHus 00padoTKu UHPOpMaIUH,
KaK B 1LIEJIOM, TaK WU JJI OT/AEJIbHBIX MOJb30BaTEICH, B ClIydae BbHISBICHUS Ha-
PYILIEHUN YCTAaHOBJIEHHOTO MOpsAJiKa padoT wiu HapyuieHus ¢(yHKIIMOHUPOBA-
Hust UCII/IH v cpeacTB 3allUTHI.

7.11 Ab o0si3aH npUCYTCTBOBAaTh MPH BBIMOJHEHUH TEXHUYECKOTO 00-
cinyxuBaHusa sieMeHToB UCIIIH cTopoHHMMHU (U3UYECKUMU JIIOJbMU W/WIA
OpraHu3aIUsIMH.

7.12 Ab nomKeH COBMECTHO C Ha3HAYECHHBIMU COTPYIHHKAMU ITPUHUMATH
MephI M0 PEarupoBaHUIO, B ClIydyae BOSHUKHOBEHHUS BHEIITATHBIX U aBapHUITHBIX
CUTYalH, C UEJIbIO JUKBUIAUYU UX MTOCIEICTBUMN.

8 ObGecneuenue HenpepbIBHON padoOThHI

8.1 OTBETCTBEHHBIM COTPYJIHUKOM 3a pPEarupoOBAHWE HA HHUUJICHTHI
0€30MacHOCTH, MPUBOJAIIME K MOTEPE 3alUIAeMO UHPOPMAIIUU, U KOHTPOJIb
o0OecrieueHus MEPOIPUATHII MO MPEAOTBPAIICHUIO UHIUIECHTOB 0€30MacHOCTH
sBisiercs Ab UCII/IH.

8.2 Jlnst oOecnieueHust HEMPEPHIBHOM pabOThI U BOCCTAHOBJIEHUSI PECYPCOB
MIpU BOBHUKHOBEHUU MHIUJECHTOB JOJKHBI ObITh MPUHATHI TEXHUYECKUE U Op-
raHW3alMOHHBIE MeEpbl. OTBETCTBEHHOTO 3a PEAIM3ALMI0 COOTBETCTBYIOIIMX
MEp OIpPENEIISIET PYKOBOJACTBO YHUBEPCUTETA.
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8.2.1 K TexHuyeckuM mMepaM 0OecIieueHus HENMPEePhIBHOW pabOTHl U BOC-
CTaHOBJICHUS OTHOCSITCS IPOTPaMMHBIE, alllIapaTHbIE U TEXHUYECKNE CPENICTBA U
CHUCTEMBI, UCIIOJIb3yEMBIE JIJIsI MPEAOTBPALICHHS] BOSHUKHOBEHUS HHIIUICHTOB

— CUCTEMBbI KU3HE00ECTICUEHU S,

— CUCTEMBbI 00eCIIeYeHUsI 0TKa30yCTOMUUBOCTH;

— CHCTEMBI PE3EPBHOIO KOMMUPOBAHUS U XPAHEHUSI JAHHBIX;

— CHUCTEMBbI KOHTPOJIS (PU3UYECKOTO JOCTYIIA.

8.2.1.1 Cucremsl xu3neodecneuenust UCIIJIH BKIIFOUalOT:

— MOKAPHBIC CUTHAIM3AIMU U CUCTEMBI TTOKAPOTYIIECHUS — BCE MOMENIE-
HUS, B KOTOpBIX pazmeniatorcs cepepa MCII/IH, nomxHbl ObITH 000PYI0BaHBI
CpPEACTBaMU IMMOKAPHOW CUTHATIU3ALINY;

— CHUCTEMbI BEHTWISILIUKA U KOHIUIIMOHUPOBAHUS — JJIs1 BBIMIOJIHEHUS TPeOO-
BaHUH MO KCIUTyaTalluu (TEMIIEpaTypa, OTHOCUTENIbHAS BIAXKHOCTh BO3/lyXa) Mpo-
rpamMMHoO-armapaTHbeix cpeacts MCII/IH B moMmelieHusx, r1€ OHA yCTaHOBJICHBI,
JOJDKHBI IPUMEHATHCS CUCTEMbI BEHTWIALIMK U KOHIMIIMOHUPOBAHUS BO3/1YX4;

— CHCTEMBI pe3epBHOr0 nutanus — Jljisi nmpenoTBpamnieHus noTepb UHPop-
MalMy MPU KPATKOBPEMEHHOM OTKJIIOUEHUHU SJIEKTPOIHEPTUU BCE KIIFOUYEBBIC
anementbl UCII/IH, ceTeBoe M KOMMYHUKAIIMOHHOE OOOpYAOBaHUE, a TaKXKe
HauOoJsiee KPUTUYHBIE paOO4YMe CTAHIIMHU JTOJKHBI MOJKIIOYATHCS K CETH DJIEK-
TPOMUTAHUA Yepe3 UCTOUYHUKHU Oecriepe0oHOrO MUTAHMUS.

8.2.1.2 JIns 3amuThl OT OTKA30B OTAEIBHBIX TUCKOB CEPBEPOB, OCYIIECTB-
nsomux 00padbotky u xpanenue I1/1H, cotpynnukamu UT-YnpaBneHust 10mx-
HbI Ucnoiib3oBaThesa TexHonoruu RAID, kotopeie (kpome RAID-0) npumensitoT
nyOnupoBaHUE TAHHBIX, XPAHUMBIX Ha JIUCKaX.

8.2.1.3 Jlns pe3epBHOTO KONMPOBAHUS U XPAHEHUS JAHHBIX COTPYIHUKA-
mMu UT-YnpasneHuss AOJKHBI HMCIIOIB30BATHCS COOTBETCTBYIOLINE CUCTEMBI,
o0OecrnieurBaloIINe XpaHEHUE 3alluilaeMoil nHpopMauy Ha MaTepUaIbHOM HO-
cutene: xKecTkui auck, flash-nakonurenb, KOMIAKT-AUCK U T.1I.

8.2.2 K opranuzanioHHbIM Me€paM O0€CIieUeHHUsI HEMPEPHIBHON pabOTHI U
BOCCTaHOBJICHUSI OTHOCUTCS PE3EPBHOE KOITUPOBAHUE.

8.2.2.1 Pe3epBHOE KOIMUPOBAHNE U XPAHEHHUE JAHHBIX JOJKHO OCYIIECTB-
JATHh HA IEPUOJNYECKON OCHOBE:

— 11 oopabaTeiBaemMbIxX [1/IH — He peke pa3a B MecHIl;

— I TEXHOJIOTUYECKOU MH(POpMAIIUU — HE PEXKE pa3a B roj;

— STAJIOHHBIE KOMUU MPOTPaMMHOTO obOecrieueHus (OmnepalioHHbIE CHC-
TE€Mbl, IITATHOE U CIEUHAIBHOE MPOTPaMMHOE OOECIeUeHHE, MPOrpaMMHBIE
CpeACTBa 3alIUThI), C KOTOPBIX OCYIIECTBIISIETCS MX YCTAHOBKA Ha 3JIEMEHTHI
NCIIIx — kaxablid pa3 Npyu BHECEHUU U3MEHEHUN B 3TAaJOHHBIE KONMUU (BBIXO]
HOBBIX BEpCHil).

8.2.2.2 JlaHHBIE O TPOBEICHUE MPOLEAYPHI PE3ECPBHOTO KOMHUPOBAHUS,
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JOJKHBI OTPAXKATHCS B CIIEIIMATIBHO CO3JJaHHOM KypHAaJe ydeTa.

8.2.2.3 Hocutenu, Ha KOTOpBIE NPOU3BEACHO PE3EPBHOE KOMUPOBAHHE,
JOJKHBI OBITh MPOHYMEPOBAHBI.

8.2.2.4 Hocurenu JOJKHBI XpaHUThLCA B HECTOpaeMoM 1ikady uiu ceide.

8.2.2.5 OTBETCTBEHHBIM 32 OCYUIECTBJIECHUE PE3EPBHOTO KOMHUPOBAHUA U
XpaHeHus: gaHHbIX saBiserca anmuauctpatop MCII/Ix n/unu nHoe numno Ha3Ha-
YEHHOE PYKOBOJICTBOM YHUBEpCUTETA U/WiH pykoBoautesnem UT-Ynpasienus.

8.3 B ciy4ae HacTyIuieHUs] MHIUICHTA, B KpaT4YalIlKe CPOKH, HE MPEBBI-
[IaroIre OAHOro padouero AHs, Ab cOBMeCTHO ¢ HA3HAYEHHBIMU COTPYTHUKAMHU
MPEeINPUHUMAIOT MEpPhl MO BOCCTAHOBIEHUIO padoTocriocodHocT. [Ipeanpunu-
MaeMBbI€ MEPBI IO BO3MOKHOCTH COTJIACYIOTCS C BBIIECTOSIIIIMM PYKOBOACTBOM.

9 ®dusnveckas oxpaHa IIOMeH_[eHI/Iﬁ MNEPCOHAJTBHBIX JTaAHHbIX

9.1 IIIT11 B Hepabouee BpeMsl JOJKHBI ObITh 3aKPBITHI HA KIIIOY U CJAHbI
[IOJ] OXpaHy.

9.2 B IIII/IH uMer0T JONYCK TOJBKO JIMIA, JOMYIIEHHBIE B IPUKA30M PYy-
KOBOJICTBa yHUBepcUTeTa K 00pabdoTke I1J][H. BOo3aM0OXXHOCTH HEKOHTPOJIHPYEMO-
ro NPOHUKHOBEHUs Wiu npedbiBanus B 3Tux [II1/IH mocTopoHHMX JUI AOTKHA
ObITh UCKIIFOUeHA. OTBETCTBEHHBIM 3a BBITIOTHEHUS TPEOOBAaHUM TaHHOTO MYHK-
Ta SBJSICTCS OTBETCTBEHHBIM 3a JaHHoe IT11/[H.

9.3 Tlo oxonuanuu padouero nus I[IIIJIH 3anupaeT U cnaet moa oxpaHy
paboOTHUK, UMEIOLUH TTpaBo qocTymna B [loMemenue.

9.4 B nauane pabouero aHs pPaOOTHHUK, MMEIOIIMI MpaBO JOCTyNa B
ITIT/11, nepen BckpbiTuem [IIIJ[H mpoBepsAeT HETOCTHOCTh U UCIIPABHOCTH CUT-
HaJu3alluu U JBEPHBIX 3anopoB. B cinydyae oOHapyXeHUsI HapyIIEHHUM, yKa3bl-
BAIOIIUX HAa BO3MOXKHOCTH MpoHUKHOBEeHUs B IIIIJIH mocTopoHHUX sHIl, padboT-
Huk I1T1JIH He BCKpBIBaeT, a O CIy4YMBIIEMCS HE3aMeIJIUTeNIbHO coolmaeT Ab,
KOTOPBIM B CBOIO OYEPElb HE3AMEIUTEIBHO CTABUT B U3BECTHOCTH CBOE PYKO-
BOJICTBO U B clly4ae HEOOXOAMMOCTH COCTABIISIET aAKT.

9.5 Ilpu cpabaTbiBaHUM OXPAaHHOW CHUTHAJIM3AIMHU, W3BEHIAIONICH O He-
CaHKIMOHUPOBAHHOM JocTyne ik noneiTke aocryna B IIIIJ[n Ab Hezamennu-
TEJbHO JOJIKEH NpUObITh K BXoAHOU nBepu III1/IH, BbIsicHUTh npuuuHy cpada-
THIBAaHMSI CUTHAJM3allMd U MOCTABUTh 00 3TOM B M3BECTHOCTh HEMOCPEICTBEH-
HOT'O PYKOBOJUTEIIA.

10 PazpaboTrunku
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