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1 Oo0wmue mojoxKeHus

Pabouas nmporpamma u pOHA OIEHOYHBIX CPEJCTB TUCIHMILIMHBI «YTIpaBieHue napopma-
LIMOHHON 0€30MaCHOCTHIO» COCTABJIEHBI B COOTBETCTBUU C TpeOOBaHUSIMH (eepalbHOTO TOCy-
JTapCTBEHHOTO 00pa30BaTENIbHOTO CTAaHIAapTa, YTBEPXKAEHHOrO mpukazoM MwunobpHayku Poc-
cutickoir ®eneparuu ot 26.11.2020 Nel457, u ocHOBHOM npodeccHoHaIBLHON 00pa30BaTeIIbHON
MIPOrpaMMbl TIOATOTOBKU «AHanmU3 0e30MacHOCTH WH(POPMAIMOHHBIX CUCTEM)» IO CIIEIUAIbHO-
ctu «10.05.03 MudopmarmonHas 6€30macHOCTh ABTOMAaTH3UPOBAHHBIX CHCTEM.

3agaun
UCLUATUIUHBI

®opmupoBaHue y 00ydaeMbIX MOHMMAaHUS POJM IPOLIECCOB YIIPABICHUS B
obecnieuennu b opranuszammii, KOHKPETHBIX OOBEKTOB M CUCTEM.

O3HakomiieHHE 00y4YaeMbIX ¢ OCHOBHBIMHM METOJAaMH IPOEKTUPOBAHUS U
yrpasieHus: HHQOpMaMoHHOW 0€30IacHOCTBI0 OpPTraHU3alNi, KOHKPETHBIX
00BEKTOB U CUCTEM.
OOyueHune pa3IMyHBIM METOJAaM pealnu3aluu IpoueccoB yrpasineHus Ub,
HarnpaBJIeHHBIX Ha 3(dexTuBHOE yrpasiaenue b opranuszanuii 1 KOHKPETHO-
ro 00beKTa.

OCHOBHbIE 1.
paszeinst / TeMbl
JUCITUTUTAHBI 2

OcHoBHble noHATUSA U TpeOoBaHus kK CYb aBTOMaTU3UpyEMBIX CH-
CTeM OpraHU3al1H, KOHKPETHOI'O OOBEKTA.

Cucremsl ynpasnenus b opranuzanuii 1 KOHKpETHbIX 00bEKTOB. Oc-
HOBBI yrpaBiieHus puckamu Ub.
3. DddexruHOE yripaBienue nporeccamu b opranu3amnuii 1 KOHKpeT-
HOro 00BEKTA.

2 TIlepeyeHb NJIAHUPYEMBIX Pe3yJbTATOB 00y4eHHs 110 TUCHHUILJIHNHE (MOIYJII0),
COOTHECEHHBIX C HHANKATOPAMM JOCTHKEHUSI KOMIIeTEeHI Uil

[Tpouecc wm3ydeHHs AUCHUIUIMHBI YTpaBlieHuE HHQPOPMAIMOHHON O€30MaCHOCTHIOM
HampaBJieH Ha (opMupoBaHue cieayoumx komrnereHuud B cootBercTBuu ¢ ®I'OC BO u oc-
HOBHOI 00pa30BaTENbHOI MPOTrPaMMON:

Ko n HauMeHOBaHnEe KOM-
MHETEHIINN

I/IHI[I/IKaTOpLI JOCTHXXCHUSA

[Tnanupyemsie pe3yabTaThl 00y-
YEeHHUsI 110 TUCHUTIIHHE

ObmenpodeccroHanbHbIE

OIIK-15 Crnocob6eH ocy-
IICCTBJIATh aAMUHUCTPHUPO-
BaHUE ¥ KOHTPOJIb (PYHKIIU-
OHUPOBAHUA CPEACTB U CU-
CTeM 3alluThl HHQOpMAIHH
ABTOMAaTU3HWPOBAHHBIX CHU-
CTeM, HHCTPYMEHTAJIbHBII
MOHHUTOPHHTI 3allIUIIICHHOCTH
ABTOMATU3UPOBAHHBIX CHU-
cTeMm;

OIIK-15.1 3naer cpencTBa U
CUCTEMBI 3alTUTHI HHPOpMa-
MY aBTOMATHU3UPOBAHHBIX
CUCTEM, OCHOBHBIC ITPUHIIH-
bl AIMUHUCTPUPOBAHUS
3aIUIIICHHBIX KOMITBIOTEP-
HBIX CUCTEM

OIIK-15.2 YMeeT BBITION-
HATH QYHKIIMU aIMUHUCTpA-
TOpa 0€30MMacHOCTH 3aIlln-
IICHHBIX KOMITBIOTEPHBIX
CHCTEM

OIIK-15.3 Brnageer cpen-
CTBaMHU aJIMUHUCTPUPOBAHUS

OCHOBHBIE CTaHAAPTHI, PETJIAMEH-
tupyrouue ynpasienue Ub,
aHAJIN3UPOBATh TEKYIIEE COCTOS-
Hue b Ha npeanpusaTiuy ¢ nenbro
pa3paboTku TpeOOBaHU K pas3-
pabaTbIBaeMBbIM IIpoLieccaM
ynpasienus b, HaBbikamu op-
TaHU3AIMK | yIpaBjieHUs pado-
TOM MaJIbIX KOJUIEKTUBOB II0 CO-
3JIJaHUIO CUCTEMbI MH(OpMaIy-
OHHOM 0€3011aCHOCTH MPOCTHIX
KOHKPETHBIX 00BEKTOB, 3HAeT
CPEICTBA U CUCTEMBI 3alLIUTHI
nH(pOpMalMY aBTOMAaTU3UPOBaH-




IIporpaMMHO-aImapaTHbIX HBIX CUCTEM, OCHOBHEIC ITPUHIIU-

KOMIUJIEKCOB 3aIIUThI UH- bl AIMUHUCTPUPOBAHUS 3aIIH-
(dhopMaIiy OT HECAHKIIMOHHU- | IEHHBIX KOMIIBIOTEPHBIX CHCTEM
POBAHHOIO JOCTYyTMa YMeeT BBINONHATD QYHKUIUU a-

MUHHCTpaTopa 6€301acHOCTH
3aIIMIIEHHBIX KOMIIBIOTEPHBIX
CHCTEM

Brnaneer cpencrBamu agMuHu-
CTPUPOBAHUSI TPOTPAMMHO-
anmapaTHBIX KOMIUIEKCOB 3aIl[H-
ThI HH(OPMAIIH OT HECAHKIIHO-
HUPOBAHHOTO JIOCTYTIA

3 MecTo qucHMIIMHBI (MOYJIs1) B CTPYKTYpe 00pa3oBaTe1bHOI MPOrpaMMsl

JucuunnuHa BXOAUT B cocTaB Onoka 1 «luciumnianHel (MOIYJIN)» U OTHOCUTCS K 00s-
3aTeJIbHON YaCTH.

Mecrto muctmIuivHbL (3Tan (GOPMHUPOBAHUS KOMIIETEHIIMM) OTPAaXEHO B cXxeMe (opMHu-
pOBaHMsI KOMIIETEHIIUM, IPEICTaBICHHON B JNOKyMeHTe (QyeHouHble mamepuainsl, PasMEILEH-
HOM Ha caiiTe yHuBepcuTera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
Hnghopmayuonnas 6ezonacnocmv asmomamuzuposanuvix cucmem /OyeHounvle Mamepuanl).

JucuumnnuHa ««YnpasieHue THPOPMaMOHHON 0€3011aCHOCThI0» YACTUYHO pealln3yeTcs
B (hopme mpakTHyeckoi moAroToBku. IlpakTuyeckas moaAroToBka OpraHu3yeTcs MyTeM MpoBe/e-
HUs, 1a00PAaTOPHBIX PabOT, BBHIOJHEHUS KYPCOBBIX/ pabOT, UHBIX BUJOB YUYEOHOH NESTEIBbHO-
CTH.

4  CoaepxaHue AUCUMILIUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 110 TeMaM
(pa3nesiaM) ¢ yKazaHHeM OTBEJCHHOI'0 HA HUX KOJIHYEeCTBA aKaJeMHUYeCKUX
YacoB U BU/J0B yueOHOH padoThl

4.1 CrpykTypa u coaepkaHue IMCUMILIMHBI 1JIs1 04HOI (pOPMBI 00y4eHust

JucuunnuHa «YnpasieHue nHGOPMAIMOHHON 0e30M1acHOCThIO» U3ydaeTcs Ha 3 Kypce, S
cemecTpe.
OO6miass TpyIOEMKOCTh AMCHMILIUHBI cocTaBimsier _ 3 3.e., 108_ 4., B TOM uucie

KOHTaKTHas paboTa o0ydJarommxcs ¢ mperojaBaTelieM _64_ 4., IpOMEeKyTOYHAsi aTTeCTaIus B
(dbopMe 3ayeTa ¢ OIEHKOM., caMOCTOsATeIbHas paboTa oOyuatonuxcs, _ 44 9,

Bunpl yueGHOI paOoThI, BKIIOYAsi CAMOCTOSITENIbHYIO pa-
60Ty o0Oy4aromuxcs U TpPyA0EMKOCTh (B Yacax)

KonrtakTHas pabora

HaumenoBanue pa3aenos, TEM U CO- IpernoaaBaTes ¢ 00yJaromu-
eprKaHre MaTepuaia MHUCS IIpom.
sep P yKp | P CPC
[Ipaktu- | Jlabopa- aTTecT.

Jlekuum | deckue TOPHBIE
3aHATHSA | paboThI

Pa3znen 1. OcHOBHbIE MOHATHSA U
TpedoBanusi Kk CYUD aBromaru- 16 8 11
3MpyeMbIX CHCTEM OPraHUu3aluu U
KOHKPETHOI0 00bEKTA.
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HaumenoBanue pa3nenos, TeM U co-
JIep>KaHue MaTtepuaia

Buapl yue6HO# paboThI, BKITIOUAst CAMOCTOSTEIBHYIO pa-

00Ty 00y4arOImUXCs U TPYJOEMKOCTh (B Yacax)

KonTakTHas pabota
Iperno/iaBaTess ¢ 00yJaromu-
MHCSI

[paktu- | Jlabopa-
Jlexiuu | 4eckue | TOpHBIC
3aHATHS | PabOThI

HNKP

[Tpom.
aTTecT.

CPC

Tema 1. OcHOBHbIE TOHSATHS UH-
dbopMaIrmoHHON 6€301IaCHOCTH.
O0nbexT 3ammThl HHGOopMaruu. Oc-
HOBHbIE cocTaBisironue b. Yopas-
nenue b .BaxHOCTB U CII0KHOCTH
npobsemsr UB.

Tewma 2.Yrpo3sr b B undopmaru-
OHHBIX crcTeMax. OCHOBHBIE oTpe-
JIEJIEHUS U KpUTEpUU Kiaccupuka-
1uu yrpo3. OCHOBHBIE YTPO3bI J10-
CTYITHOCTH, IIETIOCTHOCTH ¥ KOH(H-
JIeHIManbHOCTH. Bpeaurensckue
[IPOrpamMMBl.

Tema 3. OuieHOUHbIE CTAHAAPTHI B
MH(}OPMaLlMOHHON 0€3011aCHOCTH.
Pounb cranpapros Ub. «OpanskeBas
KHUTa», KaK OLICHOYHBIN CTaHAapT.
MexnyHapoaHblil CTaHIAPT
ISO/IEC 15408. Kputepuu oneHKH
6e3onacuoctu MC.

Tema 4. CtannapTsl ylipaBiIeHHUs
MH(OpPMaLMOHHON 6€30MacCHOCTHIO:
ISO/IEC 17799-0cHOBHBIE MTOJIOXKE-
HUS, MEXKIyHAPOIHBIN CTaHAAPT
ISO/IEC 27001:2005 — cucrembl
ynpasnenust Ub, tpebosanus. Cep-

tudukanus CYUD Ha cooTBeTcTBUE
ISO/IEC 27001:2005.

Pazgen 2. Cucrembl ynpasJieHUsA
Hb opranu3anmii ¥ KOHKPETHBIX
00beKkTOB. OCHOBBI YIIPaBJICHUS
puckamu Ub

Tema 5. Coznanne CYUD Ha npen-
npugaTiu. Jtansl coznanus CYUD.
KareropupoBanue akTUBOB Tpe-
npusaTus. OLeHKa 3alUIIEeHHOCTH
NC npennpusarus. Ouenka uagpop-
MallMOHHBIX PUCKOB

Tema 6. Meroanka OlleHKH PUCKOB
Wb npeanpusitusi. OCHOBHbBIE MOHSI-
THUS yTpaBlieHUs puckaMu. Meroau-
Ka OLIEHKHM PUCKOB Ha OCHOBE MOJIE-
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HaumenoBanue pa3nenos, TeM U co-
JIep>KaHue MaTtepuaia

Buapl yue6HO# paboThI, BKITIOUAst CAMOCTOSTEIBHYIO pa-

00Ty 00y4arOImUXCs U TPYJOEMKOCTh (B Yacax)

KonTakTHas pabota
Iperno/iaBaTess ¢ 00yJaromu-

MHUC

Jlexiun

IIpakTu-
YECKHE
3aHATUSA

JlaGopa-
TOPHBIC
paboThI

HNKP

[Tpom.
aTTecT.

CPC

JIY yTPO3 M YSA3BUMOCTEH.

Tema 7. MeTOOUKH U TEXHOJIOTUH
YIIPaBJICHUS PUCKAMU KOHKPETHOTO
npennpustas. KoarmuecTBeHHBIC U
KaueCTBEHHBIE METOJUKHU yIpaBJie-
HUs puckamu. PazpaboTka koprnopa-
THBHOM METOJUKH aHAJIN3a PUCKOB.
MeTtobl o1leHUBaHUS HHPOpMAIIH-
OHHBIX pUCKOB. TaOIUYHBIC METOIBI
OIICHKH PHCKOB.

Pa3nea 3. DpdexTuBHoe ynpas-
Jenue npoueccamu Ub opranm-
3anueil U KOHKPEeTHOI0 00beKTa.
Tema 8. Metoabl U cpeacTBa yIpaB-
nenus b npennpusrus. O6ocHo-
BaHUE HEOOXOJUMOCTH MHBECTHIIMN
B Ub npennpustus. [IpaBeie mepsl
obecnieuenus b. OcHoBHBIE
HarpaBieHus obecrieuenus Ub.
HopmatuBHbIe akThl ¥ (hOpMBI 1pa-
BOBOM 3aIllUThl HH(OPMALIUK Ha
HPEANPUATHH.

Tema 9.0pranuzanioHHbIe MEPBI
obecnieuenus Ub. OOmume nomoxe-
HUS U 0COOEHHOCTH OpraHU3aIl[MOH-
HOM 3aIlUTBHl KOMIIBIOTEPHBIX MH-
(bhOpMaIMOHHBIX CUCTEM U CETEH.
Cayx0b1 6€3011aCHOCTH MTPEaIpUs-
THSL.

Tema 10. IIporpamMmmHo-
TEXHUUYECKHE MEpPbI 00ecrieueHus
Ub. Unentuduxanus, ayreHTHPU-
Kallis U yTIpaBJieHHUE JOCTYIIOM.
Tema 11. IIpoTokonupoBanue u
ayaut, mudpoBaHue, KOHTPOJIb 11e-
JOCTHOCTH. AKTUBHBIN aynuT. Llnd-
poBble cepTudukarsl. PesynbTupy-
I01asl IOKyMEHTALIHS

11

3auem c OUCHKOI TTpu Hanuuuy B yued-
HoM 1m1aHe. [IpoBouTest Ha TOCTIETHEM 3aHATHI
CEMHMHAPCKOr0 TUIIA

UTOIo
0 AVCHUIIJIMHE

32
B TOM

16

16
B TOM

44




Buapl yue6HO# paboThI, BKITIOUAst CAMOCTOSTEIBHYIO pa-
00Ty 00y4arOImUXCs U TPYJOEMKOCTh (B Yacax)

KonTaktHas pabota

HaumeHnoBanwme pa3iesioB, TEM M CO- | TMPEnoaaBaTeisi ¢ 00yJaronu-
JiepKaHue MaTepuana MUCS VIKP [pom. CPC
[paktu- | Jlabopa- aTTecT.
Jlekuuu | dYecKue | TOpHBIC
3aHATHS | PabOThI
YHCIIC B YHCIIe B
dbopme dhopme
paK- MPAKTH-
THYe- YECKOU
CKOI MOJTO-
TOJIr0- TOBKH:
TOBKHU: 8
8

* peanuzyetcs B popMe MPaKTUYECKOM MOATOTOBKU

5 OueHo4YHBbIE CPEICTBA ISl IPOBEAEHNSI TEKYIEr0 KOHTPOJISI U
NMPOMEKYTOYHOM aTTECTANMH 00y4AIOIIMXCH 110 JUCHUIIMHE (MOTYJIIO)

@®OoH/IBI OIEHOYHBIX CPEICTB JUIsl MPOBEICHHS TEKYIIEro KOHTPOJS YCIEBACMOCTH W
MIPOMEXYTOYHOH aTTecTany OOCYKITAIOTCS M YTBEPIKIAIOTCS Ha 3acemaHuu kadenpol. Ilom-
HBI KOMIUIEKT KOHTPOJBHBIX 33JaHUN WIIM UHBIX MaTepPHaliOB, HEOOXOIUMBIX JJisl OLIEHUBAHUS
pe3yapTaToOB O0yUYeHHUs MO TUCHUILTHHE (MOJIYJII0) XpaHUTCs Ha Kadenpe-pazpaboTunke B Oy-
Ma)XHOM HIIM DJIEKTPOHHOM BHUJE, Takke (DOHABI OIEHOYHBIX CPEJICTB JOCTYIIHBI CTyJIEHTaM B
JTUYHOM KaOMHETE — pa3jie]l yueOHO-METOUYEeCKOe o0ecrieueHue.

6 VYueOHO-MeTOoqUYECKOE U HHPOPMALIMOHHOE O0ecTieueH e TUCIHIIHHbI
(monxyJist)

6.1 OcHoBHAasi M 1ONOJHHUTEIbHAS JUTEPATYpPa

[lepeuens pexoMeHIyeMOW OCHOBHOM U JOMOJIHUTEIBHON JHUTEpaTyphl MPEACTaBICH Ha
caiite yHuBepcuteta WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnpopma-

YUOHHAS De30NACHOCIb A8MOMAMU3UPosanHvlx cucmem / Pabouuii yuebnwii nnan / Peecmp nu-
mepamypboi.

6.2 CoBpemeHHBIE MPO(ecCHOHAIBLHBIE 0a3bI JTaHHBIX U HH(OPMAIHOHHBIE

ClIpaBO4YHbIC¢ CUCTEMBI, HCITOJB3YyEMbI€C IIPH OCYHICCTBJACHUH 06p330BaTeHbHOFO
npouecca mo JIMCuUMIInHe

Kaxnomy oOyuaromemycst odecrieueH n0ctyn (yaaJeHHBIN JTOCTYM), B TOM YHCIIE B CIIy-
Yae MPUMEHEHHUs JIEKTPOHHOTO OOYYCHHMS, AUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTHIA, K
COBPEMEHHBIM IMpOo(ecCHOHANBHBIM 0a3aM JaHHBIX U MH(GOPMAIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPBIMH Y YHUBEPCUTETA 3aKIIOYECH JJOTOBOP.

[lepeyeHr pexkOMEHIYyEeMBIX MPOQPECCHOHAIBHBIX 0a3 MaHHBIX W WH(OOPMAIMOHHBIX
CIIPaBOYHBIX CHCTEM IPECTaBJICH Ha caiiTe yHHUBepcuTera WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Uughopmayuonnas bezonacHocms agmomamu3upo8aHHulx cucmem /
Pabouuii yuebnwiii nnan / Peecmp O5C.
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AxktyanbHast vH(OpMaLUA M0 3aKIOYEHHBIM Ha TeKYIIHH y4eOHBIH IoJ1 J0roBOpaM MpH-
BeneHa Ha ctpanuile Hayuno-texandeckoit oudnmoreku (HTD) Ha caiite yHuBepcurera
https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HH(OPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«/HTepHeT», HeOOXOAUMBIX /IJIs1 OCBOCHHUS IUCHUILIUHBI (MOILYJIs1)

Ha crpanunie HTH M0OXHO BOCIIONIB30BaThCS MHTEPHET-PECYPCAMH OTKPBHITOTO JTOCTyHa
10 YKPYITHEHHOH Tpymne HanpasiaeHui u crenuansHocteit (YI'HC) 10.00.00 UndopmanmonHas
0€30IacHOCTb:

https://knastu.ru/page/539

Hasanue caiita ‘ DIIEKTPOHHBIN aJipec

CaiiThl 3JIEKTPOHHBIX (POHIOB HOPMATHBHO-TEXHHYECKON TOKYMEHTAIMHU TI0 CTPOUTEIILCTBY

baza nanHbBIX HOPMAaTUBHBIX JOKYMCHTOB I

http://www.norm-load.ru
CTPOUTEIILCTBA OCCIUIaTHA ).

BecruiaTHas HHGOPMAIIMOHHO-CIIPABOYHAS CH-
cTeMa OHJIAMH JI0CTYIa K MOJHOMY COOpPaHHUIO0 http://gostrf.com
TEXHUYECKUX HOPMATHBHO MPABOBBIX akTOB PD.

TexHoakcnepT. DNeKTPOHHBIN (HOH]T TPABOBOM U

N http://docs.cntd.ru
HOPMAaTUBHO-TCXHUYCCKOU JOKYMCHTAIINU.

C 1ernbio OBBIIIECHHSI KaYeCTBa BEACHUS 00pa30BaTEIbHON ICATEIIEHOCTH B YHUBEPCUTETE
cO3JlaHa JEKTPOHHAas MH(OpMAIIMOHHO-00pa3oBaTeabHas cpea. OHa rmojpa3yMeBaeT OpraHu-
3aIMI0 B3aUMOJICHCTBUS MEKAY O0YUArOIIMMUCS U TIPEMOIaBATEIIMH Yepe3 CHCTEMY JIMYHBIX
KaOMHETOB CTYJICHTOB, PacIOJIOKEHHBIX Ha O()UIIHAIEHOM caiiTe yHUBEpCUTEeTa B MH(POpMaL-
OHHO-TEJIEKOMMYHHUKAIIMOHHOU ceTn «HTepHer» no anpecy https://student.knastu.ru. Coznan-
Has nH(POPMAIIMOHHO-00pa3oBaTeIbHas Cpeia MO3BOJISIET OCYLIECTBIATh B3aUMOJIeHiCTBUE MEX-
Ny y4acTHUKaMU 00pa3oBaTebHOr0 Mpoliecca NOCPEACTBOM OpraHU3aIuH JUCTAaHIIMOHHOTO
KOHCYJIbTUPOBAHMsI [0 BOIIPOCAM BBINOJIHEHUS IPAKTUYECKUX 3a7aHuii. MaTepualibl JaHHOTO
Kypca (5 cemectp) BbutokeHbI Ha optai JJO KHAI'Y u opranusaius B3auMoielicTBUS B paM-
Kax JTJaHHOM JUCIMITIIMHBI TPOBOIUTCS ¢ IPUBJICUCHUEM AUCTAaHIIMOHHBIX TEXHOJIOT M.

7 Oprannzaunonﬂo-nenarornqecmxeyc.JmBnﬂ

Opranuzaiis 00pa3oBaTeIbLHOTO MPoIiecca periaMeHTHPYETCs] YIeOHBIM TIAHOM U pac-
MUCaHUEM Y4YeOHBIX 3aHATHN. S3bIK 0OyueHHs (TperogaBaHus) - pycckuid. [[mst Bcex BUIOB
ayAUTOPHBIX 3aHATUIA aKaJIEMUYECKHUI Yac YCTAHABIMBAETCS MPOJOJKUTEILHOCTBIO 45 MUHYT.

[Ipu dbopmupoBanuu CBOEH WHAMBHAYAIbHON 00pa3oBaTeNbHON TPAaeKTOpPHH 00ydYaro-
IIUICS MMEET MPaBO Ha Mepe3avyeT COOTBETCTBYIOMIMX JUCIUIUIMH U MPOPECCHOHATBHBIX MO -
Jieil, OCBOEHHBIX B MPOIIeCcCe MPEANISCTBYIOMIET0 00yUeHus, KOTOPBI 0CBOOOXAaeT 00ydJarole-
rocst OT HEOOXOAMMOCTH UX TTOBTOPHOT'O OCBOCHHUSI.

7.1 OOpa3oBaTesibHbIE TEXHOJIOTHH

VY4eOHbIi mporiecc MpH MPeTnogaBaHuu Kypca OCHOBBIBACTCS HAa WCIOJIB30BAHUU TPAIH-
[IUOHHBIX, THHOBAI[MOHHBIX ¥ HWH(OPMAIIMOHHBIX 00pa30BaTEIbHBIX TeXHOJOTHH. TpanuiuoH-
HbIe 00pa30BaTeNbHbIE TEXHOJIOTMH MPECTABICHBI JIEKIUSIMH U CEMUHAPCKUMHU (TIPAKTHYECKU-
MH) 3aHATUSAMH. VIHHOBaIlMOHHBIE 00pa30BaTeIbHBIC TEXHOIOTHH HCIIOIB3YIOTCS B BUJIE IMPO-
KOTO IIPUMEHEHHUSI aKTUBHBIX M MHTEPAKTUBHBIX (POpPM MpoBeneHus 3aHsaTuid. MHpopManmonHsie
00pa3oBaTeNbHBIC TEXHOJIOTUH PEATH3YIOTCS IyTEeM AKTHBH3ALUM CAMOCTOSTEIBHOW DPabOTHI
CTYZICHTOB B MH(OPMAIIMOHHOI 00pa30BaTeIbHOM cpefe.
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7.2 3aHATHSA JEeKIMOHHOI0 THIIA

JIEKIMOHHBIN KypC MpeanojaracT CUCTeMaTU3UPOBAHHOE U3JI0KEHUE OCHOBHBIX BOIMPO-
COB y4eOHOT0 IIIaHa.

Ha nepBoii nexuuu ekTop 00s3aH MpeIynpeanTh CTYACHTOB, IPUMEHUTEIFHO K KaKOMY
0a30BOMY y4eOHMKY (YueOHMKaM, y9eOHBIM TOCOOUSIM) OyIeT IPOYUTaH KypC.

JIeKIMOHHBIN KypC JO0JDKEH AaBaTh HauOONBIINK 00beM MH(pOpMAIMU U 00eCleunBaTh
Oosiee rTyOOKOE TOHUMAaHKUE YYCOHBIX BOIPOCOB IPH 3HAYUTEIIHEHO MEHBIIEH 3aTpaTe BPEMEHH,
9yeM 3TO TpeOyeTcsi OONBIIMHCTBY CTYICHTOB Ha CAMOCTOSTENIFHOE N3yUYeHHE MaTepHraia.

7.3 3aHATHS CEMUHAPCKOIO TUIA

CemuHapCcKue 3aHATHUS NPEICTABIAIOT COOO0H IeTaIN3aLHUIO JIEKIIHOHHOTO TEOPETUIECKO-
ro MaTepHaia, IPOBOIATCS B IIEJISIX 3aKPEIUICHHS Kypca M OXBAThIBAIOT BCE OCHOBHBIE Pa3/ieIibl.

OcHoBHO# (hopMOH TIPOBENICHHSI CEMHUHAPOB SIBISIETCSL 00CYXIeHHe Hauboee mpooieM-
HBIX U CJIIOKHBIX BOIIPOCOB II0 OTJEIBHBIM TEMaM, a TaKke pa3dop NMPHMEPOB U CUTYaIMl B
ayIUTOPHBIX YCIOBUAX. B 00si3aHHOCTH TIpernojaBaTessi BXOAT: OKa3aHUE METOJUYECKOM I0-
MOIIX ¥ KOHCYJIFTHPOBAHHE CTYJICHTOB [0 COOTBETCTBYIOLIMM TEMaM Kypca.

AKTHBHOCTbH Ha CCMUHAPCKUX 3aHATUAX OUCHUBACTCA IO CICAYIOIIUM KPUTCPUAM:

* OTBETHI Ha BOMIPOCHI, ITpeJyIaraeMble IPeroIaBaTeseM;

* y4acTHe B JUCKYCCHIX;

* BBINIOJIHEHHE TIPOCKTHBIX M MHBIX 3aJaHUI;

* ACCHCTHPOBAHHE MPETOAABATEINIO B TIPOBEICHUH 3aHATHH.

OTBeT HOJKEH OBITh APTYMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCTIOKHBIM, COJEPKATh
CCBIJIKM Ha UICTOYHHUKU.

Jloknaznel ¥ ONMOHUPOBAHUE JIOKJIAJOB MPOBEPSIOT CTENEHb BIaJICHUS TEOPETUUYECKUM
MaTEepHAJIOM, a TAKXKe KOPPEKTHOCTh M CTPOTOCTh PACCYXKICHUH.

OneHrBaHue 3aJ]aHU, BBIMOJIHEHHBIX HA CEMHHAPCKOM 3aHATHUH, BXOAWUT B HAKOIJIECH-
HYIO OLICHKY.

7.4 CamocTosiTe/ibHasi padoTa 00y4aomuUXcs M0 AMCUUILIHHE (MOLYT10)

CamocrosrenbHas paboTa CTyAEHTOB — 3TO IPOLIECC AKTUBHOIO, LIE€JIECHAIPABICHHOIO
PUOOPETEHUs CTY/IEHTOM HOBBIX 3HaHUI, yMEHUN 0€3 HEMOCPEeICTBEHHOI0 y4acTus Ipenoja-
BaTeNsl, XapaKTepHU3YyIOMIUNWCI MPEeIMETHON HAINpPaBICHHOCTHIO, 3()(EKTUBHBIM KOHTPOJEM U
OLIEHKOH pe3yJIbTaToB JIEATEILHOCTH 00yYaIOIerocs.

[{enu camocTosTeNbHOM paboThI:

* CUCTEMAaTH3alMs U 3aKPETUICHUE MOTYYEHHBIX TEOPETUUECKUX 3HAHUN U TIPAKTUUECKUX
YMEHMH CTYy/IEHTOB;

- yrayOsieHne U pacliupeHre TEOPEeTHIECKUX 3HAHU;

- (hopMHUpPOBaHNE YMEHUI NCIIOIH30BATh HOPMATUBHYIO U CIIPABOYHYIO JOKYMEHTAIHIO,
CHeMaIbHYIO JINTEPATYPY;

* pa3BUTHE MO3HABATENILHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTY/IEHTOB, OTBETCTBEHHOCTHU U
OpPraHU30BaHHOCTH;

+ (hOpMHUPOBAHNE CAMOCTOSTEILHOCTH MBIIIICHHUS, TBOPYECKON MHULIMATHUBBI, CIOCOOHO-
CTel K CaMOpPa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO U CaMOpEaIU3alluH;

* pa3BUTUC UCCICAOBATCIIbCKUX YMeHI/Iﬁ 1 aKaACMHUYCCKHUX HABBIKOB.

CamocrosTenbHas paboTa MOXKET OCYIIECTBIIATHCS MHIUBHYaIbHO WIN TPYIIIAMHU CTY-
JCHTOB B 3aBUCUMOCTH OT LICJIU, 061,eMa, YPOBHA CIIOKHOCTH, KOHerTHOI\/'I TCMAaTUKU.

TexHoI0rHs OpraHu3aluy CaMOCTOSTENbHON pabOThI CTYIEHTOB BKIIIOYAET MCII0JIb30Ba-
HUE UH(OPMAIIMOHHBIX U MaTEPUATBHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.



KoHTposib pe3ynbpTaToB BHEAYJIUTOPHOW CaMOCTOSITEIIBHOW pabOThI CTYJEHTOB MOKET
MIPOXOJUThH B MUCHbMEHHOM, YCTHOW MJIM CMEIIaHHOHN dopMe.

CryneHTsl AOJKHBI MOJXOAUTH K CAMOCTOATENBHOM paboTe Kak K HauBaKHEHIIEeMy
CPEICTBY 3aKpeIUICHUsI U Pa3BUTHUSI TEOPETHUUYECKUX 3HAHUM, BHIPAOOTKE €IUHCTBA B3IJISIOB Ha
OTJeNbHBIE BOIPOCHI Kypca, MPUOOPETEHHSI OIpeeICHHBIX HABBIKOB M UCIIOJIb30BaHUs Mpodec-
CHUOHAJILHOU JIUTEPaTYPhL.

7.5 MeroanuyecKkue peKOMEHAAIUM 1JIsl 00yUAIOUIUXCS 110 OCBOCHHUIO TUCIHIJIMHBI

[lpr w3yyeHWH IMCUUIUIMHBI OOYYArOIIMMCS IEJIeCOO0pPa3HO BBIMOIHATE CIIEAYIONINE
PEKOMEHJalnH:

1. 3y4yeHune y4eOHON TUCIMIIMHBI JODKHO BECTHCh CHCTEMATHUYECKH.

2. Ilocne u3ydyeHUs: KaKoOTo-IM00 pasjernia mo y4eOHUKY WIIH KOHCIICKTHBIM MaTepraiaM
PEKOMEHIYETCS 110 MaMsTH BOCIIPOU3BECTH OCHOBHBIC TEPMUHBI, OTIPEACICHHUS, TIOHATHS pa3Jie-
na.

3. Ocoboe BHUMaHUE CIeIYeT YACTUTh BHIMOIHEHUIO OTYETOB 10 MPAKTUYECKUM 3aHSTH-
AM U UHAWBUAYAJIbHBIM KOMIUJICKCHBIM 3aJaHUAM Ha CaMOCTOATCIbHYIO pa60Ty.

4. Best TeMaTUKa BOMPOCOB, U3YYaEMBIX CAMOCTOSITEIIBHO, 3a/1a€TCSI Ha JICKIUSAX IMPEIo-
naBatenieM. MM e JaroTcs MCTOYHMKU (B IEPBYIO OYEPE]lb BHOBb U3/IaHHBIE B IEPUOAMUECKOMN
HAYYHOU JIuTepaType) uist 0oJiee JeTalbHOTO IIOHMMAaHHUs BOIIPOCOB, 03BYYCHHBIX Ha JICKIIHH.

[Ipu camocrosiTeTbHOM MPOpadOTKE Kypca 00yUdaroIIrecs 0KHBIL:

* IPOCMATPHUBATh OCHOBHBIC OIIPEICIICHUS U (aKThI,

* IOBTOPUTH 3aKOHCHeKTHpOBaHHBII>'I Ha JICKOUOHHOM 3aHATUN MaTCpHal U JOIOJIHUTH
€ro C y4eTOM pPEeKOMEHJOBAHHOH MO0 JaHHOU TeMe JTUTepaTyphl;

* UI3YUUTh PEKOMCHAOBAHHYIO JIMTCPATYPY, COCTABIIATh TC3UCHI, aHHOTAIIUN 1 KOHCIICKTLI
HanboJee BaKHBIX MOMEHTOB;

* CaMOCTOATCIIbHO BBIIIOJHATE 3aaHW, aHAJIOTHYHBIC TPCJiIaraCMbIM Ha 3aHATHAX,

* UCMOJIb30BAaTh JJIsi CAMOIIPOBEPKU MaTepuaibl (POH/IA OLEHOUHBIX CPEICTB.

8 MarepuajabHO-TeXHHYECKOE o0ecnieueHne, HeodXoaAuMoe J1Jisi
OCYILIEeCTBJIEHHS 00PA30BATEILHOIO MPOIECCa MO JUCHHUILINHE (MOLYJIIO)

8.1 JlumeH3noHHOE H CBOOOHO PacHpoCTPaHsieMOe MPOrpaMMHOe odecrieyeHue,
HCIO0JIb3yeMoe MPH OCYIIeCTBIEHHH 00pa30BaTeIbHOTO MpoLecca
mo JUuCumIlJIMHe

VYHuBepcuTeT o0ecredeH He0OX0AUMBIM KOMIUIEKTOM JIMIIEH3MOHHOTO U CBOOOIHO pac-
MIPOCTPAHSIEMOT0 MPOTPAMMHOI0 OOECIeUeHHUsl, B TOM YHCIE OTEUEeCTBEHHOTO IMPOU3BOJICTBA.
CocTaB MmporpaMMHOTO 00eCIIeUeHHS, HEOOXOIMMOTO JIIT OCBOCHUS TUCITUTUIHHEI, TIPUBEICH Ha
caiite yHuBepcuteta WWwW.knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnugpopma-
YUOHHAS O6e30NACHOCMb A8MOMAMU3UPOBanuvix cucmem / Pabouuil yuebnwviti naan / Peecmp
110.

AXTyanbHBIE Ha TEKYIIMH Y4eOHBINH ToJ pPEeKBU3UTHI / YCIIOBHUS HCIOIB30BAHUS MPO-
IpaMMHOTO O0ecIieueHus IpUBeIeHbI Ha cTpanuile M T-ynpaBieHus Ha caliTe yHUBEPCUTETA:

https://knastu.ru/page/1928

8.2 YueOHo-1200paTOpPHOE 000pPY/I0OBAHNE

Aynurtopus Hamvetiosatiie ay HTopHn Hcnons3yemoe o0opyaoBaHue
YHITOP (;raboparopun) Y 24
202/5 Jlabopatopuss  mporpammuo- | C3WU HCJ] Secret Net, C311 HC/] Dallas Lock,
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anmnapaTtHbix cpeacts 3auuTel | C3U HCJ| Crpax NT, C31U HCJ utr PX]I,
uHpOpMaIIUN C3U HCA Aypa ,C3U HC/I Kpunron ,C31 HCJI
Axkopa, ®UKC, Peuzop 1,2 kak nnst onepanu-
OHHBIX cUCTeM cemeiicTBa Windows Tak u ans
Linux, Pesuzop Ceru 2.0, AHanu3aTop ceTeBOro
Tpapduka AcTpa,ArTeHT UHBEHTapHU3alUU Ce-
tn,Cranep cereBor Oe3omacHoctn XSpider, Te-
pweep, Secret Net Touch Memory Card, Kpunron
AMJ/I3, Axxopa AM/3, KpunrollPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyroyk ¢ Windows 7-+mpoekrop.
16 T19BM Ha 6a3e mporeccopoB He Hike Intel
Pentium IV

8.3 TexHuueckue u 3JIEKTPOHHbIE CPeACTBA 00yYeHHU

JlekuMOHHbIE 3AHATHSA.

Ayaatopu JUTsl IEKIIMOHHBIX 3aHATHH YKOMIUIEKTOBAHBI MEOCIIBIO M TEXHUICCKUMU CPE/I-
CTBaMU OOY4YEHUSsI, CIY)KAIUMU JJIsi IPEJACTaBIeHHs ydeOHOU nH(popMaiu OOJBIION ayauTo-
puu (HaOOpBI JAEMOHCTPAIMOHHOTO 000pYIOBaHUS (IIPOCKTOP, JKpaH, KOMIIBIOTEP/HOYTOYK),
yueOHO-HATJISIHBIC TOCOOUS, TEMAaTHYECKUE HIUTFOCTPALINN ).

JlabopaTopHble 3aHATHS (NpU HATUYUL).

Jns naGopaTOpHBIX 3aHATUN HCIIONB3YETCS ayAUTOPHsI, OCHAIICHHAs O0OpYyIOBaHHEM,
yKa3aHHbIM B Ta0J. 1. 8.2.

CamocTrosiTesibHasi padoTa.

[TomemeHust st cCaMOCTOSITENNLHOM PabOTHl OCHAIEHBI KOMITBIOTEPHON TEXHUKOW C BO3-
MOXHOCTBIO ITOAKJIOYCHUS K CCTHU «I/IHTepHCT» n OJOCTYIIOM K BHCKTPOHHOﬁ I/IH(l)OpMaIII/IOHHO-
obpazoBatensHO cpene KHAI'Y:

- 3aJ1 3nekTpoHHoi nHpopmanuu HTb KHAT'Y;

- KOMITbIOTEpHBIE KJacchl (haKylIbTeTa.

9 MHHble cBeICHUA

MeToaunuyecKkue PEKOMEHAAUHA 10 oﬁyqeﬂmo JIMI[ ¢ OrPAHUYCHHBIMHA BO3MOYKHO-
CTAAMMU 3/10POBbS U UHBAJIUIA0B

OcBoeHue NUCIUILTUHBI 00YYaIOIUMUCS C OIPAaHMYEHHBIMH BO3MOXKHOCTSMHU 3]I0POBbS
MOJKET OBITh OPraHM30BAHO KaK COBMECTHO C JPYTUMH OOYHYaIOUIMMHCS, TaK U B OTAEIBHBIX
rpynnax. [IpenmnonaratoTcs cenuanbHble YCIOBUS 7S OJy4YeHUs: 00pa3oBaHUs 00y4aroIMMHU-
Cs1 C OTPAaHUYEHHBIMH BO3MOXHOCTSIMHU 3/I0POBBSI.

[Tpodeccopcko-Tieqarorndeckuii COCTaB 3HAKOMHUTCSI C TICUXOJI0T0-(HU3HOTOTUUECKIMHU
0COOEHHOCTSIMH 00YyYaIOMIUXCsl UHBAJIUAOB M JIMIl C OTPAHUYEHHBIMH BO3MOXKHOCTSMU 3710pPO-
Bbsl, MHIMBUIyaJIbHBIMH MpOrpaMMaMH peaduiIMTalluu UHBAIWIOB (Tipu Hamuuuu). [Ipu HeoO-
XOJUMOCTH OCYILECTBIISAETCS JOMOIHUTENbHAS MOAJEPKKA MIPENogaBaHus ThIOTOPaMHM, IICUXO-
JIOTaMH, COL[MAJIbHBIMU paOOTHUKAMH, IPOLIEIIIMMHU TOATOTOBKY aCCUCTEHTaMH.

B cootBercTBHM C MeTOAMYECKHMMH peKoMeHaanusaMu MuHoOpHayku P® (yTB. 8 ampens
2014 r. N AK-44/05BH) B Kypce mIpenarnojaraercs UCIoJIb30BaTh COIMAIbHO-aKTUBHBIE U pe-
(1eKcUBHBIE METOJIbI O0YUYEHHUsI, TEXHOJIOTHH COLMOKYJIBTYPHON peadMINTalluy ¢ LIEIbI0 OKa3a-
HUS TIOMOILIY B YCTAHOBJICHUU ITOJHOLEHHBIX MEXJIMYHOCTHBIX OTHOIIECHUHN C APYTHMH CTYICH-
TaMH, CO3JJaHUH KOM(OPTHOTO ICUXOJIOTUYECKOT0 KIIMMaTa B CTyJeHuecKkoii rpymre. [Togbop u
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pa3paboTka yuyeOHBIX MaTepHaJiOB MPOU3BOASITCS C YUETOM INPEIOCTABICHHUS MaTepualia B pas-
JTUYHBIX (popMax: ayauaibHOW, BH3YaIBHOM, C WCIOJB30BAHUEM CICIHAIBHBIX TEXHUYECKUX
CPEICTB M HHPOPMAITMOHHBIX CUCTEM.

OcBoenue muctumuinHbl Jmnamu ¢ OB3 ocyIliecTBisieTcss ¢ UCHOIb30BAaHUEM CPEICTB
00y4yeHHs OOILIETO M CIEMUATLHOTO Ha3HAYeHUs (MEPCOHAIBHOTO M KOJUIEKTUBHOTO HCIOJIB30-
BaHUs). MaTepralbHO-TEXHHUECKOE 00ecreueHUe MpeayCMaTpUBaeT MPUCIIOCOOICHHUE Ay TUTO-
puii k Hy»xaam aun ¢ OB3.

dopma npoBeIeHUS aTTECTAIUU ISl CTYICHTOB-UHBAIUIOB YCTAaHABIUBACTCS C YYCTOM
WHIUBUAYATBHBIX TIcuXopu3nueckux ocobennocreit. s crynenroB ¢ OB3 mpenycmarpuBaet-
csl TOCTyIHas hopMa MPe0CTaBICHUS 3a/IaHUi OIICHOYHBIX CPEJICTB, @ UMCHHO:

* B TIEYAaTHOW WM DJJIEKTPOHHOW Qopme (s JMI C HAPYMICHUSIMU OIOPHO-
JIBUTATEIILHOTO ariapara);

- B IeYaTHOH (hOpMe MU SJIEKTPOHHOUN (opMe C YBEITUICHHBIM MIPUPTOM B KOHTPACTHO-
CTBIO (U151 JIUI] C HAPYIICHUSIMH CITyXa, pE4H, 3pCHUs),

* METOZIOM YTEHHS ACCHCTEHTOM 3aJaHus BCIyX (ISl JIMI C HApyIICHUSIMU 3PCHHUS).

CryaeHTaM ¢ MHBAIMIHOCTBIO YBEIMYMBAETCS BpeMs Ha MOJATOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BONPOCHL. [ TaKuX CTYJIEHTOB MpEAyCMaTpUBAETCs AOCTyIHast popma mpeaocTas-
JICHHUS OTBETOB Ha 3a/I1aHUs1, a UMCHHO:

* MUCBbMEHHO Ha Oymare min HabOpOM OTBETOB Ha KOMITbIOTEPE (/711 JIUI] C HApyIICHHSI -
MU CIIyXa, Peun);

- BBIOOPOM OTBETA M3 BO3MOXKHBIX BAPHAHTOB C UCIIOJIB30BAHUEM YCIIYT aCCHCTEHTA (JUIst
JIMII C HAPYIICHUSIMU OMTOPHO-ABUTaTEILHOTO arlapara);

* YCTHO (IUTsI JIMII C HAPYIICHUSMH 3PSHHSI, OTTIOPHO-/IBUTATEIHLHOTO aInapara).

[Tpu HEe0OXO0AUMOCTH ISl 00YHAIOIIMXCS C MHBAJIMIHOCTHIO MPOLIEAypa OLEHUBAHUS pe-
3yJBTATOB O0YUYEHHSI MOKET IMMPOBOIUTHCS B HECKOJIBKO 3TATIOB.
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