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1 OOume mooKeHus

Pabouas nmporpamma u (poHI OIIEHOYHBIX CPEACTB TUCHUIUIMHBI «YTIpaBiieHue nHpopma-
IIMOHHON 0€30MaCHOCTHIO» COCTABIIEHBI B COOTBETCTBUHU C TpeOOBaHUSIMH (PelepallbHOTO TOCy-
JApPCTBEHHOTO 00pa30BaTEIbHOTO CTAaHAAPTA, YTBEPXKIEHHOTO NpHKa3zoM MunoOpHayku Poc-
cutickoit @enepanuu ot 26.11.2020 Nel457, u ocHOBHOM npodeccHOHaIbHON 00pa3oBaTeIbHON
pOTPaMMBbI TMOATOTOBKU «AHAIN3 0€30MacHOCTH MH(POPMALMOHHBIX CHCTEM» IO CIEUATIBLHO-
ctu «10.05.03 MudopmanmonHas 6€301macHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM).

3amaun
TUCIUILINHEI

®opmupoBaHue y 00yd4aeMbIX MMOHMMAHUS POJH IPOLIECCOB YIIPABICHUS B
obecnieuennu b opranusanuii, KOHKPETHBIX OOBEKTOB U CUCTEM.

O3nakomiieHHEe 00y4aeMbIX ¢ OCHOBHBIMH METOJaMHU MPOEKTUPOBAHHS U
ynpaByieHUus] UH()OPMAIMOHHONW 0€30IacCHOCTBIO OpraHU3alUi, KOHKPETHBIX
00BEKTOB U CUCTEM.
OOyueHue pazaMuHBIM METOJaM peaju3aluu mpoueccoB ynpasieHus Wb,
HarpaBiIeHHBIX Ha 3¢ dexruBHOE ynpasnenne b opranmzanuii 1 KOHKpETHO-
ro oObeKTa.

OCHOBHBIE 1.
paszeiibl / TeMbI
JIUCLIUILINHBI 2

OcHoBHble nIoHATHS U TpeboBaHus k CYWDB aBroMaTH3upyeMbIx cu-
CTEM OpraHu3aluu, KOHKPETHOTO 00bEKTA.

Cucrems! ynpasienus b opranuzanuii 1 KOHKpeTHbIX 00beKTOB. Oc-
HOBBI ynpasieHus puckamu 1b.
3. DddexTuBHOE ynpaienue npoueccamu b opranuzanuii 1 KOHKpeT-
HOTro 00BEKTA.

2 IlepeyeHb MUIAHMPYEMBIX Pe3yJIbTATOB 00y4eHHUSs MO AUCHHUILINHE (MOIYJII0),
COOTHECEHHBIX C HHMKATOPAMH JOCTUKEHHS] KOMIIeTeHIUH

[Tpouecc u3yueHus TUCHUIUIMHBI YTpaBieHHE HHPOPMAIIMOHHON O0€30MacHOCTHION»
HarfpasiieH Ha (GopMupoBaHHe cienyromux kommeTeHuui B coorBercTBun ¢ ®I'OC BO u oc-
HOBHOW 00pa30BaTeNIbHOM MPOrpaMMo:

Ko 1 HaumMeHOBaHUE KOM-
HEeTEeHIINHN

Nuaukatopel JOCTUXEHUS

[Tnanupyembie pe3ynbTaTsl 00y-
YEeHUsI 110 TUCHUTIIHE

Ob6menpodeccnoHanbHbIe

OIIK-15 CnocobeH ocy-
ECTBJIAThE A AMUHUCTPHUPO-
BaHUE U KOHTPOJIb (DYHKITH-
OHUPOBAHUA CPEACTB U CU-
CTEM 3alIuThl HH(POPMAIIUU
ABTOMAaTHU3UPOBAHHBIX CHU-
CTEeM, HHCTPYMCHTAJIbHBIH
MOHUTOPHHT 3alllUIIICHHOCTHU
ABTOMATH3UPOBAHHBIX CH-
CTEM;

OIIK-15.1 3naer cpencrea u
CHCTEMBI 3alUTHl HH(pOpMa-
[[UY aBTOMAaTU3UPOBAHHBIX
CUCTEM, OCHOBHBIC PUHITH-
bl AIMUHUCTPUPOBAHUS
3alIUIIEHHBIX KOMITBIOTEP-
HBIX CUCTEM

OIIK-15.2 Ymeer BbITION-
HATh (QYHKIIUU aIMUHUCTpA-
TOpa 0€30MMaCHOCTH 3aIlln-
[ICHHBIX KOMITBIOTEPHBIX
CUCTEM

OIIK-15.3 Bnaneer cpen-
CTBaMU aJIMUHUCTPUPOBAHUS

OCHOBHBIE CTaHAAPTHI, PETJIAMEH-
Tupyromue yrnpasiaenue Ub,
aHAJIN3UPOBATh TEKYIIEE COCTOA-
Hue Vb Ha npeanpusTun ¢ nensro
pa3paboTku TpeOOBaHMI K paz-
pabaTbIBaeMBbIM ITpoLieccaM
ynpasienus b, HaBbikamu op-
TaHU3AIMKM U YIPaBJICHHS pabo-
TOM MaJbIX KOJJIEKTUBOB IO CO-
3JIaHUIO CUCTEMBI HH(POPMAIIH-
OHHOM 6€3011aCHOCTH MPOCTHIX
KOHKPETHBIX 00BEKTOB, 3HAET
CPEICTBA U CUCTEMBI 3alLlUTHI
nH(pOpMalUY aBTOMaTU3HPOBAH-
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pOrpaMMHO-aInapaTHbIX
KOMITJIEKCOB 3aIIUThI HH-
dbopMaIuu OT HECAaHKITUOHHU-
POBAHHOTO JOCTYIIA

HBIX CUCTEM, OCHOBHBIC TIPHHITH-
bl aJMUHUCTPUPOBAHHUS 3aIlH-
HICHHBIX KOMITBIOTEPHBIX CUCTEM
YMeeT BBIOMHATE QYHKINH aJI-
MUHHCTpaTopa 6€301acHOCTH
3aIIMIIEHHBIX KOMIBIOTEPHBIX
cHCTeM

Brnaneer cpencrBamu agMuHu-
CTPUPOBAHUSI TPOTPAMMHO-
anmapaTHBIX KOMIUIEKCOB 3alllH-
Tl UH(POPMALIUU OT HECAHKIIO-
HUPOBAaHHOTO JOCTYTIA

3 MecTo IMCHUILUIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/ibHOii MporpaMMsl

JucruruinHa BXOJHT B cocTaB 0yioka 1 «/luctuumiauael (MOIYJIN)» U OTHOCUTCS K 00s-
3aTeJIbHON YacTH.

MecTto aucuumiauHbl (3Tan GopMHpPOBaHHS KOMIIETEHIIMN) OTPAXKEHO B cXxeme (popmu-
pOBaHMs KOMIIETEHIIMH, IPEACTAaBIECHHOW B JOKyMeHTe QyeHnouHvle mMamepuanvl, pa3MelleH-
HOM Ha caiite yHuBepcutera WWWw.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
Hnopmayuonnas bezonacrnocms agmomamusuposanivix cucmem /Oyenounvle Mmamepuavl).

JucuumumHa ««YnpaBieHne HHPOPMAIMOHHON 0e30MMaCHOCTHIO» YACTUYHO pealln3yeTcs
B (popme mpakTuueckoil moarotoBku. [IpakTrueckas moAroToBKa OpraHus3yeTcs MyTeM MpoBeie-
HUS, JTAOOPAaTOPHBIX PabOT, BBITOJHEHHUS KYPCOBBIX/ pabOT, HHBIX BUIOB Y4eOHOU IesTenbHO-
CTH.

4 CopnepixaHue THCUHMIIMHBI (MOYJIs1), CTPYKTYPHPOBAHHOE 110 TeMaM
(paszpenam) ¢ ykazaHueM OTBEJICHHOI0 HA HUX KOJMYECTBA aKaJeMUYeCKHUX
4acoB U BH0B y4eOHOH padoThI

4.1 CTtpyKTypa H cojiep:kaHue JMCHUIIMHBI 115 04HOH (popMBbI 00yUeHUst

JucuuiuinHa «YnpaBieHue HHQOpMaIMOHHON 0€30MacHOCThIO» U3ydaeTcs Ha 3 Kypce, D
ceMecTpe.

OOmast TpyA0EMKOCTh JUCIUIUIUHBI COCTABIISET 3 3e., 108 4., B TOM uucne
KOHTaKTHasi paboTa o0yJaromuxcs ¢ npenogasareieM 64 9., mpoOMeKyTOYHas! aTTeCTalus B
dopme 3ayera ¢ OLEHKOMN., caMOCTOATeNbHAs paboTa oOydatonuxcs, 44 q.

Buzpsl yaueGHOI pabOThI, BKIIOYAsi CAMOCTOSTEIBHYIO pa-
00Ty 00y4JaroImuXcs U TPYJOEMKOCTh (B Hacax)

KonTakTHas paborta
HaumenoBanue pa3enoB, TeM U CO- | TpenojaaBaress ¢ 00yJarony-
JepKaHue Marepuana MUCS TIKP ITpom. CPC
[Ipaktu- | JlaGopa- aTTecT.
Jlexuuu | 4Yeckue | TOpHBIE
3aHATHUS | pabOThI
Pa3nen 1. OcHOBHBbIE MOHATHSA U
TpeboBanus k CYUDb aBromaru- 16 8 11
3UpyeMbIX CHCTEM OPTraHM3aALNU U
KOHKPETHOTI0 00beKTA.




HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCA

Jlexknuu

IIpakTu-
YEeCKUe
3aHATUSA

Jlabopa-
TOPHBIC
paboThI

NKP

[Tpom.
aTTecT.

CPC

Tema 1. OcHOBHBIC TOHSATHS UH-
dbopmarmoHHON 0€30MacCHOCTH.
O0bekT 3amuTthl nHGopmanmu. Oc-
HOBHbIE cocTapistomue Ub. Yopas-
nenne b .BaxHOCTb U CITOKHOCTH
npobaemsr Ub.

Tema 2.Yrpo3st b B unpopmarm-
OHHBIX cucTeMax. OCHOBHBIE OIpe-
JIeTICHUS] U KPUTEPHUH KiaccupuKa-
1y yrpo3. OCHOBHBIE YTPO3HI J10-
CTYIHOCTH, IIEJIOCTHOCTH ¥ KOH(H-
JIeHIManbHOCTH. Bpenurensckue
MIpOrpaMMBlI.

Tema 3. OuieHOUHbIEC CTAHAAPTHI B
MH(}OPMaLlMOHHON O€3011aCHOCTH.
Pons cranpaproB Ub. «OpanxeBas
KHHUTa», KaK OIEHOYHBINA CTaHIAPT.
Mex1yHapOaHBIi CTaHAAPT
ISO/IEC 15408. Kputepuu orieHKH
6e3omacuoctu UC.

Tema 4. CtannapTsl yrpaBieHUs
UH(POPMALIMOHHOM 6€30MacHOCTbIO:
ISO/IEC 17799-0cHOBHBIE MOJIOXKE-
HUS; MEXKITYHAPOIHBIN CTaHAAPT
ISO/IEC 27001:2005 — cucremsl
ynpasnenus b, tpe6osanus. Cep-

tudukanust CYUB Ha cooTBeTCTBHE
ISO/IEC 27001:2005.

Pa3nen 2. Cucremsl ynpaBjieHHs
Hb opranm3anuii ¥ KOHKpPETHBIX
00beKTOB. OCHOBBI YIIPaBJIEeHHUS
puckamu Ub

Tewma 5. Co3zganue CYUD nHa npen-
npuatuu. Jtansl co3nanus CYUD.
KareropupoBanue akTUBOB Tpei-
npusitus. OleHKa 3aUIeHHOCTH
NC npeanpustusa. Ouenka uadop-
MaIlMOHHBIX PUCKOB

Tema 6. Meroanka OIleHKH PUCKOB
Wb npeanpustus. OCHOBHbBIE MOHS-
TUS YOpaBJIeHUs puckaMu. MeTtoau-
Ka OLIEHKU PUCKOB Ha OCHOBE MOJI€e-
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HanmenoBanue pas3zneios, TeM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCA

Jlexknuu

IIpakTu-
YEeCKUe
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

NKP

[Tpom.
aTTecT.

CPC

JIY yTPO3 U YSA3BUMOCTEH.

Tema 7. MeToOUKH U TEXHOJIOTUH
YIPaBJICHUS PUCKaMU KOHKPETHOTO
npennpusTsi. KoamaecTBeHHBIC U
KaueCTBEHHBIC METOIUKH YIIPaBJIC-
Hus puckamu. PazpaboTtka kopropa-
TUBHOM METOJUKH aHAJIN3a PUCKOB.
MeTtoibl o1ieHUBaHUS HHPOpMAIIH-
OHHBIX PUCKOB. TaOIUYHBIC METOIBI
OIICHKH PUCKOB.

Paspnen 3. I pexTuBHOE ynpas-
Jenue npoueccamu Ub opranu-
3alMell 1 KOHKPETHOI0 00beKTA.
Tema 8. Meroibl 1 cpecTBa ynpas-
nenus b npeanpusarus. O6ocHO-
BaHUE HEOOXOAMMOCTH UHBECTULIUI
B b npennpustus. [IpaBeie Mepsl
obecneuenus Ub. OcHoBHBIE
HanpaBneHus ooecneuenus Ub.
HopmatuBHble akTsl 1 pOpMBI Ipa-
BOBOH 3aIMTHl HHPOPMALIMU HA
PEIPUATHH.

Tema 9.0prann3annoHHbIE MEPHI
obecneuenusa Ub. O6mue nonoxe-
HUSI 1 0COOEHHOCTH OpraHU3alloH-
HOM 3aIlMThl KOMITBIOTEPHBIX HH-
(opMalOHHBIX CUCTEM M CETEH.
Cryx0bl 6€30M1aCHOCTH MPEANIPUSI-
THS.

Tema 10. ITporpammuo-
TEXHUYECKHE Mepbl 00eCTIeYeHUS
Ub. Unentuduxanus, ayTeHTUPH-
Kallis U yIpaBJIeHUE JOCTYIIOM.
Tewma 11. ITporokonupoBanue u
ayauT, mudpoBaHue, KOHTPOJIb 1ie-
JOCTHOCTU. AKTUBHBIN ayauT. Llug-
poBble cepTuduKaTsl. Pesynbtupy-
01asl IOKYMEHTAaIUs

11

3auem ¢ oUeHKOU Tlpyu vamany B yueb-
HOM IIJIaHE. HpOBOHI/ITCH Ha NMOCJICAHEM 3aHATHHU
CEMHUHApPCKOIro TUlia

UTOroO
10 JUCHUILIMHE

32

B TOM

16

16

B TOM

44




Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-
60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTakTtHas paborta
HaunmeHnoBaHue pa3zienoB, TeM U CO- | TPernoAaBaTes ¢ 00yJaromu-

JiepKaHue MaTepuana MUCS VIKP [Tpom. CPC
[Ipaktu- | JlabGopa- aTTecT.
Jlekuuu | 4Yeckue | TOpHBIE
3aHATUS | paboTHI
YHCIIe B YHCIIe B
dbopme dbopme
paK- MPaKTH-
THYE- YECKOM
CKOH OJro-
MOJITO- TOBKH:
TOBKH: 8
8

* peanuzyercs B (popMe MPaKTUYECKON MOATOTOBKH

5 OueHoYHbIE CPeACTBA /1Jis1 MPOBeIEeHUS TEKYIEero KOHTPOJISI U
NMPOMEKYTOYHOM aTTeCTAlMM 00YYAIOIIUXCS 10 JUCHUILIMHE (MOAYJII0)

@OHBI OIEHOYHBIX CPEICTB VIS MPOBEACHUS TEKYIIETO KOHTPOJISA YCIEBAEMOCTH U
IPOMEKYTOYHOM aTTeCTAllMU OOCYXIAIOTCS W YTBEPXKIAIOTCS Ha 3acemanuu kadenpsr. [lox-
HBII KOMIUIEKT KOHTPOJIbHBIX 3a/IaHUN WM UHBIX MaTEPUaIOB, HEOOXOJUMBIX ISl OICHUBAHUS
pe3yabTaToB OOY4YEHUS MO JUCHUIUIMHE (MOJYIII0) XpaHUTCS Ha Kadeape-pazpaboTurke B Oy-
Ma)XHOM HJIM 3JIEKTPOHHOM BHJIE, TaKkKe (POHJIbI OLIEHOYHBIX CPEJICTB JAOCTYIHBI CTYyJ€HTaM B
JUYHOM KaOMHeTe — pa3fien yueOHO-MeTOoAnuecKoe oOecrieueHue.

6 YueOHO-MeTOAMYECKOEe M HMHPOPMALMOHHOE 00ecedeHHe TUCIUTITUHBI
(MmonxyJis)

6.1 OcHoBHasi ¥ 1O0NOJIHUTEJILHAS JUTEepaTypa

[lepeueHb peKOMEHyeMOWH OCHOBHOM M JOMOJHUTENBLHOW JUTEpaTyphl MPEJCTaBlIeH Ha
caiite yHuBepcutTeta WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnupopma-

YuonHas 6e30nacHoCms agmomMamusuposantvix cucmem / Pabouuii yuebnwiii nian / Peecmp nu-
mepamypeol.

6.2 CoBpemeHHbIe IpodeccHOHATbHBbIE 0a3bl JAHHBIX U HHPOPMALIMOHHbIE

ClIpaBOYHbBLIC CHCTEMbI, HCIIO0Jb3YEMbIEC IIPHA OCYINECCTBJICHHH 06p330BaTeﬂbH0rO
nmpouecca nmo TMCumIlinHe

Kaxxnomy obydaromemycsi odecrieueH 10ocTyn (yAaaeHHbIA TOCTYI), B TOM YUCIE B CITY-
Yyae MPUMEHEHUS AJIEKTPOHHOTO OOYYeHUs, AUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTHH, K
COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0a3aM JAaHHBIX M WH(OPMAIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPBIMH y YHUBEPCUTETA 3aKIIFOUYCH JJOTOBOP.

[lepeyeHp pekOMEHAYEMbIX MpO(EecCHOHANBHBIX 0a3 JaHHBIX M WH(POPMALMOHHBIX
CIPABOYHBIX CHCTEM TPEICTABJICH Ha caiiTe yHUBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem

/ Obpazosanue / 10.05.03 Ungopmayuonnas 6e3onacnocmes asmomamusuposantvlx cucmem |
Pabouuii yueonwiii nnan / Peecmp S5C.
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http://www.knastu.ru/
http://www.knastu.ru/

AKkTyanpHast HTHPOpMaIUS MO 3aKII0OUYEHHBIM Ha TeKYIIUN y4eOHBIH T0o/1 TOroBOpaM IMpH-
BeJ/leHa Ha cTpanulle Hayuno-texandeckoit onbnumoreku (HTH) Ha caiite yHuBepcurera
https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HH(GOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HTEepHET», HEOOXOAMMBIX IJISI 0CBOEHUSI TUCHUIJINHBI (MOYJIs1)

Ha crpanune HTB M0XHO BOCHONB30BaThCsl HHTEPHET-PECYPCaMU OTKPBITOTO JOCTYIIA
10 YKpYHIHEHHOU rpynmne Hanpasineruid u cnenuanbHocterd (YI'HC) 10.00.00 Undopmanmonnas
0e30MacHOCTb:

https://knastu.ru/page/539

Haspanue caiita ‘ DJIEKTPOHHBIN aJpec

CaiiThl 2JIEKTPOHHBIX ()OHJJOB HOPMATHBHO-TEXHUYECKOH TOKYMEHTAIIUHU 110 CTPOUTEIILCTBY

baza nanHbIxX HOPMAaTUBHBIX JOKYMCHTOB JI1

http://www.norm-load.ru
CTPOUTEJNIbCTBA OecIIaTHas).

BecruiaTHas HH(GOPMAIHOHHO-CITPABOYHAS CH-
CTeMa OHJIAWH JOCTYyIIa K ITOJHOMY COOPaHHUI0 http://gostrf.com
TEXHUYECKMX HOPMATHBHO MTPABOBBIX aKTOB PD.

TexHoakcnepT. D1eKTPOHHBINA (HOH/ ITPaBOBOM U

. http://docs.cntd.ru
HOPMATUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.

C 1enpio OBBIIICHHSI KaYeCTBa BEACHUS 00pa30BaTEIbHON ICATEIIEHOCTH B YHUBEPCUTETE
CO3/1aHa ANEKTPOHHAas HH(pOpMAIMOHHO-00pa3oBaTenbHas cpena. OHa moapasymeBaeT OpraHu-
3alMI0 B3aUMOJICHCTBUS MEXKAY 00yUJarOIIMMUCS U TIPENOoIaBaTeIsIMHA Yepe3 CHCTEMY JIMYHBIX
KaOMHETOB CTYJICHTOB, PACIIOJIOKEHHBIX Ha O(UITMAILHOM CaliTe YHUBEPCUTETA B MHPOPMAIIHU-
OHHO-TEJIEKOMMYHUKaIIMOHHOU ceTn «MHTepHeT» 1o anpecy https://student.knastu.ru. Co3gan-
Hasi UH()OPMAIIMOHHO-00pa3oBaTeIbHasl Cpe/ia MO3BOJIAET OCYIIECTBIATh B3aUMO/IEHCTBHE MEX-
NIy y4aCTHUKaMHU 00pa30BaTeIbHOTO MPOIIecca MOCPEICTBOM OPTaHU3aIluH JTUCTAHITHOHHOTO
KOHCYJIbTUPOBAHMS [0 BOIPOCAM BBIITOJHEHMSI TPAKTUYECKHX 3aaHuil. MaTepHasbl JaHHOTO
Kypca (5 cemectp) BeuUtokeHbI Ha opTtan /1O KHAI'Y u opranusanust B3auMoJICHCTBUS B paM-
Kax JJaHHOM TUCHMILIMHBI TPOBOJUTCS € IPUBJICYCHUEM JAUCTAHIIMOHHBIX TEXHOJIOTHH.

7 OpFﬂHHI}ﬂHHOHHO-HGI{ﬂFOFH‘IGCKI/Ie yciaoBusi

Opranuzanus o6pa3oBaTeIbHOTO MPOLEcca perJaMeHTUpyeTcss y4eOHbIM TUIAHOM M pac-
NUCaHUeM Yy4eOHbIX 3aHATHUH. SI3bIKk 00ydeHus (mpenojaBaHus) - pycckuil. Jlyisg Bcex BUAOB
ayJUTOPHBIX 3aHATUN aKaJIeMUYECKUN Yac YCTaHABIUBAETCS MPOIOJIKUTEIBHOCTBIO 45 MUHYT.

[Ipn dopmupoBanuu cBOe MHAMBHAYaTbHON 00pa3oBaTeNbHON TpaeKTOpUH O0yuaro-
IIMHACS UMEET MPaBoO Ha Mepe3ayeT COOTBETCTBYIOIUX JTUCIMIUIMH U MPO(ECCHOHAIBHBIX MOJTY-
JIel, OCBOEHHBIX B MPOIIECCE MPEANIECTBYIONMIETO 00YIEHUs, KOTOPBIM OCBOOOKTAaeT 00ydJaroIIie-
rocsi OT HEOOXOIUMOCTH UX MMOBTOPHOTO OCBOEHHUS.

7.1 O6pa3oBaTe/ibHbIE TEXHOJIOTHH

VY4eOHbIil mpoliecc NpH MpenoaBaHuu Kypca OCHOBBIBAETCS HAa MCIOJIb30BAHUU TPAIU-
IOUOHHBIX, MHHOBAIIMOHHBIX H I/IH(i)OpMaHI/IOHHBIX O6p330BaTeJ'H)HBIX TEXHOJIOTHI. Tpa}II/IHHOH-
Hble 00pa3zoBaTeIbHbIC TEXHOJIOTUU MPEACTABIEHBI JEKIUIMUA U CEMUHAPCKUMH (IIPAKTUYECKU-
MI/I) 3aHATUAMU. I/IHHOBaHI/IOHHLIe 06pa3OBaTeJ'IBHI)Ie TEXHOJIOTUHU HCIOJIB3YIOTCSA B BUJAC HINPO-
KOTO IIPUMEHEHUS aKTUBHBIX U MHTEPAKTUBHBIX (POPM NpoBereHus 3aHatuil. MHdopmarmonasie
00pa3oBaTeNbHBIE TEXHOJIOTUH PEATM3YIOTCA IyTeM aKTHBH3ALMH CaMOCTOATEIFHON pabOTHI
CTYZICHTOB B MH(OPMALIMOHHOHN 00pa30BaTeIbHOI cpefe.
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7.2 3aHATHA JeKIHOHHOI'0 THUIIA

JIEKIIMOHHBIN KypC MPEanoaracT CUCTeMaTU3UPOBAHHOE M3JI0)KEHHUE OCHOBHBIX BOIIPO-
COB y4eOHOr0 IJIaHa.

Ha niepBoii iekumu j1ekTop 00s13aH NpeAyNpeaUTh CTYAEHTOB, IPUMEHUTEIBHO K KAaKOMY
0a30BOMY yueOHUKY (Yu4eOHHKaM, y9eOHBIM TOCOOUSAM) OyIeT MPOUYUTaH KypcC.

JIeKIMOHHBIN KypC AOJDKEH JaBaTh HauOoNbLIM 00beM MHpOpManuu U 00ecrneunBaTh
6osee rirybokoe NOHUMaHUE Y4eOHBIX BOIPOCOB IPH 3HAYUTEIBHO MEHbILEH 3aTpare BpeMEHH,
4yeM 3TO TpeOyeTcsi OOJIBIIMHCTBY CTYACHTOB Ha CAMOCTOSITENIbHOE U3yYCHHE MaTepHara.

7.3 3aHATHS CEMHHAPCKOIrO THNA

CemuHaApCKUE 3aHATHS IPEJCTABISAIOT COO0H eTaIu3aLuio JIEKIIMOHHOTO TEOPETHUECKO-
ro MaTepuaia, IPOBOIATCS B IIEJISIX 3aKPEIUICHHS Kypca M OXBAThIBAIOT BCE OCHOBHBIC Pa3/ieibl.

OcHoBHOW (hOpMOY TIPOBEICHHSI CEMHHAPOB SIBISIETCS 00CYXKIeHHe Hanbosee mpooieM-
HBIX ¥ CIIOKHBIX BOIIPOCOB IO OT/IEIBHBIM TEMaM, a TaKke pa3dop NMPHUMEPOB U CHUTYyalMd B
ayJIUTOPHBIX YCJIOBUSAX. B 00S3aHHOCTH IpemnojaBaTelisi BXOAT: OKa3aHHE METOIUYECKOH IT0-
MOIIIY ¥ KOHCYJIBTHPOBAHHE CTYJICHTOB MO COOTBETCTBYIOLIMM TeMaM Kypca.

AKTHUBHOCTH Ha CCMHUHAPCKUX 3aHATUAX OUCHUBACTCA IO CIICAYIOIIHUM KPUTCPUAM:

* OTBETHI HA BOMIPOCHI, MPe yIaracMble MPenoaaBaTeeM;

* y4acTHe B JUCKYCCHAIX;

* BBIIIOJIHEHHNE POCKTHBIX M MHBIX 33/1aHUIA;

* ACCHCTHPOBAHME TPENOIABATEIIO B IPOBEICHUN 3aHATHIA.

OtBeT 0IKEeH OBITh ApTYMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIIOKHBIM, COJICPIKAThH
CCBIJIKM Ha UICTOYHHKU.

Jloknaznpl U ONIIOHMPOBAHHE JOKJIAJ0B MPOBEPSIOT CTENEHb BIIAJACHUS TEOPETHUECKUM
MaTepHajoM, a TaK’Ke KOPPEKTHOCTh U CTPOTOCTh PACCYKICHHH.

OneHrBaHue 3aJ]aHU, BBHIIOJHEHHBIX Ha CEMUHAPCKOM 3aHSATHH, BXOJHUT B HAKOIUICH-
HYIO OILICHKY.

7.4 CamocTtosiTeqibHAs pa0d0Ta 00y4aIOIMXCH MO JUCUUILTHHE (MOTYJIIO0)

CamocrosrenbHas paboTa CTyIE€HTOB — 3TO NPOLECC aKTUBHOIO, LEJIEHAIPABIEHHOTO
nproOpeTeHNs CTYIEHTOM HOBBIX 3HAaHHWM, yMEeHUI 0e3 HEeNOCPEICTBEHHOI0 Y4acTHsl Mpernojaa-
BaTelsl, XapaKTEepU3YIOIIUNCS MPEeAMETHON HalpaBICHHOCTHIO, 3(P(EKTUBHBIM KOHTPOJEM U
OLIEHKOH pe3ysbTaToB JEATEIbHOCTH 00yUYaroIerocs.

[{enu camocTOSTENIbHON pabOTHI:

* CUCTEMATHU3alMs U 3aKPEIUICHUE MTOJIYYEHHBIX TEOPETUUECKUX 3HAHUHI U MPAKTUYECKUX
YMEHUH CTY/ICHTOB;

- yriryOJeHne U pacliipeHre TeOPeTUYeCKUX 3HAaHUM;

- (hopMHpOBaHHE YMEHUH HCIOJIB30BaTh HOPMAaTUBHYIO M CIPABOYHYIO JTOKYMEHTALHUIO,
CIELUAJIBHYIO JINTEPATYPY;

* pa3BUTHUE MMO3HABATEJBHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpPraHU30BaHHOCTH;

- (hopMHpOBaHHNE CaMOCTOSTEIILHOCTH MBIIIJICHUS, TBOPYECKON MHULIMATUBBI, CITIOCOOHO-
CTEH K CAaMOPa3BUTHUIO, CAMOCOBEPIIEHCTBOBAHUIO M CaMOpEaIN3aliy;

* pa3BUTHUE UCCIEA0BATEIbCKUX YMEHHI U aKaIeMUYECKIX HABBIKOB.

CamocrosTenbHas paboTa MOXKET OCYLIECTBIATHCS WHAMBUIYAIBHO WM IPYMIIAMH CTY-
JIEHTOB B 3aBUCUMOCTH OT 1I€JIU, 00bEMa, YPOBHS CII0KHOCTH, KOHKPETHOM TEMaTHKH.

TexHOJOTrHs OpraHU3aIMi CaMOCTOSITEILHON paboThl CTYACHTOB BKIIIOYAET UCIOIB30BaA-
HHUe NH(POPMALIMOHHBIX U MaTEPUAIbHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.



KoHTponb pe3ynbTaToB BHEAYAMTOPHOM CAaMOCTOSTENBHOW pPabOThl CTYIEHTOB MOXET
MIPOXONTHh B TUCAMEHHOM, YCTHOM WJIM CMEIIaHHON (hopme.

CTyneHTbl JOJKHBI HOAXOAUTh K CaMOCTOSITENIbHOM padOTe Kak K HauBa)KHEUIIEMY
CPEIICTBY 3aKpEIUICHUS U Pa3BUTHUSI TEOPETHUYECKUX 3HAHUH, BHIPAOOTKE €IUHCTBA B3IJISIOB Ha
OTJeNIbHBIE BOIPOCHI Kypca, MPHOOPETeHHUS ONpPEeICHHBIX HAaBBIKOB M MCIIOJIb30BaHUS MIpodec-
CUOHAJILHOMW JIUTEPaTypHI.

7.5 Metoauyeckue peKOMeHIAMH JJIs1 00YyYAKIIHXCS M0 0CBOEHH IO THCIMIIINHBI

[lpr w3yyeHHH IMCHUIUIMHBI OOYYArOIIUMCS IEJIeCO00pPa3HO BBIMOIHATE CIIEAYIOIINE
PEKOMEH 1IN

1. U3yuenne yueOHOM QUCIUTUTMHBI JOJDKHO BECTHCHh CUCTEMATHUECKH.

2. ITocne u3ydeHus: Kakoro-iu0o paszena no yueOHUKY MJIM KOHCHEKTHBIM MaTepuaiaM
PEKOMEH/IYeTCsI 110 MaMsITH BOCIIPOU3BECTH OCHOBHBIC TEPMHUHBI, OTIPEICIICHHUS, TIOHITUS pa3/ie-
na.

3. Ocoboe BHUMaHHE CIEAYET yACIUTh BHIIIOJHEHUIO OTUYETOB MO MPAKTUYECKUM 3aHSITH-
AM 1 UHAWMBUAYAJIbHBIM KOMIUICKCHBIM 3aJaHHUAM Ha CaMOCTOATCIBbHYIO pa60Ty.

4. Best TemMaTrka BONPOCOB, U3YYaEMBIX CAMOCTOSITEIIBHO, 3a/1a€TCsI Ha JICKIUSAX MPETIo-
naBatesieM. MM e aroTcs UCTOYHMKY (B IEPBYIO OY€pe/lb BHOBb M3/AHHBIE B EPUOANUECKON
HAYYHO JuTeparype) Uit 0ojiee AeTaIbHOTO IIOHMMAaHHUs BOIIPOCOB, 03BYYCHHBIX Ha JICKIIHH.

[Ipu camocTosATensHON TPOPAOOTKE Kypca 00ydaromuecs T0JDKHBL:

* IPOCMATPHUBATh OCHOBHBIC OTPEICICHUS U (PaKTHI;

* IIOBTOPUTDH 3&KOHCHCKTHpOBaHHBIfI Ha JICKHMOHHOM 3aHATUH MaTCpual U JOIIOJIHUTH
€ro C y4eTOM PEKOMEHIOBAHHOM 10 JAHHOM TeMe JTUTEepaTyphl,

* UIBYYUTb PCKOMCHAOBAHHYIO JIMTCPATYPY, COCTABJIATH TC3UCHI, aAHHOTAINN XU KOHCIICKTBI
Hanbosee BaKHBIX MOMEHTOB;

* CaMOCTOATCIIbHO BBIMMOJHATE 3aJIlaHUS, aHAJTOTUYHBIC MTPCAJIaracMbIM Ha 3aHATHUAX

- UCMOJIb30BAaTh AJII CAMONIPOBEPKH MaTepHalibl POHIA OIEHOYHBIX CPEJICTB.

8 MarepuajibHO-TEXHHYECKOe o0ecneyeHune, He0OX0aMMOoe I
OCYIIEeCTBJIEHHS 00Pa30BaTEILHOIO MPoLecca Mo AUCHUIINHE (MOTYJII0)

8.1 JIuneH3MOHHOE H CBOOOTHO PACIIPOCTPAHsIEMOe MPOrPaMMHOe oDecreYeHue,
MCIOJIb3yeMoe MPH OCYLIeCTBJIEHHH 00Pa30BaTeLHOTO0 Mpoiecca
10 IUCIUIIHHE

VYHuBepcuTeT o0ecredeH HeOOXOIMMBIM KOMIUIEKTOM JIUIICH3HOHHOTO M CBOOOHO pac-
MPOCTPAHSIEMOT0 MPOTPAMMHOIO OOECIeUeHUsl, B TOM YHUCJI€ OTEYECTBEHHOI'O MPOHM3BOJICTBA.
CocTaB mporpaMMHOT0 00eCIIeUeHHS, HEOOXOAMMOTO TSI OCBOCHHS TUCITUTUTHHEI, IPUBECH HA
caiite yHuBepcutera WWW.knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hngpopma-
YUOHHAsL Oe30NACHOCMb ABMOMAMU3UPOBanHbiX cucmem / Pabouuii yuebnwvil nnan / Peecmp
110.

AKTyaJlbHbIE HAa TEKYIIMA Y4eOHBIA TOJ] PEKBU3UTHI / YCIOBHS HCIIOJIL30BaHUS TIPO-
IrpaMMHOT0 00ecIieYeHHUs IPUBEICHBI Ha cTpanulie M T-ynpaBiieHus Ha caiiTe YHUBEPCUTETA:

https://knastu.ru/page/1928

8.2 VYuebdHo-1200paToOpHOE 000pPY/IOBAHHE

A o HaumenoBanue ayauropun lCMOE3VeMOe 060DV IOBAHIe

UTOPHSI MOJIb3YeM BaHU

yAUTOP (;mabopatopun) Y Py

202/5 Jlabopatopust mporpammuo- | C3U HCJI Secret Net, C3UU HCJ] Dallas Lock,
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anmnapaTtHbix cpeAcTs 3amuTsl | C3U HCJ[ Crpax NT, C31U HCJ Ulutr PXK]I,
uH(pOopMaIun C3U HCJ Aypa ,C31 HCI Kpunron ,C31U HCJI
Axkkopa, ®UKC, Pesuzop 1,2 kak s onepariu-
OHHBIX cUCTeM cemeiictBa Windows Tak u mis
Linux, Pesuzop Cetu 2.0, AHanmm3aTop CETEBOrO
Tpapduka AcTpa,ATeHT HUHBEHTapU3allUU Ce-
tn,Cranep cereBori Oe3omacHoctn XSpider, Te-
pweep, Secret Net Touch Memory Card, Kpunton
AM/3, Axkxopn AM/3, KpuntollPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyroyk ¢ Windows 7+mpoekTop.
16 TI9BM Ha 6a3e mporeccopoB He HMke Intel
Pentium IV

8.3 TexHuueckue u I1eKTPOHHBbIE CPeICTBA 00yUeHH S

JleKIIMOHHBIE 3aHATHS.

AyIuTOpHH JUIS JTEKIIMOHHBIX 3aHATHH YKOMIUIEKTOBAHBI MEOCTBIO M TEXHHUECKUMH CPE/I-
CTBaMU OOYYEHHUS, CIY>KAIIUMH JAJIsl MIPeACTaBIeHUs yueOHOW nH(opmamu OONbIION ayauTo-
pun (HaOOpPBI JIEMOHCTPAIIMIOHHOTO 000pYyIOBaHUs (TIPOEKTOP, IKPaH, KOMIIBIOTEP/HOYTOYK),
yueOHO-HarJIsHbIe TOCOOHS, TEMAaTUUYECKHE UILTIOCTPAIIH ).

JlabopaTropHble 3aHATUS (NpU HATUYULL).

Jis naGopaTOpHBIX 3aHATUN HCIIONB3YETCS ayAMTOpHUs, OCHAIlEHHAas 00O0pYIOBaHUEM,
yKa3aHHBIM B TabI. 1. 8.2.

CamocrosiTeibHast padoTa.

[ToMerieHust 1151 caMOCTOSITENbHON pabOThl OCHAIIEHBI KOMIIBIOTEPHON TEXHUKOM ¢ BO3-
MOXHOCTBIO TTOAKITIOUEHHS K ceTu «MHTEpHET» U TOCTYIOM K AJIEKTPOHHON MH(POPMAITHOHHO -
oOpa3zoBatenbHO cpene KHAT'Y:

- 3a11 3nekTpoHHoN nHpopmanuu HTb KHAT'Y;

- KOMITBIOTEpHBIE KJIacchl (haKkynbTeTa.

9 MHuble cBenenns

MeToauuecKkue PECKOMEHIAMH 110 oﬁyqeﬂmo JiI ¢ OrpaHU4Y€¢HHBIMHA BO3MOKHO-
CTSIMHU 3/10POBbS U HHBAJIUA0B

OcBoeHNe MUCIHUILIMHBI 00YYarOIMMUCS ¢ OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS
MOJKET OBITh OPraHW30BAHO KaK COBMECTHO C JPYTUMHU OOYYaIOUIUMHCS, TaK U B OTIEIbHBIX
rpynmnax. [IpennosnaratoTcs cienuaibHble YCIOBHS IS TOTY4YeHUsT 00pa30BaHUs 00yJarOIUMHU-
Csl C OrPaHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBBSL.

[Tpodeccopcko-niearornyeckuif cocTaB 3HAKOMUTCSI C TCUXO0JI0T0-(pU3UOIOTHUECKUMHU
OCOOCHHOCTSIMU O0YYaroIIMXCs MHBAIUIOB U JIUL[ C OTPAHMYEHHBIMH BO3MOXKHOCTSIMHU 370DO-
Bbsl, MHAWBUYAIBHBIMU NPOrpaMMaMy peaOMIUTalMi UHBATUIOB (npu Hamuuuu). [Ipu HEoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTIOJHUTEIbHAS MOAJIEpKKa MPernoaBaHusl ThIOTOPAMHU, TICHXO-
JIOTaMH, COLIMAIbHBIMU paOOTHUKAMU, NIPOLIEIIINMH MTOATOTOBKY AaCCUCTEHTAMHU.

B cooTBeTrcTBHM ¢ MeTOIMUECKHUMH pekoMeHaanusaMu Muno6paayku P® (yTB. 8 ampens
2014 r. N AK-44/05BH) B Kypce MpearnoyiaraeTcsi MCIojib30BaTh COIMAIbHO-aKTUBHBIE M pe-
(iekcUBHBIE METObI 00YUEHUS, TEXHOJIOTMU COLIMOKYJIBTYPHON peaOMINTALUU C LENbI0 OKa3a-
HUS [IOMOILY B YCTAHOBJIEHUU IOJIHOLIEHHBIX MEXJINYHOCTHBIX OTHOLIEHUH C APYTMMHU CTYZICH-
TaMH, CO3JJaHUU KOM(pOPTHOTO NICUXOJIOTMYECKOT0 KIMMarTa B cTyeH4eckoil rpymnne. ITogbop n
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pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YUETOM IPEIOCTABICHUs MaTepHaia B pas-
JUYHBIX (hopMax: ayauadbHON, BU3YaJIbHOW, C HCIOJIB30BAHUEM CHELHMAIBHBIX TEXHHUYECKUX
CpeACTB U MH(POPMAITUOHHBIX CUCTEM.

OcBoenne nucuumnesl Junamu ¢ OB3 ocyiecTBisieTcs ¢ UCHOIb30BAaHUEM CPENCTB
0o0y4yeHHs OOILIETr0 M CIEUAIbHOTO HAa3HAYEHUs (MIEPCOHATBHOTO U KOJUIEKTUBHOTO MCIOJIb30-
BaHMsA). MarepuaabHO-TEXHUUYECKOE 00eCieueHHe MpeyCMaTpUBAeT MPUCIIOCO0JIEHUE ayAUTO-
puil k Hyxzam iun ¢ OB3.

dopma npoBeeHUs aTTEeCTAlUU AJs CTYJCHTOB-UHBAJIUAOB YCTAHABIUBACTCA C YYETOM
WHAUBUIYAIBHBIX TICUX0pu3ndecKkux ocodenHocrei. st ctynentoB ¢ OB3 nmpemxycmarpuBaert-
cs1 locTymnHas popMa IpeloCTaBIeHUs 3aJaHUH OLEHOYHBIX CPECTB, @ UMEHHO:

* B TICYATHOM WJIM OJIEKTPOHHOH ¢opme (g JHIl € HAPYWICHUSIMHU OIOPHO-
JIBUTATEJILHOTO amapara);

* B TIEYaTHOHM (hopMe MITH 3JIEKTPOHHOM (popMe ¢ yBETMUSHHBIM MPU(TOM U KOHTPACTHO-
CTbIO (U151 JIUL] C HApYILIEHUSIMHU CIIyXa, peuH, 3pEeHus);

* METO/IOM YTCHHS aCCHCTEHTOM 3a/IaHUs BCITYX (IUIS JIUII C HAPYIICHUSMH 3PEHHUS).

CryneHTaM ¢ MHBAJUAHOCTBIO YBEIMUYUBAECTCS BPEMs Ha MOATOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BONPOCHL. [lJIsi TaKUX CTYIEHTOB MPEIyCMaTPHUBACTCS TOCTYMHAs (opMa MpeaoCcTaB-
JIEHHsl OTBETOB Ha 3a/1aHUs, @ UMEHHO:

* IMCBMEHHO Ha OyMare uiu HabOpOM OTBETOB HAa KOMIIbIOTEPE ([ JIUI] C HApYLLIEHUS -
MU CIlyXa, peuH);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPHAHTOB C MCIIOJIb30BAHUEM YCIIYT aCCHUCTEHTA (IS
JIMIL ¢ HAPYIICHUSIMU OIOPHO-/IBUraTEIbHOIO ariapara);

* YCTHO (7151 JTUIT ¢ HAPYIICHUSIMU 3PEHUS, OMTOPHO-ABUTATEIHLHOTO arIapara).

[Tpu HeoOxoaMMOCTH JUIs 00YYAIOIUXCs ¢ MHBAJIMIHOCTBIO MPOLIEAYypa OLICHUBAHUS pe-
3yJIbTaTOB O0YUYEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIIOB.
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