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1 OOume mooKeHus

PaGouas mporpamma u pOHJ OIEHOYHBIX CPEICTB AUCHUIUINHBI « T eCTHpOBaHUE HA MIPO-
HUKHOBEHUE M aHaJIN3 0€30MaCHOCTHY COCTaBJICHBI B COOTBETCTBUH C TpeOOBaHUSIMU (eaepab-
HOTO TOCYAapCTBEHHOTO 00pa30BaTeIbHOTO CTaHAAPTa, YTBEPKAECHHOTO IPUKa3oM MuHOOpHaY-
ku Poccuiickoit @eneparuu ot 26.11.2020 Ne1457, u ocHOBHO# npodeccrnoHaabHOM 00pa3oBa-
TETHHOU IPOTPaMMBI MOATOTOBKH «AHaIN3 0€30MacHOCTH HHPOPMAITMOHHBIX CUCTEMY TIO CITe-
nuanbHOoCcTH «10.05.03 MHbopmarmornHas 6€30macHOCTh aBTOMATU3UPOBAHHBIX CUCTEM.

3agaqn N3yyeHne OCHOBHBIX MEXaHU3MOB IIPOBEACHUS aTaK CO CTOPOHBI 3JI0yMBIII-

AUCIUIUINHBI JICHHUKOB I 00Jiee NeTaJbHON JUarHOCTUKH CHCTEM 3allMThI, 00eCIIeueHUs
paboTOCIIOCOOHOCTH B HEMITATHBIX CUTYAIUSX U TPOBEICHUS ayANTAa 3aIl[H-
MIEHHOCTH aBTOMAaTHU3UPOBAHHBIX CUCTEM

OcHOBHbIE TectupoBaHue Ha MPOHUKHOBEHUE

pasziensl / TeMbl | Aganus 6e30MacHOCTH

JUCITUTIIMHEI

2 IlepeyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHUsI MO AUCHUILIMHE (MOYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[Ipouecc n3yueHus AUCHUILIMHEI «HanMeHoBaHMe AMCIMIUIMHBI»Y HaIlpaBieH Ha Qop-
MUpPOBaHUE cieayromux komnereHuuid B coorBerctBun ¢ ®I'OC BO u ocHOBHOI 00pa3oBa-

TEIbHOU IPOrPaMMOii:

KO,I[ 1 HAUMCHOBAHHUEC KOM-
NETCHI NN

I/IHI[I/IKaTOpr JOCTHIKCHUA

[Tnanupyemble pe3yabTaThbl 00y-
YEeHUSI 110 TUCLUIUIMHE

Ob6menpodeccuonanbHble

OIIK-7.2. CnocoOeH pa3zpa-
0aThIBaTh METOJUKH U TE-
CTBI JUJIsl aHAJIM3a CTETIEHU
3alMIIEHHOCTH UH(OpMa-
IIUOHHOM CUCTEMBI U €€ CO-
OTBETCTBHSI HOPMAaTHBHBIM
TpeOOBAHUSAM I10 3aIINUTE
uH(popMaLnu;

OIIK-7.2..1 3HaeT OCHOBHBIE
MTOJIXOJTBI K MPOBE/ICHUIO aHa-
JIM3a 3alUIICHHOCTH aBTOMa-
TU3UPOBAHHBIX CUCTEM, 3HACT
CYIIECTBYIOIINE METOTUKH U
TECTHI JUISl aHAJIN3a CTEIIEHU
3alUIIEHHOCTH HH(OpMaIH-
OHHOM CHCTEMBI B €€ COOT-
BETCTBHUSI HOPMATUBHBIM Tpe-
0OBaHMAM II0 3aIUTE UH-
¢bopmanuu

OIIK-7.2..2 YMeer cTpouTh
TJIaH MPOBEICHUS aHAIHM3a
CHCTEMBI 3aI[UTHl aBTOMATH
3UpPOBAHHBIX CHCTEM; yMEET
pa3zpabaThiBaTh METOJIUKHU U
TECTHI JUISl aHAJIN3a CTEIICHU
3alUIIEHHOCTH UH(pOpMaIK-
OHHOI CHUCTEMBI U €€ COOT-
BETCTBUS HOPMATUBHBIM TpE-
OOBaHMSIM II0 3aIHUTE HH-
dbopmarun

OIIK-7.2..3 Bnaneer HaBBI-

IToHnMaTh B3aMMOCBS3b KOMIIO-
HEHTOB 0€30MaCHOCTH CeTH, ce-
Py OTBETCTBEHHOCTH U BIIUSHUSA
Ka)KJ0ro U3 y3J10B; 3HaTh U
YIPAaBIAThH YA3BUMBIMH MECTaMHU
cetu; CaMOCTOATENHEHO OOHAPY-
KUBaTh ysI3BUMOCTH; PaboTtaTh ¢
MHCTPYMEHTAMH B3JIOMa CETEN U
CUCTEM; 3HATh XaKEPCKUE yJIOB-
KM JUIsl IPOHUKHOBEHHUS B CUCTE-
MBI U CETH;

IIpoBOINTE TECTHPOBAHNUE JIIO-
ObIX KOMIIOHEHTOB CETH Ha
npeamet B3noma; Knaccuduim-
poBaTh paboure CTaHINH I10
CTETNeHH pUCKa IPOBEJCHHUS aTa-
ku; [IoHMMaTh X0/ MBICIIEH 3710-
yMbllLIeHHNKA; OLIEHUTh Mac-
mTad MOTEHIUATIEHO BO3MOXKHBIX
atak; [IpoTuBOAEICTBOBATE HE-
CaHKI[MOHUPOBaHHOMY cOOpy
nH(pOpMaLIUU O CeTH OpraHu3a-
1uy; IloHnmats cTpareruo 3o-
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KOM IIOCTPOCHUS IIJIaHa Te-
CTHPOBAHUS JUISI IPOBEICHUS
aHaJIM3a 3aIIUIIEHHOCTH;
BJIaJICET METOANKAMH U
HaBBIKAMHU TIPOBE/ICHUS Te-
CTOB JUIsl aHAJIN3a CTETICHU
3alIUIIEHHOCTH HHPOpMAaLHU-
OHHOH CHUCTEMBI U €€ COOT-
BETCTBHSI HOPMATUBHBIM TpPe-
OOBaHMUSAM I10 3aLIUTE WH-
¢bopmanuu

OIIK-13 Cnocoben opranu-
30BBIBAaTh U MPOBOAUTH JIU-
arHOCTUKY U TECTUPOBAHUE
CHCTEM 3aIIUTHI HHPOpMa-
IIUM aBTOMATU3UPOBAHHBIX
CHCTEM, POBOIUTH aHAJIN3
YSI3BUMOCTEH CUCTEM 3alllH-
ThI UHPOPMAIIUU aBTOMATH-
3UPOBAHHBIX CUCTEM;

OIIK-13.1 3HaeT oCHOBHBIE
MOAXObI K MPOBEJICHUIO aHA-
JIM3a 3aIIMIIEHHOCTH U Te-
CTUPOBAHUS CUCTEM 3AIUTHI
nH(pOpMaIUU aBTOMAaTU3UPO-
BaHHBIX CUCTEM

OIIK-13.2 YMmeerT BoIOUpaTh
MPOTpaMMHOE | arnmnapaTHOe
obecrieueHue Jisi MpoBeJie-
HHS aHaJIu3a 3alUIIEeHHOCTH
Y TECTUPOBAHUS CUCTEM 3a-
IUTH HTHPOPMALIUH; IIPOBO-
JITh AHAJIN3 YS3BUMOCTEMN
CUCTEM 3aIlIUTHI HH(OPMAITUH
ABTOMATU3HPOBAHHBIX CHCTEM
OIIK-13.3 Binageer HaBbIKa-
MU MPOBEICHUS aHATN3a 3a-
UIUIIEHHOCTH aBTOMATU3UPO-
BAHHBIX CUCTEM, TECTHPOBA-
HUS CUCTEM 3aIluThl HHDOP-
Malli¥ aBTOMAaTH3UPOBAHHBIX
CUCTEM, IPOBEJICHUSI aHAJIN3a
YSI3BUMOCTEHN CHUCTEM 3aIUTHI
nH(OpMaIIUK aBTOMATU3HPO-
BaHHBIX CHCTEM

yMbIluIeHHNKa; OIIeHUBaTh 3a-
HIUIEHHOCTD MI1aT(GOpM BUPTYa-
JU3aluu U 00JIaYHbIX BBIYMCIIE-
HUH;

Onpenenstb aTaky Ha OCHOBE
COLMAJIbHOM MHXeHepuu; 13y-
YUTh METOJIbI B3JIOMa OECIIpo-
BOJIHOM ceTH; OnpenenuThb
HauOoJee ysI3BUMbIE MECTA MO-
owbHBIX TUIaTdGopm; [IpoTuBo-
JIecTBOBAaTh KpUNTOTpaduye-
ckuM atakaMm; [Tonumars mpo-
LIECC BTOP>KEHUS B CUCTEMY;
[IpoBoauTh aynuT cuctem 6e3-
onacHoctH; IIpoTuBoaencTBo-
BaTh BTOPKECHHUIO.

3 MecTo TMCHUILUIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/bHOIi MporpaMMsl

JlucuuminHa BXOJUT B cocTaB Ojoka 1 «J{MCIUIIITMHBI (MOIYJIHN)» U OTHOCUTCS K 0051-

3aTeIbHOM YacTH.

MecTto aucuMIuiMHbI (3Tan GOpMUPOBAHUS KOMIIETEHIIMHM) OTPaXXeHO B cxeme (hopmu-
pOBaHUSA KOMIETEHIUH, MPEICTABIEHHON B NOKyMeHTe QyeHouHble mamepuanvl, pa3MelleH-
HOM Ha caiite yHuBepcutera WWw.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
Hnghopmayuonnas bezonacHocms asmomamusuposannvix cucmem /Oyenounvle mamepuanst).

Jucuumnnuna ««HanmMeHoBaHME AMCHMITIMHBDY YACTHUHO peaiu3yercs B GopMme Ipak-
TUYECKOM moArotoBku. IlpakTuyeckas MoAroToBKa OpraHU3yeTcs MyTeM NpoBeJeHHus, Jadopa-
TOPHBIX Pa0OT, BBIIIOJHEHHS KypCOBBIX/ pabOT, MHBIX BUJIOB Y4€OHOI /1€ATEIbHOCTH.

4 CopepxaHue TUCHHUILVIMHBI (MOYJI51), CTPYKTYPUPOBAaHHOE [0 TeMaM
(pa3nesiaM) ¢ yKa3aHHeM OTBEJCHHOI'0 HA HUX KOJIMYECTBA AKAAeMHYEeCKHX
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4acoB U BHJ0B y4eOHOH padoThI

4.1 Crpykrypa H coep:KaHHe JMCHUILIHHBI 1J1s1 04HO# (popMBI 00yUeHH s

I[I/ICI_[I/IHJII/IHa <<T€CTI/IpOBaHI/I€ Ha NPOHUKHOBCHUC U aHAJIU3 0C30IMaCHOCTH N3y4dacTCda Ha

3 Kypce, 5 cemecTpe.

OO6mast TpyA0EMKOCTh JTUCHUTUIHHBI COCTABIISICT 5 3., 180 4., B TOM umcne
KOHTaKTHasi paboTa o0yJarmuxcs ¢ npenojgasareieM 82 4., IPOMEKYTOYHAs aTTECTAIUS B

dbopMe 3K3aMeHa, KypcoBOi pabOThL., CAMOCTOATENbHAs paboTa oOydatomuxcs, 98

.

HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunel yueGHOI paboThl, BKIIIOYAsi CAMOCTOATEIbHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTessi ¢ 00y4Jarony-

MHC

Jlexuun

[Ipaktu-
YECKUe
3aHATUSA

Jlabopa-
TOPHbBIE
paboThl

NKP

[Tpom.
aTTecT.

CPC

TectupoBaHue Ha TPOHUKHOBEHHUE

Benenue B atuunbil XakuHr O0630p
KOHIICTIIIMA WH(POPMAIIMOHHON 0e3-
OMACHOCTH YTpPO3bl MH(POPMAIMOH-
HOUM 0€30MacHOCTH M BEKTOPHI aTak
Konuenmnuu xakuHra OTtambl XaKUH-
ra KoHuenmum STUYHOTO XaKKHUHTa
VYnpasnenue obecriedeHUEM  HH-
dbopmarmonHol 6e3omacHoctu (Mb)
npennpustust Monens yrpos Ub 3a-
KOHOJaTeIbCTBO M CTaHJAPThI B 00-
nactu Wb [lpenBaputenbubiii cOop
uHpopmanuun o 1uenu Kouuenuuun
M3Yy4EeHUsl LEIEBOM cucTteMel Merto-
JI0JIOTHH cO0pa MHPOPMALIUU U3 OT-
KPBITBIX UCTOYHUKOB CpencTBa c60-
pa wuHbopManuu Mepbl NPOTHUBO-
JNeiCcTBUS  yTeukaM HH(pOpMaluu
CkanupoBanue ceru OO030p BO3-
MOKHOCTEH CKAaHUPOBAaHUS CETU
CpenctBa ckaHupoBaHUs TeXHUKH
oOHapyxeHHsl y3710B TexHuku 00-
Hapy>KeHHUsl OTKPBITBIX TOPTOB U
cepBrcOB AHanu3 OaHHepoB TexHH-
KA YKJIOHEHUS OT CHCTEM OOHapy-
xKeHuss  BTopkeHM  Iloctpoenue
quarpamm tonojoruu cetu Iloaro-
TOBKa Npokcu MHBeHTapuzanus pe-
cypcoB KoHuenuum HHBEHTapu3a-
unn Muasenrapuszanus NetBIOS NH-
BeHTapuzanuuss SNMP HMuBenTtapu-
samusi LDAP MuBentapuzamus NTP
u NFS WuBenrtapuzanus SMTP u
DNS Jlpyrue TeXHWKH WHBEHTAPU-
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HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThl, BKIIFOYAsi CAMOCTOSTEIBHYIO pa-
00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCS
[Ipaktu- | Jlabopa-
Jlekuuy | 4Yeckue | TOPHBIC
3aHATUS | paboTHI

NKP

[Tpom.
aTTecT.

CPC

3aiui Mepbl POTUBOICUCTBUS WH-
BEHTapu3aluu AHallu3 ysa3BUMOCTEN
Konuennuu wuccnenoBaHus ys3BH-
mocreil Knaccugukanus ys3BuMo-
creii CpencrBa OILICHKH YS3BUMO-
creit [locTtpoeHne oruera 0 HaWJIEH-
HBIX YA3BUMOCTSX XaKMHI CHCTE-
MbITembl MeTonosnorus B3jioMa CHU-
crembl [lonyuenue nocryma IloBbi-
nieHue npuswiernit OGecrnieueHue
nocryna COKpBITHE CIIEI0B
Bpenonocusiii kon Konuenuuu pa-
60Thl BpenoHOCHOro kozxa Kounen-
muu ATP Konnenmust paGoTsl Tposi-
HoB KoHuenuus paboTel BUPYCOB U
yepBen

Konuenuu paboThl BpeIOHOCHOTIO
Koma 0e3 Hcronb30BaHus  (hailiioB
AHanu3 BpeJOHOCHOrO Kojxa Mepsl
MPOTUBOJICUCTBUS AHTUIIITUOHCKUN
copr  Cuuddepst  Konuenuuu
cau¢p¢punra TexHuku cHupdunra
WNuctpymenTs!l cHupdunara Mepsl
npotuBoaelicTBusd cHupuury Tex-
HUKHU OOHapyxeHus cHudunra
ConmanbHas uHxeHepuss Konuern-
UM COLUaIbHOW HH)KeHepuu Me-
TOJIbI U TEXHUKU COI[MAILHON MHXKe-
Hepuu Yrposbl uHcannepos Iloame-
Ha JIMYHOCTH B COLIMAJIBHBIX CETAX
Kpaxxa nepcoHalbHBIX JaHHBIX Me-
pbl NPOTUBOACHCTBUSA COLMAIBHOU
VUHXXECHEPUU

Ortxka3 B o6cnyxuBanuu Konuenmum
aTak Ha JIOCTYITHOCTb CUCTEMBI (OT-
ka3 B o0ciyxuBanuu, Denial-0f-
Service) PacnipenenenHsiif 0TKa3 B
obcnyxuBanuu (DDoS ata-
Ka)MeTo/Ibl U Cpe/icTBA OpraHu3a-
i DoS/DDoS arak bor-cetn 13y-
4yeHue nmpumepa peanuzanus DDoS
aTaku THCTpyMeHTHI IpoBeACHUS
DoS arax Mepsl npoTuBOAEHCTBHS
DoS arakam HHCTPYMEHTBI 3aIIUTHI




HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThl, BKIIFOYAsi CAMOCTOSTEIBHYIO pa-
00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCA

Jlexknuu

IIpakTu-
YEeCKUe
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

NKP

[Tpom.
aTTecT.

CPC

ot DoS Ilepexpat cecun Konuern-
1My nepexsara ceccuu Ilepexsar Ha
npukiagHoM ypoBHe IlepexBat Ha
CeTeBOM ypoBHE MIHCTpyMeHTSHI 11
nepexsara ceccuidi Mepbl IpOTUBO-
neicTBuS mepexBary ceccuit O6xon
IDS, 6panmMay’poB 1 XaHUIIOTOB
Konnermuuu IDS, 6panamayspa u
Honey Pot Cucremsr IDS, Opann-
Mayspa u Honey Pot YkiioHenue ot
IDS O6xon 6panamayspa Uuctpy-
MeHTBI 00x0/1a OpanaMay3pa OOHa-
pyxenue Honey Pot [IpotuBoaeii-
CTBUE 00XO/ly CUCTEM OOHapyKEHUs
XakuHr BeO-cepBepoB Konnenimu
BeO-cepBepoB Twurbl atak Ha BeO-
cepBepbl Metonosiorus atak Nu-
CTPYMEHTHI B3JIOMa BeO-CepBEpOB
Mepbl IpOTUBOAEHCTBUS B3JIOMY
BeO-cepBepoOB YTpaBJICHUE HCIIPAB-
nenusmu IloBeienne 6e3omacHo-
CTH BeO-cepBepOB YTpaBiIeHUE TaT-
yamMu IHCTpYMEHTBI TOBBIIECHUS
Oe30macHOCTH BeO-cepBepa XaKuHT
BeO-npunoxennit Konueniyu Be6-
NPUIOKEHUN YTpO3bl BeO-
IPWIOKEHUAM MeTofonorus ataku
Ha BeO-npriiokeHuss MHCTpyMEeHTBI
B3JIOMa BeO-TIpUIiIoKeHU Mepbl
IIPOTUBOICHCTBYUS B3JIOMY BeO-
npuioxeHud MHCTpyMEHTBI 3a11u-
Thl BEO-TIPUIIOKEHU I

AHann3 6e30MacHOCTH

SQL wunaneknun Konnenmmm SQL
uabekiuu Tunbl SQL uHBEKIUN
Merononoruss  SQL  uHBEKUUH
CpenctBa nsi BbimosiHeHust SQL
uHbeKuu Cokpbeitne SQL nHBEK-
nuuu ot IDS Mepsl mpotuBoneii-
ctBust SQL mHBekmu XakuHT Oec-
npoBOJHbIX ceTel Konuenuuu mo-
CTpOCHMsI  OECIpPOBOJHBIX  ceTei
HIudpoBanue B O6eCpOBOJHBIX Ce-
TAX YTPO3bl OECIPOBOJIHBIM CETSIM
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16
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HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThl, BKIIFOYAsi CAMOCTOSTEIBHYIO pa-
00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCS
[Ipaktu- | Jlabopa-
Jlekuuy | 4Yeckue | TOPHBIC
3aHATUS | paboTHI

NKP

[Tpom.
aTTecT.

CPC

Metononorus B3ja0Ma OeCHpOBOJ-
HbIX ceTed MHCTpyMEHTBl XakuHra
OeCPOBOTHBIX ceTen Bsnom
Bluetooth Mepsl mpoTuBoaeicTBus
aTakaM Ha OecrpoBojHble ceTu WH-
CTPYMEHTHI 3alUThl OECIPOBOIAHBIX
cereil XakvMHI MOOWIBHBIX ILIAT-
dopm Bektopsl araku Ha MOOUIIB-
Hele margopmsl B3anom Android OS
Bsnom 10S TexHUKH ¥ MHCTPYMEH-
Thl JUKeWnOpelika YmpaBieHHe Mo-
OMJIBHBIMM YCTPOMCTBAMHU U COBpE-
MeHHble MDM-pewmenus HuCTpy-
MEHTBI U PEKOMEHJIallMU MO 3aIIUTe
MOOUIBHBIX ycTpoicTB B3nom loT u
OT Konuenuust “HuaTepHera Be-
mieir” (IoT) OcHoBHble Yrpo3sl u
BekTOphl atak Ha [oT Merononorus
B3ioma loT CpencrBa B3noma IoT
Meroasl n cpencrBa 3amutsl [oT
Konnenmusa “OnepannoHHBIX TEX-
Hosioruit” (OT) OcHOBHBIE YyTPO3bI U
BekTopbl atak Ha OT Metononorus
B3oma OT CpenctBa B3noma OT
Metonsl u cpenctBa 3amutel OT
O0Omaynsle BerunciaeHns KoHienmmmu
0o0nauHbIX BbIYMCIEHUH TexHomo-
rMd  KOHTEHWHEpoB beccepBepHbIe
BbrunciaeHus: OcHoBHbIE yrpo3sl b
IIPU WCHOJIb30BAaHUU OOJIAYHBIX BBI-
quciIeHU ATaku Ha Cpelly BUPTYya-
au3aluu M o0yayHble MIaT(GOpMbI
Metonbl U cpeacTBa 3aIlIUTHl 00-
nayHoil uHppacTpykTypbl Kpurmnro-
rpadus Konuenuuun xpunrorpaduu
Anroputmbl mudposanust Kpurro-
rpapuueckue cpenacrsa  Mudpa-
CTpYKTypa MYyOJIWYHBIX  KJIIOuei
HIudposanue noutsl Iludposanue
qucka CpencrtBa  KpHIITOAHAIU3a
Mepel NPOTUBOACUCTBUSA KPHUIITO-
aTakam

3auem c oyenkoi




Bunpl yue6HOM paboThl, BKIIFOYAsi CAMOCTOSTEIBHYIO pa-
00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonraktHas pabora
HaunmeHnoBaHue pa3zienoB, TeM U CO- | TPernoAaBaTes ¢ 00yJaromu-
epKaHue MaTepuania MUCSI [Tpom.
AcP P ukp | POt epc
[Ipaktu- | JlabGopa- aTTecT.
Jlekuuu | 4Yeckue | TOpHBIE
3aHATUS | paboTHI
Kypcoeaa paboma - - - 2 - -
HUTOI'O 32 48
10 JUCHMIJINHE B TOM
B TOM
YHCIIe B
YHCIe B
dbopme
paK dbopme
P - NPaKTH- 2 - 98
THYe- .
. YeCKOM
CKOM
MOJITO-
HOJITO-
TOBKHU:
TOBKHU: 8
8

* peanuzyercs B (popMe MPaKTUYECKON MOATOTOBKH

5 OueHoYHbIE CPeACTBA /1Jis1 MPOBeIEeHUS TEKYIEero KOHTPOJISI U
NMPOMEKYTOYHOM aTTeCTAlMM 00YYAIOIIUXCS 10 JUCHUILIMHE (MOAYJII0)

@OHBI OIEHOYHBIX CPEICTB VIS MPOBEACHUS TEKYIIET0 KOHTPOJISA YCIEBAEMOCTH U
MPOMEKYTOYHOUM aTrTecTallud OOCYXTAIOTCS M YTBEPXKMAIOTCSA Ha 3acemanuu kadenpsl. [Toi-
HBIM KOMIUIEKT KOHTPOJIbHBIX 3a/IaHUN UM UHBIX MaTEPHAIIOB, HEOOXOAUMBIX /I OICHUBAHUS
pe3yabTaToB OOY4YEHUS MO JUCHUIUIMHE (MOJYIII0) XpaHUTCS Ha Kadeape-pazpaboTunke B Oy-

Ma)XHOM HJIM 3JIEKTPOHHOM BHJI€, TakKe (POHJIbI OLEHOUYHBIX CPEACTB JJOCTYNHBI CTY/I€HTaM B
JUYHOM KaOMHeTe — pa3fien yueOHO-MeToAuuecKoe oOecrieueHue.

6 YueOHO-MeTOAMYECKOEe M HHPOPMALMOHHOE 00ecedeHHe TUCIUTITUHBI
(MmonxyJis)

6.1 OcHoBHasi ¥ 10NOJHUTEJILHAS JUTEpaTypa

[lepeueHb peKOMEHyeMOWH OCHOBHOM M JOMOJHUTENBLHOW JUTEpaTyphl MPEJCTaBlIeH Ha
caiite yHuBepcutTeta WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnugpopma-

YuonHas 6e30nacHoCms agmomMamusuposantvix cucmem / Pabouuii yuebnwiii naan / Peecmp nu-
mepamypeol.

6.2 CoBpemeHHbIe IpodeccHOHATbHBbIE 0a3bl JAHHBIX H HHGOPMALIMOHHbIE

ClIpaBOYHbLIC CHCTEMbI, HCII0Jb3YEMbIEC IIPA OCYINECCTBJICHHUH 06p330BaTeﬂbH0rO
nmpouecca nmo TMCumIlinHe

Kaxnomy obydaroniemycst odecnieueH J0CTyn (yAaleHHBIH T0CTYI), B TOM YHUCIE B CITy-
yae MPUMEHEHHUS 3JIEKTPOHHOTO OOY4EHHs, NUCTAaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH, K
COBPEMEHHBIM MPO(PECCHOHANBHBIM 0a3aM JaHHBIX U MH(POPMAIIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPbIMH Y YHUBEPCUTETA 3aKJIIOUEH JOTOBOP.
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[lepeyeHbp pekOMEHAYEMbIX MpPO(EecCHOHANBHBIX 0a3 JaHHBIX M WH(POPMALMOHHBIX
CIPABOYHBIX CHCTEM TPEICTABJICH Ha caiiTe yHUBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Ungopmayuonnas bezonacnocmes asmomamusuposantulx cucmem |
Pabouuii yueonwiii nnarn / Peecmp S5C.

AkTyanpHast HTHPOpPMAIUS MO 3aKIIOUYEHHBIM Ha TeKYIIUNA y4eOHBIH IO/l TOTOBOpaM IMpH-
BeJZieHa Ha cTpanuile Hayuno-texandeckoit oubnroreku (HTH) Ha caiite ynuBepcurera

https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HH(GOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HTEepHET», HEOOXOAMMBIX IJISI 0CBOCHUSI AU CHUIJINHBI (MOYJIs1)

Ha crpanune HTB M0XHO BOCHONB30BaThcsi HHTEPHET-PECYPCAMU OTKPBITOTO JOCTYIIA
10 YKpYIHEHHOM rpynmne Hanpasinenuid u cnenuanbaocterd (YI'HC) 10.00.00 Undopmanmonnas
0e30MacHOCTb:

https://knastu.ru/page/539

HasBanwue caiita ‘ DJIEKTPOHHBIN ajpec

CaiiThl 2JIEKTPOHHBIX ()OHJJOB HOPMATUBHO-TEXHUYECKOH TOKYMEHTAIIUHU 110 CTPOUTEIILCTBY

baza nanHbIX HOPMAaTUBHBIX JOKYMCHTOB JI1

http://www.norm-load.ru
CTPOUTEJNIbCTBA OecIIaTHas).

BecruaTHas HH(GOPMAIHOHHO-CITPABOYHAS CH-
CTeMa OHJIAlH JOCTYyIIa K IMOJHOMY COOpaHHUIO http://gostrf.com
TEXHUYIECKMX HOPMATHBHO ITPABOBBIX aKTOB PD.

TexHoakcnept. DIeKTPOHHBINA (HOH/ ITPaBOBOM U

. http://docs.cntd.ru
HOPMATUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.

C 1ernpio OBBIIICHHSI KaYeCTBA BEACHUS 00pa30BaTEIbHON ICATEIIEHOCTH B YHUBEPCUTETE
CO3J1aHa 3JIeKTPOHHas MH(OpMaIIMOHHO-00pa3oBaTenbHas cpea. OHa 1nojapa3syMeBaeT OpraHu-
3alMI0 B3aUMOJICHCTBUS MEXKAY 00yUarOIIMMUCS U IPENOIaBaTeISIMHA Yepe3 CHCTEMY JIMYHBIX
KaOMHETOB CTYJICHTOB, PacIllOJIOKEHHBIX Ha O(UIIMAIEHOM caiiTe yHUBEpCUTEeTa B MH(POpPMaLU-
OHHO-TEJIEKOMMYHUKaIIMOHHOU ceTn «MHTepHeT» 1o anpecy https://student.knastu.ru. Co3nan-
Hasi UH(OPMAIIMOHHO-00pazoBaTeIbHasl Cpe/ia MO3BOJIET OCYIIECTBIATh B3aUMOIEHCTBHE MEX-
Ny y4aCTHUKaMHU 00pa30BaTeIbHOTO MPOIIECcca MOCPEICTBOM OPTaHU3aIlluH JUCTAHITHOHHOTO
KOHCYJIbTUPOBAHMS [0 BOIPOCAM BBIIOJIHEHHSI TPAKTUYECKHX 3aaHuil. MaTepHasbl JaHHOTO
Kypca (5 cemectp) BeuUtokeHbI Ha opTtan 1O KHAI'Y u opranusanust B3auMoJIeHCTBUS B paM-
Kax JJaHHOM TUCLMILIMHBI TPOBOJUTCS € IPUBJIEYCHUEM JAUCTAHIIMOHHBIX TEXHOJIOTHH.

7 Opranm.aunOHHO-HenarornquKne yciaoBusi

Opranuzanus o0pazoBaTeIbHOIO MpoLecca periaMeHTupyeTcs y4eOHbIM IUIAHOM M pac-
NUCaHUeM Yy4YeOHbIX 3aHATHUH. SI3bIKk 00ydeHus (mpenojaBaHus) - pycckuil. Jlyisg Bcex BUAOB
ayJUTOPHBIX 3aHATUN aKaJIeMUYECKUN Yac YCTaHABIUBAETCS MPOIOJIKUTEIBHOCTBIO 45 MUHYT.

[Ipn dbopmupoBanuu cBOEW MHAMBHAYabHON 00pa3oBaTeNbHON TPAaeKTOpHH O0yyaro-
IIMHCS UMEET MPaBoO Ha Mepe3ayeT COOTBETCTBYIOIIUX JTUCHMIUIMH U MPO(ECCHOHAIBHBIX MOJTY-
JIel, OCBOEHHBIX B MPOIIECCE MPEANIECTBYIONMIETO 00YUIEHUs, KOTOPBIM OCBOOOKIAaeT 00ydaroIie-
rocsi OT HEOOXOIMMOCTH UX MMOBTOPHOTO OCBOEHHUS.

7.1 O6pa3oBaTe/ibHbIE TEXHOJIOTHH

YueOHbIit nponecc mnpu npernoaaBaHu Kypca OCHOBBIBACTCA HA HCITIOJIB30BAHUU TpaAau-
IOWOHHBIX, MHHOBAIIMUOHHBIX H I/IH(I)OpMaLII/IOHHI)IX O6p330BaTeJ'H)HI)IX TEXHOJIOTHH. TpaJII/IHHOH-
HBIC O6pa30BaTeJ'H:HBIC TCXHOJIOTHU TPCACTABJICHBI JICKIUAMHU U CEMHUHAPCKUMU (HpaKTI/IquKI/I-
MI/I) 3aHATUSIMHU. I/IHHOBaHI/IOHHLIe 06p330BaTeJ'IBHI)Ie TEXHOJIOTUHN HUCIOJIB3YIOTCS B BUJAC HINPO-
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KOTO IIPUMEHEHUS aKTUBHBIX U MHTEPAKTUBHBIX (POpM NpoBereHus 3anatuil. Mudopmarmonusie
00pa30oBaTeNbHbIE TEXHOJIOTMH PEATU3YIOTCS MYTEM aKTUBHU3ALUU CAMOCTOSITEIbHOM pabOThI
CTYACHTOB B HH(POPMAIIMOHHON 00pa30oBaTeIbHOM cpee.

7.2 3aHATHA JeKIHOHHOI'0 THUIIA

JIEKIIMOHHBIN KypC MPEanoaracT CUCTeMaTU3UPOBAHHOE M3JI0KEHUE OCHOBHBIX BOIIPO-
COB y4eOHOr0 IJIaHa.

Ha niepBoii iekuuu 1ekTop 00s513aH NpeAyNpeaUTh CTYAEHTOB, IPUMEHUTEIBHO K KAaKOMY
06a30BOMY y4eOHUKY (yueOHUKAM, YI€OHBIM TOCOOUAM) OyIeT MPOYUTaH KypcC.

JIeKIMOHHBIN KypC AOJDKEH JaBaTh HauOoNbLIMi 00beM MHpOpManuu U 0OecreunBaTh
6osee rirybokoe NOHUMaHKUE Y4eOHBIX BOIPOCOB IPH 3HAYUTEIBHO MEHbILEH 3aTpare BpeMEHH,
4yeM 3TO TpeOyeTcsi OOJIBIIMHCTBY CTYJACHTOB Ha CAMOCTOSTEIIbHOE N3yUeHHE MaTepraia.

7.3 3aHATHS CEMHHAPCKOIr0 THIA

CemuHapCcKue 3aHATHS IPEICTABISAIOT COO0H NeTaIU3aLHIO JIEKIIHOHHOTO TEOPETHIECKO-
ro MaTepuaia, IPOBOIATCS B IIEJISIX 3aKPEIUICHHS Kypca M OXBAThIBAIOT BCE OCHOBHBIC pa3/ieibl.

OcHoBHOW (hOpMOI TPOBECHHUS CEMHHAPOB SIBISIETCS 00CYXIeHHe Hauboiee mpooieM-
HBIX ¥ CJIOKHBIX BOIIPOCOB IO OT/EIBHBIM TEMaM, a TaKke pa3dop NMPHUMEPOB U CHUTYaIHH B
ayJIUTOPHBIX YCJIOBUSAX. B 00S3aHHOCTH IpemojaBaTelisi BXOAT: OKa3aHHE METOIMYECKOH IT0-
MOIIIY ¥ KOHCYJIbTHPOBAHKE CTYJCHTOB IO COOTBETCTBYIOIINM TeMaM Kypca.

AKTHBHOCTH Ha CCMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPUSAM!

* OTBETHI Ha BOMIPOCHI, Mpe yIaracMble MPenoaaBaTeeM;

* y4acTHe B JUCKYCCHAIX;

* BBINIOJTHEHHNE POCKTHBIX M MHBIX 33/1aHUIA;

* ACCHCTHPOBAHME TPENOIABATEIIO B IPOBEICHUN 3aHATHIA.

OtBeT 0IKEH OBITh ApTYMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIIOKHBIM, COJECPIKATh
CCBIJIKHM Ha UICTOYHHKU.

Jloknazapl U ONIIOHMPOBAHHE JOKIIAJ0B MPOBEPSIOT CTENEHb BIIAJACHUS TEOPETHUECKUM
MaTepHaoM, a TaK’Ke KOPPEKTHOCTh U CTPOTOCTh PACCYKICHHH.

OrneHrBaHuE 3aJaHU, BBIIOJHEHHBIX HA CEMHUHAPCKOM 3aHATUHU, BXOJUT B HAKOIUICH-
HYIO OILICHKY.

7.4 CamocrosiTeqibHAsi pad0Ta 00y4alOIMXCH MO JUCUUILIHHE (MOTYJIIO)

CamocrosrenbHas paboTa CTyIE€HTOB — 3TO NPOLECC aKTUBHOIO, LEJIEHANPABIEHHOTO
nproOpeTeHNs CTYIEHTOM HOBBIX 3HAaHWM, yMEHUI 0e3 HEeNOCPEICTBEHHOI0 y4acTHsl Mpernojaa-
BaTelsl, XapaKTEepU3YIOIUNCA MPEAMETHON HaIpaBlIEHHOCTHbIO, 3(P(GEKTUBHBIM KOHTPOJIEM U
OLIEHKOI pe3ysIbTaToB AESATEIbHOCTH 00yUYaroIerocs.

[{enu camocTOSTENbHOM pabOTHI:

* CUCTEMATHU3alMs U 3aKPEIUICHUE MTOJIYYEHHBIX TEOPETUUECKUX 3HAHUI U MPAKTUYECKUX
YMEHUH CTY/IEHTOB;

- yriryOJeHne U pacliipeHue TeOPeTUYECKUX 3HAaHUH;

- (hopMHpOBaHHE YMEHUH HCIOJIB30BaTh HOPMAaTUBHYIO U CIPABOYHYIO JTOKYMEHTALHUIO,
CIELUAJIBHYIO JINTEPATYPY;

* pa3BUTHE MMO3HABATEJBHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpPraHU30BaHHOCTH;

- (hopMHpOBaHHE CaMOCTOSTEILHOCTH MBIIIEHUS, TBOPUECKONH MHHUIIMATUBBI, CIOCOOHO-
CTEH K CAaMOPa3BUTHUIO, CAMOCOBEPIIEHCTBOBAHUIO M CaMOpEaIN3aliy;

* pa3BUTHE UCCIEA0BATEIbCKUX YMEHHUH U aKaIeMUYECKIX HABBIKOB.
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CamocTtosTenpHas padoTa MOXKET OCYIIECTBISITHCS HHINBUIYATHHO WM TPYHIaMH CTY-
JIEHTOB B 3aBUCHUMOCTH OT IIeJI1, 00beMa, YPOBHS CI0KHOCTH, KOHKPETHOM TeMaTHKH.

TexHONOrHsT OpraHU3aIK CaMOCTOSITENILHON PaboThl CTYICHTOB BKJIFOYAET MCIIOIh30Ba-
HUE UHPOPMAIIMOHHBIX U MaTePUAIbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaTOB BHEAYIUTOPHON CaMOCTOSTEIHHOW pabOTHl CTYACHTOB MOXKET
MIPOXOJNTHh B MUCbMEHHOM, YCTHON WJIM CMEIIaHHOU (hopme.

CryneHTsl JOKHBI MOAXOAUTh K CaMOCTOSITEIBHOM paboTe Kak K HauWBaKHEUILIEMY
CPEICTBY 3aKpEIUICHUS U Pa3BUTHUSI TEOPETHUECKUX 3HAHUH, BHIPAOOTKE €IUHCTBA B3IJISIOB Ha
OTJIeNbHBIC BOIIPOCHI Kypca, IPHOOPETEHUST ONPE/ICIICHHBIX HABBIKOB M MCIIOIB30BaHUS TIpodec-
CUOHAJILHOW JIUTEPaTypHI.

7.5 Metoauueckue peKOMeHIAIMH JJIs1 00YyYAIIIHXCS M0 0CBOEHH IO THCIMIIINHBI

[lpr w3yyeHHH IMCUUIUIMHBI OOYYAFOIIMMCS IEIeCO00pPa3HO BBIMOIHATE CIEAYIOIINE
PEKOMEH 1IN

1. U3yuenne yuyeOHOM QUCIUTIIMHBI JOHKHO BECTHUCh CUCTEMATHYCCKH.

2. [Tocne u3yuyeHus: Kakoro-inbo paszena no y4eOHUKY WM KOHCIEKTHBIM MaTepuaniam
PEKOMEH/IYETCsI 110 MaMSITH BOCIIPOU3BECTH OCHOBHBIC TEPMHUHBI, OTPEICIICHHUS, TIOHITUS pa3/ie-
na.

3. Oco0oe BHUMaHHE CIEAYET yASIUTh BHITOJIHEHUIO OTYETOB MO MPAKTUYECKUM 3aHSATH-
AM 1 UHANBUAYAJIbHBIM KOMILJICKCHBIM 3a/JaHHUAM Ha CaMOCTOATCIIbHYTO pa60Ty.

4. Best TemMaTrka BOIPOCOB, U3YYaEMBIX CAMOCTOSITEIIBLHO, 3a/1a€TCSI Ha JICKIUSAX MPETIo-
naBaTesieM. MM e aroTcs UCTOYHMKH (B IEPBYIO OY€pe/lb BHOBb M3/AHHBIE B EPUOANUECKOMN
HAYYHOM JTuTeparype) Juist 0ojiee AeTalbHOTO IOHMMAaHUs BOITPOCOB, 03BYYCHHBIX HA JICKIIHU.

[Ipu camocTosATensHON TPOPAObOTKE Kypca 00ydyaromuecs T0JDKHBIL:

* IPOCMATPHUBATh OCHOBHBIC OTPE/ICICHUS U (PaKTHI;

* IIOBTOPUTDH 3&KOHCHCKTHpOBaHHBIfI Ha JICKHMOHHOM 3aHATUH MaTCpual U JOIIOJIHUTH
€ro C y4eTOM PEKOMEHIOBAHHOM IO JAHHOU TEME JIUTEePATypPhI;

* UIBYYUTH PEKOMCHAOBAHHYIO JIMTCPATYPY, COCTABJIATH TC3UCHI, aHHOTAINN WU KOHCIICKTBI
Haun0oJiee BaKHBIX MOMEHTOB;

* CaMOCTOATCIIbHO BBIMMOJHATE 3aJIlaHUS, aHAJIOTUYHBIC MTPCAJIaracMbIM Ha 3aHATUAX

* UCTIOJIb30BaTh JIJIsl CAMOIIPOBEPKH MaTepuabl (POH/Ia OLIEHOYHBIX CPEJCTB.

8 MarepuajibHO-TEXHHYECKOe o0ecneyeHune, He00X0aMMOoe 11
OCYIIEeCTBJIEHHS 00Pa30BaTEILHOIO MPoLecca Mo AUCHUIINHE (MOTYJII0)

8.1 JIunmeH3MOHHOE U CBOOOTHO PACIIPOCTPAHsIEMOE MPOrPaMMHOe oDecreyeHue,
HCIOJIb3yeMOoe MPH OCYLIeCTBIEHHH 00Pa30BaTeILHOTO MpoLecca
10 IUCIMIIHHE

YHuBepcuTeT obecredeH HeOOXO0IMMBIM KOMIUIEKTOM JIUIICH3HOHHOTO M CBOOOHO pac-
MPOCTPAHIEMOT0 MPOTPAMMHOTO OOECIeUeHusl, B TOM YHUCJI€ OTEYECTBEHHOI'O MPOHM3BOJICTBA.
CocTaB mporpaMMHOT0 00eCIIeUeHHS, HEOOXOAMMOTO TSI OCBOCHHS TUCITUTUTHHEI, IPUBECH HA
caiite yHuBepcutera WWW.knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Unpopma-
YUOHHAsE O6e30NACHOCMb ABMOMAMU3UPOBanHbix cucmem / Pabouuii yuebnwvii nnan / Peecmp
110.

AKTyaJIbHbIE HAa TEKYIIMA Y4eOHBIA TOJ PEKBH3UTHI / YCJIOBHS HCITOJIB30BAHHS ITPO-
IrpaMMHOT0 00ecIieYeHHUs IPUBEICHBI Ha cTpanulle M T-yrnpaBiieHus Ha caiiTe YyHUBEPCUTETA:

https://knastu.ru/page/1928

8.2 VYuebdHo-1200paTOpHOE 000pPY/IOBAHUE
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Aynuropust

HaumenoBanue aynuropun
(;mabopartopun)

Hcnonb3yemoe obopynoBaHue

202/5

JlaGopaTopust mporpammHO-
anrmapaTHbIX CPEJCTB 3aIIUTHI
uHpopmanuu

C3U HCJI Secret Net, C31 HC]] Dallas Lock,
C31 HCA Crpax NT, C3U HCJ Wlur PX]I,
C31 HCJ Aypa ,C31 HCJI KpunTon ,C31 HCJ]
Axkopn, ®UKC, Pesuzop 1,2 kak mjis onepanu-
OHHBIX cucTeM cemeiictBa Windows Tak u st
Linux, Pesuzop Ceru 2.0, AHanu3aTop ceTeBoro
tpadhduka Actpa,ATeHT HHBEHTapU3aALUN Ce-
ti,CraHep ceteBoil OesomacHocTn XSpider, Te-
pwep, Secret Net Touch Memory Card, Kpunron
AM/3, Axkxopn AMUI3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, HoytOyk ¢ Windows 7+mpoekTop.
16 TIDBM Ha 6a3e mponeccopoB He Huxe Intel
Pentium 1V

319/3

JlaGopaTopusi 3anTUIIICHHBIX
ABTOMATU3UPOBAHHBIX CH-
cTEM

Dallas Lock 8.0-C nomep nuriensuu 47488-9375-
279, Secret Net Studio aBTOHOMHEIE U CETEBBIE
BapuaHThl HoMmep nuueH3uu 13A6E7. 8 [I9BM,
CVYB/.

AHanmM3aTop CHeKTpa JIEKTPO-MarHUTHOTO TOJIs
R&S FSC3, u3smepurensnas anrenna [16-50, ce-
JIEKTUBHBIN MUKpoBoJbT™METp SMV 8.5, SMV 11,
TeHEepaTOp TECTOBOTO aKyCTUYCCKOTO CUTHAJIA
AC-1, cucrema 3alIMTHI OT YTEYKU MO BUOPO-
aKycTHYecKoMy KaHaiy KamepToH, uamMepuTelb
uryma u Bubparun OKTABA 110A B koMIuiekTe
C MIPEAYCHUITATENIEM, MUKPO(OHOM, aKCeIepOMET-
poM.

201/5

JlaGopaTopust TEXHUYECKUX
CPEZACTB U METOJIOB 3allUThHI
uH(popMalun

CTeMAM3UPOBAaHHOE 000pPYIOBaHUE TIO 3aIIUTE
uHbOpMalMK OT YT€YKH O aKyCTHYECKOMY Ka-
HAJIy W KaHAIy TMOOOYHBIX AIIEKTPOMArHUTHBIX
u3nydeHui 1 HaBojok: CoHata AB ¢ okOHEYHBI-
MU ycTpoiicTBamMH (BHOpOU3IIydaTenH, aKycTuye-
CKHE M3Jy4aTesn), TeHepaTop LIyMa 3JeKTpoMar-
HutHoro noist BeroM, reneparop JII'I 503, re-
Hepatop Conara PC-1

TexHnueckue cpencrBa KOHTPosd 3()(PEeKTUBHO-
CTH 3alUThl MHQOPMAIIMM OT YTE€UKH 10 YKa3aH-
HBIM KaHaiam: KOMITJIEKT HM3MEpHUTEIbHBIX aH-
TeHH AnbOaTpoc 3, CENeKTHBHBI MHKpPOBOJIb-
t™epT SMV 8,5, CelneKTUBHBII MHKPOBOJIBTMETP
SMV 11, kommnekc CripyT-MUHU-A B KOMIUIEKTE
C mporpaMMHBIM obecredenuem, Unipan 233,
I[I3BM cemectBa Secret, ITouckoBelii mpudop
STO33P Ilupanbs B KOMIUIEKTE C MPOTPAMHHBIM
obecrieueHueM.

WHOE JIOTIOJTHUTEIIEHOE 000pYy/I0BaHUE:
HenuHelHbIi nokatop NR-m, renepartop curha-
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smoB AKUIT 3410, KOMIUJIEKT U3MEPUTEIIbHBIX aH-
TeHH AnbOaTpoc, nmpoOHuK Hampspkenuss CPO-1,
anteHHbl DP-1 u DP-3, renepatopsl CUTHAJIOB
cepuu '3 u I'4.

Komruiekt tectoBbiXx mporpamm 3ebpa s Win-
dows, ninst MCBC nuniensust Homep 592

8.3 TexHuuyeckHe U 3JTeKTPOHHbIE CPeCTBA 00yUeHUsI

JlekuMOHHBbIE 3AHATHSA.

Aynuropuu Jisl IEKIUOHHBIX 3aHATHI YKOMIUIEKTOBAHBI MEOEIbIO U TEXHUYECKUMU CPEe/I-
CTBaMH OOY4YEHUSI, CIY>KAIIUMU ISl TIPEJCTaBlIeHUs yueOHOW nH(popMau OOJBIION ayanuTo-
pun (HAOOpHI JAEMOHCTPAIIMOHHOTO O000pYyIOBaHUs (MPOEKTOP, KpaH, KOMIIBIOTEP/HOYTOYK),
yueOHO-HATJISTHBIC TOCOOWS, TEMATUYECKHIE UILTIOCTPAITIH ).

JlabopaTropHble 3aHSITHUSI (NpuU HATUYULL).

s naGopaTOpHBIX 3aHATUN HCIIOJIB3YETCS ayAUTOpPHUs, OCHAIlEHHAas 00O0pYIOBAHUEM,
YKa3aHHBIM B Ta0. 1. 8.2.

CamocrosiTesibHas padora.

[Tomerenust st caMOCTOSATENBLHON PabOThl OCHAIIECHBI KOMITBIOTEPHON TEXHUKOM C BO3-
MO>KHOCTBIO OJKIIOUEeHHS K ceTH «IHTepHeT» U JOCTYNOM K 3JEKTPOHHOM HH(POPMAIIMOHHO -
oOpa3zoBatensHOi cpene KHAT'Y:

- 3a11 anekTpoHHoi unopmanuu HTb KHAT'Y;

- KOMIIBIOTEPHBIC KJIACCHI (DaKyIbTEeTA.

9 MHHble cBeaeHUs

MeToauueckne PEKOMEHIAIINH 110 oﬁyqenmo JMI ¢ OrpaHU4Y€HHBIMHA BO3MOKHO-
CTSAMHU 310POBbA U UHBAJIMAOB

OcBoeHMe NUCHUIUIMHBI O0YUYaIOIUMUCS C OTPAaHUYEHHBIMU BO3MOYKHOCTSMHU 3/10POBbSI
MOYET OBITh OPraHM30BaHO KAaK COBMECTHO C JAPYIMMHU OOyYaroIMMUCS, TaK U B OTJEIbHBIX
rpynnax. [Ipennonaratorcsi cnenuaibHble YCIOBHS AJIs MTOJIy4eHUsl 00pa3oBaHus 00y4arouMuU-
Csl C OTPAaHUYEHHBIMHU BO3MOKHOCTSMH 3/10POBBS.

[Ipodeccopcko-Tienarornyeckuii CoOCTaB 3HAKOMHUTCSI € TCUXO0JIOTO-(PU3UOTOTHYECKUMU
0COOEHHOCTSIMHM 00YYarOIMIMXCsl MHBAIUIOB M JIUI[ C OFPAaHUYEHHBIMH BO3MOKHOCTSIMHU 3710pO-
Bbsl, UHJIMBUyaJbHBIMU MPOTrpaMMaMH peadMINTAluu WHBaIUAOB (npu Hanuuuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS] JOTIOJHUTENbHAS MOJAJIEpKKa MpenojgaBaHusl ThIOTOPAMHU, TCHXO-
JIOTaMH, COLIMAJIbHBIMU paOOTHUKAMU, IPOLIEIINMH TOATOTOBKY AaCCUCTEHTAMHU.

B cootBeTcTBUU ¢ MeTOAMYECKUMHU pekoMeHaanusiMu MunoOpaayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce MpearnoyiaraeTcsi MCIojb30BaTh COLMAIbHO-aKTUBHBIE U pe-
(beKCUBHBIE METOJIBI O0YUYEHUSI, TEXHOJIOTHH COITMOKYJIBTYPHOU peaOuIuTAIlMH C 1IeNIbI0 OKa3a-
HUS [IOMOILY B YCTAHOBJIEHUH IMOJIHOLIEHHBIX MEXJIMYHOCTHBIX OTHOIIEHUH C APYTUMH CTY/AEH-
TaMH, CO3aHUH KOM(OPTHOTO MCUXOJIOTHIECKOTO KIMMaTa B CTy/eHueckoi rpymme. [logbop u
pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YUETOM IPEIOCTaBICHUs MaTepuaia B pas-
JUYHBIX (opMax: ayAualbHOM, BU3YaJIbHOM, C UCIHOJB30BAaHHEM CHEIHAJIbHBIX TEXHUYECKHX
CpeACTB U MH(POPMAITMOHHBIX CUCTEM.

OcBoenue mucuuiuiebl Junamu ¢ OB3 ocyiiecTBisieTcss ¢ UCHOJIb30BAHUEM CPENICTB
00y4yeHHs OOILIEro M CIENUalbHOTO Ha3HAYEeHUs (MEPCOHATHOTO U KOJUIEKTUBHOTO MCIOJIb30-
BaHus1). MarepualbHO-TEXHUYECKOe oOecliedeHre npeaycMaTpuBaeT NMPUCIOCOOIEeHUE ayaUTO-
puil k Hyxz1am iun ¢ OB3.
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@®opma NpoBEACHUSI aTTECTALMK JUIsl CTYACHTOB-UHBAINI0B YCTAaHABIMBAETCS C YUETOM
WHIUBUIYAIbHBIX MCUX0(pU3NIeCKuXx ocobeHHocten. [l ctynentoB ¢ OB3 mpemycmaTpuBaer-
cs1 tocTynHas popma MpeIoCTaBICHUs 3aJaHUi OLIEHOYHBIX CPEACTB, a8 UMEHHO:

- B TIEYaTHOW WM ODJIGKTPOHHOM ¢(opme (s JUIl € HapyUIEHUSIMH OIOPHO-
JIBUTATEJIBHOTO amnmapara);

- B IMe4aTHOM (hopMe UJTH DIEKTPOHHOM (opMe C YBETUUEHHBIM MIPUGTOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYLLIEHUSIMU CIIyXa, peUH, 3pEHuUs);

* METOJIOM YTEHUS aCCUCTEHTOM 3a/IaHus BCIAYX (ISl TUL C HAPYLICHUSIMU 3PEHHUS).

CryneHTaM ¢ MHBaJIMIHOCTBIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BOMPOCHL. JlJig TakUX CTYIEHTOB MpeaycMaTpUBaeTcs JOCTYyMHasi (popma MpeaocTaB-
JIEHUs] OTBETOB Ha 3a/laHusl, a UMEHHO:

- IUCbMEHHO Ha OyMare miu HaOOpOM OTBETOB Ha KOMIIbIOTEpE (ISl JIUI] C HApYIICHHUSI-
MU CllyXa, peuHn);

- BHIOOPOM OTBETa U3 BO3MOXKHBIX BAPUAHTOB C UCIOJIb30BAHUEM YCIYT aCCUCTEHTA (IS
JIMI] C HapYLIEHUSIMU OIIOPHO-/IBUTaTEJILHOTO alllapara);

* YCTHO (U151 TUI[ C HAPYLIECHUSIMU 3PEHHUSI, OIOPHO-JIBUTATEILHOTO allapara).

[Tpu HEoOXoAMMOCTH ISl 00YUaIOLIUXCSl C MHBAJIUAHOCTBIO MPOLIEypa OLICHUBAHUS pe-
3yJIbTaTOB O0yUYEHUSI MOKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.
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