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1 Oo0wmue mojoxKeHus

PaGouas mporpamma u pOHJ OLIEHOYHBIX CPEJCTB JUCIUILINHBI « TakTHUecKas 3armra
nepuMeTpa NpeAnpUsTUsD COCTABICHBI B COOTBETCTBUH C TPeOOBaHUAMH (peliepaibHOTO rocy-
JApCTBEHHOTO 00pa30BaTEIHLHOrO CTAaHAAPTA, YTBEPKICHHOTO MprKa3oM MuHoOpHayku Poc-
cutickoii Deaepanmu ot 26.11.2020 Ne1457, u ocHOBHOI npodeccroHaIbHOM 00pa30BaTEIbHON
MIPOrPaMMBI MOATOTOBKHU « AHaIHM3 6€30MacHOCTH HHPOPMAITMOHHBIX CUCTEMY TIO CIIEIIUATBHO-
ctu «10.05.03 MudopmarmonHas 6€30macHOCTh ABTOMAaTH3UPOBAHHBIX CHCTEM.

3agauun HayuuTs mnanumpoBaTh, HacTpauBaTh M oOecreuynBaTh TpeOyeMblil ypOBEHb

ANCLHIITTMHBL 6e3omacHoctu B cerssx Microsoft Windows Server, Cisco u Unix. ymeTh
HACTpaMBaTh 3aIIUTy CETH HAa MapIIPyTU3aTOpPax C MOMOIIbIO CIUCKOB KOH-
TPOJS TOCTyIAa U TEXHUK YKPEIUICHHS] MapIIpyTHU3aTOPOB, MPOCKTHUPOBATH U
HacTpauBath (aiiepBoiuibl, BHEAPITH Oe3omacHocTh [P (IPSec) u VPN, mpo-
eKTHpPOBATh M HACTpaWBaTh cucreMy oOHapyskeHus Brop>keHus (IDS). Kpome
TOT0, Bbl U3Y4HUTE TEXHOJIOTHUIO 3AIIUTHI OECIIPOBOIHBIX CETEH C MCIOIb30Ba-
HUEM CHCTEM IU(POBaHUSI.

OcHoBHBIE 3amura ceTeBOro rnepuMeTpa npeanpusTUs OT BTOPIKEHUS

paszeinst / TeMbl

JICIUTUTHHBI

2 IlepeyeHb NJAHUPYEMBIX pPe3yJbTATOB 00y4eHHs 10 TUCHHUILIMHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM J0CTHKEHUS] KOMIIeTeHI U

[Tponiecc m3yuenus aucuumiuHbl «HanMeHOBaHME AMCUUIUIMHBI»Y HampaBieH Ha ¢op-
MUpOBaHUE cienyromux komnereHMi B cootBercTBUM ¢ PI'OC BO u ocHOBHO# oOpa3oBa-

TEIIbHON IIPOrPaMMON:

Ko n HamMeHOBaHHE KOMIIE-
TEHIIUHA

I/IHI[I/IKaTOpBI JOCTHIKCHU A

[Tnanupyemble pe3ynbTaThl
00y4eHus 0 TUCIUIIINHE

O6mmemnpodeccroHanibHbIE

OIIK-15 CrniocoGen ocy-
IOCCTBIIAThE A AMUHUCTPHUPOBA-
HUE ¥ KOHTPOIb (QyHKITHOHHU-
pOBaHMsI CPELCTB U CUCTEM
3a1uThl HH(pOpMAaIK aBTOMA-
TU3HUPOBAHHBIX CUCTEM, UH-
CTPYMEHTAIbHBI MOHUTOPUHT
3aIUIICHHOCTH aBTOMAaTH3H-
POBAHHBIX CHUCTEM;

OIIK-15.1 3naer cpencrsa u
CUCTEMBI 3alIUTH HHpOpMa-
MY aBTOMATHU3UPOBAHHBIX
CUCTEM, OCHOBHBIC TTPHHITHITHI
aJIMUHHUCTPUPOBAHUS 3aIIH-
IIICHHBIX KOMITBIOTEPHBIX CH-
cTeM

OIIK-15.2 YMeeT BBIIOIHATH
(GYHKIIMU aIMAHUCTPATOPA
0€e30IMacCHOCTH 3alHIIEHHBIX
KOMITBIOTEPHBIX CHCTEM
OIIK-15.3 Bnaneer cpen-
CTBaMH a/IMHHUCTPUPOBAHUS
MIPOrPaMMHO-AIAPATHBIX
KOMIJIEKCOB 3alTUTHI HH(DOP-
MaIi{ OT HECAHKITMOHUPO-
BaHHOTO JIOCTyTIa

3HaeT CpeicTBa U CHUCTEMBI
3aluUThl MHGOpMALUU aBTO-
MaTHU3UPOBAHHBIX CUCTEM, OC-
HOBHBIC HpI/IHHI/IHBI aIMUHN-
CTPUPOBAHMS  3alIUIIEHHBIX
KOMHBIOTepHBIX CUCTEM

YMeer wuCnonb30BaTh Cpea-
CTBAa U CHUCTEMBI 3alUThl WUH-
dbopmar aBTOMaTH3WPOBaH-
HBIX CUCTEM, OCHOBHBIE MPUH-
IUTIBI  aIMUHUCTPUPOBAHHUS
3aIUIIICHHBIX KOMITBIOTEPHBIX
cUCcTEM

Bnaneer cpencrBamu agMmu-
HUCTPUPOBAHUS TPOTPAMMHO-
anmapaTHbIX KOMIUIEKCOB 3a-
HIUTHl MHQOpPMAIMK OT He-
CaHKIIMOHMPOBAHHOTO JIOCTY-




Ina

3 MecTo AUCHMIJIMHBI (MOYJIsI) B CTPYKTYpe 00pa3oBaTeIbHOI MPOrpaMMsl

JlucuumimHa BXOIUT B coctaB O1oka 1 «/lucuumauasl (MOIyNN)» W OTHOCUTCS K 00s-
3aTeJIbHON YacTH.

Mecto aucturmminHbl (3Tanm (GopMHPOBAHUS KOMIIETEHIIMH) OTPAXKEHO B cxeme (Qopmu-
pOBaHMsI KOMIIETEHIIMM, MPEICTaBICHHON B JOKyMeHTe (QyeHouHbvle mamepuansl, pa3MelleH-
HOM Ha caiiTe yHHBepcuTera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
Hngpopmayuonnas bezonacnocms asmomamusuposannvix cucmem /OyeHounvle Mamepuavl).

JucnummuHa ««HanMeHoBaHMe JUCHIUTUIMHBDYY YaCTUYHO pean3yercs B GopMme Ipak-
TUYeCKOM moarotoBku. [IpakTudeckas moAroToBKa OpraHu3yercsl IMyTeM IpOBeIeHHUs, 1abopa-
TOPHBIX PabOT, BEITIOJHEHUS KyPCOBBIX/ pabOT, MHBIX BHJIOB yUSOHOU JCSITEILHOCTH.

4  Copep:xxaHue JMCHUILIMHBI (MOYJIs1), CTPYKTYPHPOBaHHOE M0 TeMaM
(pa3pesnaM) ¢ yka3aHMeM OTBeI€HHOI0 HA HUX KOJIMYeCTBA aKaJeMHYeCKHX
YacoB U BUJ0B yueOHOH padoThl

4.1 CrpykTypa u cofepKaHue JMCUMIIIMHBI 1JIs1 04HOM (popMBbI 00ydeHust

JucuummmHa « TakTryeckas 3anuTa nepuMeTpa npenpusITHs u3ydaeTcs Ha 5 kypcee, 9
ceMecTpe.

OO6mast TpyIOEMKOCTh JUCHMIUIMHBI cocTaBisier _ 4 3.e., 144 4., B TOM uwucie
KOHTaKkTHasi paboTta oOyuaroluxcs C IpernojaaBareneM _ 65 4., MpOMeKyTodHasl aTTecTalus B
dbopme sx3amena 35 4., camocTosATeNnbHas padota oOyuatomuxcs _ 44 .

Busl yaeOHOM paOOTHI, BKIIFOUYAs CAMOCTOSATEIBHYIO pa-
60Ty o0Oy4aromuxcs U TpPyAOEMKOCTh (B Yacax)

KonrtakTHas paborta

HanmeHoBaHue pa3ienos, TEM U cO- | TpenogaBaTess ¢ 00ydaromi-
eprkaHHe MaTepuana MHCST [Mpom.
AcP P ukp | POM | cpc
IIpaktu- | Jlabopa- aTTecT.

Jlexkuu YECKHC TOPHBIC
3aHATUA pa6OTI:>I

OcHoBbl 3amuThHl cet, O030p 3a-
IIATHI CETU, TEXHOIOTHH 3aIUTHI
cery, Llenn ynpaBneHus 10CTynoMm,
BinsiHMe ypOBHEBOM 3aIIMTHI HA pa-
0oty ceTn

Konnenuuu cereBoro ayiura
Nzyuenue TCP/IP, KiitoueBbie KOH-
uenmuu TCP/IP, Ananu3 ceaHcoB 16 16 22
TCP, Anamu3 IP nake-ta, Ananus
coobmenuii ICMP, Ananu3 3aro-
noBkoB TCP

Amnanus 3aronoskoB UDP, Aranus
(dbparMeHTa-uM MaKeToB, AHAIN3
IeJIOTO ceaHca

MapuipyTu3aTopsl U CIIUCKU KOH-



http://www.knastu.ru/

HaumenoBanue pas3nenos, TeM U Co-
JIep>KaHue MaTtepuaia

Buapl yue6HO# paboThI, BKITIOUAst CAMOCTOSTEIBHYIO pa-

00Ty 00y4arOImUXCs U TPYJOEMKOCTh (B Yacax)

KonTakTHas pabota
Iperno/iaBaTess ¢ 00yJaromu-

MHUCS
[Ipaktu- | JlaGopa-
Jlexuuu | deckue TOpPHBIE
3aHATUS | paboThI

HKP

IIpom.
aTTecCT.

CPC

TpoJia nocryna Hacrpoiika ocHOB-
HOW 0€30MacHOCTH MapIIpy-
tu3aropoB [IpuHIMIIBI MapHIpyTH-
3a1uu Y Jajne-Hue HEUCIIOIb3YEMbIX
IPOTOKOJIOB U ci1yx0 Co-31aH1e
CIMCKOB KOHTpOJIs foctyna [Ipu-
MEHEe-HHEe CIIUCKOB KOHTPOJIA J10-
cryna Konnenuuu BeieHus xxypHa-
noB IIpoekTupoBanue GpaepBoi-I0B
OcHOBHBIE IPUHLUIIBI TPOEKTUPO-
BaHMsI U peaju3ainuu (pacpBosIIoB
Co3nanue monMuTUKU (acpBOIIIOB
Coznanue Habopa npaBuil AJis
¢uibTpanuy nakeroB @yHKIUU
IIPOKCH-cepBepa bacTHOHHBIE XOCTBI
®yukuu honeypot B cereBoM
OKpY>KEHUU

Hacrpoiika ¢aepBosioB

OcHoBHBIE (PyHKIIUH U 00I1IKE Me-
TOJIbI MpUMe-HEHUSI (PaepBOIIIIOB,
Hactpoiika u MoHuTOpUHT (aep-
BoJu10B Microsoft, Konneniun 1P
TabIHILL

Hacrpoiika iptables B Linux, [Tpu-
MEHEHHE TeX-HOJIOTUH (haepBOJIIIOB
IIpumenenne [IPSec u VPN, OyHk-
uu IPSec, YnpaBnenue moimruka-
mu [PSec, Hactpoiika [PSec B pe-
xume AH, KomGunuposanue AH u
ESP B IPSec

OcnoBsl VPN, TyHHenbHbIE TPOTO-
Koubl, [Ipo-ekTpoBaHue u apxu-
tektypa VPN, be3onac-nocts VPN,
Hacrpoiika VPN na Windows
Server

[TpoexTrpoBaHue CUCTEMBI OOHAPY-
skenus sropakenus (IDS), Henu
IDS, TexHOJIOTUH U TEXHUKN O0OHa-




HaumenoBanue pas3nenos, TeM U Co-

Buapl yue6HO# paboThI, BKITIOUAst CAMOCTOSTEIBHYIO pa-

00Ty 00y4arOImUXCs U TPYJOEMKOCTh (B Yacax)

KonTakTHas pabota
Iperno/iaBaTess ¢ 00yJaromu-

JepKaHue Matepuasa MUCS VIKP [Tpom. CPC
[Ipaktu- | JlaGopa- aTTecT.
Jlexuun | yeckue TOpPHBIE
3aHATUS | paboThI
pyXeHus: BTop>keHuii, O6Hapy-
JKEHUE BTOPXKEHUS Ha YPOBHE XO-
cToB, OOHapy-KeHHE BTOP>)KEHUS Ha
ypoBHe cetH, [[puHIHITE aHaTn3a
JTAHHBIX JJI11 OOHAPYKEHUS BTOPKE-
uus, Ucnonw3oBanue IDS, Yero He
moxet IDS
Hacrpoiika IDS, ITpuHITMIIBI paOOTHI
Snort, YcranoBka Snort, [IpaBuia
Snort, Hactpoiika Snort Ha ucnosib-
30BaHue Oa3bl JaHHBIX, HacTpoiika
IDS mox Linux,
3amura GecripoBoIHbIX ceTeid, Oc-
HOBBI OecIpo-BOAHOM cBsi3U, OCHO-
BbI OecnipoBoHbIX ceteit (WLAN),
be3omnacHocTh GeCIpOBOIHBIX Ce-
Tei, AyauT 0eCIIpOBOIHBIX CETeH,
JloBepeHHBbIE OEC-TIPOBOIHBIE CETH
IK3zamen - - - 1 35
UTOoro 32 30
M0 JUCIHUILINHE B TOM
B TOM
YHUCIIe B
YHUCJIE B
dopme
paK bopme
P - npaktu- | 1 3B | 44
TUYe- .
o YECKOU
CKOM
MOJIr0-
MOJro-
TOBKH:
TOBKH: 8
8

* peanuzyetcs B popMe MPaKTUUECKOM MOATOTOBKU

5 OueHo4HbIe CpeACTBA /5 MPOBEIEHUs TeKYIero KOHTPOJIsl U
NPOMEKYTOUYHOM aTTecTalluM 00y4YalomMXcsl 0 AUCHUIIHHE (MOY.I10)

@oHIBI OLEHOYHBIX CPEACTB ISl MPOBEACHUS TEKYIIETO KOHTPOJS YCIIEBAEMOCTH H
MIPOMEKYTOUYHOM aTTecTaluu O0O0CYKIAal0TCd M YTBEpXKAAloTCs Ha 3acenanuu kadenpsl. Ilon-
HBIH KOMIUIEKT KOHTPOJIBHBIX 3alaHUH MM MHBIX MaT€pPHalIOB, HEOOXOAMMBIX ISl OLICHUBAHUS
pe3yabTaToB 00yuYeHHs MO JUCHUILIMHE (MOIYJII0) XpaHUTCA Ha Kadeape-pazpaboTuuke B Oy-
Ma)KHOM WJIM 3JIEKTPOHHOM BHJE, Takke (OHIBI OIEHOYHBIX CPEACTB JOCTYIHBI CTyIEHTaM B
JMYHOM KaOMHETe — pazjiesl yueOHO-METOAMUECKOe 00eCTIeYeHHE.
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6 YuedHO-MeTOAMYECKOe M MHPOPMAIHOHHOE o0ecTieyeHHne TUCITUIIMHBI
(Mmoays)

6.1 OcHoBHasi M 1ONOJTHHUTEIbHAS JUTEPATYypa

[IepeueHb peKOMEHAYEMON OCHOBHOW M JTONOJHUTEIBLHOM JINTEPATYPhl NMPEACTABICH Ha
caiite yHuBepcurera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Unpopma-
YUOHHASL DE30NACHOCIb A8MOMAMU3UPOSanHbIX cucmem / Pabouuii yuebnwiii nian / Peecmp nu-
mepamypboi.

6.2 CoBpeMeHHBIe MPO(ecCHOHATBHBIE 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE
CIIPaBOYHbIE CHCTEMBI, HCIIOJIb3YyeMble MPHU 0CYIeCTBIEHUN 00Pa30BaTEJIHLHOI0
npouecca no JAUCHUIINHE

Kaxnomy obyuaromemycst odecrieueH 10cTyn (yAajJleHHbIN JIOCTYI), B TOM YHCJIE B CIIy-
yae MPUMEHEHUs DJIEKTPOHHOTO OOYy4eHHs, AUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJOTHIA, K
COBPEMEHHBIM NPOPECCHOHATBHBIM 0a3aM JaHHBIX M WH(GOPMAIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, C KOTOPbIMH Y YHUBEPCUTETA 3aKII0UYEH JJOTOBOP.

[lepeueHb pEeKOMEHIYyEMBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX W WH(HOPMAIMOHHBIX
CIPABOYHBIX CHCTEM IPEJCTABJICH Ha caiiTe yHHBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpaszosanue / 10.05.03 Ungopmayuonnas 6e30nachocms asmomamuzupo8anHulx cucmem /
Pabouuii yuebnwiii nnan / Peecmp O5C.

AxTtyanbHasi ”HpOpMAIUs [0 3aKJIFOUEHHBIM Ha TEKYIUH y4eOHBIN o/ 10T0BOpaM IMpH-
BezieHa Ha ctpanulie HayuHo-texuuueckoit 6ndanorexu (HTD) Ha caiite yHuBepcurera

https://knastu.ru/page/3244

6.3 IlepeueHb pecypcoB HH(OPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH
«HTepHET», HEOOXOAUMBIX JI1 OCBOCHMS IV CHUIIIMHBI (MOXYJIs1)

Ha ctpanune HTB M0XHO BOCHOJIb30BaThCS MHTEPHET-PECYpCaMH OTKPBITOTO JOCTyIa
0 YKpyIHEHHOH rpynne HanpaieHuil u cnenuanbHoctedt (YI'HC) 10.00.00 Mudopmanrionnas
0€30MacHOCTb:

https://knastu.ru/page/539

Hasanwue caiita \ DIIEKTPOHHBIN aJipec

CalThl 2IEKTPOHHBIX (POHIOB HOPMATUBHO-TEXHUUYECKOIN TOKYMEHTAIUHU 10 CTPOUTENBCTBY

baza naHHbBIX HOPMATUBHBIX JOKYMCHTOB IJIA

http://www.norm-load.ru
CTPOUTENbCTBA OecrIaTHAs).

BecmarHast uH(GOpMAIIMOHHO-CIIPABOYHAS CH-
CTeMa OHJIAlH JOCTYyIa K IMOJHOMY COOpPaHHUIO http://gostrf.com
TEXHHYCCKMX HOPMATHBHO MPABOBBIX aKTOB PD.

Texnoskcnept. DNeKTpOHHBIN (HOH]T TPaBOBOM U

. http://docs.cntd.ru
HOPMAaTUBHO-TCXHUYCCKON JOKYMCHTAIIH.

C O ECIBIO ITOBBIINICHUA KQ4€CTBAa BEACHU A OGpaBOBaTeJ’H:HOﬁ ACATCIIBHOCTHU B YHUBCPCUTCTC
co3/1aHa dJIeKTpOHHAst HH()OPMAIIMOHHO-00pa3oBarenbHas cpeaa. OHa moapa3yMeBaeT OpraHu-
£1:1004010) B3aHMOI[CI>iCTBHH MCKAY OGy‘IaIOH_[I/IMI/ICH U OperogaBaTC/IIMU 4€pC3 CUCTCMY JIMUHBIX
KaOWHETOB CTYJCHTOB, PACIIOJIOKEHHBIX Ha O(UIINATILHOM CaiiTe YHHBEpCHTETa B MH(OpMAIH-
OHHO-TEJICKOMMYHHUKAIIMOHHOHU cetn «IHTepHeT» 1o aapecy https://student.knastu.ru. Co3nan-
Hast HH(OPMALMOHHO-00pa30BaTeNIbHasl CPeia MO3BOJISIET OCYIIECTBISTH B3aUMO/ICHCTBIE MEX-
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Ny Y9aCTHHUKaMHU 00pa30BaTeIbHOTO MPoliecca MOCPECTBOM OPraHU3allUK JUCTAHITHOHHOTO
KOHCYJIbTUPOBAHHMS TI0 BOIIPOCAM BBITIOJHEHUS MPAKTHYCSCKUX 3adaHH.

7 OpraHM3allHOHHO-TIeJarOrH4YecKue ycJI0BHsA

Opranuzanus o6pa3oBaTeIbHOIO MPOLECcCca PeriiaMeHTUpyeTcsl yueOHbIM IUIAHOM U pac-
MUCAaHWEM Y4YeOHBIX 3aHATUH. SI3bIK 0OydeHHs (TpemogaBaHusi) - pycckuil. Jlis Bcex BHIOB
ayJIMTOPHBIX 3aHATUHN aKaJEMUYECKUN 4ac yCTaHABIMBAECTCS MPOJOJKATENBHOCTHIO 45 MUHYT.

[Ipu ¢GopmupoBaHuU CBOEH HMHIMBHIYaJbHONH 00pa30BaTENbHOW TPACKTOPUU O0ydYaro-
LIMHCSA UMEeT IPaBO Ha Mepe3adyeT COOTBETCTBYIOIUX JAUCLUILIMH U IPO(PECCUOHATBHBIX MOY -
Jieif, OCBOCHHBIX B IPOIECCE MPEAIIECTBYIOIIEr0 00yUeHNs], KOTOPbIH 0CBOOOXKIaeT 00ydarorie-
rocsi OT HEOOXOJMMOCTH UX OBTOPHOT'O OCBOEHMSL.

7.1 OOpa3zoBaTe/ibHbIE TEXHOJIOTHHU

VY4eOHbIil mporiecc Mpu NpenojaBaHui Kypca OCHOBBIBAETCS HA UCIOJIB30BAHUU TPAIU-
[IMOHHBIX, THHOBAIIMOHHBIX W MH(POPMAIMOHHBIX 00Pa30BATEIbHBIX TEXHOJOTHH. TpaauinoH-
Hble 00pa30BaTENIbHBIE TEXHOIOTUU MPEJICTABICHBI JISKIIHSIMH U CEMUHAPCKUMU (TPAKTUYECKU-
MH) 3aHATHSAMHU. VIHHOBAIlMOHHBIE 00pa30BaTeIbHBIE TEXHOJOTUN UCTIOIB3YIOTCS B BHJIC IITHPO-
KOT'0 MPUMEHEHHS aKTUBHBIX U MHTEPAKTUBHBIX (OopM IMpoBeneHus 3anstuil. Mupopmannonusie
o0pa30BaTeNbHbIC TEXHOJOTHUU PEATU3YIOTCS IyTEM aKTUBH3AIMH CAMOCTOSATEIHHOW pPaboTHI
CTYJEHTOB B HH(OpPMALIMOHHOW 00pa30BaTeNbHOI cpee.

7.2 3aHATHA JEKIMOHHOI0 THIIA

JIeKIIMOHHBII KypC MpearnogaraeT CUCTEMaTU3UPOBAHHOE M3JI0KEHWE OCHOBHBIX BOIPO-
COB y4eOHOTr0 IJIaHa.

Ha nepBoii nexuuu jekTop 00s3aH MpeynpenTh CTYASHTOB, IPUMEHUTEIBHO K KAKOMY
6a30BoMy y4eOHUKY (yueOHUKaM, yueOHbIM TOCOOMSIM) OyIeT MPOYNTaH KypcC.

JIeKIMOHHBIN KypcC JODKEH JaBaTh HauOONbLIMK 00beM HMH(pOpMalMU U 0OecredyrnBaTh
0oJee riy0OKOEe MOHMMaHUE y4eOHBIX BOIIPOCOB MPHU 3HAUMTEIBHO MEHbILEH 3aTpaTe BPEMEHH,
4yeM 3TO TpeOyeTcst OONBIIMHCTBY CTY/IEHTOB Ha CAaMOCTOSITENIbHOE U3yUeHHE MaTepHraa.

7.3 3aHATHS CEMHHAPCKOIO THIA

CemuHapckue 3aHATHS MPEICTABIISAIOT COOOM NeTaTU3aIUI0 JIEKIIMOHHOTO TEOPETHYECKO-
ro MaTepuaia, MPOBOIATCS B LIEAX 3aKpEIIEHUs Kypca U OXBaThIBAIOT BCE OCHOBHBIE pa3JIeIbl.

OcHoBHO# (hopMOIi TIPOBE/IEHHsS] CEMUHAPOB SIBISETCA 00CYyX/IeHUe Haubosee mpolieM-
HBIX U CJIOKHBIX BOIPOCOB IO OTAENBHBIM TE€MaM, a Takke pa300op MPUMEpPOB M CUTyalluid B
ayJUTOPHBIX YCIOBHAX. B 00s13aHHOCTH mpernojaBareis BXOAAT: OKa3aHWE METOJUYECKOM Mo-
MOIIIM ¥ KOHCYJIbTHPOBAHHUE CTYIEHTOB 0 COOTBETCTBYIOIIMM TEMaM Kypca.

AKTHBHOCTb Ha CEMUHAPCKHX 3aHATUAX OLEHUBAETCS 10 CIEAYIOLUIUM KPUTEPUSIM:

- OTBETHI Ha BOIIPOCHI, IPEJIaracMble IPENoJaBaTeleM;

* y4acTHe B TUCKYCCHUSIX;

* BBITIIOJTHEHHUE ITPOEKTHBIX U UHBIX 33aJJaHUI;

* ACCUCTHPOBAHUE MTPENOJABATEIIIO B IPOBEICHUY 3aHATUI.

OTBeT 10JKeH OBITh APTyMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJJHOCIOKHBIM, COAEPIKATh
CCBIJIKM Ha MCTOYHHKH.

Jlokyiagpl ¥ ONIIOHMPOBAHHUE JOKJIAJOB MPOBEPSAIOT CTENEHb BIIAJCHUS TEOPETHUYECKUM
MaTEpHAJIOM, a TAK)KE KOPPEKTHOCTh M CTPOTOCTh PACCYKICHUN.

OneHuBaHue 3aaHUM, BBIIIOJHEHHBIX HA CEMHUHAPCKOM 3aHATHHU, BXOAWUT B HAKOIUIEH-
HYIO OLICHKY.



7.4 CamocTosiTe/ibHAsi padoTa 00y4aIOIIUXCs 10 JUCHUIIHHE (MOIYJII0)

CamocTtosTenbHas paboTa CTYJIEHTOB — 3TO MPOIlECC aKTUBHOTO, LEJICHANPaBICHHOIO
MPUOOPETEHUsI CTYJICHTOM HOBBIX 3HAHWW, YMEHUU 0€3 HEMOCPEJACTBEHHOTO YUYacTHs Mperoja-
BaTeNsl, XapaKTepU3YIOIIUKCA MPEeIMETHON HaIlpaBICHHOCTHIO, 3()()EKTUBHBIM KOHTPOJEM U
OLICHKOH Pe3yJIbTaTOB JESATENIbHOCTH 00YyYaroIIerocs.

[{emn caMoCTOSATEILHOM paOOTHI:

* CUCTEMAaTU3alUs U 3aKPETUICHUE MOJYyUYEHHBIX TEOPETHUECKUX 3HAHUN U TPAKTUYECKUX
YMEHHUH CTYyACHTOB;

- yriiyOJIeHHEe U PacIIUPEHUE TEOPETUUCCKUX 3HAHUM;

- (hopMHpOBaHHE YMEHHI UCIIOJIb30BATh HOPMATUBHYIO U CIIPABOYHYIO JOKYMEHTAIIHIO,
CHEIHUATIBHYIO JUTEPATYPY;

* pa3BUTHE MO3HABATEIBHBIX CIIOCOOHOCTEH, aKTUBHOCTH CTY/I€HTOB, OTBETCTBEHHOCTH U
OpPraHM30BAHHOCTH;

- (hopMHpOBaHHE CAMOCTOSATEIHLHOCTH MBIIIUICHHUS, TBOPUECKOW MHUIIUATHBBI, CIOCOOHO-
CTEH K CaMOpPa3BUTHUIO, CAMOCOBEPILICHCTBOBAHUIO M CaMOpeaIn3aluy;

- pa3BUTHUE UCCIIEIOBATEILCKIX YMEHHI U aKaJIeMUYECKUX HABBIKOB.

CamocrosiTenbHas paboTa MOXKET OCYIIECTBIISITHCS MHIUBUYAIBHO WM TPYNIaMHu CTy-
JICHTOB B 3aBUCHUMOCTH OT I1eJId, 00beMa, YPOBHS CII0KHOCTH, KOHKPETHOW TEMAaTHKH.

TexHOJOorHsI OpraHu3aK CaMOCTOSTEIbHOW pabOThl CTYIEHTOB BKJIFOUAET MCIIOIb30Ba-
HUEe UHPOPMAITMOHHBIX U MaTepUATbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KoHTpoisib pe3ynbTaToB BHEAYJIUTOPHOU CaMOCTOSITEIIBHOW pabOThl CTYJEHTOB MOKET
MPOXOJUThH B MUCHbMEHHOM, YCTHOW WJIM CMEIIaHHOH (opMme.

CryneHTsl JOJKHBI TOIXOAUTh K CaMOCTOSATEIHHON paboTe Kak K HauBaXHEUIIEMY
CPEICTBY 3aKperJIEHUs] U Pa3BUTHsI TEOPETUUYECKUX 3HAHUMU, BBIPaOOTKE €IWHCTBA B3TJISA0B Ha
OTJIeTIbHBIE BOIIPOCHI Kypca, MPUOOPETEHHS OIPEIeTICHHBIX HABBIKOB M MCIIOJIb30BaHUs Tpodec-
CUOHAJIbHOW JTUTEPATYPHI.

7.5 Metoanyeckue peKOMeHIAIUH 1JIs1 00y4AIOIIHUXCS 110 OCBOEHUIO TUCHHUIIIMHBI

[Tpy M3y4yeHUM IUCHUIUIMHBI OOYyYaromMMcs IiejecooOpa3HO BBIMONHATH CIETYIOIINE
pEKOMEHIALINN:

1. I3yuenue y4eOHOI TUCIUILIMHBI JOIKHO BECTHCHh CUCTEMATHUECKH.

2. ITocne u3ydyeHUs KaKoTro-IM00 pasjeria Mo Y4eOHUKY WIIH KOHCIICKTHBIM MaTepraiaM
PEKOMEHIYETCsI TIO TTaMSTH BOCIIPOU3BECTH OCHOBHBIE TEPMHUHBI, ONPEACTICHUS, TOHATH pa3e-
na.

3. Ocoboe BHUMaHUE CIIeyeT YACTUTh BHIMOTHEHUIO OTYETOB IO MPAKTUYECKUM 3aHSITH-
SIM ¥ MHAWBUTYTBHBIM KOMIUIEKCHBIM 3aIaHUSIM Ha CAaMOCTOSITEIIbHYIO pa0doTy.

4. Best TeMaTKa BOMIPOCOB, M3yUaeMBIX CAMOCTOSITENILHO, 33/1a€TCSl Ha JISKIHSIX MPETo-
naBaTesieM. MM e MaroTcs UCTOYHHKH (B TIEPBYIO OYepe/b BHOBb M3aHHBIC B ITEPHOTUICCKON
Hay4HOU uTepatype) s OoJiee AeTaabHOr0 MOHUMAHHS BOIIPOCOB, O3BYUYEHHBIX HA JICKIUH.

[Ipu camocTosiTeIpHOM MPOpadOTKe Kypca 00yJaroIIrecs TOJDKHBI:

- IPOCMAaTPHUBATh OCHOBHBIC OTIPE/ICIICHUS U (PAKTHI;

* IOBTOPUTH 3aKOHCIIEKTHPOBAHHBIA Ha JIEKIIMOHHOM 3aHSATHU MaTepual U JOTOTHHUTH
€ro ¢ y4eTOM PEKOMEHAOBAHHOM MO TAaHHOW TeME JIMTEPaTyphl;

* U3YYHUTh PEKOMEHIOBAHHYIO JIUTEPATYPY, COCTABIIATH T€3UCHI, AHHOTAIIUU U KOHCTICKTHI
HauboJjee BaKHbIX MOMEHTOB;

* CAMOCTOSITEIILHO BBITIONHSATH 33JJaHVsl, AaHAJIOTMYHBIC TIPE/IaracMbIM Ha 3aHSTHUSX,

* UCIOJIb30BAaTh JJIsl CAMOIIPOBEPKU MaTepuaibl (POH/Ia OLIEHOUHBIX CPE/CTB.

8 MarepuajbHO-TeXHHYECKOEe o0ecneyeHne, He0OX0aAUMoe 1JIst
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ocyuiecTBJIeHHs 00pa30BaTEJIbHOI0 MPoLecca Mo JMCHUILINHE (MOIYJII0)

8.1 JIuneH3MOHHOE ¥ CBOOOIHO PACIPOCTPaHsIeMoe MPOrpaMMHoOe obecnedeHne,
HCIOJIb3yeMoe NPU OCYIIeCTBJIeHHH 00pPa30BaTe/IbHOTO Mpoiecca
10 TUCHUTLIMHE

VYHuBepcuteT odecredeH He0OX0AUMBIM KOMIUIEKTOM JIMIIEH3MOHHOTO U CBOOOIHO pac-
MPOCTPAHIEMOTO MPOTPAMMHOTO OOECIICYCHHUsI, B TOM YHCJE OTEYECTBEHHOI'O IMPOW3BOJICTBA.
CoctaB mporpaMmMHOro o0ecrieueHus, HEOOXOJUMOTO JIJIsi OCBOCHUS TUCITUIUIMHBI, IPUBEACH HA
caiite yHuBepcurera WWW.knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Hnpopma-
YUOHHASL DEe30NACHOCMb ABMOMAMU3UPOBAHHBIX cucmem / Pabouuii yuebnwiti naian / Peecmp
110.

AxTyanbHbIe Ha TEKYIIMH Y4eOHBIA ToJl pEeKBU3UTHI / YCIIOBHUS HMCIOJIB30BAHUS MPO-
IPaMMHOT'0 0O€CIIeYeHUs TIPUBEICHBI Ha cTpanulle M T-ynpaBiieHus Ha caliTe YHUBEPCUTETA:

https://knastu.ru/page/1928

8.2 YueOHO-1a00paTOPHOE 000pPYI0BAHNE

HaumMeHnoBaHue ay iuTopun
Aynutopus Hcnone3yemoe o0opytoBanme

(;raboparopun)

202/5 Jlaboparopuss mnporpammuo- | C3U HCJI Secret Net, C3 HCJl Dallas Lock,
anmapatabix cpeactB 3amuThl | C3U HCJI[ Crpaxx NT, C3U HC/ Llut PX]I,
uHpOpMaIUn C31 HCJI Aypa ,C31 HCA Kpunron ,C31U HCI
Axkopa, ®UKC, Peuzop 1,2 kak ans onepauu-
OHHBIX cucteM cemeiictBa Windows Tak u Juis
Linux, Pesuzop Ceru 2.0, AHanuzaTop ceTeBOro
Tpappuka AcTpa,ArTeHT HUHBEHTapu3allu ce-
Ti,CkaHep cereBoil O6e3zomacHoctn XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunron
AM/I3, Axxopn AMJI3, KpuntollPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoytoyk ¢ Windows 7+mpoekrop.
16 TI9BM Hna 6aze mpoueccopoB He Hike Intel
Pentium IV

319/3 Jlaboparopus 3anmmnienssix | Dallas Lock 8.0-C nomep nuniensuu 47488-9375-
ABTOMATHU3UPOBAHHBIX CH- 279, Secret Net Studio aBTOHOMHBIE U CETEBbIE
CTeM BapuaHThl HoMep nunen3un 13A6E7. 8 [I9BM,
CVYB/.

AHanmzaTop crekTpa J1eKTpO-MarHUTHOTO MOJIst
R&S FSC3, n3mepurensHas antenna [16-50, ce-
JEKTUBHBIN MuKpoBoabT™MeTp SMV 8.5, SMV 11,
TeHepaTop TECTOBOTO aKyCTHYECKOTO CUTHAA
AC-1, cucrema 3alUTHI OT YTEUKH IO BUOPO-
aKyctudeckomy kaHaiy KamepToH, namepurens
uryma u Bubparn OKTABA 110A B koMIuiekTe
C MpeyCUIIUTEIEM, MUKPOPOHOM, aKCEIEPOMET-
poMm.

201/5 Jlaboparopus TEXHUUYECKUX CHeIMaIu3uPOBaHHOE 000PYIOBAaHUE TIO 3aIHUTE
CPEZICTB M METOJIOB 3alIUThl | MH(GOPMAIIMKA OT YTEYKH 10 aKyCTUYECKOMY Ka-
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nHbOpMaUn

Haly W KaHaly MOOOYHBIX 3JIEKTPOMArHUTHBIX
u3nydyeHuit u HaBoAok: Conara AB ¢ okoHEuUHBI-
MU yCTpoicTBamMu (BHOpOU3IIydaTeI, aKycTUye-
CKH€ M3JIy4aTeiin), TeHepaTop LIyMa 3JeKTpoMar-
HutHOro noisi BeroM, renepartop JII'LI 503, re-
nepatop Conara PC-1

Texuunyeckue cpeactBa KOHTPOdS 3((GEeKTUBHO-
CTH 3alIUThl MH(OPMAIIMK OT YTEUKU IO yKa3aH-
HbIM KaHasnaM: KOMIUIEKT W3MepHUTENbHBIX aH-
TeHH Anb0aTpoc 3, CENeKTUBHBIH MHUKPOBOJIb-
T™epT SMV 8.5, CeneKTUBHBI MHUKPOBOJIBTMETP
SMV 11, kommiekc CripyT-MUHU-A B KOMIUIEKTE
¢ mporpammHbBIM obecnieueHuem, Unipan 233,
I[I9BM cemectBa Secret, [louckoBslii mpudop
STO33P IlupaHps B KOMILIEKTE C MPOrPAMHHBIM
o0ecreyeHueM.

WHOE JIOTIOJIHUTEIbHOE 000pyI0BaHUE!
HenuHelHbI Jokatop NR-m, reneparop curha-
0B AKUII 3410, KOMILIEKT U3MEPUTEIbHBIX aH-
TeHH Asb0aTpoc, npoOHUK HanpskeHuss CPO-1,
anteHHbl DP-1 u DP-3, renepaTtopsl curHajaoB
cepun [3 uT4.

Komruiekt TectoBbix mporpamm 3edpa mwis Win-
dows, st MCBC nuniensust Homep 592

8.3 TexHuueckHe U JIEKTPOHHBIE CPeICTBA 00yUeHHS

JleKInoHHbBIE 3aHATHS.

AynuTopuu Ui JEKIMOHHBIX 3aHATHI YKOMIIEKTOBaHbBI MEOEIIbI0 U TEXHUUECKUMHU Cpe/l-
cTBaMH OOy4YE€HHs, CIyXKaIlllMMM JJIsl MpeACTaBIeHUsl yueOHOW MHpopManuu OONbIION ayauTo-
puu (HaOOpBI JAEMOHCTPALMOHHOTO 000pYyIOBaHUS (IIPOEKTOP, KpaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HaTJISIHbIE TTOCOOUSI, TEMATUYECKUE UIUTFOCTPALIHH ).

JlaGopaTopHble 3aHATHS (npuU HATUYUL,).

s naGopaTOpHBIX 3aHATUNA HCIIONB3YETCS ayAMTOPHsI, OCHAIIEHHas 00O0pYyJIOBaHHEM,

yKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTeibHast padora.

[TomemeHust 1UIsi CaMOCTOSITENILHOM PabOTHl OCHAIIEHBI KOMITBIOTEPHON TEXHUKOW C BO3-
MOXXHOCTBIO TIOAKIIOUEHUS K ceTH «MHTepHeT» M JOCTYNOM K 3JEKTPOHHOM MH(POPMAIIMOHHO-

oOpazoBarensHO cpene KHAT'Y:

- 3au1 3nekTpoHHoi nHpopmanuu HTb KHAT'Y;

- KOMIIBIOTCPHBIC KJIACChI (baKyaneTa.

9 MHHble cBeICHUA

MeToaunuyeckue PEKOMEHAAUHA 10 oﬁyqe}mm JUI ¢ OTPAHUYCHHBIMH BO3MOKHO-

CTAMMU 310POBbS U UHBAJIUA0B

OcBocHHE MUCIUTUTHHBI 00YYalOIIUMUCS C OTPAaHUYCHHBIMH BO3MOXKHOCTSMH 370POBbBS
MOXKET OBITh OPTaHM30BAHO KaK COBMECTHO C APYTUMHU OOYYAIOIIUMUCS, TaK M B OTACIbHBIX
rpynnax. [IpenmnonaratoTcs cenyaibHble YCIOBUSI 7S TOJIy4YeHUs 00pa3oBaHus 00yJaromuMHu-
Csl C OTpPaHUYCHHBIMH BO3MOXKHOCTSAMH 37]0POBbSL.
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[Tpodeccopcko-nearorn4eckuii cocTaB 3HaKOMHUTCSA € IMCUXO0JIOT0-(hpU3HOIOTNYECKUMU
0COOEHHOCTSIMHM OOYyYarOIIMXCsl UHBAJIUAOB M JIMLl C OTPAHUYEHHBIMU BO3MOXKHOCTSMU 3710pPO-
Bbsl, HHAUBHUIYaJIbHBIMH IPOTpaMMaMH peabuiInTaluy MHBAIUAOB (ipu Hanuuuu). [lpu HEoO-
XOAMMOCTH OCYIIECTBISIETCS JOMOJIHUTENbHAS MOJIEpKKa MPENoaBaHus ThIOTOPaMHU, ICUXO-
JIOTaMH, COIMAIbHBIMU paOOTHUKAMH, POLIEIIIMMHU TTOATOTOBKY aCCUCTEHTAMHU.

B cooTBeTcTBUU ¢ METOAMYECKUMHU peKOoMeHnanusMu Munoopaayku PD (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce Ipeamnojaraercsi UCIOIb30BaTh COLMAIBHO-aKTUBHBIE U Pe-
(reKcuBHbBIE METO/Ibl 00YUYEHHUsI, TEXHOJOTHH COLMOKYIBTYPHON peaOMInTalluy ¢ LEIbl0 OKa3a-
HUS TIOMOIIY B YCTAHOBJIEHUU IOJHOLEHHBIX MEXIMUYHOCTHBIX OTHOIIEHUN C JPYTMMHM CTYJEH-
TaMH, CO3JaHUU KOM(OPTHOIO NICUXOJIOTHYECKOT0 KIIMMarta B CcTyAeH4Yeckol rpymme. [Ton6op u
pa3paboTka yueOHbIX MaTepHalIOB MPOU3BOATCA C YUYETOM MPEJOCTaBICHUS MaTepHuaia B pas-
JUYHBIX (popMax: ayIualbHOW, BU3YalbHOH, C MCIOJIb30BAHMEM CIELHUAIBHBIX TEXHUYECKHX
cpeAcTB U MH()OPMAITMOHHBIX CUCTEM.

OcBoenne nucuuminHsl Junamu ¢ OB3 ocymiecTBiseTcst ¢ UCIOIb30BaHUEM CPEICTB
00y4YeHHs OOIIETO M CIEeHUAIBHOTO Ha3HAaYeHUs (IIEPCOHANTBHOTO M KOJUIEKTUBHOTO HCIOJB30-
BaHUs). MaTepraabHO-TEXHUUECKOE oOecreueHne MpelycMaTpuBaeT nprucnocoOieHne ayuro-
puii k Hyxaam jmi ¢ OB3.

dopma IpoBeEeHUs aTTECTAlluH sl CTYIEHTOB-UHBAIUA0B YCTAaHABIUBACTCSA C YUETOM
WHJIMBHUIYATBHBIX TIcuxodusnyeckux ocodennocteit. s crynentoB ¢ OB3 npenycmarpuBaet-
sl 1ocTyMHas popma MpeoCTaBIEeHUs 3a/1aHUi OLIECHOUHBIX CPEJICTB, @ UMEHHO:

* B TI€YaTHOW WM OJIEKTpOHHOW ¢Qopme (miast JUI C HAPYUICHHUSIMH OIOPHO-
JIBUTaTeJILHOIO afrapara);

* B TICYaTHOH (hopMe HITH SJIEKTPOHHOU popMe ¢ YBETHUEHHBIM MIPU(PTOM B KOHTPACTHO-
CTBIO (IJIs1 JIUI] C HAPYIIEHUSMHU CIIyXa, peuH, 3pEeHus);

* METOJIOM YTEHHMSI aCCUCTEHTOM 3a/laHusl BCIyX (U JIUI[ C HapyUIEHUSIMH 3pPEHUs).

CryzaeHTaM ¢ MHBAJIMIHOCTBIO YBEIMYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BOIPOCHL. /ISl TaKMX CTYJIEHTOB MpeaycMaTpuBaeTcs J0CTynHas ¢opMa MperocTaB-
JIEHUS OTBETOB Ha 3a/laHus, @ UMEHHO:

* IMCbMEHHO Ha OyMare Wi HabopoM OTBETOB Ha KOMITbIOTEPE (ISl JIUL] C HApYLICHUS -
MU CIlyXa, peun);

* BHIOOPOM OTBETA U3 BO3MOXHBIX BAPUAHTOB C UCIOJIb30BAHUEM YCITYT aCCUCTEHTA (ISt
JIMII ¢ HApYIIEHUSIMU OMTOPHO-ABUTaTEeILHOIO anlapara);

* YCTHO (1Sl JIUI] C HApYIIEHUSIMU 3pEHUS], OOPHO-ABUTATEIBHOIO anmapara).

[Tpu HEoOXoIMMOCTH [T 00YUAIOIIMXCS ¢ MHBAJIMAHOCTBIO MPOLElypa OLEHUBAHUS pe-
3yJbTaTOB O0YYEHHUS MOKET IPOBOJAUTHCSA B HECKOJIBKO ITATOB.
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