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1 OOume mooKeHus

PaGouast mporpamMma u OH]I OIEHOYHBIX CPEIICTB TUCIUILUIUHEI «CTpaTernyecKkas 3aiu-
Ta MepUMeTpa MPearpHUsITHsI» COCTaBICHbI B COOTBETCTBHH C TpeOoBaHUIMH (efepaibHOro roc-
yJIapCTBEHHOT'O 00pa30BaTEIbHOIO CTaHAAPTa, YTBEPXKICHHOTO MpHKazoM MunoOpHayku Poc-
cutickoit @enepanuu ot 26.11.2020 Nel457, u ocHOBHOM npodeccHOHaIbHON 00pa3oBaTeIbHON
MPOrpaMMbl TIOJTOTOBKH «AHAIU3 0€30MacHOCTH MH()OPMAMOHHBIX CHCTEM» TI0 CIIeHAaTbHO-
ctu «10.05.03 MudopmanmonHas 6€301macHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM).

3agaqn OOy4nTh CTYACHTOB KJIIOYEBHIM MOMEHTaM Kpunrorpaduu. HactpaumBatb

AUCIHUIIINHBL 0e301acHOCTh KOMIThIOTEPOB 1011 yrpaBiaeHueM SuSe Linux Server. Hactpau-
BaTh 0E30MACHOCTh KOMIBIOTEPOB Moja ympaeieHuemM Windows Server. Hc-
MOJIb30BaTh TEXHUKH XaKepckux arak. MccriemomaTh 3amuiieHHOCTH Web-
cepBepoB. 3amumiath cepBepsl DNS 1 Web. Bemomnusate ananu3 puckon. Co-
3/1aBaTh NOJUTHKHU 06€30MaCHOCTU. AHAJIM3UPOBATh CUTHATYPHI TAKETOB.

OcHoBHbIE 3ammTa cepBepHO HHPPACTPYKTYPHI PEATIPHSITHS

pazzensl / TeMbl

JUCITUTUIAHBI

2 IlepeyeHb MIAHUPYEMBIX Pe3yJbTATOB 00yYeHUSs MO AUCHHUILINHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[pouecc n3yueHus AUCHUILIMHEL «HanMeHoBaHMe AMCIMIUIMHBI»Y HaIlpaBieH Ha Qop-
MHUpPOBaHUE Cleaylomux KomnereHuud B coorBerctBuu ¢ ®I'OC BO u ocHoBHOI 00pa3oBa-

TEIbHOU IPOrPaMMOii:

Kon 1 HauMeHOBaHNE KOMIIE-
TEHIINU

I/IHI[I/IKaTopH JOCTHIXXCHUA

HnaanyeMLIe PE3yIbTaThl
06y‘IeHI/I$I IO JUCHUIIIINHE

Ob6menpodeccnoHanbHbIe

OIIK-15 Cnocoben ocy1iecTs-
JATh aAMUHUCTPUPOBAHUEC U
KOHTPOJIb (DYHKIIMOHUPOBAHUS
CPENICTB M CUCTEM 3aIIUThI
uH(pOpMaIK aBTOMATU3HPO-
BAaHHBIX CUCTEM, HHCTPYMCH-
TaJbHbII MOHUTOPHUHT 3alllH-
MIEHHOCTHW aBTOMAaTU3HUPOBAaH-
HBIX CUCTEM,;

OIIK-15.1 3naer cpencrea u
CUCTEMBI 3alTUThl UHPOpMa-
MY aBTOMAaTHU3UPOBAHHBIX
CUCTEM, OCHOBHBIE TTPUHITUTIBI
aIMUHUCTPUPOBAHUS 3all[H-
HIEHHBIX KOMITBIOTEPHBIX CH-
cTeM

OIIK-15.2 YMeeT BBITIOJIHATE
(GYHKIIUU aIMAHUCTPATOPa
0€30IaCHOCTH 3alIUIICHHBIX
KOMITBIOTEPHBIX CUCTEM
OIIK-15.3 Bnaneer cpen-
CTBaMH aIMUHUCTPUPOBAHUS
MPOTrpaMMHO-aNapaTHBIX
KOMIIJIEKCOB 3aIIUThI HHDOP-
Malli¥ OT HECAaHKIIMOHUPO-
BAHHOTO JIOCTYIA

3HaeT cpelICTBa U CHCTEMBI
3aIuThl HHHOPMAIUHU aBTO-
MaTU3HPOBAHHBIX CUCTEM,
OCHOBHBIC MPUHIHWIILI aAMH-
HUCTPUPOBAHHUS 3aIMIICH-
HBIX KOMIIBIOTCPHBIX CUCTEM
YMeeT BBITOTHATD (PYHKIUH
aJIMUHHCTpaTopa 6e30macHo-
CTH 3alUILIEHHBIX KOMIIbIO-
TEPHBIX CUCTEM

Brnaneer cpencrBamu aamu-
HUCTPUPOBAHUS IIPOrPAMMHO-
anmapaTHbIX KOMITJIEKCOB 3a-
IIUTH HTHPOPMAIIH OT He-
CaHKI[MOHUPOBAHHOTO JIOCTY-
na

3 MecTo IMCHMILUIMHBI (MOYJ151) B CTPYKTYpe 00pa3oBaTe/ibHOI NPorpaMMbl

I[I/ICI_II/IHJ'II/IHa BXOOJUT B COCTaB Omoka 1 «I[I/ICI_[I/IHJII/IHBI (MO)IyJ'II/I)» 1 OTHOCHUTCS K 00s-
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3aTEJIbHON YaCTH.

Mecto nuctuminHbl (3Tan GOPMUPOBAHUS KOMIIETEHIIUH) OTPAXKEHO B cxeme (hopMu-
pPOBaHMSA KOMIIETCHLUH, MPEACTABICHHONW B TOKyMeHTe OyeHouHble Mamepuaisi, pa3MelleH-
HOM Ha caiite yHuBepcutera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
HUngopmayuonnas bezonacnocms agmomamusuposanuvix cucmem /OyeHouHvle Mamepuavl).

Hucuumnnuna ««HanmMeHoBaHNE AMCHMITIMHBDYY YACTHUHO peanu3yercs B Gopme Ipak-
TUYECKOUM MOAroTOBKH. [IpakTHdeckass MOArOTOBKA OpraHU3yeTcs MyTeM IMpOoBeIeHus, Jadbopa-
TOPHBIX PadOT, BBIOJHEHHS KypCOBBIX/ pabOT, MHBIX BUJIOB Y4eOHOI /1eATEIbHOCTH.

4 CopeprxaHue TMCUUILIHHBI (MOIYJIS1), CTPYKTYPHPOBAHHOE MO TEMaM
(pa3zaesiaM) ¢ ykazaHueM OTBEJE€HHOI0 HA HUX KOJMYeCTBA aKaJeMUYeCKHX
4acoB M BUIOB Y4eOHOH padoThI

4.1 CrtpykTypa u coaep:KaHue TUCHHUIINHBI JIs1 04HOI (popMBbI 00yUeHUsT

Jucruminba «CTpaterndyeckas 3aiura nepuMeTpa npeArnpusIThs» u3ydaeTcs Ha 5 Kyp-
ce, 10 cemectpe.

Obmas TpyA0EMKOCTh JUCHUIUIMHBI COCTaBIISIET 4 3e., 144 4. B TOM uyucIie
KOHTaKTHasi paboTa o0yJaromuxcs ¢ npenojgasareieM 65 9., mpoMeKyTodHasi aTTeCTalus B
dopme 3x3ameHa 35 4., camocTosTensHas pabora odydaromuxcs, 44 q.

Bunpl yueGHOI pabOThI, BKIIOYAsi CAMOCTOSTEIbHYIO pa-
60Ty 00yJaronmxcs ¥ TPYA0EMKOCTS (B Yacax)

KonrtakTHas padora

HaumeHnoBanue pas3aciioB, TEM U CO- nperoaaBaTeiid € o6yqa101u1/1—

JiepIKaHue MaTepuaa

MHUCHA

Jlexuun

IIpakTu-
YECKUE
3aHATHS

JlaGopa-
TOPHBIC
paboTHI

HKP

IIpom.
aTTecT.

CPC

3ammTa cepBepHoOii MH(pPacTpyK-
TYpbI NPeANPUATHS

Onwucarp KIFOYEBbIE MOMEHTHI
kpunrorpaduu.Hactpansats 6e3-
OMACHOCTbh KOMITBIOTEPOB MO/
ynpasinenueMm SuSe Linux Server.
HactpauBarh 6€30nacHOCTH KOMIIb-
I0TEpOB 1o yrpasieHueM Windows
Server. Mcnonb30BaTh TEXHUKH Xa-
Kepckux arak. MccnenoBaThb 3amm-
neHHocTh Web-cepBepoB. 3aium-
matk cepBepbl DNS 1 Web. Boi-
MOJTHATH aHaIU3 pUcKoB. Co3aaBaTh
MOJIUTHUKU O€30MaCHOCTH. AHAIU3H-
pOBaTh CUTHATYPHI TAKETOB.
Kpunrorpadus u 3ammura JaHHbIX,
Uctopus kpunrorpadun Marema-
TUYECKHEe (PYHKLUHU B KPUNITOTpa-
¢uu OOMEH 3aKpbITHIMU KIHOYaMH
OOMeH OTKPBITBIMHU KITIOUaMH
AyTteHTuduxanus

VYkperneHre KoMIbIOTepOB pado-
taromux nox Linux OCHOBBI aMHu-

32

32

44




HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCS
[Ipaktu- | Jlabopa-
Jlekuuy | 4Yeckue | TOPHBIC
3aHATUS | paboTHI

NKP

[Tpom.
aTTecT.

CPC

HuctpupoBanus Linux IIponecc an-
MUHHCTpHUpoBaHus B Linux Ympas-
JICHHE T0JIb30BATEISIMU U 3aIIUTON
daiinoBoii cuctemsl Hactpoiika 6e3-
OIACHOCTH CETeBbIX HHTep(dericoB
Coznianue ¥ 3aiuTa CKpUIToB AJs
Linux CpencTta 6€301macHOCTH
Linux

Yxpemienne Windows Server Kon-
LEMIUN 3aIUTHl UHQPACTPYKTYPHI
Windows Server OCHOBBI ayTE€HTH-
¢ukau B Windows Cpenctsa
HacTpouku O6e3onacHoct Windows
3amuta pecypcoB Windows
HacTtpoiika aynuTa u BeieHUE XKyp-
HaoB B Windows Hactpoiika
mmmdpyromiei haiaoBoi CUCTEMbI
(EFS) Metozp! 3amuThl ceTeit
Windows

TexHuku ataku PexoraocumpoBka
cetu Co3nanue kapTsl cetu Ornpe-
JeneHue padounx CTaHIUN CeTH
CxanupoBanue cetu CkaHUpOBaHUE
YSA3BUMOCTEMN

Bupycsl, uepBu U TpOSHCKUE KOHU
[Tonydenue KOHTPOJIS HAJl CUCTEMOM
3anuce HaXxaTUi KiaaBum Binom
3amnpoBaHHbIX Naposei Packpbl-
THE CKPBITHIX naposei ConunanbHas
umxkenepus [lonydeHne HecaHKIIH-
OHUPOBAHHOTO nocTyna COKphITHE
ataku [IpoBenenue DoS ataku
3amura B Uarepuere 1 WWW Oc-
HOBHBIE KOMIIOHEHTHI IHTEpHETa
3ammra DNS cepsepos Unentugu-
Kamus TeXxHuK Web-atak Metoanl
arak Ha nosub3oBareneil MHaTepHer
Amnanuz puckoB Konnenuu ananm-
3a pUCKOB MeTo/ bl aHalIM3a PUCKOB
[Tpouecc ananm3a puckoB TeXHUKH
CBEJICHUS PUCKOB K MUHUMYMY He-
MIpEPHIBHASI OIIEHKA PUCKOB
Coznanue moauTHKN 0€30MacHOCTH
Konneninu mojauTuk 0€30macHOCTH




HanmenoBanue pa3znenos, TEM U CO-

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-
00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

epKaHue Marepuasa MUCSI [Tpom.
AcP P ukp | POt epc
[Ipaktu- | JlabGopa- aTTecT.
Jlekuuu | 4Yeckue | TOpHbIE
3aHATUS | paboTHI
CranaapThl IPOEKTUPOBAHUS MOJIH-
tuku 6e3onmacHocTu Coepkanue
HOJUTUKH
IIpumep nonutuku Pearuposanue
Ha MHIUAEHTHI ¥ 3ckananus [lonu-
TUKU KOMMYHHUKAILIMI CO CTPATETU-
YECKMMHU IIapTHEpamMu
AHanu3 noanuceil nakeroB Kon-
LENIMN aHAJIM3a CUTHATYpP MAKEeTOB
TCP/IP O6mue ysi3BUMOCTH U pac-
kpeitus (CVE)KoHuenuuu ocHOB-
HBIX CUTHATYP 3JIOHAMEPEHHOTO
Tpaduka CUrHaTypsl HOpMaAJIBLHOTO
Tpaduka CurHatypbl He HOpMaJib-
HOTO Tpaduka
IK3amen - - - 1 35 -
UTOoro 32 32
10 THCHMIJIHHE B TOM
B TOM
qucie B
qlucie B
dbopme
bk dopme
P - MPaKTH- 1 35 44
THYe- .
o YeCKOi
CKOM
HOJTro-
MO/ O-
TOBKHU:
TOBKHU: 3
8

* peanuzyetcs B (popMe MPaKTUYECKON MOATOTOBKH

5 OmueHo4HbIe CpeacTBa U1 IPOBeIeHNs TeKYyLIero KOHTPOJIsl U
NMPOMEKYTOYHOM aTTecTANMU 00y4AaI0IMXCS N0 JMCHHUILIMHE (MOLYJII0)

@OHBl OLEHOYHBIX CPEJCTB Ul NMPOBEACHUS TEKYIIEro KOHTPOJIS YCHEBAeMOCTU U
MPOMEKYTOYHOM aTTECTAllMU OOCYXTAI0TCS M YTBEPXKIAIOTCS Ha 3acemaHnu kadeapsl. [loi-
HBI KOMIUIEKT KOHTPOJIBHBIX 3a/IaHUN UM UHBIX MaTEPHAIIOB, HEOOXOAUMBIX JJIs OICHUBAHUS
pe3yabTaToB OOYYECHUS MO AUCIUILINHE (MOYII0) XpaHUTCS Ha Kadeape-pazpadboTunke B Oy-
Ma)XHOM HJIM 3JIEKTPOHHOM BHJIE, TaKkKe (POHJIbI OLIEHOYHBIX CPEJICTB JAOCTYIHBI CTYyJEHTaM B
JUYHOM KabuHeTe — pa3fien yueOHO-MeToAnuecKoe oOecrieueHue.

6 YueOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE 00ecedeHne THCIIHTIHHBI

(MmomxyJis)

6.1 OcHoBHasl ¥ 10NOJHUTEJILHAS JUTEepaTypa
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IlepeyeHb peKOMEHyEMOW OCHOBHOM U JOIOJHUTEIBHOU JINTEpATyphl IIPEACTABICH Ha
caiite yHuBepcutreta WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Hnpopma-
YUoHHasi Oe30NACHOCMb A8MOMAMuU3UPosanHulx cucmem / Pabouuii yuebnwiti naan / Peecmp nu-
mepamypul.

6.2 CoBpemeHHbIe IpodeccHoOHATbHBbIE 0a3bl JAHHBIX H HHGOPMALIMOHHbIE
CIIPaBOYHbIE CHCTEMBbI, HCIIOJIb3yeMble IPU OCYLIeCTBJICHUH 00pPa30BaTeIbHOIO
npouecca no JTUCHUIINHE

Kaxxnomy obywaromemycsi odecrieueH 1octyn (yAaaeHHBIA TOCTYI), B TOM YUCIE B CITy-
yae MPUMEHEHHUS DJIEKTPOHHOTO OOYYEHHs, NUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH, K
COBPEMEHHBIM MPO(PECCHOHATBHBIM 0a3aM NTaHHBIX U MH(POPMAIIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPbIMH Y YHUBEPCUTETA 3aKJIIOUEH JOTOBOP.

[lepeueHb peKOMEHIyeMbIX NPOPECCHOHATBHBIX 0a3 NaHHBIX W WH(GOPMAIIMOHHBIX
CMPaBOYHBIX CHCTEM IPEICTABJICH Ha caiiTe yHuBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Ungopmayuonnas bezonacnocmes asmomamusuposantvlx cucmem |
Pabouuii yuebnwiii nnan / Peecmp I5C.

AxTtyasibHas HHPOpPMAITUS 10 3aKIIF0OYSHHBIM Ha TeKYIIHH y4eOHBIN TOJ] JOrOBOpaM IpH-
BeJieHa Ha cTpanulie Hayuno-rexuuueckoit 6udmuorexu (HTH) Ha caiite yauBepcurera

https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HH(GOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HHTEepHeT», HEOOXOAMMBIX /JI5l OCBOECHHS TUCHUILTUHBI (MOIYJIs)

Ha crpanune HTB M0XHO BOCHONB30BaThCsi HHTEPHET-PECYPCAMU OTKPBITOTO JOCTYIIA
10 YKpYHHEHHOU rpymnme Hanpasinenuid u cnenuansHoctedd (YI'HC) 10.00.00 Undopmanmonnas
0e30MacHOCTb!

https://knastu.ru/page/539

HaszBanue caiita \ DIIEKTPOHHBIN aJipec

CaliThl 3J1€KTPOHHBIX ()OHJIOB HOPMATHUBHO-TEXHUYECKOW TOKYMEHTAIIMU IO CTPOUTENILCTBY

baza nanHbIX HOPMAaTUBHBIX JOKYMCHTOB JIs

http://www.norm-load.ru
CTPOUTENIbCTBA OecTiaTHast).

BecratHast ”HGOPMAIIMOHHO-CIIPABOYHAS CH-
CTeMa OHJIAWH JOCTYyIa K IMOJHOMY COOpPaHHUIO http://gostrf.com
TEXHHUYECKMX HOPMATHBHO MPABOBBIX aKTOB PD.

TexHoskcnepT. DIeKTPOHHBINA (HOH TPaBOBOM U

. http://docs.cntd.ru
HOPMATUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.

C 1enpI0 TIOBBIIIEHHSI KaYeCTBa BEACHUS 00pa30BaTEIbHOMN ICATEIIEHOCTH B YHUBEPCUTETE
CO3J/1aHa JIeKTPOHHas MH(OpMAIIMOHHO-00pa3oBaTenbHas cpea. OHa rnojapasyMeBaeT OpraHu-
3aIII0 B3aUMOJICHCTBHUS MEXKIY 00YJIarOIIUMICS 1 TIPENOIaBaTeISIMHA Yepe3 CHCTEMY JIMIHBIX
KaOMHETOB CTY/JICHTOB, PaclOJIOKEHHBIX Ha O(UIIMAIEHOM caiiTe yHUBEpCUTEeTa B MHPOpPMaLH-
OHHO-TEJIEKOMMYHUKaIIMOHHOU ceTn «MHTepHeT» 1o anpecy https://student.knastu.ru. Coznan-
Hasi UH()OPMAIIMOHHO-00pazoBaTeIbHasl Cpe/ia MO3BOJIET OCYIIECTBIATh B3aUMOIEHCTBHE MEX-
Ny y4aCTHUKaMHU 00pa30BaTeIbHOTO MPOIIecca MOCPEICTBOM OPTaHU3aIluH TUCTAHITHOHHOTO
KOHCYJIETUPOBAHMS IO BOIPOCAM BBIITOJHEHHSI TPAKTUYECKHX 3aaHuil. MaTepHasbl JaHHOTO
Kypca (5 cemectp) BeutokeHbI Ha opTtan 1O KHAI'Y u opranuzanust B3auMoJIeHCTBUS B paM-
Kax JTJAHHOM TUCHMILIMHBI TPOBOIUTCS C IPUBJICYCHUEM JUCTAHIIMOHHBIX TEXHOJIOTHH.

7 OpranmaunOHHo-neuarornqecxne yciaoBusi

7



http://www.knastu.ru/
http://www.knastu.ru/
https://knastu.ru/page/3244
https://knastu.ru/page/539

Opranuzanus o0pazoBaTeIbHOIO MPOLEcca periaMeHTupyeTcs y4eOHbIM TUIAHOM H pac-
MACaHUEeM Yy4YeOHBIX 3aHATHH. SI3bIKk OOyueHus (TpemnojaBaHus) - pycckuid. [l BceX BHIIOB
ayJIUTOPHBIX 3aHATUHN aKaJeMUUYECKUN Yac yCTaHABIMBAETCS POAOKUTENBHOCTBIO 45 MUHYT.

[Ipu GopmupoBaHUM CBOCH WHIMBHIYaTbHON 00pa30BaTENLHOW TPACKTOPUU OOyUaro-
H.II/IﬁC?I HMCECT IIPaBO HaA NEpe3av4CT COOTBCTCTBYIOIUX AWCHUILIMH U HpO(i)eCCI/IOHaJIBHLIX Monay-
JIei, OCBOSHHBIX B IPOIIECCE MPEANIECTBYIONIET0 O0YUYCHHUs, KOTOPBI 0CBOOOXKIaeT 00ydarorie-
rocd OT HGOGXOZ[I/IMOCTI/I HX ITOBTOPHOT'O OCBOCHHA.

7.1 OOpa3oBaTebHbIC TEXHOJIOTHHU

VYyeOHblii MpoIecc NpH NpPenojaBaHud Kypca OCHOBBIBACTCSI HA MCIIOJIB30BAHUU TPAIU-
[IMOHHBIX, NTHHOBALMOHHBIX W MH(OPMAIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH. TpaguiuoH-
HBbIC O6pa30BaTCJIBHbIe TCXHOJIOTHU MPCACTABJICHBI JICKIUAMHU U CEMHUHAPCKUMU (HpaKTI/I‘-IeCKI/I-
MH) 3aHATUSAMH. VIHHOBaIlMOHHBIE 00pa30BaTeIbHBIE TEXHOJIOTHH HCIOIB3YIOTCS B BHJE HINPO-
KOTO IIPUMEHEHUS! aKTUBHBIX M MHTEPAKTUBHBIX (OPM MpoBereHus 3anatuil. Mudopmanmonusie
00pa3oBaTeNbHbIE TEXHOJIOTUU PEATH3YIOTCS IYyTEeM aKTHBH3ALUH CaMOCTOATEILHON pabOoThI
CTYZICHTOB B HH(OPMAIIMOHHON 00pa30BaTeIbHOM cpee.

7.2 3aHATHA JEeKIHOHHOI0 TUIIA

JIeKMOHHBIN KypC IpeaIoyiaracT CUCTEMaTU3UPOBAHHOE U3JI0KEHUE OCHOBHBIX BOIIPO-
COB yueOHOrO IJIaHa.

Ha niepBoii iekuuu 1ekTop 00s13aH NpeaynpeauTh CTYAECHTOB, IPUMEHUTEIBHO K KAaKOMY
0a3oBoMy y4eOHUKY (yuyeOHHMKaM, yaeOHBIM OCOOMSIM) OyIeT MPOYUTaH KypcC.

JIeKIMOHHBIN KypC AOJDKEH JaBaTh HAMOONbIIHMK 00beM WH(pOpMaNUU U 00ecreunBaTh
6osee rirybokoe NOHUMaHKUE Y4eOHBIX BOIPOCOB IPH 3HAYUTEIBHO MEHbILEH 3aTpaTre BpeMeHH,
4eM 3TO TpeOyeTcs OONBIINHCTBY CTYJ€HTOB Ha CAMOCTOATENBHOE U3YYEHUE MaTepUaa.

7.3 3aHATHS CEMHHAPCKOI0 THNA

CemuHapCcKue 3aHATHS NIPEICTABIAIOT COO0H eTaTU3aHIo JIEKIIHOHHOTO TEOPETHIECKO-
ro MaTepHasa, IpoOBOJATCS B LENAX 3aKPEIJICHNs] Kypca U OXBaThIBAIOT BCE OCHOBHBIE pa3fiebl.

OcHoBHOH (OpMOI1 NPOBE/IEHUSI CEMUHAPOB SBJISETCS 00CYyXk/IeHNEe Hanbosee mpodyiemM-
HBIX U CIIO)KHBIX BOIPOCOB IO OTAEIBHBIM Te€MaM, a TakXke pa3d0p MPUMEpOB M CUTyallui B
ayIUTOPHBIX YCIOBUSAX. B 00s3aHHOCTH TIpemnojiaBaTesisi BXOAAT: OKa3aHUE METOJUYECKOMN IMO-
MOIIH U KOHCYJIbTUPOBaHUE CTY/IE€HTOB [0 COOTBETCTBYIOIIUM T€MaM Kypca.

AKTHBHOCTH Ha CCMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPUSAM!

* OTBETHI Ha BOIPOCHI, ITpeJIaraeéMble MpernoiaBaTesnem;

* y4acTHe B JUCKYCCHAX;

* BBITTOJIHEHHE MTPOEKTHBIX U MHBIX 33JaHUH;

* ACCHCTHPOBAHHE TPENOIABATEIIO B IPOBEICHUN 3aHATHIA.

OTBeT f0JKeH ObITh ApTYMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIOKHBIM, COJIEPkKaTh
CCBIJIKHM Ha UICTOYHHKU.

Jloknaznel W ONIIOHMPOBAaHHE JOKIIAJ0B MPOBEPSIOT CTENEHb BIIAJACHUS TEOPETHUECKUM
MaTepHraioM, a TaKXKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHHH.

OrneHrBaHue 3aJaHMi, BBHIIIOJHEHHBIX HA CEMHHAPCKOM 3aHATUH, BXOJUT B HAKOIUICH-
HYIO OIICHKY.

7.4 CamocTtosiTesibHAsi pa00Ta 00y4aIOIMXCH MO JUCUUILIHHE (MOTYJIIO)

CamMocTtosTelbHas pa60Ta CTYACHTOB — J3TO HIPOHECC AaKTUBHOI'O, IECJICHAIPABJICHHOTO
HpI/IO6pCTCHI/I$I CTYACHTOM HOBBIX 3HaHHﬁ, YMCHI/Iﬁ 0e3 HETMIOCPCACTBCHHOI'O Y4YaCTHA MPCIoga-
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BaTels, XapaKTEPU3YIOIIUICSI MPEeAMETHOW HaNpaBJICHHOCTbIO, 3()()EKTUBHBIM KOHTpPOJIEM U
OLIEHKOI pe3y/bTaToB AEATEIbHOCTH 00yUYaroIIerocs.

Llenu caMoCTOSTETHLHON pabOTHI:

* CUCTEMAaTH3alys U 3aKPEIUICHUE MTOJIyYEHHBIX TEOPETUYECKUX 3HAHUN U MPAKTUYECKUX
YMEHUH CTYIECHTOB;

+ yriyOJeHHe U pacllupeHue TeOPETUYECKUX 3HAaHUM;

- (hopMUpOBaHNE YMEHUI HCIIOJIIb30BaTh HOPMATUBHYIO U CHPABOYHYIO JIOKYMEHTALHUIO,
CIELUAJIBHYIO JINTEPATYPY;

* pa3BUTHUE [TO3HABATEJIBHBIX CIIOCOOHOCTEN, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpPraHU30BaHHOCTH;

- (hOpMHUpPOBAHHE CAMOCTOSITEILHOCTH MBIIUICHUS, TBOPYECKON MHUIIMATUBBI, CTIOCOOHO-
CTEH K CAMOPA3BUTHUIO, CAMOCOBEPIIEHCTBOBAHUIO M CaMOpEaIN3aliy;

* Pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUHN U aKaJIEMUYECKUX HABBIKOB.

CamocrosTenbHas padoTa MOXKET OCYLIECTBIATHCS WHAMBUIYAIBHO WM IPYNIAMU CTY-
JICHTOB B 3aBUCHUMOCTH OT IIe7TH, 00beMa, YPOBHS CIIOKHOCTH, KOHKPETHOM TEMATUKH.

TexHoorus OpraHu3alyi CaMOCTOSTEIbHON paboThl CTYACHTOB BKIIIOYAET UCHOJIb30BaA-
HUE WH(POPMAIIMOHHBIX U MaTEPUATBHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaToB BHEAYyAMTOPHOW CaMOCTOSTENBHOW pabOThl CTYAEHTOB MOXKET
POXOJUTH B MUCbMEHHOM, YCTHOW WIJIM CMEIIaHHOH (hopme.

CryneHTbl JOJDKHBI HOJXOAUTh K CaMOCTOSATENIbHOM paboTe Kak K HauBaKHEeHIemy
CPEACTBY 3aKPEIICHUS W PA3BUTUS TEOPETUYECKUX 3HAHWH, BHIPAOOTKE €AMHCTBA B3IIIAO0B Ha
OTJIeJIbHBIE BOIPOCHI Kypca, IPUOOPETEHHsI OIpeIeIEHHBIX HABBIKOB U UCIIOJIb30BaHUS Ipodec-
CHOHAJIbHOW JINTEPATYPHI.

7.5 MeToauueckue PECKOMEHIANNA NI OﬁyanOIIII/IXCﬂ 10 OCBOCHHIO JUCHMIIJIHHBI

[Tpy M3yyeHHM IUCUUIUIMHBI OOyYarolMMcs LeJIecO00pa3HO BBINIOJIHATH CJENYIOIINE
PEKOMEH 1AL u:

1. U3y4yeHue yueOHON AUCIMILIMHBI JOJIKHO BECTUCh CHCTEMAaTHYECKH.

2. Ilocne u3yyeHus Kakoro-aubo paszaesna no ydyeOHUKY MIIM KOHCIIEKTHBIM MaTepuanaM
PEKOMEHAYETCs M0 MaMsATH BOCIPOU3BECTH OCHOBHBIE TEPMUHBI, ONIPEAETICHUS, TOHATHS pa3ze-
na.

3. Ocoboe BHUMAHUE CIEAYET YACIUTh BHITIOJHEHUIO OTUYETOB IO MPAKTUUYECKUM 3aHSTH-
SM ¥ UHJMBHIyaJbHBIM KOMIUIEKCHBIM 33JJaHUSM Ha CAMOCTOSATENBbHYIO paboTy.

4. Bcs TemaTrKa BOIPOCOB, M3YYaeMBIX CaMOCTOSITENIbHO, 33/1a€TCS Ha JIEKIUIX Mperno-
naBaresneM. MM jke 1aroTcs HCTOYHMKH (B MEPBYIO Oo4Yepe/ib BHOBb M3/aHHBIE B NMEPUOANYECKOM
Hay4yHOW JuTepaType) it 0oJiee AeTalbHOro MOHUMAHUSI BOIIPOCOB, 03BYYEHHBIX Ha JIEKIUH.

[Tpu camocTosTensHON PopaboTKe Kypca 00y4aromuecs 10JKHbI:

* IPOCMaTpUBaTh OCHOBHBIE OIpeNIeTICHHS U (PAKTHI;

* IOBTOPUTh 3aKOHCIIEKTUPOBAHHBIM HA JIEKIMOHHOM 3aHATUU MaTepHal U JIONOJHUTH
€ro ¢ y4eTOM PEKOMEHJOBAHHOM MO JaHHOM TeME JIMTepaTyphl;

* U3Y4YHUTb PEKOMEHI0BAHHYIO JINTEPATYPY, COCTABIATH TE3UCHI, aHHOTALIUN U KOHCIIEKTHI
HanboJjIee BAXKHBIX MOMECHTOB;

* CAMOCTOSITENIEHO BBINOJIHATD 3a/1aHUs1, aHAJIOTUYHBIE MPEJIaracMbIM Ha 3aHATHUSX;

* UCIOJIb30BAaTh JJIS CAMOIIPOBEPKH MaTepHalibl (POH/a OLEHOYHBIX CPEJICTB.

8 MarepuajJbHO-TEXHHYECKOE 00ecneyeHne, He0OX0IMMOoe I
ocyuiecTBJIeHHs 00pPa30BaTeIbLHOIO Npolecca no AUCHUILINHE (MOIYJII0)

8.1 JIuieH3MOHHOE U CBOOOTHO PacnpocTpaHsieMoe NPOrpaMMHoOe odecredyeHue,
HCNOJIb3yeMoe NPU OCYLIECTBJIEHUH 00pa30BaTeILHOTO NMpoLecca
M0 JUCIHUIIHHE



YHuBepcuteT 00ecriedeH HEOOXOIUMBIM KOMIUJICKTOM JIMIICH3MOHHOTO M CBOOOIHO pac-
MPOCTPAHSIEMOT0 MPOTPAMMHOTO OOECIIEYeHUs, B TOM YHUCJIC OTEYSCTBCHHOI'O MPOHM3BOJICTBA.
CoctaB TporpaMMHOT0 0OecreueH s, HEOOXOIMMOTO ISl OCBOCHUS TUCIUILTHHBI, IPUBEICH HA
caiite yHuBepcutera WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Ungpopma-
YUOHHAsT O6e30NACHOCMb ABMOMAMU3UPOBaAHHbIX cucmem / Pabouuil yuebnwvii nian / Peecmp

110.

AKTyallbHbIE HAa TEKYIIMH y4eOHBIH TOJ] PEKBU3UTHI / YCJIOBHSI HCIIOJIB30BAHMS IPO-
rpaMMHOTO o0ecrieueHus mpuBeIeHbl Ha cTpanuile U T-ynpaBnenus Ha caliTe yHUBEPCUTETA:
https://knastu.ru/page/1928

8.2 YuebOHo-1a00paTOpHOE 000PYI0BaHHUE

Aynuropus

HawnmeHoBaHue ayautopuu
(;taboparopum)

Hcnonb3yemoe obopynoBaHue

202/5

JlaGopaTopusi TpPOrpaMMHO-
anmnapaTHBIX CPEACTB 3aIINUTHI
uHpOpMaLUN

C3U HCJL Secret Net, C3U HCJ] Dallas Lock,
C31 HCJ Crpax NT, C31U HCH Hlutr PX/I,
C3U HCJ Aypa ,C31 HCI Kpunron ,C31U HCJI
Axkopa, ®UKC, Peuzop 1,2 kak s oneparu-
OHHBIX cUCTeM cemeiictBa Windows Tak u st
Linux, Pesuzop Cetu 2.0, AHanu3aTop ceTeBOro
Tpapduka AcTpa,ATeHT HUHBEHTapU3allUU Ce-
tu,Ckanep cereBoil 6e3omacHoctu XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunrton
AM/I3, Axkkopn AMJ3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, HoytOyk ¢ Windows 7+mpoekTop.
16 TI9BM Ha 6a3e mporieccopoB He Hibke Intel
Pentium IV

319/3

JlaGopaTopust 3anTUIIICHHBIX
ABTOMATU3UPOBAHHBIX CH-
cTeM

Dallas Lock 8.0-C nomep nutiensun 47488-9375-
279, Secret Net Studio aBToHOMHBIE U cETEBBIE
BapuaHThl HoMep JuneH3un 13A6E7. 8 [IDBM,
CVYBA.

AHamM3aTop CreKTpa MMEeKTPO-MarHUTHOTO TOJIS
R&S FSC3, u3amepurensHas antenHa [16-50, ce-
JeKTUBHBIN MUKpoBOIBTMETp SMV 8.5, SMV 11,
TeHepaTop TECTOBOI'0 aKyCTHUECKOr0 CUTHAA
AC-1, cucrema 3amMThl OT YTEYKU 11O BUOPO-
aKycTuueckomy kaHany Kamepron, uamepurens
uryma u Bubpanuu OKTABA 110A B kommiekte
C MpeyCUInTeNIeM, MUKPO(OHOM, aKCEIepOMET-
pom.

201/5

JlaGopaTopus TEXHUYECKUX
CPE/CTB U METOJIOB 3aIUTHI
uHpopMaun

CHeIHaTM3UPOBAaHHOE 000pYIOBAaHUE TIO 3AIUTE
nH(QOpPMAMKA OT YTEYKH IO aKyCTHUYSCKOMY Ka-
Haly ¥ KaHaly MOOOYHBIX DIEKTPOMArHUTHBIX
n3nydeHnii u HaBojok: Conata AB ¢ OKOHEUYHBI-
MU yCTpoiicTBamMu (BHOpOM3IIydaTeNH, aKyCcTHYe-
CKHE M3JTy4aTelIH ), TeHepaTop IIymMa dJIeKTpoMar-
HutHoro noist BeroM, reneparop JII'II 503, re-
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http://www.knastu.ru/
https://knastu.ru/page/1928

Hepatop Conara PC-1

TexHuueckue cpencrBa KOHTPOJss dDPeKTHBHO-
CTH 3aIUTHl HHPOPMAIMHM OT YTEUYKH IO yKa3aH-
HBIM KaHaiam: KOMIIJIEKT WM3MEpHUTEIbHBIX aH-
TeHH AJb0aTpoc 3, CENEeKTHBHBIH MHKPOBOJIb-
t™epT SMV 8,5, celneKTUBHBI MHKPOBOJIBTMETP
SMV 11, xommieke CripyT-MHHH-A B KOMILIEKTE
C mporpaMMHbIM obOecriedueHneM, Unipan 233,
I[I9BM cemectBa Secret, IlouckoBbiii mpuodop
STO33P Ilupanbs B KOMIUIEKTE C MPOTPaMHHBIM
obecreyeHueM.

MHOE JIOTIOJHUTEIIbHOE 000PYy/J0BaHUE:
HenuHelHbl tokatrop NR-m, reneparop curha-
noB AKUII 3410, KOMIIJIEKT U3MEPUTEIBHBIX aH-
TeHH AnpOaTpoc, npoOHuK HanpspkeHus CPd-1,
anteHHsl DP-1 um DP-3, reneparopsl curnajioB
cepuu ['3 u I'4.

Komruiekt tectoBbix mporpamm 3ebpa s Win-
dows, nnst MCBC nuniensust Homep 592

8.3 TexHuueckue u I1eKTPOHHBbIE CPeICTBA 00yUeHH S

JleKIIMOHHBIE 3aHATHS.

AYZ[I/ITOpI/II/I JUIA JICKOUMOHHBIX 3aHATHI YKOMIIJICKTOBAHBbI MeOENBI0 U TEXHUUECKAMU cpea-
CTBaMH OOY4YEHHsI, CIYKAIIUMH JUIs MIPEACTaBICHUS yueOHOW MHpOpMau OONBLION ayIuTo-
pun (HaOGOpPBI JIEMOHCTPAIIMOHHOTO 000pyaOBaHUs (TIPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HATJISAHBIE TIOCOOUSI, TEMaTHYECKUE WILTFOCTPALIH).

JlabopaTropHble 3aHATUS (NpU HATUYUL).

s naGopaTOpHBIX 3aHATHI MCIONB3YyeTCs ayJIUTOPHs, OCHAILIEHHas 00OpYyJOBaHUEM,

yKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTesibHas padoTa.

HOMGH.[CHI/ISI AJIs CaMOCTOSITEILHOMI pa6OTI>I OCHaIlICHBI KOMHLIOTepHOI\/'I TEXHUKOU C BO3-
MOKHOCTBIO IIOJAKIIOYCHHA K CCTU ((I/IHTepHeT» U JOCTYIIOM K SHGKTpOHHOﬁ HHq)OpMaHHOHHO-

oOpa3zoBatenbHOM cpene KHAT'Y:

- 3aJ1 aniekTpoHHol nHpopmanuu HTBb KHAT'Y;

- KOMITBIOTEPHBIE KJ1acChl (pakynbTeTa.

9 MHHble cBeaeHUA

MeToanyecKkue PEKOMEHAAUHA 110 OﬁyquI/llO JIMII ¢ OTPAHNYCHHBIMH BO3MOKHO-

CTAAMH 310POBbA 1 UHBAJIMAOB

OcBoeHMEe NUCHUIUIMHBI O0YUYaIOIUMUCS C OTPAaHUYEHHBIMH BO3MOXKHOCTSMHU 370POBbS
MOYET OBITh OPraHM30BaHO KAaK COBMECTHO C JAPYIMMH OOYyYaroIIMMUCS, TaK U B OTAEIbHBIX
rpynnax. [Ipennonaratorcsi cnenuaibHble YCIOBHS AJIS MOJIy4eHUs: 00pa3oBaHus 00y4aromuMu-
Csl C OFPAaHUYEHHBIMHU BO3MOKHOCTSMH 3/10POBBS.

[Tpodeccopcko-Tieqarorndyeckuii COCTaB 3HAKOMHUTCS € TICUXO0JIOT0-(PU3UOTOTHIECKUMHA
0COOEHHOCTIMH 00YYarOIMIMXCsl MHBAIUIOB M JIMI[ C OFPAaHUYEHHBIMH BO3MOKHOCTSIMHU 3710pO-
Bbs, UHJIMBUyaJbHBIMU MPOTpaMMaMH peadMINTaluu WHBaIUAOB (npu Hanuuuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTOIHUTENbHAS MOAJIEPKKA MPENogaBaHusl ThIOTOPAMHU, ICHXO-
JIoTaMH, COIIMaIbHBIMU paOOTHUKAaMU, MPOIIEIIIUMU MOATOTOBKY aCCHUCTEHTaMH.
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B cooTBeTcTBHM ¢ METOAMYECKHMMHU peKoMeHaanusaMu MunoOpHayku P® (yTB. 8 anpens
2014 r. N AK-44/058BH) B Kypce MpEIOJIaraeTcs MCIOIb30BaTh COIMATbHO-aKTHBHBIC U Pe-
(iiekcuBHBIE METOIbI 00YUEHUS, TEXHOJIOTHH COIIMOKYIBTYPHON peaOUINTalUu C HENbI0 OKa3a-
HUS [IOMOILM B YCTAHOBJICHUHU MOJHOLIEHHBIX MEXJIMYHOCTHBIX OTHOIIEHUH C IPYTUMH CTYJEH-
TaMH, CO3JJaHUH KOM(pOPTHOTO MCUXOJIOTHYECKOTO KIMMaTa B cTyleH4eckoil rpymnne. [logbop u
pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YYETOM IIPEOCTaBICHUs MaTepuaia B pas-
JUYHBIX (hopMax: ayauaabHOW, BHU3YaJbHOW, C HMCIIOJNB30BAHUEM CIHEIHAIbHBIX TEXHHUECKUX
CpeACTB U MH(POPMAILIMOHHBIX CUCTEM.

OcBoenne nucuuiuinHbl gunamMu ¢ OB3 ocymiecTBisieTcss ¢ HUCIOJIB30BAHUEM CPENICTB
0o0yuyeHHsl OOLIEro M CreUabHOTO Ha3HAYeHUs (MePCOHAIBHOIO U KOJUIEKTUBHOI'O MCIOJb30-
BaHMs). MarepuaabHO-TEXHHUECKOE 00eCreueHHe MpeyCMaTpUBAET MPUCIIOCOOICHHE ayIUTO-
puii kK Hy>kaam simi; ¢ OB3.

®opma NpoBeACHUS aTTECTALlMK JUIsl CTYACHTOB-UHBAINIOB YCTAaHABIMBAETCS C YUETOM
UHIMBUYAJIBHBIX NcUXopu3ndeckux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaer-
cs1 tocTynHas popma MpeI0CTaBICHUs 3aJaHUi OLIEHOYHBIX CPEACTB, a8 UMEHHO:

* B II€YaTHOM WJIM OSJIEKTpOHHON ¢opme (i JMIl € HapyLEHUSMHU OIOPHO-
JIBUTATEJIHLHOTO amnmapara);

* B IIe4aTHOM (opMe MU 3JEKTPOHHOM (popMe ¢ yBETMUEHHBIM MIPU(TOM U KOHTPACTHO-
CTBIO (17151 JIUL C HAPYLLIEHUSIMU CIIyXa, peUH, 3pEeHuUs);

* METO/IOM YTEHMS aCCUCTEHTOM 3a/IaHusl BCIYX (IS JIUL C HAPYILIEHUSIMH 3pEHHS).

CryneHTtaM ¢ MHBaJIMJHOCTBIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHIL. [l TaKuX CTYIAEHTOB MpeaycMaTpUBaeTCs NOCTyNHas (opMma MpeaocTaB-
JICHUs] OTBETOB Ha 3a/1aHusl, a UMEHHO:

* IUCbMEHHO Ha Oymare wiu HabOpOM OTBETOB Ha KOMIIbIOTEpe (JIs JIMIl C HapyLICHUs-
MU CllyXa, peuH);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPMAHTOB C UCIIOJIIb30BAHUEM YCIIYT aCCUCTEHTa (U1
JIUI] C HapYLIEHUSIMU OIIOPHO-/BUTaTEJILHOTO aliapara);

* YCTHO (17151 JIUIL ¢ HApYLICHUSIMHU 3PEHHUs, ONTIOPHO-ABUIaTEIbHOIO amapara).

[Tpu HEoOXoaMMOCTH ISl 00YUaIOIIUXCSl ¢ MHBAJIUAHOCTBIO MPOLIeypa OLICHUBAHUS pe-
3yJIbTaTOB O0yUYEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIIOB.
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