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1 Oo01ue moJ10KeHNus

Paboyas mporpamma u poHI OLIEHOYHBIX CPEACTB AUCUUIUIUHBI «CeTH U TeIeKOMMYHH-
Kalli|» COCTABIICHBI B COOTBETCTBHH C TPEOOBaHUAMU (eIepaIbHOr0 TOCYAapCTBEHHOTo 00pa-
30BaTeIBHOTO CTAHAAPTA, YTBEPKACHHOTO MprKka3zoM MunoopHayku Poccuiickoit denepanun
19.09.2017 Ne929, n ocHOBHO# TpodeccnoHaIbHON 00pa30BaTENbHON MPOTPAMMBI TIOITOTOBKA
«[IporpammHoe obOecrieueHne CpeaCcTB BHIYUCIUTENLHON TEXHUKHU U aBTOMATU3UPOBAHHBIX CHU-
cTem» 1o HarpasieHuo moarotoBku «09.03.01 MudopmaTika 1 BEIYUCIUTEBHAS TEXHUKA.

3anaun [Tomy4yenue npencraBieHust 0 CUCTEMax repenadn uHpopMaiym, 3a1a4ax Ko-
AACIUILIMHBI TOPBIC PELIAIOTCA B XOJ€ NPOCKTUPOBAHUSA, CTPOUTEIBCTBA, IKCIUIyaTalluu U
ONTUMM3ALMH MYJBTUCEPBUCHBIX CETEH, cCUCTEM Nepefadu HHGopMalun
OcHoBHBIE 1. OcHoBHbIe OHATHS Teopuu cereil. Ctek nporokosno TCP/IP
pasuenst / Tems | 2, Kommyranus n mapuipyrusanusi. CeTh KOMMyTalluu aKeTOB, KaHAJIOB
AVCIATITHBI 3. Opranu3zanust ¥ TEXHOJIOTHUS IOCTPOEHUS CETEMN CBS3H
4. DMyISATOPBI U CUMYJIATOPBI CETEBOI0 000pyI0BaHUS

2 TIlepeyeHb MIAHUPYEMBIX P€3YJIbTATOB 00yUYeHHsI MO AUCHUIINHE (MOIYJIIO),
COOTHECEHHBbIX ¢ HHAMKATOPAMH JOCTHKEHHUS KOMIIETEHIIUI

Hpouecc I/I3y‘-IeHI/I$I JUCHUITIINHBI «CeTI/I nu Te.]'IeKOMMYHI/IKaI_[I/II/I» HaHpaBJ'ICH Ha (bOpMI/I-
poBaHue cieayromux koMmrneteHui B cootBeTcTBUU ¢ @I'OC BO 1 0cHOBHOM 00pa3oBaTeIbHOM

MIPOrpPAMMON:
Koxa u HanmeHoBaHME WMaauKaTopel JOCTHKEHUS [Tnanupyemsble pe3yabTaThl 00y-
KOMIIETEHLIUH YEeHHs [0 JUCLUILUINHE

O6menpodeccroHanbHbIC

OIIK-3 Cnocoben pe-
11aTh CTaH/apTHBIE
3amaun  npodeccuo-
HAIBHOH  JIeSITENBHO-
CTH Ha OCHOBE WH-
(hopMaMOHHOM u
oubmmorpaduueckoin
KYJIBTYpBI C IPUMEHE-
HUEM HMH(OpPMAIIMOH-
HO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTUH H C yde-
TOM OCHOBHBIX Tpebo-
BaHUI WHPOPMAIIUOH-
HO 0e30macHOCTH

OIIK-3.1 3HaeT NpUHLMIBI, METO-
bl M CPEJICTBA PEUICHHS CTaH-
JapTHBIX 3a7ad TIpogeccHoHalb-
HOW JeSITEeIbHOCTH HAa OCHOBE WH-
dbopmarmonHor u OubaMorpadu-
YEeCKOW KYIBTYphl C TIPUMECHEHUEM
nHpOopMaIMOHHO-

KOMMYHHKAIIMOHHBIX ~ TEXHOJIOTHIA
U C YY€TOM OCHOBHBIX TpeOOBaHHMIA
nH(pOpMaIMOHHOW  OE30MaCHOCTH

3HaeT TEKyllee COCTOSIHHE |
TCHJICHIIUU PAa3BUTUSA CETeH |
CHCTEM Iepeaun HHPOPMaIHH

OIIK-3.2 VYmeer pewmarb CTaH-
JapTHBIE 3aJaud IMpodeccHOoHalIb-
HOM JIeITeIbHOCTH Ha OCHOBE WH-
dopmanronHoit u OGubnuorpadu-
YEeCKON KYNIBTYphl C NPUMEHEHUEM
UHPOPMALIMOHHO  KOMMYHMKAIIU-
OHHBIX TEXHOJIOTMH U C y4yeToM
OCHOBHBIX TpeOoBaHMI HH(pOpMa-
IIUOHHOM 6e30macHOCTH

YMeeT MIaHUPOBATh, OPIraHU30-
BBIBATh U KOHTPOJHMPOBATH BBI-
MOJTHEHHE MEPONpPUATHI MO Tex-
HUYECKOM 3ammure HH(popMaluu
B CeTSAX M CHUCTeMax Iepenadu
uHpOpMaIUU

OIIK-3.3 Bnaneer HaBbIKaMH pe-
HIeHWs] CTaHAApPTHBIX 3a7ad Mpo-
dbeccroHanbHON JIESTEILHOCTH Ha

Bnaneer metomamu IMPOCKTHUPO-
BaHUd W HABbBIKAMU OSKCILIyaTa-
IUH CETeM M CHCTEM nepeaaiun
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OCHOBE MH(pOpPMAIMOHHON M OuO- | MH(pOPMAIMKM TIPH pEIICHUH 3a-
auorpaduueckoi  KyapTypel ¢ | 1ad  mpoQEeCCHOHATBHOU  Jesi-
OpUMEHEHHEM  HMH(POPMAIMOHHO- | TEIbHOCTH
KOMMYHHUKAIIMOHHBIX TE€XHOJIOTUI
U C YUETOM OCHOBHBIX TpeOOBaHMM
UH(POPMAMOHHOM 0E30MaCHOCTH

3 MecTto quCHMIVIMHBI (MOIYJIs1) B CTPYKTYpe 00pa3oBaTe/bHO NPOorpaMmbl

Juctunnuna BXoAUT B cocTaB Onoka 1 «lucuuminuel (MOAYIIHM)» U OTHOCUTCS K 00s-
3aTeJIbHON YacTH.

Mecto aucuMIuIMHbL (3Tan GOpMHUPOBAHUS KOMIIETEHIIMH) OTPaK€HO B cxeme (popmu-
pOBaHMs KOMIIETEHIMI, MpPEICTaBICHHON B JOKyMeHTe QyeHoumble mMamepuansl, pa3MelleH-
HOM Ha caiite yHuBepcutera WWW.Knastu.ru / Haw ynusepcumem / Ob6pazosanue / 09.03.01
WudopmaTrKa 1 BEIYUCTUTENbHAS TeXHUKA /OYeHouHble Mamepuabl).

JucuumnuHa ««CeTr U TeJIeKOMMYHUKALUN»» YaCTUYHO peanusyercs B (popme mpakTu-
yeckoi moAroToBku. IIpakTuyeckas MOArOTOBKA OpPraHU3yeTCs IyTeM IPOBEICHUS / BBINOJIHE-
HUS JTaOOPAaTOPHBIX padoT.

4 CopepsxkaHue IUCUMILIMHBI (MOYJI5), CTPYKTYPHPOBAHHOE 110 TEMaM
(pa3aesiaM) ¢ yKa3aHHeM OTBEJICHHOI0 HA HUX KOJHYECTBA aKaJleMHYeCKUX
YacoB M BH/0B y4eOHO padoThl

4.1 CTpykTypa u cofep:KaHHe TUCUUILIHHBI 1)1 04HOH hopMBbI 00yUeHH st

Juctunnuna «CeTH U TeIIEKOMMYHHUKAITUN) W3ydaeTcst Ha 3 Kypce, 5, 6 cemectpe.

O6mast Tpy10EMKOCTh TUCIUIUIMHBI COCTABIISET 7 3.€., 252 4., B TOM YHC-
Jie KOHTaKkTHas paboTa oOydaromuxcsi ¢ mpenojaaBareneM _ 96 4., MPOMEXKYTOYHAs aTTe-
craiuss B (¢opMe 3adeTa C OIICHKOHM, »dK3ameHa__ 35 4., CaMOCTOsTENIbHass paboTa

oOyvarormuxcst 120 4., UKP 1 4.

Bupl yueOHOM paboThI, BKIFOUAS CAMOCTOSITEIBHYIO pa-
00Ty 0OYyJarOIIMXCs U TPYIOEMKOCTH (B Yacax)

KonrakrHas pabora
HaunmeHoBaHMe pa3fenoB, TEM U co- | IpernojaaBatelis ¢ 00yJyaromu-
JepXKaHUe MaTepuaa MUCS VIKP ITpom.
[Tpaktu- | JlabGopa- aTTECT.
Jlexnuu | 4Yeckue | TOpPHBIE

3aHATHUA pa6OTBI

CPC

Pa3nen 1 OcHOBHEIE IOHATHS TEO-

puu cereii. CTek MPOTOKOJIOB
TCP/IP

OtanonHas moaenb OSI, Ha3Hade-
Hue ¥ 3a1a4yu yposHel OSI. Mero-
nonorus padotsl moaenu OSI. Tle-
penaya IaHHBIX OT OTHPABUTENS K
MOJIy4aTeNto, TOTUYeCKue 1 Gpusu-
YECKUE CBA3U MEX/Y YPOBHIMU OT-
npaBuTens u nonydarens. [loustue
mozaenu creka TCP/IP, moaens cre-
kxa TCP/IP, na3naueHnue u 3a1a4u
ypoBHeit TCP/IP. CooTBercTBUE



http://www.knastu.ru/

HaumeHnoBanue pa3ienos, TEM U CO-

Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-

00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
npeno/jaaBaTelis ¢ 00y4JaroIiu-

eprKaHue MaTepuana MUCS IIpom.
AeP P ukp | PO cpc
[IpakTu- | Jlabopa- aTTecT.
Jlexuum | yeckue | TOpHbIE
3aHATUSL | paloThI

ypoBHeii moneneit OSI u TCP/IP.
Kparkas xapakrepuctruka mpoTOKO-
108 creka TCP/IP, ux ocHOBHBIE
3amauu. 3aronoBku. [lonstue me-
JTMATIOTOKA, CETMEHTOB, MTaKETOB U
kaapoB.[P-anpecanus, macka nojce-
TH. [IInpokoBemaTeaIbHbIi JOMEH.
Tunst [P-anpecoB, TuIbl BemaHus
[P. YMeHune BBIIOJIHATD KalIbKYyJIs-
nuto [P-anpeca o Macke nojceru.
Ymenue pabortats ¢ npepukcaMu
CETU. YMEHUE ONPEIEIATh KOJIN4Ie-
ctBO [P-anpecoB B ceTu, nepBbiid,
MOCJIETHUN Y IIMPOKOBENIATEIbHBIN
IP-anpeca B cetu.YcnoBus obecne-
YEHUS y3JI0B CBA3M — dJIEKTpUYE-
CTBO, 3a3€MJICHHE CETEBOr0 000PY-
JIOBaHWUs, TEMIIepaTypa, HoMelle-
HUE, BIIAXXHOCTb, MOXKapHas 6e3-
onacHocTh. O030p IpyIIIbI CTaHAAP-
toB IEEE 802. ITogypoBuu L2.
Ethernet. CSMA/CD, nomeH komuu-
3un. [lonstue ckopoctu, duplex,
MTU, ¢parmenranuu, Jumbo-
¢dpeiima. [lonsiTre KOMMYyTaIUH, BU-
16l kKommyTtanuu. Ethernet-
3aroJjioBok. Mac-aapec, MII, aBto-
coryacoBanue nmopros, MDI/MDIX.
Mexanusm kommyTanuu B Ethernet.
[lonaTre U MexaHU3M B3aUMOJIEH -
ctBus IP, ARP u ICMP. Ilonsarue
Mapiipyruzaropa. O030p cemericTa
MIPOTOKOJIOB TOPSYETO PE3EPBUPO-
Banus — IRDP, HSRP, VRRP,
CARP. Mexanusm padotst UDP.
Mexanusmsl pabotsl TCP — Tpex-
3TanHOE€ KBUTHUPOBAHUE, CKOJIb3SI-
11ee OKHO, YBEJJOMJICHHE O 3aTOpE,
nepeaayda JaHHBIX ¢ TOATBEPKICHU-
eM. Anpecanus ciyx6 L7 — mopt
OTHpaBUTENS U nodyvarend. ['pymn-
nbl noptoB. NAT, Buast NAT, PAT.
I'mobGanpHas u TOKaNbHas agpecanus
ycrporicts.Hactpoiika 802.1Q




HaumeHnoBanue pa3ienos, TEM U CO-
JIep;)KaHKue MaTepuaa

Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-

00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
npeno/jaaBaTelis ¢ 00y4JaroIiu-

MHUCA

Jlexiun

IIpakTu-
YEeCcKue
3aHSTHS

Jlabopa-
TOPHBIC
paboThI

HKP

IIpom.
aTTeCT.

CpPC

VLAN

Anpecanus |P Pacuer anpecoB u
ceTen

Paznen 2. Kommyranus u Mapupy-
tuzanus. CeTd KOMMYyTAIMH TaKe-
TOB, KAHAJIOB

CtpykTypa 1 MexaHU3M pabOThI
nporokosioB L7 — DHCP, BGP,
DNS, HTTP, HTTPS, SMTP, POP3,
SNMP, FTP, TFTP. Kparkas xapak-
tepuctuka nporpamMm TELNET n
SSH. Bzaumoneiicteue ¢ L3 mpo-
rpamm ping u traceroute. B3aumo-
nercteue ¢ L4 mporpamMmsl
netstat.0630p BO3MOKHOCTEH
Ethernet — PoE, LLDP, LACP. IIpo-
TOKOJIBI CXOMMOCTH JpeBa — STP,
RSTP, PV-STP, PV-RSTP, MSTP,
SBP. IIpoTokoibsl  CXOAUMOCTH
koissria — ERPS, GVRP, RRPP. Me-
cro Ethernet B cereBoit Moaenn
Cisco. CeTeBble yCTpOIMCTBAa — MOCT
(bridge), kommyrtatop L2, kommyTa-
top L3. Anroputm paboTsl MOCTa U
koMmytaropa. Knaccubukanus
KOMMYTaTOPOB C T.3. MOJEIHU CETH
Cisco — koMMyTaTOp J0CTYIa, KOM-
MYTaTop arperaru, KOMMyTaTop
sanpa cetu.3HaHue GU3NUECKUX TO-
MOJIOTAN ceTh. XapaKTEepUCTUKa
cpen mepefayu JaHHbIX — MEJIHO-
ANEKTPUYECKUE, BOJOKOHHO-
ONTHYECKUE U OCITPOBOAHBIE CO-
enuHeHus. MeTopl pru3nueckoro
KOJIMpOBaHUs. MeTo1bl MOTYISIIIUN
curHana. Ycrpoiicra L1 (xa0, koH-
LETPATOP, PEIHUTEP, TOBTOPUTEID)
Mapipyru3zaiis, BUIbI Mapipy-
ToB. Tabnuila MapuIpyTH3aIuu.
MapuipyT no ymonuanuio. Anro-
put™ pabotel L2/L.3 na IIK u
Mapuipyruzarope. Craruueckas u

16
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HaumeHnoBanue pa3ienos, TEM U CO-
JIep;)KaHKue MaTepuaa

Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-

00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
npeno/jaaBaTelis ¢ 00y4JaroIiu-

MHUCA

[Ipakru-
Jleknuu | 4eckue
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

HKP

IIpom.
aTTeCT.

CpPC

JTUHAMUAYECKAsk MapIIPyTH3AIHSI.
Mertpuka mapuipyroB. Buuer 111IM,
tonoJyiornyeckas bJl. Mexanusm pa-
0o1el u mu3aiid RIPv2, OSPF u IS-
IS.Iloustue cereBoii Mmoaenu Cisco,
€€ yPOBHHU, Ha3HAUCHUE U 3a]1a4l
ypoBHel. Otnuane ot mojaeneit OSI
u TCP/IP. O6mue cornamieHus 0o
ab0peBHaTypax U dJIEMEHTaxX ceTe-
BBIX cXeM. JKHU3HEHHBIH I[IUKII TPO-
Baiinepa. CeTu KOMMyTaIMH KaHa-
noB? Kommyranus, Mapumpyrusa-
st

Paznen 3 Opranu3zamms u TeXHOJIO-
r'Usl TIOCTPOEHUS CETEN CBS3U

00630p 1 Mmexauu3M padboTer Wi-Fi.
00630p 1 MEXaHU3M pabOTHI KJTACCH-
yeckoro Wi-Max. O030p penieHuit
Wi-Max HEeKOTOPBIX MTPOU3BOIUTE-
neid — WORP, MINT.Crpykrypa u
MECTO TPAJAULUOHHBIX TEXHOJIOTHIl.
NMiynbCHO-KO10Bast MOTYJISIIHS.
Mexanusm pabotsl E1/T1, kanainb-
HbIE MHTEpBaJIbI, KoaupoBka HDB3.
MynbTumiekcupoBanue. TDM.
Cunxponuszanusi. CTpykTypa u Me-
xaau3M pabotel PDH u SDH. ATM.
CemetiicTBo npoTokosoB XDSL. O6-
30p CETEBBIX YCTPOMCTB — MOJIEMBI,
DSLAM, CSU/DSU, MyabTHUILIEK-
copsLIIpuHIHIBI pabOTHI aHATIOTO-
Boui tenedonun. AL u LIAII, me-
TOJBI PEJICTABICHHUS TOJIOCOBBIX
KoJIe0aHUH C MOMOIIBIO JUCKPET-
HBIX TaHHBIX. OCOOEHHOCTH Tepe-
Jlauy TOJI0ca B aHAJIOTOBO-
u¢poBeIX cuctemax. O630p, Mexa-
HU3M pabOThI U BUJBI CETEBBIX
YCTPOMCTB MPOTOKOJIOB SS7 1
ISDN.TpeGoBaHus K KaUECTBY CETH.
MexaHu3Mbl 00eCTIeUeHHUs KaueCcTBa
obcnyxuBanust — CoS u QoS. Ipu-
oputesaius Tpaduka, B3BEHICHHAS
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HaumeHnoBanue pa3ienos, TEM U CO-
JIep;)KaHKue MaTepuaa

Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-

00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
npeno/jaaBaTelis ¢ 00y4JaroIiu-

MHUCA

Jlexiun

[Ipakru-
YEeCcKue
3aHSTHS

Jlabopa-
TOPHBIC
paboThI

HKP

IIpom.
aTTeCT.

CpPC

cipaseuuBas ouepenb. RTP. O630p
MIPUHIIUIIOB TIepeaun BuIeoTpadu-
ka. O030p poTtokona VoIP. O630p
MIPOTOKOJIOB MHUIIMALIMY BbI30Ba SIP
n H.323. O630p ceTeBbIX YCTPONCTB
— T3, Meauanuno3, GateKeeper,
SoftSwitch. CtpykTypa u Mmexanuszm
paboTsl MOOMIIBHBIX ceTel 1G, 2G,
3G, 4G. O630p pazpadotok 5G. Op-
TaHMU3aIHUs YCIIYT TIepeaadn rojioca
Y JTAHHBIX B MOOMJTBHBIX CETSIX
crannapra 2G/3G/4G. Poymunr,
X3HJI0BEP. DIIEMEHTHI MOOUITEHOM
cetu — MSC, VLR/HLR, ERP, BSC,
BS. O630p IPV6, B3anmoaeiicTBHE C
Ethernet. O630p cTexa TCP/IPvo6.
Bzanmoneticteue ¢ IPv4, oTimmaus
ot IPv4. CTpyKkTypa U mpyuHLHKI pa-
6otet MPLS. UucTpymentst MPLS
— LDP, TE, FRR, B3aumoneiicTBue ¢
ITIM (1S-1S, MP-BGP). CemeiictBo
npotokosioB DWDM. CemeiicTBo
npotokosioB PON (GPON, NG-
GPON). Mapmpyru3zanus RIP,
Mapipyru3zanus craTudyeckas,
Mapmpyruzanust OSPF u BGP

Paznen 4 DMynsTOpHI U CUMYJISTO-
PBI CETEBOTO 00OPYI0BaHUS

HanexxHOCTB, JOCTYITHOCTB, KOHBEP-
T€HTHOCTb, MACIITaOUPyEeMOCTb,
YIIPaBJIIeMOCTb U 0€3011aCHOCTh Ce-
TU. OMynsTopsl ceteil. O030p mMexa-
HU3Ma paboThl ¥ COLIMATIBHOTO 3Ha-
yeHus cepBucos: Torrent, Skype,
MOMCKOBUK Ha npumepe Google,
Wikipedia, couunansnsie cetu. Ilep-
CIIEKTUBBI Pa3BUTHsI OPENSOUICE U
nponpueTapHoro nojaxonaa. O0cyx-
JIEHWE JIETUTUMHOCTH U TEXHUYE-
CKOM CTOPOHBI METOJIOB cOOpa MOJIb-
30BaTENbCKUX JaHHBIX. CUMYJIATO-
phI cereid. [louck HencnpaBHOCTEN B
CETH. Y CTpaHEHNE HEUCIIPABHOCTEN

16
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Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-
00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
HaumenoBanue paszienoB, TeM 1 CO- | TpernojaBatelis ¢ 00y4Jaroliu-
eprKaHue MaTepuana MUCS IIpom.
AeP P uKp | PO I cpc
[IpakTu- | Jlabopa- aTTecT.
Jlexuum | 4Yeckue | TOpPHBIE
3aHATUSL | paloThI
B CCTHU
3auem Tpy nanuuun B yae6rom miame. IIpo-
BOJAUTCs HA MOCIICIHEM 3aHATUN CEMUHAPCKOTo - - - - - -
THIIA
3auem c ouermoﬁ TIPOBOJUTCS B IIATOM
cemectpe. I[IpoBoMTCS Ha TTOCIEIHEM 3aHATHH - - - - - -
CEMHHAPCKOIr'o Tuiia
Ixzamen IIPOBOJUTCS B IIIECTOM CEMECTPE - - - - 35
UTOoro
32 - 64 1 35 120
o AMCUMIIJINHE

4.2 CTpyKTypa u coepKaHue JUCHUIUINHBI /151 3204HOi (popMbI 00yUeHust

Hucuunnuna «CeT U TeIEKOMMYHUKaUMy u3ydaercsa Ha 3,4 Kypce, 5,6,7 cemectpe.

O6mrast TpyI0EMKOCTh TUCIUIUIMHBI COCTABIISET
Jie KOHTaKkTHas paboTa oOydyaromuxcs ¢ IMpernojaaBaTesieM

3.€., 252 4., B TOM YHC-

craiuss B (opme 3auera ¢ OIEHKOW 4 Y., dK3aMeHa

00yJaroIuXxcst 219

HanmenoBanue pasaciioB, TEM U CO-

q., UKP 1 4.

_ 20 4., MPOMEXYTOYHAs aTTe-
_8_ 4., camocrosATenpHas paboTa

Bunbr yaeO6HOM paboThI, BKIIIOUAst CAMOCTOSITEIIBHYIO pa-
00Ty 0OyJarOIIMXCs U TPYIOEMKOCTD (B Yacax

KonrtakTHas padora
IpernoiaBaTes ¢ 00yJaromu-

Jep>KaHue MaTepurasa MHCSI VIKP [Tpom. CPC
[Tpaktu- | JlabGopa- aTTeCT.
Jlexunn | dYeckue TOPHBIE

3aHATHA | PaOOTHI

Pasnen 1 OcHOBHBIE IOHITHUS TEO-

puu cereii. CTEK MPOTOKOJIOB

TCP/IP

OranonHas moaeiab OS], HazHade-

HuUe U 3a1ayu ypoHel OSI. Merto-

noJtorust padoter Mogenu OSI. Ile-

penada JaHHBIX OT OTIPABUTENS K

MI0JTy4aTeto, JOrHuecKue u pu3u- 2 3 55

YECKUE CBA3U MEX/Yy YPOBHIMU OT-
npaBuTens U nonyyarens. [lonarue
mozenu creka TCP/IP, monens cre-
ka TCP/IP, Ha3HaueHue u 3a1auu
yposueii TCP/IP. CooTBeTcTBHE
yposaeit mogeneit OSI u TCP/IP.
Kpatkas xapakTepucTika npoToko-
108 creka TCP/IP, ux ocHOBHEIE




HaumeHnoBanue pa3ienos, TEM U CO-

Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-

00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
npeno/jaaBaTelis ¢ 00y4JaroIiu-

eprKaHue MaTepuana MUCS IIpom.
AeP P ukp | PO cpc
[IpakTu- | Jlabopa- aTTecT.
Jlexuum | yeckue | TOpHbIE
3aHATUSL | paloThI

3amauu. 3arosnoBku. [lonstue me-
JMANIOTOKA, CETMEHTOB, MTAKETOB U
kaapoB.[P-anpecanus, macka rnojce-
TH. [[IupokoBemaTeaIbHbIN TOMEH.
Tunsl [P-anpecoB, TuIbl BemaHus
[P. YMeHune BBIIOJIHATD KalIbKYyJIs-
uuto [P-anpeca mo Macke nojaceru.
Ymenue pabortats ¢ npepukcaMu
CETH. YMEHUE ONPEIEITh KOJIN4Ye-
ctBO [P-anpecoB B ceTu, nepBbiid,
MOCJICTHAN Y IIMPOKOBEIATEIbHBIN
IP-anpeca B cetu.YcnoBus obecne-
YEHUS y3JI0B CBS3H — DJICKTpUYE-
CTBO, 3a3€MJICHHE CETEBOTO 000pY-
JIOBaHUs, TEMIIepaTypa, oMeIlle-
HUE, BIIAXXHOCTb, MOXKapHas 0e3-
onacHOCTh. O030p IpyIIIbI CTaHAAP-
toB IEEE 802. ITogypoBuu L2.
Ethernet. CSMA/CD, nomeH xosuu-
3un. [lonstue ckopoctu, duplex,
MTU, ¢parmenranuu, Jumbo-
¢dpeiima. [lonsiTHE KOMMYyTaITUH, BU-
nel kKommyTtanuu. Ethernet-
3aroJjioBok. Mac-aapec, MII, aBto-
coryacoBanue nmopros, MDI/MDIX.
Mexanusm kommytanuu B Ethernet.
[TonsiTHe 1 MEXaHU3M B3aUMOCH -
ctBus IP, ARP u ICMP. Ilonsarue
Mapipyruzaropa. O030p cemericTa
MIPOTOKOJIOB TOPSYETO PE3CPBUPO-
Banus — IRDP, HSRP, VRRP,
CARP. Mexanusm pabotst UDP.
Mexanusmbl pabotsl TCP — tpex-
3TanHOE€ KBUTHUPOBAHUE, CKOJIb3SI-
11ee OKHO, YBEJJOMJICHHE O 3aTOpE,
nepeaayda JaHHBIX ¢ MOATBEPKICHU-
eM. Anpecanus ciyx6 L7 — mopt
OTHpaBUTENS U noiydarend. ['pymn-
nbl noptoB. NAT, Buast NAT, PAT.
I'moGanpHas U TOKaNbHas aapecanus
ycrpoiictB.Hactpoiika 802.1Q
VLAN

Anpecarus |P Pacuet anpecoB u

10




HaumeHnoBanue pa3ienos, TEM U CO-
JIep;)KaHKue MaTepuaa

Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-

00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
npeno/jaaBaTelis ¢ 00y4JaroIiu-
MHUCA

[Ipaktu- | Jlabopa-
Jlexuum | 4Yeckue | TOpPHBIE
3aHATUSL | paloThI

HKP

IIpom.
aTTeCT.

CpPC

ceren

Paznen 2. Kommyranus u Mapuipy-
tuzanus. CeTd KOMMYyTAIMH MaKe-
TOB, KAHAJIOB

CtpykTypa 1 MeXaHU3M pabOThI
nporokosioB L7 — DHCP, BGP,
DNS, HTTP, HTTPS, SMTP, POPS3,
SNMP, FTP, TFTP. Kparkas xapak-
tepuctuka nporpamm TELNET n
SSH. Bzaumoneiicteue ¢ L3 mpo-
rpamm ping u traceroute. B3aumo-
nencteue ¢ L4 nporpamMmsl
netstat.0630p BO3MOKHOCTEH
Ethernet — PoE, LLDP, LACP. Ilpo-
TOKOJIBI CXOIMMOCTH JpeBa — STP,
RSTP, PV-STP, PV-RSTP, MSTP,
SBP. IIpoTokoisl  CXOAMMOCTH
konbia — ERPS, GVRP, RRPP. Me-
cro Ethernet B cereBoii monenu
Cisco. CeTeBble yCTPOICTBAa — MOCT
(bridge), kommyrtatop L2, kommyTa-
top L3. Anroputm paboTsl MOCTa U
koMmyTtaropa. Knaccubukanus
KOMMYTaTOPOB C T.3. MOJEJIH CETH
Cisco — koMMyTaTOp JOCTYIA, KOM-
MYTaTOp arperauuu, KOMMyTaTop
sanpa cetu.3HaHue GU3NYECKUX TO-
MOJIOTAN ceTh. XapaKTEepUCTUKa
cpen nepeaadu JaHHbIX — MEHO-
ANEKTPUYECKHUE, BOJOKOHHO-
ONTHUYECKUE U OECIIPOBOAHBIE CO-
enuHeHus. Metosl Gpru3nuecKoro
KOJUPOBaHUsA. MeTo1bl MOAYJIALIUN
curnana. Ycrpoiicrsa L1 (xa0, koH-
LETpaTop, penuTep, MOBTOPUTEID)
Mapupyru3zanusi, BUAbl Mapuipy-
TOB. Tabnuia MapuIpyTU3aum.
MapupyT no ymoa4asHuto. Airo-
put™ pabdotel L2/L.3 na IIK u
Mapupyruzarope. CtaTuueckas v
JUHAMHUYECKas MapIIpyTU3ALIHS.
Mertpuka Mmapuipyros. Buner I11IM,
tonosiorndeckas bJI. Mexanusm pa-

55
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HaumeHnoBanue pa3ienos, TEM U CO-
JIep;)KaHKue MaTepuaa

Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-

00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
npeno/jaaBaTelis ¢ 00y4JaroIiu-

MHUCA

[Ipakru-
Jleknuu | 4eckue
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

HKP

IIpom.
aTTeCT.

CpPC

6ote! u gu3aiin RIPv2, OSPF u IS-
IS.TTonstre cereBoit moaenu Cisco,
€ YPOBHH, HA3HAYCHHE U 337291
ypoBHel. Otauane ot moaeneit OSI
u TCP/IP. O6mue cornamieHus 06
ab0peBUaTypax U dJIEMEHTaxX ceTe-
BBIX cXeM. JKHU3HEHHBIN [IUKII [TPO-
Baiiaepa. CeTn KOMMyTallMU KaHa-
noB? Kommyrauus, Mapuipyruza-
st

Paznen 3 Opranu3zamms 1 TeXHOJIO-
r'usl TIOCTPOEHUS CETEN CBS3U

O0630p u Mexauu3M padboTel Wi-Fi.
0O0630p 1 MexaHU3M PabOTHI KJIaCCH-
yeckoro Wi-Max. O030p penieHuit
Wi-Max HEeKOTOPBIX TPOU3BOIUTE-
neid — WORP, MINT.Crpykrypa u
MECTO TPaJAULMOHHBIX TEXHOJIOTHIl.
NMIynbCHO-KO10Basi MOTYJISIIIMS.
Mexanusm pabotsl E1/T1, kanains-
HbIe MHTEpBaJIbI, KoaupoBka HDB3.
MynbTumiekcupoBanue. TDM.
Cunxponuszanusi. CTpykTypa u Me-
xaau3M pabotel PDH u SDH. ATM.
CewmeiicTBo ipoTokosioB XDSL. O6
30p CETEBBIX YCTPOMCTB — MOJIEMBI,
DSLAM, CSU/DSU, MyabTHUILIECK-
copsLIIpuHIHIBl pabOTHI aHATIOTO-
Boui tenedonun. AL u LIAII, me-
TOJbI MPEJICTABIICHUS TOJIOCOBBIX
KoJieOaHU C MOMOIIBIO TUCKPET-
HBIX AaHHBIX. OcoOeHHOCTH Tepe-
Jlay¥l roJjloca B aHaJIOr0BO-
u¢poBeIX cuctemax. O630p, Mexa-
HU3M paboThl U BUJIbI CETEBBIX
YCTPOMCTB MPOTOKOJIOB SS7 1
ISDN.TpeGoBaHus K KaUeCTBY CETH.
MexaHu3Mbl oOecrieyeHns KayecTBa
obcnyxuBanust — CoS u QoS. Ipu-
opuTte3anus Tpapuka, B3BeIICHHAs
crnpaBeauBas ouepeb. RTP. O630p
MIPUHLMIIOB IT€peauu BUaeoTpadu-
ka. O630p mpoTokona VoIP. O630p

55
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HaumeHnoBanue pa3ienos, TEM U CO-
JIep;)KaHKue MaTepuaa

Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-

00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)

KonrakTthas padora
npeno/jaaBaTelis ¢ 00y4JaroIiu-

MHUCA

Jlexiun

IIpakTu-
YEeCcKue
3aHSTHS

Jlabopa-
TOPHBIC
paboThI

HKP

IIpom.
aTTeCT.

CpPC

MIPOTOKOJIOB MHUIIMAINH BbI30Ba S|P
n H.323. O630p ceTeBbIX YCTPOUCTB
— T3, Meauanuno3, GateKeeper,
SoftSwitch. CtpykTypa u Mmexanuszm
paboTsl MOOMIIBHEIX ceTel 1G, 2G,
3G, 4G. O630p pazpadotok 5G. Op-
TaHMU3aHUs YCIIYT Iepeaadn rojioca
Y JAHHBIX B MOOMITBHBIX CETSIX
crannapra 2G/3G/4G. Poymunr,
X3HJI0BEp. DIIEMEHTHI MOOUITEHOM
cetu — MSC, VLR/HLR, ERP, BSC,
BS. O630p IPV6, B3anmoeiicTBHE C
Ethernet. O630p cTexa TCP/IPvo6.
Bzanmoneiicteue ¢ IPv4, oTmmaus
ot [Pv4. CtpyKkTypa u npuUHLHUII pa-
6otet MPLS. UucTpymentst MPLS
— LDP, TE, FRR, B3aumoneiicTBue ¢
ITM (1S-1S, MP-BGP). CemeiictBo
npotokosioB DWDM. CemeiicTBo
npotokosioB PON (GPON, NG-
GPON). Mapmpyru3zanus RIP,
MapipyTru3zanus cTaTuueckas,
Mapmpyruzanuss OSPF u BGP

Paznen 4 DMynsTOpHI U CUMYJISTO-
PBI CETEBOTO 000y I0BaHUS

HanexHOCTB, JOCTYITHOCTB, KOHBEP-
T€HTHOCTb, MACIITaOUPyeMOCTb,
YIIPaBJIIEMOCTb U 0€3011aCHOCTh Ce-
TU. OMynsTopsl ceteil. O030p mMexa-
HU3Ma paboThl ¥ COLIMATIBHOTO 3HA-
4yeHus cepBucos: Torrent, Skype,
MIOMCKOBUK Ha npumepe Google,
Wikipedia, couunansnsie cetu. Ilep-
CIIEKTUBBI Pa3BUTHsI OPENSOUICE U
nponpueTapHoro nojaxonaa. O0cyx-
JICHHE JIETUTUMHOCTH U TEXHUYE-
CKOM CTOPOHBI METOJIOB cOOpa MOJIb-
30BaTENbCKUX JaHHBIX. CUMYJIATO-
phI cereid. [louck HencnpaBHOCTEN B
CETH. Y CTpaHEHHE HEUCIIPAaBHOCTEN
B CETHU

54

3auem [Tpn Hanuaum B yueOHOM 11ane. [Ipo-
BOJHUTCS Ha MOCIIEIHEM 3aHITHH CEMHHAPCKOIO
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Bunpl yae6HOM paboThI, BKIIOUAsi CAMOCTOSITEIBHYIO pa-
00Ty 00YJarOIINUXCsl ¥ TPYJOEMKOCTH (B 4acax)
KonrakTthas padora
HaumeHnoBaHnue pa3aenos, TEM U co- | IpenojaBareis ¢ 00yJyaronu-
JepaKaHue MaTepuania MUCS TIKP IIpom. CPC
[Tpaktu- | JlabGopa- aTTecT.
Jlexuum | 4Yeckue | TOpPHBIE
3aHATUSL | paloThI
THIIA
3auem ¢ OYEHKOU nposoguTes B ITOM
CceMeECTpE. HpOBOI[I/ITCH Ha IIOCJICTHEM 3aHATUN - - - - 4 -
CEMHHAPCKOIr'o Tuiia
Ixzamen IIPOBOAUTCS B IIIECTOM CEMECTPE - - - - 8
uToro
10 AMCIHILITHHE 8 i 12 1 12 219

5 OueHoYHbIe CpeacTBA IS NPOBeJeHHUs TeKYIero KOHTPOJIsl U
NPOMEKYTOYHOH ATTeCTAMM 00YYAIOIIMXCS N0 JUCHUIIHHE (MOAYJII0)

q)OH)IBI OLCHOYHBIX CPEACTB JId IMPOBCACHUA TCKYLICTO KOHTPOJIA YCII€EBACMOCTH H
MIPOMEXYTOYHON aTTeCTalli OOCYXIAIOTCS W YTBEp)KJIAIOTCsA Ha 3acemanwu kadempsel. [los-
HEII KOMILJIEKT KOHTPOJBHBIX SallaHI/Ifl HJIM UHBIX MaTCpHaAJIOB, HeO6XO}II/IMLIX IS OICHUBAHUA
pe3ynbTaTOB OOyUYEHHUs O TUCHUIUIMHE (MOJIYJII0) XpaHUTCA Ha Kadeape-pa3zpaboTrunke B Oy-
Ma)XHOM WJI 3JIEKTPOHHOM BHJIE, TAKXX€ (OHIBI OIICHOYHBIX CPEJICTB JIOCTYIHBI CTYACHTaM B
JTUYHOM KaOMHETE — paszies yueOHO-MEeTOIMYecKoe obecreueHue.

6 YueOHO-MeToqUYeCKOe M HH(OPMALIMOHHOE o0ecTieyeHHe TUCIIUIINHBI
(Moy.Jist)

6.1 OcHoOBHas M JONOJIHUTEIbHAS JIUTEpaTypa
[lepeyeHb peKOMEHIyeMOH OCHOBHOHM M JIOTIOJIHUTEIBHOW JIMTEPATYphl MPEJCTABICH Ha

caiite yHuBepcureta WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 09.03.01 Uudopma-
THUKA ¥ BBIYUCIUTEIbHAS TeXHUKA / Pabouuil yuebnwiti nian / Peecmp numepamypoi.

6.2 MeTtoauyecKkue yKa3aHus Uil CTYA€HTOB M0 OCBOCHH IO U CHUITUHBI

Lononnumenvno 63aumooericmsue ¢ npenooasamenem mMoxcem Ovimb OP2aAHU308AHO Ye-
pe3 nopman oucmanyuonrnozo ooyuenus PI'bOY BO KnAl'Y na xypce «TenekommyHukayuom-
Hule cucmemvl. Yacmov 2 [oTy

6.3 CoBpemeHHbIe Po(eccHOHATBbHBIE 0a3bl JAHHBIX U HHPOPMALIHOHHBIE
CIIPABOYHbIE CHCTEMBI, HCIIOJIb3YyeMble IIPH OCYIECTBJICHUH 00Pa30BATE/ILHOIO

npouecca nmo IMCUMIIMHE

Kaxxnomy oOydaromumycst obecrieder J0cTym (yAaleHHBIH JOCTYIl), B TOM YUCIE B CIy-
Yyae MPUMEHEHUs AJIEKTPOHHOTO O0Yy4YeHHs], NUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHM, K
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COBPEMEHHBIM NPO(ECCHOHANBHBIM 0a3aM JaHHBIX U MH(POPMALMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPBIMH Y YHUBEPCUTETA 3aKIK0YEH JOTOBOP.

[lepeyenp pexkoMeHIyeMBbIX MPO(EecCCHOHAIBHBIX 0a3 MaHHBIX W HH()OPMAITMOHHBIX
CIPABOYHBIX CHCTEM IPEJCTABICH Ha caiiTe yHHBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
| O6pazosanue [ 09.03.01 UudopmaTrka U BeIYUCIUTEIbHAS TeXHUKA | Pabouutl yuebnwiii nian |
Peecmp OBC.

AxTyanpHas HHPOpPMAIHS MO 3aKIFOYEHHBIM Ha TEKYIIHH y4eOHBII roJ1 J0TOBOpaM MpH-
BeZieHa Ha crpanune Hayano-rexanueckoit 6ndmmorexu (HTH) Ha caiite yanBepcurera

https://knastu.ru/page/3244

6.4 IlepedeHb pecypcoB HH(POPMAIHOHHO-TEJIEKOMMYHHUKAIIMOHHOI CeTH
«HTepHET», HEOOXOTUMBIX /1JI51 OCBOEHUS THCUUILIUHBI (MOIYJIs1)

Ha crpanniie HTb M0OXkHO BOCIOJIB30BaThCA MHTEPHET-PECYPCAMH OTKPBITOTO JOCTYyMa
10 YKpyNHEHHOU rpynmne HanpaieHuil u cneruansHoctel (YI'HC) 09.03.01 Uundopmartuka u
BBIYMCIIUTENbHAS TEXHUKA:

Hayunas snexrponnas 6ubmuoreka Elibrary http://elibrary.ru.

C nenpio MOBBIIICHUS] KayecTBa BeJCHHUS 00pa30BaTeNIbHOM JESTEbHOCTH B YHUBEPCUTETE
CO3/[aHa dJIEKTPOHHAas MH(OpPMallMOHHO-00pa3oBaTenbHas cpena. OHa mojapa3zyMmeBaeT OpraHu-
3allMI0 B3aUMOJICHCTBUS MEXKIY OOy4alONIMMUCS U IPENoJaBaTesiMU Yepe3 CUCTEMY JIMYHBIX
KaOMHETOB CTY/IEHTOB, PACIOJIOKEHHBIX Ha O(UIIMaIbHOM caiiTe yHUBEpcUTeTa B MH(opMalu-
OHHO-TEJIEKOMMYHUKaIIMOHHOU ceTn «MHTepHeT» mo anpecy https://student.knastu.ru. Co3nan-
Hasi ”HPOPMAIIMOHHO-00pa3oBaTeIbHas cpesia MO3BOJISET OCYIIECTBIIATh B3aUMOIEUCTBUE MEK-
Iy y4acTHHKaMH 0Opa30BaTENbHOTO Ipolecca MOCPEICTBOM OpraHU3alH JAUCTAaHIIMOHHOTO
KOHCYJBTUPOBAHHUS MO BOIIPOCAM BBINOJTHEHUSI TPAKTHUECKUX 3aJaHHH.

HasBanue caiita \ DJIEKTPOHHBIN aJipec

CaliThl AIEKTPOHHBIX (POHIOB HOPMATUBHO-TEXHUYECKOIN TOKYMEHTAIIUU TI0 CTPOUTENIBCTBY

ba3a naHHBIX HOPMATHBHBIX TOKYMEHTOB JIJIsI

http://www.norm-load.ru
CTPOMTEJILCTBA OecIIaTHas).

BecmaTHas nHpOPMAMOHHO-CIIPABOYHAS CH-
CTeMa OHJIAMH JOCTYyIa K ITOJIHOMY COOpaHHUIO http://gostrf.com
TEXHUYECKMX HOPMATHUBHO IPaBOBBIX aKTOB P®.

TexHoskcnepT. DAEeKTPOHHBINA (HOH TPABOBOM 1

. http://docs.cntd.ru
HOPMAaTUBHO-TCXHUYCCKOU NJOKYMCHTAIINH.

7 Opraﬂmaunonﬂo-nenarornqecxne yciaoBusi

Opranuzanus 00pa3oBaTEeIbLHOIO MPOLECCa PErIaMeHTUPYeTCsl y4eOHbIM IUIaHOM U pac-
NU-CaHUEM Y4eOHBIX 3aHATHUH. SI3bIK 0OydeHus (mpemnopaBaHus) — pycckuil. [[ns Bcex BHIOB
ayZM-TOPHBIX 3aHATHI aKaJeMUYECKUI 4ac YCTaHABINBACTCS MPOJIOJDKUTEILHOCTBIO 45 MUHYT.

IIpu ¢dopmupoBaHMU CBOEW HMHIMBHUIYalIbHON 0O0pa30BaTENbHONW TPAaeKTOPUM 0O0ydaro-
IIMCS UMEeT MPaBoO Ha Mepe3adeT COOTBETCTBYIOUIUX JUCHUIUIMH U MPO(ECCHOHAIBHBIX MOJY-
Jel, OCBOEHHBIX B MPOLECCE MPEIECTBYIOIIEro 00y4eHus, KOTOPbIil 0cBOOOKaeT 00yyarorie-
rocsi OT HE0OOXOAMMOCTH UX OBTOPHOTO OCBOEHMSL.

7.1 O6pa3oBaTe/ibHbIE TEXHOJIOTHH

YueOusbIit nponecc mpu npernoiaBaHn Kypca OCHOBLIBACTCA Ha HUCIOJIb30BAHUU Tpaldu-
IIWMOHHBIX, HHHOBAIIMOHHBIX H I/IH(l)OpMaLII/IOHHLIX 06pa30BaTCJIBHBIX TEXHOJIOTHiA. Tpa)lI/II_II/IOH-
HBIC O6pa3OBaTCJ'IBHBIC TCXHOJIOTUH MPCEACTABJICHBI JICKIIUAMU U CECMHUHAPCKUMU (HpaKTI/I‘-ICCKI/I-
MI/I) 3aHATUSAMU. MIHHOBaIlMOHHBIE O6pa3OBaTCJ'ILHLIe TCXHOJIOTHUHN HUCTIOJIB3YIOTCA B BUAC IIHUPO-
KOTO MPUMCHCHU A aKTUBHBIX U HHTCPAKTUBHBIX (pOpM IMPOBCACHUA 3aHATHH. I/IH(I)OpMaLII/IOHHBIC
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o0pa3oBaTelibHbIE TEXHOJIOTUU PEATN3YIOTCA IMYTEM aKTUBU3ALUU CaMOCTOSITEIBHON paboThI
CTYZIEHTOB B HH(OPMAIIMOHHOI 00pa30BaTeNbHOM Cpee.

7.2 3aHATHA JeKIHOHHOI'0 THIIA

JIeKMOHHBIN KypC MPEAIoaracT CUCTEMaTU3UPOBAHHOE U3JI0KEHUE OCHOBHBIX BOIIPO-
COB y4eOHOTO IIJIaHa.

Ha nepBoii nekiuu jiekTop 00s3aH NpeaynpeIuTh CTYIEHTOB, IPUMEHUTEIBHO K KAKOMY
6a30BoMYy y4eOHHKY (yueOHMKaM, yUeOHBIM ITOCOOHAM) OyIeT MPOYUTaH KypcC.

JIeKIMOHHBIN KypC JOJDKEH JaBaTh HanOONBIINKA 00beM MH(pOpMAIMU U 00ecreunBaTh
Oosiee rIyOOKOE MOHUMAHKUE YIeOHBIX BOTPOCOB MPH 3HAYUTEIHHO MEHBIICH 3aTpaTe BPEMEHH,
4eM 3TO TpeOyeTcsi OOJIBIINHCTBY CTYJEHTOB Ha CAMOCTOATENIBHOE N3yUeHHE MaTepHualla.

7.3 3aHATHS CEMHHAPCKOIr0 THIA

CemuHapCKue 3aHATHUS MPEICTABISIIOT COO0H AETATH3aNI0 JEKIIMOHHOTO TEOPETUIECKO-
ro Marcpuajia, IpoOBOJAATCA B LEIAX 3aKPCIVICHUA KypCa U OXBAaThIBAIOT BCC OCHOBHBIC Pa3aCIibl.

OcHoBHO# (hopMOIl MPOBEAEHNS CEMUHAPOB SIBISETCS 00CYXAeHHEe Haubosee npooiem-
HBIX M CJIO)KHBIX BOMNPOCOB IO OTAEIbHBIM TE€MaM, a Takke pa300p MPUMEpPOB U CUTyaluil B
ayIMTOPHBIX YCIOBUAX. B 00s3aHHOCTH TIpemoiaBaTesisi BXOIIT: OKa3aHUE METOJIUYECKON TO-
MOIIX U KOHCYJIBTUPOBAHHUEC CTYACHTOB 110 COOTBETCTBYIOIIMM TEMaM Kypca.

AXTHBHOCTH Ha CCMHUHAPCKUX 3aHATHUAX OLCHUBACTCA IO CIICAYIOIIUM KPUTCPUAM:

* OTBETHI HA BOIIPOCHI, ITpe IaraeMble MpenojaBaTeliem;

* y4acTHE B TUCKYCCHSIX;

* BBITIOJTHEHUE MPOEKTHBIX Y MHBIX 3a/IaHU;

* ACCUCTHPOBAHME MIPETIOIABATEIIO B TPOBEICHNH 3aHATHUIA.

OtBeT 0IDKEeH OBITh apryMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCJIOKHBIM, COAEPKATh
CCBUIKM HAa UCTOYHHKH.

Jlokimazpl ¥ ONIOHWPOBAHME JIOKJIAJO0B IPOBEPSIOT CTENEHb BIAJICHUS TEOPETHUECKUM
MaTepHalIoM, a TAaK)Ke KOPPEKTHOCTh M CTPOTOCTh PACCyKACHHH.

OueHnBaHue 3a7aHUM, BHIIOJHEHHBIX HA CEMHHAPCKOM 3aHSTUH, BXOJIUT B HAKOIUICH-

HYIO OIICHKY.
7.4 CamocTtosiTesibHasi padoTa 00y4YarOUIUXCsl 10 U CHUNInHE (MOTYJIIO)

CamoctosarenbHas paboTa CTYJEHTOB — 3TO MIPOIECC aKTUBHOTO, LEJICHANPaBICHHOTO
MPHOOpPETEeHUsI CTYJJCHTOM HOBBIX 3HAHUH, yMEHUH 0e3 HEMOCPEJACTBEHHOTO y4acTHs Mpenoja-
BaTeNs, XapaKTEepU3YIOIIUNCA MPEIMETHON HAINpPaBICHHOCTHIO, 3((EKTUBHBIM KOHTPOJEM U
OIICHKOM Pe3ylbTaTOB JIEATEIBHOCTH 00Y4aIOIIErocs.

Ienu camocTosITEILHON PaOOTHI:

* CUCTEMAaTHU3alUs U 3aKPEIUICHUE MOJTYyYEHHBIX TEOPETUUECKUX 3HAHUI U NPAKTUYECKUX
YMEHHU CTYIEHTOB;

- yrayOlieHre U paclIupeHue TEOPETUIECKUX 3HAHUM;

- (hopMHpoOBaHNE YMEHHI HCIIOIH30BATh HOPMATUBHYIO U CIIPABOYHYIO JOKYMEHTAIIHIO,
CIIELIMAIBHYIO JIUTEPATYPY;

* pa3BUTHE MIO3HABATEIBHBIX CIIOCOOHOCTEH, aKTUBHOCTH CTYJIEHTOB, OTBETCTBEHHOCTH H
OpPraHU30BaHHOCTH;

- (hopMHpOBaHUE CAMOCTOATEIHLHOCTH MBIILICHHUS, TBOPYECKONW HHUIIMATHUBEI, CIIOCOOHO-
CTEl K CaMOPa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO U CAMOPEAIN3ALINY;

* pa3BUTHE UCCIEA0BATENBCKUX YMEHUHN U aKaIEMUYECKUX HABBIKOB.

CamocTosaTenbHas paboTa MOXKET OCYIIECTBISATHCS HHANBUIyaTbHO WU TPYIIaMH CTY-
JICHTOB B 3aBUCHUMOCTH OT IIeJIU, 00BheMa, YPOBHS CIIOKHOCTH, KOHKPETHOM TEMaTHKH.
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TexHousiorust opraHu3ay caMoCTOSATENbHOM pabOThI CTYICHTOB BKIIIOUAET MCHOJIb30Ba-
HUE MH(QOPMAIIMOHHBIX U MaTEPHAIBHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

KoHTpons pe3ynbpTaToB BHEAYJUTOPHOH CaMOCTOSATENBHOW PabOTBHI CTYIEHTOB MOXKET
MPOXOANUTH B MUCbMEHHOM, YCTHOW MIIM CMEIIaHHOH Gopme.

CTyneHTbl JOJDKHBI MOJIXOAUTh K CaMOCTOATENbHOM paboTe Kak K HauBaKHEHIIEMY
CPEACTBY 3aKpEIUICHUSI U PAa3BUTUSA TEOPETUUYECKUX 3HAHMIA, BHIPAOOTKE €MHCTBA B3IJIAJ0B Ha
OTJeNIbHBIC BOIIPOCHI Kypca, MPUOOPETEHHSI ONPEIeICHHBIX HABBIKOB M MCIIOJIB30BAHUS Mpodec-
CHUOHAJIBHOW JINTEPATYPHI.

7.5 MeToauueckue PEKOMEHIAUHA NJIHA oﬁyqalomnxca 10 OCBOCHHUIO JUCIIUIIJIMHBI

[Ipy w3ydeHUH AUCHUIUIMHBI OOYYaromMMCS II€JIECO00pa3HO BBIMOJIHATH CIEAYIONINE
PEKOMEHJallNu:

1. I3yuenue yueOHOM TUCIUIUIMHBI JOJDKHO BECTUCH CUCTEMATUYECKU.

2. Iocne m3y4eHHs] KaKOTO-JIM0O paszeria Mo YIeOHUKY WM KOHCIICKTHBIM MaTepHajiam
PEKOMCHAYCTCA IO MMaMATU BOCIIPOU3BECTU OCHOBHBLIC TCPMUHBI, OIMMPEACIICHUA, IIOHATHA pa3ac-
na.

3. Oco0oe BHUMAHUE CIICYET yJICIUTh BBIMIOJTHCHHIO OTYETOB IO MPAKTHYSCKUM 3aHSTH-
AM U THIUBUAYAJIbHBIM KOMIIJIEKCHBIM 3aIaHHUAM Ha CAMOCTOATCIBHYIO pa60Ty.

4. Bcs TeMaTHKa BOTIPOCOB, M3YYaeMBIX CaMOCTOSITEBHO, 3a/1a€TCS HA JICKITUSAX TPETo-
naBateneM. MM e narorcs UCTOYHMKH (B MEPBYIO OYepe/lb BHOBb M3/IaHHBIE B IEPUOANYECKON
Hay4dHOU JTUTEpaType) i 60Jee JeTATbHOTO IIOHUMAaHMsI BOTIPOCOB, O3BYYEHHBIX Ha JICKIIUH.

[Ipu camocTosaTenbHOM TPOpPabOTKE Kypca 00yJarOIINeCs TODKHBI:

* IPOCMATPHUBATh OCHOBHBIE ONPEICNICHUS U (PaKThI;

* IOBTOPUTH 3aKOHCIEKTHUPOBAHHBIM Ha JIGKIIMOHHOM 3aHATUU MaTepuan U JOMOJHUTh
€ro ¢ y4eTOM PEKOMEHJOBAHHOW MO JTAHHOW TeME JINTEPATYPHI;

* U3YYHUTh PEKOMEHIOBAHHYIO JIUTEPATyPy, COCTABIIATH T€3UCHI, AHHOTALIUU U KOHCTIEKTHI
HanboJee Ba)KHBIX MOMEHTOB;

* CAMOCTOSITEIbHO BBITIOJHATD 3aJIJaHUS, aHAJOTUYHbIE MTPEAaraeéMbIM Ha 3aHATHSIX;

* UCIOJIb30BATh JIsl CAMOIIPOBEPKU MaTepuaibl (JOH/IA OLIEHOYHBIX CPEICTB.

8 MarepuajibHO-TEXHHUYECKOE 0O0ecneuyeHue, HeoOX0AuMoe J1JIst
OCyIeCTBJIEHUSI 00Pa30BaTEJIbHOI0 MPOLECCA M0 AUCHUIINHE (MOTYJII0)
Vkasvieaemcs neobxooumoe 0 00yueHuss TUYEeH3UOHHOE NPOSPAMMHOe obecneyerue, 060py0o-
sanue, OeMOHCMPAYUOHHble NPUOOPLI, MYTbMUMEOULIHble Cpedcmed, yueOHbvle dulbMbl, mpe-
Haoicepuvl, Kapmul, NIAKAmMbl, HAIAOHbIE NOCOOUs, MpeDO8aHUsl K ayOUumopusim — KOMRbiomep-
Hble KIACCbl, akademuyecKue uil CneyudaibHo 0bopyo0osanHvle ayoumopuu u 1abopamopuu u
m.o.

8.1 JlnueH3MOHHOE ¥ CBOOOTHO pacpocTPaHsieMoe MPOrpaMMHoOe obecrieyeHne,
MCIOJIb3yeMoe MPH OCYIIeCTBJIEHHH 00Pa30BaTeJbHOI0 NMpoiecca
M0 ANCIMILTNHE

YHuBepcurer obecredeH He0OOXOIMMbIM KOMILJIEKTOM JIMIIEH3UOHHOTO U CBOOOJHO pac-
MIPOCTPAHIEMOTr0 MPOTPAMMHOTO OOECHedeHus, B TOM YHCIEe OTEUEeCTBEHHOTO IMPOU3BOJICTBA.
CoctaB mporpaMMHOTo o0OecredeHus, He0OX0IMMOTO I OCBOCHHUS IUCIUIUIMHBI, PUBEJCH Ha
caiite yHuBepcuteta WWW.knastu.ru / Haw yrusepcumem / Obpazosanue | 09.03.01 Uudopma-
TUKa U BBIUMCIUTENbHAS TeXHUKA / Pabouuti yuednwiti nian / Peecmp I10.

AKXTyanbHbIC Ha TEKYIIUH y4eOHBIA TOJ PEKBU3UTHI / YCIOBHS HUCIOJIB30BAaHUS TPO-
IrpaMMHOT0 00eCIieYeHHUs IPpUBEICHbI Ha cTpanulile M T-ympaBieHus Ha caiiTe yHUBEPCUTETA!

https://knastu.ru/page/1928
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8.2 YueOHo-1a00paTOpPHOE 0GOPY/I0BaAHUE
Tabnuia 6 — [lepedens o6opyoBaHUS JTAOOPATOPUN

314/3

naboparopus
ceteml U cu-
CTEM Iepeiaun
nHpOpMaIH

Cisco packet Tracer,

Komneroteper ¢ OC Windows u
Linux.C xommyranmend MakeToB —
CKC FastEthernet, ¢ kommyTarueit
kanasioB — ATC Panasonic, Teie-
¢oHHBIE JNHMHUM H aOOHEHTCKHE
ycrpoiictBa, GNS3 KOMMYyTaTOpBbI:
Dlink -20 wr, Cisco 10 mt, 3COM
3 wr mapuipyruzaropsl: Cisco 5
mt, Dlink 1 mT, CheckPoint Utm 2
mrt, TOouku poctyna: TP Link,
TrendNet, Asus APM c ycrtaHoB-
neHHbiM Snort, APM ¢ ycranos-
nenubeiM WireShark, APM c ycra-
HOBJICHHBIM CpE/ICTBOM AHanmn3a
cereBoro tpadduka Actpa aHamu-
3aTOphl KaOENbHBIX CETeil aHanm3a-
TOp ONTHYECKUI TecTep-
pedekTomeTp CKC Tomnas
AR8200 (BOJIC), anamm3atop
TrendNet (UTP)

Jns mpoBeneHus skcne-
PUMEHTOB CO CHEIHANb-
HBIM 000pYZI0BAHUEM,
M3Y4YEHUSI MEXaHU3MOB U
CPEJICTB 3allUThl HHPOP-
Manuu. BrinoiHenus na-
OOpaTOpHBIX padoT.

202/5

nabopaTtopus
0€30aCHOCTH
cereii OBM

VipNet Personal FireWall cuctemsr
3aIIUThI OT YTeUKU JTaHHBIX APM ¢
ycra"HoBieHHo McAfee DLP,
APM c ycranoBnennoi Secret Net
Studio 8 cucrembl OOHapyKEHUS
KOMITBIOTEPHBIX aTak BoiaeneHHbie
APM c ycranoBiieHHoi Secret Net
Studio 8 COB 2 mr. Cucremsr
yriayOJIeHHONH NPOBEPKH CETEBBIX
naketoB: APM ¢ yCTaHOBJICHHBIM
Snort, APM c ycTaHOBIIGHHBIM
WireShark, AHanuza CeTeBOro
tpadduka Actpa

MEKCETEBbIE SKPaHBbI:

CheckPoint Connectra, Cisco ASA
5505, IYC Kontunent, Secret Net
Studio 8, Cisco PIX 2 mt

Jnst mpoBeieHus dKCIe-
PUMEHTOB CO CIIEIUANTb-
HBIM 000PYZOBaHUEM,
M3Yy4YEeHHEM MEXaHU3MOB
U CPEICTB 3alIUThHI UH-
dbopmanuu. Beimonnenus
71a00paTOPHBIX padOT.

8.3 TexHu4yeckHe M JIEKTPOHHbIE CPeACTBa 00y4YeHust

JIeKIIMOHHbIE 3aHATHSA

Aynuropun Ui JEKIMOHHBIX 3aHATUI YKOMIUIEKTOBaHbI MEOEBI0 U TEXHUUECKUMHU CpeJ-
CTBaMM OOYUEHUs, CIIyXaIlUMH Uil MIpeACTaBIeHHUs yueOHON MH(popMamu OOJBIION ayIuTo-
pun (HAOGOpPBI JIEMOHCTPALMOHHOTO 000pyIOBaHUs (MPOEKTOP, HKPaH, KOMIBIOTEP/HOYTOYK),

y4eOHO-HaIJIAHbIE IOCOOUS, TEMATUUYECKUE UILTIOCTPALIUN).
JlabopaTopHbIe 3aHATHSA
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Jlyis mabopaTopHBIX 3aHIATHN HCTONB3yeTcs ayautopust No 202 , ocHaiieHHas obopy-
JIOBaHUEM, YKa3aHHBIM B Ta0J. 6:

JIOTIOTHUTENBHO UCIIONB3YETCs Ta00paTOpHs 3alUIIEHHBIX aBTOMAaTH3UPOBAHHBIX CH-
crem aynutopust Ne319 3 xopnyc, ocHamennas 8 [I9BM. Kommuiekt MynbTUMeuitHOTO 000py-
nosanusit DALLAS LOCK 8.0-C 50197-9111-268 na 5 ximentoB, CKAHEP-BC HIIDI11.00606-
01, Perucrpaumonnsiii Homep: 3P2204-180334, Kommuectso ip-aapecoB — 8, DALLAS LOCK
8.0-C 47488-9375-279 na 5 winentoB BKJIrOuas LeHTp ympasienusi, Ckanep-BC 12/3 cne-
uasbHas Bepcus i yueOHbix 3aBenenuid, Secret Net Studio 8 13A6E7 na 10 KIHMEeHTOB BKIIO-
yag 1eHtp ynpasienus, Kpunrtollpo CSP (Bxmouaer Kpunrtollpo TLS) DU36X-KO0000-
00XKY-NXA3M-XXXXX, Ideco Hardware Appliance — 10 3apeructpupoBaHHBIX M0JIb30BaTE-
neu

CamocrosiTesibHas padoTa.

[Tomenienus asi caMOCTOATENBHOM PabOThl OCHAIIEHBI KOMIIBIOTEPHOW TEXHUKOW C BO3-
MO>KHOCTBIO TOJIKITFOUeHUS K ceTh «MHTEepHET» M JIOCTYIIOM K JJIEKTPOHHON WH(POPMAITMOHHO-
obpazoBarenbHol cpene KHAT'Y:

- yutanbHbei 3a1 HTB KHATL'Y;

- KoMnbIoTepHbIe Kiaacchl (aya. 311 kopmyc Ne 5, aya. 205 koprmyc Ne 5, aya. 313 kopmyc
Ne 5).

9 MHHble cBeaeHUus

MeTOIlI/I‘IeCKI/Ie PE€KOMEHIAUA 11O oﬁyqeﬂmo JIMII ¢ OrPAHUYCHHBIMHU BO3MOKHO-
CTAMMU 310POBbA U HHBAJIMA0OB

OcBoeHMe NUCHUIUIMHBI 00YyYaIOUUMUCS ¢ OTPAaHMYEHHBIMH BO3MOYKHOCTSMHU 3/10POBbSI
MOXKET OBITh OPraHM30BaHO KaK COBMECTHO C APYTMMHU OOYYaOIIUMUCS, TaK U B OTIENbHBIX
rpynmnax. [Ipenmnonaratorcs crienuaibHbIe YCIOBHS IS MOJTydyeHus: 00pa3oBaHus 00y4aronuMu-
Csl C OTPaHUYEHHBIMU BO3MOYKHOCTSIMHU 3/I0POBBSL.

[Ipodeccopcko-nieqarornyecknii cocTaB 3HaAKOMUTCSI C TICUXO0JI0T0-(pHU3H0T0TrHUECKUMHU
O0COOCHHOCTSIMU O0YYarOIIMXCSl MHBAJIUJOB U JIML[ C OIPAaHUYCHHBIMH BO3MOXHOCTSMU 370pPO-
Bbsl, UHAWBUIyaJIbHBIMH IIpOTpaMMaMH peadWINTAalUd UHBAIKUIOB (mpu Hanuuuu). [Ipu HEoO-
XOJMMOCTH OCYILECTBIISIETCS] JOTMOJIHUTENbHAS MOJIepKKa MPEnoJaBaHusl ThIOTOPaMH, MCUXO-
JIOTaMU, COLMAIbHBIMU paOOTHUKAMHU, IIPOIIEIIINMH IMOATOTOBKY aCCHUCTEHTaMHU.

B cooTBeTcTBHM ¢ MeTOAMYECKMMHU peKoMeHaanusIMu MunoOpaayku PD (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce mIpearojaraercsi UCIoJib30BaTh COIMAIbHO-AaKTUBHBIC M pe-
(beKCHUBHBIE METOIbI 00YUYEHHUSI, TEXHOJIOTUN COIMOKYJIBTYPHON peabUIIUTAINK C IENbI0 OKa3a-
HUS TIOMOIIM B YCTAHOBIIEHUU MOJHOIEHHBIX MEXJIMYHOCTHBIX OTHOIIEHUN C APYTUMU CTYIEH-
TaMu, CO3JJaHIHN KOM(OPTHOTO MCUXOJIOTHYECKOTO KJIMMaTta B CTyJeHueckoi rpymme. [logbop u
pa3paboTka yueOHBIX MaTepUaTIOB MPOU3BOAATCA C YY€TOM MPENOCTABIICHUSI MaTepuasia B pa3-
TUYHBIX (opMax: ayAuaabHOM, BU3YyalbHOW, C HCIOJIb30BAHHMEM CHEIHATbHBIX TEXHHYECKHUX
CPEICTB M HHPOPMAIIMOHHBIX CUCTEM.

OcBoenne aucuumuiiHbl gunamu ¢ OB3 ocyiiecTBisieTcss ¢ MCHOJIb30BAHUEM CPENICTB
oOyueHusi 00Iero U CrenuaIbHOrO Ha3HaueHUs (MePCOHAIBHOTO U KOJUIEKTHBHOTO HCIIOJIB30-
BaHUA). MaTepuanbHO-TEXHUYECKOE OOecreueHre mpelycMaTpUBaeT MPUCIIOCOOIEHUE ayIuTO-
puit k Hyxnaam aun ¢ OB3.

dopma npoBeAeHUsI aTTECTALUU JJISl CTY/I€HTOB-UHBAIMIOB YCTAHABIMBAETCSA C YUETOM
WHIUBUAYAIbHBIX TIcUXo(pu3nueckux ocodenHocreit. J{ns crynentoB ¢ OB3 npeagycmarpuBaer-
cs jocTymHas hopMa MpeIoCTaBlIeHUs 3aJaHII OIICHOYHBIX CPEJICTB, & UMEHHO:

- B TICUATHOW WIIM DOJCKTPOHHOW Qopme (s AWl C HAPYIIEHUSMU OTOPHO-
JIBUTATEIHHOTO aliapara);

- B MeYaTHOW opMe WK NEKTPOHHOU (hopMe ¢ YBEIMUEHHBIM MIPHUPTOM U KOHTPACTHO-
CTBIO (7151 JIUII C HAPYIICHUSIMU CITyXa, PeUH, 3pEHUs);
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* METOJ/IOM YTEHUS aCCUCTEHTOM 3a/laHusl BCIYX (IUIsl JIUL C HAPYIIEHUSIMU 3PEHMUS).

CryzneHTaM ¢ MHBAJIMIHOCTHIO YBEJIIMYMBAETCS BpeMs Ha MOATOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BOTIPOCHL. JIJIsl TAKUX CTYICHTOB MpPEAyCMaTPUBAETCS IOCTYIHAS (popMa MpeIoCcTaB-
JIEHUS OTBETOB HA 3a/laHus, @ UMEHHO:

* MUCBbMEHHO Ha Oymare nin HabOpOM OTBETOB HAa KOMITbIOTEpE (ISl JIUI] C HAPYILICHUSI-
MU CIIyXa, peun);

* BBIOOpOM OTBETa M3 BO3MOKHBIX BAPUAHTOB C UCIIOJIB30BAHUEM YCIYT aCCUCTEHTA (VIS
JIMI] C HapyIIEHUSIMU ONIOPHO-/IBUraTENILHOTO ariapara);

* YCTHO (JU1s1 JIUL| C HApYLLIEHUSIMU 3pEHUS], OIOPHO-JBUTaTEILHOTO allnapara).

[Tpu HeoOXoMMOCTH TSl 0OYUJAIOIIMXCS ¢ MHBAJIMAHOCTBIO MPOIeIypa OLCHUBAHUS Pe-
3yJIbTATOB OOYYECHHUSI MOYKET MPOBOJIUTHCS B HECKOJIBKO JTAIOB.
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