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1 OO01mue nojaoKeHus

Pabouas nporpammMa 1 poH OLIEHOYHBIX CPEJCTB JUCUUIUIMHBI «CEeTH U TeIeKOMMYHU-
Kalliu» COCTABIICHBI B COOTBETCTBHHU C TPeOOBaHUAMU (eiepaIbHOro rocy1apcTBEHHOT0 00pa-
30BaTENIbHOTO CTaHIapTa, YTBEPKICHHOTO MpukazoM MunobpHayku Poccutickoit deneparuu
19.09.2017 Ne929, u ocHOBHOII podeccHoHaNBHOM 00pa30BaTeIbHON MPOTrPaMMBbI TIOATOTOBKU
«IIporpammHoe oOecrieueHre CpeACTB BBIYMCIUTEIbHON TEXHUKHU M aBTOMAaTU3UPOBAHHbIX CH-
crem» 1o HanpasieHuto moarotToBku «09.03.01 MudopmaTrka 1 BEIYUCIUTENbHAS TEXHUKAY.

3anaun [Tonyuenue npeacTaBieHus: O cucTeMax nepenadyu nHpopMaluy, 3a1adax Ko-
AHCIHILTHHBI TOpBIEC PELIAlOTCA B XOJ€ NPOCKTUPOBAHUS, CTPOUTENILCTBA, IKCIIyaTallul U
ONTUMM3AIMH MYJIbTUCEPBUCHBIX CETEH, CUCTEM Nepeaun nHGopMaluu
OcHoBHbIC 1. OcHoBHbI¢ OHATHS Teopuu ceTeit. Ctek mpotokonoB TCP/IP
pasnenbl/ Tembl | 2, KommyTranus u Mmapuipytusanusa. CeTu KOMMYTaIlMy aKETOB, KaHAJIOB
AUCLATITAHBL 3. Opranusanys U TEXHOJIOTHS IIOCTPOEHHUS CETEN CBS3H
4. DMyJSTOPBI U CUMYJISITOPBI CETEBOI0 000PYI0BAHNUS

2 IlepeyeHb NJAHUPYEMBIX pPe3yJbTATOB 00y4YeHHs 110 TUCHHUILJIMHE (MOIYJII0),
COOTHECEHHBIX ¢ HHAUKATOPAMH JOCTHKEHUS] KOMIIeTeH il

[Tpouecc n3yuenuss qucHUIUIMHBL «CeTH U TEIEKOMMYHMKAIIMI HAmpaBlieH Ha (HOopMuU-
poBanwme cienyronmx kommereHui B coorBerctBur ¢ @®I'OC BO u ocHOBHOI 00pa3oBaTeIbHOMN

MpOrpaMMoii:

KO,I[ 1 HAaMMCHOBAHUC
KOMIICTCHIIMU

NuaukaTopel JOCTUKEHUS

[Tnanupyemsle pe3ysbTaTsl 00y-
YEeHMsI 110 TUCLUILIMHE

O6mernpodeccruoHanbHbIE

OIIK-3 CnocobeH pe-
1aTh CTaHJApTHBIC
3amaud  mpodeccHo-
HaJabHOM  JIeATEIBbHO-
CTH Ha OCHOBE WH-
dbopMaIrmoHHON u
6ubnuorpaduyeckoit
KYJIBTYPBI C TIpUMEHE-
HUEM WHGOPMAIIUOH-
HO-
KOMMYHUKAITHOHHBIX
TEXHOJIOTHUI U C y4e-
TOM OCHOBHBIX Tpebo-
BaHUN MHQOPMAIHOH-
HOU 6e30macHOCTH

OIIK-3.1 3HaeT NMpUHLHUIIBI, METO-
6l W CpEICTBA pEUICHHUS CTaH-
JapTHBIX 3a/ad MpogeccHoHallb-
HOW JEesTeTbHOCTH Ha OCHOBE WH-
¢dopmanoHHOlt u OubaMorpadu-
9EeCKOH KyIBTYpHI C MMPHUMEHEHHEM
MH(POPMAIOHHO-

KOMMYHHUKAIIHOHHBIX ~ TEXHOJIOTHIA
U C YYEeTOM OCHOBHBIX TpeOOBaHMIA
MHPOPMAIIMOHHON  G€30MacHOCTH

3HaeT TEeKyllee COCTOSITHuE |
TCHACHIUNU Pa3BUTHA ceTed U
CUCTEM Mepeaauu nHpopMaIuu

OIIK-3.2 VYmeer pemarb CTaH-
JapTHBIE 3a7jauyd MpoecCHOHAIb-
HOW JIeSITeTbHOCTH Ha OCHOBE WH-
¢dopmanoHHoit u OubnHorpadu-
9YEeCKOH KYJIBTYpHl C MIPUMEHEHHEM
MH(POPMAIIMOHHO  KOMMYHUKAIU-
OHHBIX TEXHOJIOTHH M C Yy4ETOM
OCHOBHBIX TpeOoBaHUN HH(pOpMa-
LIUOHHOHN 0e30macHOCTH

YMeer mIaHMpOBATH, OpPraHU30-
BbIBaTb M KOHTPOJMPOBAaTh BBbI-
MOJIHEHUE MEPOIPHUATHI MO TeX-
HUYECKOM 3ammre HH(pOpMaIUu
B CeTSIX M CHUCTEeMax Iepeaayu
uHpOpMAIUU

OIIK-3.3 Bmangeer HaBBIKaMU pe-
IICHWs] CTaHMAPTHBIX 3a7ad Ipo-
(beccHoHATbHOW JEATENhHOCTH Ha

Brnaneer meromamMu mpoeKTHpPO-
BaHHUd W HaABbBIKaMHU 3KcnnyaTa-
UM CETeM M CHUCTEeM IMepeaadu

3




OoCHOBEe MH(pOPMALMOHHON M OWO- | MHPOPMALMU TIPU pPELICHUU 3a-
nuorpaduveckol  KymbTypbl € | Jad  IpoQecCHOHATBHON  aes-
NpUMEHEHHEM  HH(OPMAIMOHHO- | TEIHLHOCTH
KOMMYHUKAIIHOHHBIX TEXHOJIOTHIA
U C YYeTOM OCHOBHBIX TpeOOBaHMMA
nH(pOpPMaIMOHHOM 6€301MacHOCTH

3 MecTo TUCHMILIMHBI (MOAYJIs) B CTPYKTYpPe 00pa3oBaTeIbHOM MPOrpaMMbl

JlucuuiuiiHa BXOAUT B cocTaB Onoka 1 «/lucuuruinHabl (MOIIYIH)» W OTHOCUTCS K 00s-
3aTeJIbHOW YacCTH.

Mecto muctMILIMHBL (3Tan (GOPMHUPOBAHUS KOMIIETCHIIMH) OTPaXXEHO B cxeme (opMu-
pOBaHUSI KOMIIETECHIIMI, MPEACTABICHHOW B JOKyMeHTe QyeHOouHble Mamepudnvl, Pa3MelleH-
HOM Ha caiite yHuBepcuTera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 09.03.01
WNudopmarrka U BEIYHCIUTEIbHAS TEXHUKA /OYeHOouHble MAmMepuabl).

JuctmiumHa ««CeTH ¥ TEeJIeKOMMYHUKAIH»» YaCTHYHO pealin3yercs B (hopMe MpaKkTH-
YECKOW MOATrOTOBKH. [IpakThyeckas MOJroTOBKAa OPraHU3yeTCs IyTeM TPOBEACHHS / BBIITOJIHE-
HUS TaOOPaTOPHBIX padoT.

4  Copep:xxanue TMCHUNIHHBI (MOAYJIs1), CTPYKTYPHPOBAaHHOE 110 TeMaM
(pa3aenam) ¢ yka3aHueM OTBEJIE€HHOI0 HA HUX KOJMYEeCTBA aKaJeMUYeCKHX
4acoB M BUJ0B Y4eOHOH padoThl

4.1 CTpykTypa u cofepKaHue JUCUUIIMHBI 1JI51 04HO# (popMBbI 00yUeHust

I[I/ICI_II/IHJ'II/IHB. «Cetn n TCJIICKOMMYHUKAIIUWY U3YUACTCA HaA 3 Kypce, 5, 6 CEMCECTPC.

O6m1ast TpPyI0EMKOCTh TUCHIUTITUHBI COCTABIISIET 7 3.€., 252 9., B TOM YHC-
Jie KOHTaKTHas paboTa oOydarommxcsi ¢ mnpernojaBaTeneM _ 96 Y., IPOMEXKYTOUYHAsI aTTe-
cramsi B (opme 3adera ¢ OIEHKOH, OdKk3ameHa__ 35 4., CaMOCTOsTelIbHas pabora

oboyuatomuxcst 120 9., UKP 1 4.

Buzsl yue6HOI paboThl, BKIIOUAsi CAMOCTOSATENBHYIO pa-
00Ty 00y4arIUXCs U TPYAOEMKOCTb (B yacax

Konrakthas paborta

HaumenoBanue pa3aenos, TeM U CO- mpenoaaBaTess ¢ 00y4aromu-
eprKaHue MaTepHania MHUCS TIpom.
sep P ukp | P CPC
[Ipaktu- | JlaGopa- aTTecT.

Jlexkuuu | dYeckue | TOpPHBIE
3aHATUSL | PabOThI

Pa3znea 1 OcHOBHBIE IIOHSITHS TEO-
pun cereif. CTEK MPOTOKOJIOB
TCP/IP

OranonHas moaens OS], HazHade-
Hue ¥ 3a1a4uu yposHel OSI. Merto-
nosiorust padoter moaenu OSI. ITe- 8 16 30
penaya TaHHBIX OT OTIPABUTEINS K
MOJTYYaTeIT0, JIOTHIECKHE U (HH3H-
YeCKHUE CBS3H MEXY YPOBHSIMU OT-
npaBUTENs U monydarens. [lonsaTue
monenu creka TCP/IP, Mmonens cre-
ka TCP/IP, HazHaueHue U 3302491
yposueit TCP/IP. CooTBeTcTBHE



http://www.knastu.ru/

HanmenoBanmne pasaciioB, TEM U CO-

Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-

00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabota
IpernoaaBaress ¢ 00y4aromu-

eprKaHue Marepuaia MUCS IIpom.
Hep P ukp | P CPC
[paktu- | JlaGopa- aTTecT.
Jlekuuu | dYeckue | TOpPHBIC
3aHATHSA | PabOTHI

ypoBueit moaeneit OSI u TCP/IP.
Kpatkas xapakTepucTuka npoTOKO-
10B creka TCP/IP, ux oCHOBHbIE
3ajaun. 3aronoBku. [lonstue me-
JIMANIOTOKA, CETMEHTOB, MTAKETOB U
kaapoB.IP-agpecanus, macka nojace-
Tu. [[InpokoBemaTenbHbIN TOMEH.
Tuner [P-ampecoB, TUIIBI BEMAHUS
IP. YMeHnue BBINOIHATD KaIbKYJIs-
nuto [P-agpeca mo macke nojaceTu.
Ymenue paboTtaTh ¢ npeduKcamMmu
CeTU. YMEHHUE ONpeeisaTh Koarue-
ctBO [P-azipecoB B ceTu, nepBbiid,
MOCJIETHUN U IIMPOKOBEIIATENIbHBIN
IP-anpeca B cetu.VYcioBus obecne-
YEHUS y3JI0B CBSI3H — AJIEKTpUYE-
CTBO, 3a3€MJICHHE CETEBOTO 000pY-
JIOBaHUs, TEMIIepaTypa, oMellle-
HUE, BIAXHOCTb, MOXapHas 0e3-
omacHOCTh. O630p TpyMIbI CTaHAAP-
toB IEEE 802. [Toxyposuu L2.
Ethernet. CSMA/CD, nomen kosuu-
3un. [lonstue ckopoctu, duplex,
MTU, ¢pparmentanuu, Jumbo-
¢peiima. [TonaTue kKoMMyTaIuu, BU-
nel koMmMyTanuu. Ethernet-
3arojioBok. Mac-aapec, MII, aBto-
coryacoanue nopros, MDI/MDIX.
Mexanusm kommytanuu B Ethernet.
IToHsATHE M MEXaHU3M B3aUMOJCH-
ctBus IP, ARP u ICMP. [lonstue
mapipytuzaropa. O630p cemeiicTBa
MIPOTOKOJIOB TOPSTYETO PE3EPBUPO-
Banus — IRDP, HSRP, VRRP,
CARP. Mexanusm padotst UDP.
Mexanuzmsl pabotsl TCP — Tpex-
ATalHOE KBUTHPOBAHHE, CKOJIB35I-
1iee OKHO, YBEJAOMJIEHHE O 3aTOpeE,
nepeaayda JaHHBIX ¢ TOATBEPKICHU-
eM. Anpecanus ciyx6 L7 — mopr
OTHPABUTEINS U MOMydyaTens. ['pyr-
nbl noptoB. NAT, Buast NAT, PAT.
['moGanbHas U TOKalbHas apecanus
yctporctB.Hactpoiika 802.1Q




HaumeHnoBanue pasnienos, TeM U CO-
JIep’KaHuE MaTepuala

Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-

00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabota
IpernoaaBaress ¢ 00y4aromu-

MHUCA

IIpakTu-
Jlexmnu | deckue
3aHATUA

Jlabopa-
TOPHBIC
paboThI

HNKP

IIpom.
aTTecT.

CPC

VLAN

Anpecarnus IP Pacuet anpecoB u
ceTen

Paznen 2. KommyTanuus u mapupy-
tu3anus. CeTd KOMMYyTalMK HaKe-
TOB, KAHAJIOB

CtpyKTypa 1 MEXaHU3M PabOThI
nportokosioB L7 — DHCP, BGP,
DNS, HTTP, HTTPS, SMTP, POP3,
SNMP, FTP, TFTP. Kparkas xapak-
tepuctuka nporpamMm TELNET u
SSH. B3aumogeiicteue ¢ L3 mipo-
rpamm ping u traceroute. Bzaumo-
neiicreue ¢ L4 mporpaMmbl
netstat.00630p BO3MOXKHOCTE
Ethernet — PoE, LLDP, LACP. I1po-
TOKOJIbI CXOIUMOCTH JpeBa — STP,
RSTP, PV-STP, PV-RSTP, MSTP,
SBP. IIpoTOKOnBI  CXOJMMOCTH
koueiia — ERPS, GVRP, RRPP. Me-
cto Ethernet B ceteBoit Mmonenu
Cisco. CereBble ycTpoiicTBa — MOCT
(bridge), kommyTartop L2, kommyTa-
top L3. Anroputm paboThel MOCTa U
kommyTaropa. Kinaccuduxanms
KOMMYTaTOpOB C T.3. MOJIETIH CETU
CisSCO — KOMMYTaTOp JI0CTYIa, KOM-
MyTaTop arperaiuu, KOMMyTaTop
sqpa ceTh.3HaHue PU3NIECKUX TO-
MIOJIOTUH CeTH. XapaKTEepUCTHKA
cpel mepeadn JaHHbIX — MEIHO-
3JIEKTPUYECKUE, BOIOKOHHO-
ONTUYECKHE U OECTIPOBOIHBIE CO-
eauHeHus. MeTo el pru3rueckoro
KOAUpOBaHUs. MeTo1bl MOy IALIUN
curHana. Ycrpoiicrsa L1 (xab, koH-
LIETPATOP, PENUTED, TOBTOPUTEIID)
MapipyTtu3zanus, BUibl Mapuipy-
ToB. Tabnuiia MappyTH3aIUH.
MapupyT no ymomgaHuro. Anro-
put™ paboter L2/L3 na IIK u
Mapuipyrusarope. Ctatudeckas u

16
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HaumeHnoBanue pasnienos, TeM U CO-
JIep’KaHuE MaTepuala

Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-

00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabota
IpernoaaBaress ¢ 00y4aromu-

MHUCA

IIpakTu-
Jlexmnu | deckue
3aHATUA

Jlabopa-
TOPHBIC
paboThI

HNKP

IIpom.
aTTecT.

CPC

JUHAMHUYECKasi MapUIpyTU3alls.
Mertpuka mapuipytoB. Buasl [1/IM,
tononorunueckas bJ[. Mexanusm pa-
6otel 1 qu3aiid RIPv2, OSPF u IS-
IS.ITousarue cereBoit mogenu Cisco,
€e YPOBHH, Ha3HAYCHHE U 33a]]a4H
ypoBHe#. Otimuane ot mojaeneir OSI
u TCP/IP. O0mue cormameHus oo
ab0peBuaTypax M 3JIEMEHTaX CeTe-
BbIX CcXeM. JKU3HEHHBIN LIUKJII ITPO-
Baiifiepa. CeTu KOMMYTaIlMU KaHa-
noB? KommyTtauus, Mapuipyruza-
st

Paznen 3 Opranusanus 1 TEXHOJIO-
rusl IOCTPOEHUs CETEN CBA3U

00630p 1 MexaHu3M padboTel Wi-Fi.
00630p 1 MexaHU3M pabOTHI KJIACCH-
yeckoro Wi-Max. O630p penienunii
Wi-Max HeKOTOpBIX MTPOU3BOIUTE-
neit — WORP, MINT.Ctpykrypa u
MECTO TPaJUIMOHHBIX TEXHOJIOTHII.
WMy mbCHO-KOOBasT MOYJISIINS.
Mexanusm pabots! E1/T1, kananb-
HbIE HHTEPBaJIBI, Koaupoka HDB3.
Mynbstumiekcuposanue. TDM.
Cunxponuzauus. CTpykTypa u me-
xaHu3M pabotsl PDH u SDH. ATM.
CemeiictBo mporokosnoB XDSL. O6-
30D CETEBBIX YCTPOHCTB — MOJIEMBI,
DSLAM, CSU/DSU, MynbTHILIEK-
copslIIpuHnumne! paboTs! aHanoro-
Bou Teneornu. AL u LIATI, me-
TOJIbI TIPEJICTABICHUS TOJIOCOBBIX
KoJIe0aHUM C MOMOIIBIO AUCKPET-
HBIX JTaHHBIX. OCOOEHHOCTH Tepe-
Jla4uy rojioca B aHAJIOTOBO-
dpoBsIX cuctemax. O630p, Mexa-
HU3M pabOTHI ¥ BUJIBI CETEBBIX
YCTPOMCTB MPOTOKOJIOB SS7 1
ISDN.TpeboBanus kK KaueCTBY CETH.
MexaHu3Mbl 0OecrieueHus KauecTBa
obcmyxxuBanust — CoS u QoS. Ilpu-
opuTte3anus Tpapuka, B3BEIICHHA
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HaumeHnoBanue pasnienos, TeM U CO-
JIep’KaHuE MaTepuala

Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-

00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabota
IpernoaaBaress ¢ 00y4aromu-

MHUCA

Jlexmuu

IIpakTu-
YECKHE
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

HNKP

IIpom.
aTTecT.

CPC

cnpaseuBas ouepens. RTP. O630p
MPUHIIMIIOB Niepeadu Buaeorpadu-
ka. O630p poTtokona VoIP. O630p
MIPOTOKOJIOB MHUIMAIMH BbI30Ba SIP
u H.323. O0630p ceTeBbIX YCTPOICTB
— 103, Meauanuio3, GateKeeper,
SoftSwitch. Ctpykrypa n Mmexanusm
paboTel MOOMITBHBIX ceteit 1G, 2G,
3G, 4G. 0630p pazpadborok 5G. Op-
raHu3anus yciyr nepeaaydu roioca
Y JIAHHBIX B MOOUJIBHBIX CETSIX
cranaapta 2G/3G/4G. PoymuHr,
X3HAO0BEP. DIEMEHTH MOOMIIEHON
cetu — MSC, VLR/HLR, ERP, BSC,
BS. O630p IPV6, B3anmopaeiicTBHE C
Ethernet. O630p ctexa TCP/IPvo6.
BzaumoneiictBue ¢ IPv4, oTnmuus
ot IPv4. CtpykTypa u npuHIun pa-
6ot MPLS. Unctpymentst MPLS
— LDP, TE, FRR, B3auMmopeiicTBue ¢
ITAM (IS-1S, MP-BGP). CemeiicTBO
npotokosnioB DWDM. CemelicTBo
npotokosioB PON (GPON, NG-
GPON). Mapupytusanus RIP,
Mapuipytuzanus craTudeckas,
Mapmpyruzanus OSPF u BGP

Paznen 4 Omynaropsl u cCUMYIISITO-
pBI ceTeBOro 000pyIOBaHUS

HanexHoCTb, TOCTYITHOCTB, KOHBEP-
TE€HTHOCTh, MacIITaOUPyEeMOCTb,
yIpaBJIIeMOCTh U 0€30MacCHOCTh Ce-
TU. OMynsTopsl cereil. O630p Mexa-
HU3Ma paboThl M COLIMAIBHOTO 3HA-
yeHus cepBucoB: Torrent, Skype,
NOMCKOBUK Ha npumepe Google,
Wikipedia, counansusie cetu. [lep-
CIEKTHBBI Pa3BUTHUS Opensource U
nponpueTapHoro noaxomaa. O0Cyx-
JICHHUE JISTUTUMHOCTH U TEXHHYe-
CKOM CTOPOHBI METOJIOB cOOpa MOJTh-
30BaTeNbCKUX JaHHBIX. CUMYIISATO-
phI ceteil. [louck HeucnpaBHOCTEH B
ceTh. YCcTpaHeHUe HEUCIPaBHOCTEH

16
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Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-
00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)
KonTaktHas pabota
HaumenoBanue pa3zienoB, TeM 1 co- | MpernoiaBaress ¢ 00yJyarolu-
JIep>KaHue MaTepuana MHUCS VIKP [Tpom. CPC
[paktu- | JlaGopa- aTTecT.
Jlexunu | dYeckwe | TOpHBIE
3aHATHSA | PabOTHI
B CETH
3auem IIpu Hammumnu B yueOHoM miane. [1po-
BOJUTCS HA MOCJIIEAHEM 3aHATHN CEMHUHAPCKOI'0o - - - - - -
THUIIA
3auem ¢ OUYEHKOIL npoBoauTCs B IITOM
cemectpe. [IpoBouTCs Ha MOCIEAHEM 3aHATUI - - - - - -
CEMUHAPCKOI'o TUIIA
Ix3zamen MPOBOJUTCS B IIECTOM CEMECTPE - - - - 35
uToro
32 - 64 1 35 120
10 JUCHUILINHE

4.2 CTpykTypa M cofep:KaHHe TUCHUIIUHBI /151 3204HOH (popMBbI 00yUeHus

Hucnunnuna «CeTu u TeIEKOMMYHUKAIIMW» u3ydaercs Ha 3,4 kypcee, 5,6,7 cemectpe.

OO0mast TpyI0éMKOCTh TUCIUTUIMHEI COCTaBiseT [/ 3.e., 252 4., B TOM YHC-
JIe KOHTaKTHas paborta oOydaronmxcsi ¢ npenogasareiem _ 20 4., MPOMEXKYTOYHasl arTe-
craimsi B ¢dopMe 3adeTa C OIEHKOW 4 4., 3k3aMeHa _ 8 4., caMmocTosTenpHas pabora

oOyJaromuxcs 219

HaumenoBanue pa3aciioB, TEM U CO-

q., UKP 1 4.

Buzsl yue6HOI paboThl, BKIIIOUAsi CAMOCTOSATENBHYIO pa-
00Ty 00y4arIUXCs U TPYAOEMKOCTb (B yacax

Konrakthas pabota
Iperno/iaBaTess ¢ 00yJaromu-

Jiep’KaHue Matepuala MHCS VIKP [pom. CPC
[Ipaktu- | JlaGopa- aTTecT.
Jlekunu | 4yeckue | TOpPHBIE

3aHATUSL | pabOThI

Pa3nesn 1 OcHOBHBIE TOHSTHS TEO-

puu ceteid. CTek MPOTOKOJIOB

TCP/IP

OranoHHas moaenb OS], Ha3zHade-

Hue 1 3aj1a4u ypoBHed OSI. Meto-

nonorust padotsl mozenu OSI. Ile-

penayva JaHHBIX OT OTHPABUTEIS K

MOJTIy4aTeto, Joruyeckue u pusu- 2 3 55

YECKHUE CBSI3U MEXTY YPOBHSIMH OT-
npaBuTens u nonydarens. [lonstue
mozesm creka TCP/IP, monens cre-
ka TCP/IP, nasHaueHue u 3a1a4uu
ypoBaeit TCP/IP. CooTBercTBHE
ypoBueit moaeneit OSI u TCP/IP.
KpaTkast xapakTepruCcTHKa ITPOTOKO-
108 creka TCP/IP, ux ocHOBHBIE




HaumeHnoBanue pasnienos, TeM U CO-
JIep’KaHuE MaTepuala

Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-

00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabota
IpernoaaBaress ¢ 00y4aromu-

MHCSI
[paktu- | JlaGopa-
Jlexkuyu | yeckue | TOpHBIC
3aHATHSA | PabOTHI

HNKP

IIpom.
aTTecT.

CPC

3aznauu. 3arosnoBku. [lonstue me-
JINAII0TOKA, CETMEHTOB, ITAKETOB U
kaapos.IP-anpecanus, macka nozace-
Tu. [lIupokoBemarenbHbIi JOMEH.
Tunsl [P-agpecoB, TUIbI BEMIAHUS
IP. YMeHue BBINOIHATD KAJIBKYJIS-
uuto [P-agpeca no macke noaceTu.
YMenue pabotath ¢ npedurcaMmu
CeTU. YMEHUE ONpeesaTh KOIde-
ctBO [P-azipecoB B ceTu, nepBbIN,
MOCJIEAHUI U IIUPOKOBEUIATEIbHBIN
IP-anpeca B cetn.Y cioBus odecre-
YEHUS Y3JI0B CBSI3U — dJIEKTpUYe-
CTBO, 3a3€MJIEHHE CETEBOr0 000pY-
JIOBaHMsI, TEMIIEpATypa, oMelIe-
HUE, BIIAXXHOCTh, MOXKapHas 6e3-
onacHocTh. O030p rpymIbl CTaHap-
toB IEEE 802. [TonypoBHu L2.
Ethernet. CSMA/CD, nomeH kouu-
3uu. [TonsTie ckopoctu, duplex,
MTU, ¢parmenranuu, Jumbo-
¢peiima. [TonsiTHE KOMMYTalIUU, BU-
1l koMMyTtanuu. Ethernet-
3aronoBok. Mac-aapec, MII, asto-
coriacoBanue nopros, MDI/MDIX.
Mexanusm kommyranuu B Ethernet.
[TonsiTvie 1 MEXaHU3M B3aUMOJIEH -
ctBug IP, ARP u ICMP. Ilonsarue
MapupyTtuzaropa. O630p cemeiicTra
IIPOTOKOJIOB TOPSTUETO PE3EPBUPO-
Banus — IRDP, HSRP, VRRP,
CARP. Mexanusm padotst UDP.
Mexanusmsl pabotsl TCP — tpex-
JTalHOE KBUTHPOBAHUE, CKOJIb35I-
11ee OKHO, YBEIOMJIEHHE O 3aTOpe,
nepegava JaHHbIX C TOATBEPKICHU-
eM. Anpecanust ciayx6 L7 — nopt
OTHpPABUTEINS U nodyyaTens. ['pyr-
nbl optoB. NAT, Buast NAT, PAT.
['moGanpHas U TOKalbHAas apecanus
ycrpoiictB.Hactpoiika 802.1Q
VLAN

Anpecarnus IP Pacuer agpecos u
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HaumeHnoBanue pasnienos, TeM U CO-
JIep’KaHuE MaTepuala

Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-

00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabota
IpernoaaBaress ¢ 00y4aromu-
MUCS

[paktu- | JlaGopa-
Jlekuuu | dYeckue | TOpHBIC
3aHATHSA | PabOTHI

HNKP

IIpom.
aTTecT.

CPC

ceren

Paznen 2. KommyTtanus u mapuipy-
tuzanus. CeTd KOMMYTallUU TaKe-
TOB, KaHAJIOB

CtpyKTypa 1 MeXaHu3M pabOThI
nporokojioB L7 — DHCP, BGP,
DNS, HTTP, HTTPS, SMTP, POP3,
SNMP, FTP, TFTP. Kpartkas xapak-
tepuctuka nporpaMmm TELNET u
SSH. Bzaumopericteue ¢ L3 npo-
rpamm ping u traceroute. B3aumo-
neictBue ¢ L4 mporpamMmbl
netstat.0630p BO3MOKHOCTEN
Ethernet — PoE, LLDP, LACP. IIpo-
TOKOJIBI CXOIUMOCTH JpeBa — STP,
RSTP, PV-STP, PV-RSTP, MSTP,
SBP. IIpoTOKOIBI  CXOJIMMOCTH
konbla — ERPS, GVRP, RRPP. Me-
cto Ethernet B cereBoit Mmosienu
Cisco. CereBble ycTpoiicTBa — MOCT
(bridge), kommyTarop L2, kommyTa-
top L3. Anroput™m paboTsl MocTa U
koMmmyTaTopa. Knaccudukanms
KOMMYTaTOpOB C T.3. MOJIETIN CETU
CisSCO — KOMMYTaTOp JI0CTYIa, KOM-
MYTaTop arperaiuu, KOMMyTaTop
aapa ceTh.3HaHue PU3NYECKUX TO-
IIOJIOTUH ceTH. XapaKTEepPUCTHKA
cpel mepefadn JaHHbIX — MEIHO-
3JIEKTPUYECKUE, BOIOKOHHO-
ONTUYECKHE U OECTIPOBOIHBIE CO-
eauHeHus. MeTo el pru3nueckoro
KOAUpOBaHUS. MeTo1bl MOy IALIUN
curHana. Ycrpoiicrsa L1 (xab, koH-
LETPaTop, PEeNUuTep, MOBTOPUTEID)
MapmpyTtuzanus, BUAbl Mapuipy-
ToB. Tabnuiia MapIpyTH3aIum.
MapuipyT no ymosnuanuio. AJro-
put™ pabotel L2/L3 na IIK u
Mapupytusarope. Ctatuueckas u
JUHAMHUYECKasi MaplIpyTH3aLus.
Mertpuka mapuipytoB. Buasl [1/IM,
ronosiornueckas bJI. Mexanusm pa-

55
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HaumeHnoBanue pasnienos, TeM U CO-
JIep’KaHuE MaTepuala

Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-

00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabota
IpernoaaBaress ¢ 00y4aromu-

MHUCA

IIpakTu-
Jlexmnu | deckue
3aHATUA

Jlabopa-
TOPHBIC
paboThI

HNKP

IIpom.
aTTecT.

CPC

6otel u qu3aiia RIPv2, OSPF u IS-
IS.TTonsatue cereBoit Mmoaenu Cisco,
€¢ YPOBHH, HA3HAYCHHE U 33]]a4H
ypoBHel. Otirane ot moaenei OSI
u TCP/IP. O0mue cornamienus oo
ab0peBuaTypax u 3JIeMEHTax ceTe-
BbIX CcXeM. JKU3HEHHBIN LIUKJII ITPO-
Baiifiepa. CeTu KOMMYTaIlMU KaHa-
noB? KommyTrauus, Mapuipyruza-
TSI

Paznen 3 Opranusanust ¥ TEXHOJIO-
I'Hsl IOCTPOCHHS CETEH CBS3U

0030p 1 MexaHu3M padboTel Wi-Fi.
00630p 1 MexaHu3M pabOTHI KJIaCCH-
yeckoro Wi-Max. O030p perieHuit
Wi-Max HEeKOTOpBIX POU3BOAUTE-
neit — WORP, MINT.Crpykrypa u
MECTO TPAAULUOHHBIX TEXHOJIOTHH.
My nbCHO-KOA0BasT MOIYJISLIUS.
Mexanusm pabotsl E1/T1, kanans-
Hble MHTEpBaJIbI, Kogupoka HDB3.
MynsTunnexcupoanue. TDM.
Cunxponuzanus. CTpykTypa u me-
xaHu3M padbotel PDH u SDH. ATM.
CemeiictBo nporokosnos XDSL. O6-
30p CETEBBIX YCTPONCTB — MOJIEMBI,
DSLAM, CSU/DSU, MynbTUILIEK-
copsblIIpuHIIUTIBEI paOOTHI aHAIOTO-
Boii Tenepornn. AL u ITAII, me-
TOJIbI MPECTABIIEHUS TOJIOCOBBIX
KOJIEOAHUH C MOMOILBIO JUCKPET-
HBIX JaHHbIX. OCOOEHHOCTH TIepe-
Jlauy rojioca B aHaJIOr0BO-
nupoBbIx cuctemax. O630p, Mexa-
HU3M pabOThI ¥ BUJIbI CETEBBIX
YCTPOMCTB MPOTOKOJIOB SS7 u
ISDN.TpeboBaHus K KaUeCTBY CETH.
MexaHu3mbl o0ecrieueHus: KauyecTBa
obciyxuBanust — CoS u QoS. Ipu-
opuresanus Tpaduka, B3BEIICHHAS
cnpaseanuBas ouepenb. RTP. O630p
IPUHIUIIOB [Iepeadu BuaeoTpadu-
ka. O630p npotokona VolIP. O630p

55
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HaumeHnoBanue pasnienos, TeM U CO-
JIep’KaHuE MaTepuala

Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-

00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabota
IpernoaaBaress ¢ 00y4aromu-

MHUCA

Jlexmuu

IIpakTu-
YECKHE
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

HNKP

IIpom.
aTTecT.

CPC

IPOTOKOJIOB MHULIMAIMH BbI30Ba SIP
n H.323. O0630p ceTeBbIX YCTPOUCTB
— 11103, Meauanuio3, GateKeeper,
SoftSwitch. CtpykTypa u MexaHu3m
paboTel MOOUITBHBIX ceTeit 1G, 2G,
3G, 4G. 0O630p pazpadorok 5G. Op-
raHu3anus yciyr nepeaaydu rouoca
Y IaHHBIX B MOOUJIbHBIX CETAX
crangapra 2G/3G/4G. Poymusr,
X3HAO0BEP. DJIEMEHTH MOOMIIBHON
cetu — MSC, VLR/HLR, ERP, BSC,
BS. O630p IPV6, B3aumopeiicTBIE C
Ethernet. O630p ctexa TCP/IPvo6.
BzanmopeiictBue ¢ IPv4, otionuus
ot IPv4. CtpykTypa u npuHLHUII pa-
6otsl MPLS. Muctpymentst MPLS
— LDP, TE, FRR, B3aumopaencTBue ¢
ITJIM (1S-1S, MP-BGP). CemetictBo
npotokosioB DWDM. CemeiictBo
npotokosioB PON (GPON, NG-
GPON). Mapmpyruzanus RIP,
MapipyTu3zaius cTaTuueckas,
Mapmpyruzanus OSPF u BGP

Pasnen 4 OMynaTopsl U CUMYISITO-
PBI CETEBOT0 000PYIOBAHUS

HanexxHOCTb, 1OCTYITHOCTB, KOHBEP-
T€HTHOCTb, MaCIITa0PyEMOCTb,
YIPaBIsieMOCTb U OE30MACHOCTD Ce-
TU. OMynsTopsl ceteit. O630p Mexa-
HU3Ma pabOThI U COITUAITBHOTO 3HA-
yeHus cepBucos: Torrent, Skype,
MOMCKOBHK Ha mpumepe Google,
Wikipedia, counansusie cetu. Ilep-
CIEKTUBBI Pa3BUTHSI OpPENsSOUrce u
nponpueTapHoro noaxosa. O6cyx-
JI€HUE JIETUTUMHOCTH U TeXHUYe-
CKOM CTOpPOHBI METOJI0B cOOpa MOJIb-
30BaTeNbCKUX JaHHBIX. CUMYISATO-
pelI cereld. [lonck HencIpaBHOCTEN B
ceTH. Y cTpaHeHHe HeHCIIpaBHOCTEN
B CETH

54

3auem ITpu nanuuun B yueOHoM minane. [Ipo-
BOJHMTCS Ha MOCTIEIHEM 3aHATHU CEMUHAPCKOTO
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Bunpl yaeOHOM paboThI, BKIIIOYAs CAMOCTOSTEIBHYIO pa-
00Ty 00YyJarOIIUXCS ¥ TPYJOEMKOCTH (B Hacax)
KonTaktHas pabota
HaumenoBanue pa3zienoB, TeM 1 co- | MpernoiaBaress ¢ 00yJyarolu-
JIep>KaHue MaTepuana MHUCS VIKP [Tpom. CPC
[paktu- | JlaGopa- aTTecT.
Jlexunu | dYeckwe | TOpHBIE
3aHATHSA | PabOTHI
THIIA
3auem ¢ OUYEHKOIL npoBoauTCs B IITOM
cemectpe. [IpoBouTCs Ha MOCIEAHEM 3aHATUI - - - - 4 -
CEMUHApPCKOro Tuma
Ix3amen IPOBOJUTCS B IIIECTOM CEMECTPE - - - - 8
uToro
10 JUCHUILINHE 8 i 12 1 12 219

5 OueHo4YHbIe CPeACTBA 1JIsl IPOBeAeHHUS TEeKYylero KOHTPOJIs 1
NPOMEKYTOYHOM ATTeCTAUM 00yYAIOIIUXCS 10 JMCHUILIMHE (MOAYJII0)

@DOHIBI ONEHOYHBIX CPEICTB JUIS TPOBEACHHUS TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH H
MPOMEKYTOUYHOW aTTECTallMu OOCYKIAIOTCS M YTBEPXKAAIOTCSA Ha 3aceqanuu kadenpbl. [loi-
HBI KOMIUICKT KOHTPOJBHBIX 3aJaHUN WJIM UHBIX MAaTEPHAIOB, HEOOXOIUMBIX IS OLICHUBAHUS
pe3ynbTaToB 00y4eHUs MO AMCHUILIMHE (MOIYII0) XpaHUTCA Ha Kadenpe-pazpaboTuuke B Oy-
MaXHOM WJIM 3JICKTPOHHOM BHJE, Takke (DOHIBI OIEHOYHBIX CPEJICTB JIOCTYITHBI CTYJICHTaM B
JMYHOM KaOMHETe — pasjiesl y4eOHO-METOAHMUECKOe 00eCTICUCHHE.

6 VYuyeOHO-MeTOaMYECKOE U MHPOPMALIMOHHOE 00ecTieYeHre THCIIUTNTHHBI
(monxyJist)

6.1 OcHoBHasi M 10ONOJTHUTEIbHASI JTUTEPATYypa
[lepeueHp pekoMeHAyeMOH OCHOBHOH M JTOTOJHUTENBHON JIUTEPaTyphl MPEICTaBICH Ha

caiite yHuBepcuTeta WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 09.03.01 Uudopma-
THKA U BBIYMCIIUTENbHAS TeXHUKA / Pabouuii yueonwiil nian / Peecmp numepamypeoi.

6.2 MCTOJ]I/[‘ICCKI/IC YKazaHud 1Jist CTYA€HTOB 110 OCBOCHHUIO TMCHUIIJIHHBI

Jononnumenvno 83aumooeticmaue ¢ npenooasamenem Modxcem Ovlmb OPeaAHU308AHO Ye-
pe3 nopman oucmanyuonroz2o ooyuenus ®I'6OY BO KnAI'Y na kypce «TenekommyHukayuou-
Hole cucmemvl. Yacmo 2 loT»

6.3 CoBpemeHHbIe MpodeccHOHATBLHBIE 0a3bl JAHHBIX M HHPOPMAIIMOHHBIE
CIIPaBOYHbIE CHCTEMBI, HCI0JIb3yeMble PH OCYIIeCTBJIEHUHN 00Pa30BaTEIbLHOTO

npouecca mo JIMCuUMIInHe

Kaxnomy obyuaromumycst odecriedeH 10CcTym (yIaaeHHBIN JOCTYI), B TOM YHCIIE B CIIy-
Jac¢ NPpUMCHCHUS SJICKTPOHHOI'O OGY‘ICHI/IH, JUCTAaHIINMOHHBIX 06pa30BaTCJILHBIX TeXHOHOFI/Iﬁ, K
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COBpEMEHHBIM MPO(EeCCHOHANBLHBIM 0a3aM NaHHBIX M MH()OPMAIMOHHBIM CIPABOYHBIM CHCTE-
MaM, C KOTOPbIMH Y YHUBEPCUTETA 3aKJIFOUEH JJOTOBOP.

[lepeuens pexkoMeHAyeMbIX MNpodecCHOHAIbHBIX 0a3 JAHHBIX M HUH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM IPECTABICH Ha caliTe yHuBepcuTeTa WWw.Knastu.ru / Haw ynusepcumem
| O6pasosanue [ 09.03.01 Mudopmarrka U BIYHCIHTENbHAS TeXHUKA | Pabouuil yuebnwlil nian |
Peecmp OBC.

AxtyanbHas nH(OpMaLUA [0 3aKIOYSHHBIM Ha TeKYIIUHA yueOHBIN ToJ] 10TOBOpaM IpHu-
BezieHa Ha ctpanulie Hayuno-texuudeckoit 6ndmnorexu (HTB) Ha caiite yauBepcurera

https://knastu.ru/page/3244

6.4 IlepeyeHb pecypcoB HHPOPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH
«HTEepHET», HEOOXOTUMBIX /IJISI OCBOEHUSI IUCUMUILIMHBI (MOILYJIsT)

Ha crtpanune HTHb MOXHO BOCIIONIB30BaTbC MHTEPHET-PECYPCAMU OTKPBITOTO JTOCTYIIA
10 yKpymHeHHOH rpynne HampasieHuil u cnenuansHoctei (YI'HC) 09.03.01 Mudopmartuka u
BBIUHCIIUTENbHAS TEXHUKA:

Hayunas snektponnas 6ubianorexa Elibrary http://elibrary.ru.

C nenpio NOBBIIIEHNUS KauecTBAa BeACHUsI 00pa30BaTENbHON AESITEIbHOCTH B YHUBEPCUTETE
CO3/1aHa 3JEKTpPOHHAas MH(OpMaIMOHHO-00pa3oBaTenbHas cpefa. OHa moJapa3yMeBaeT OpraHu-
3alMI0 B3aUMOJICHCTBUS MEXAY OOYyJYarOLUIMMUCS U IPENOoAAaBaTEIsIMU YEPE3 CUCTEMY JIMUHBIX
KaOWHETOB CTYIEHTOB, PACIOJIOKEHHBIX Ha O(UIIMaIbHOM caiiTe YHUBEpPCUTETa B MH(popmaiu-
OHHO-TEJIEKOMMYHUKAIMOHHOW cetn «MHTepHeT» 1o aapecy https://student.knastu.ru. Co3nan-
Hasi ”HPOPMAIIMOHHO-00pa3oBaTeIbHAsI CPe/la MO3BOJSET OCYIIECTBIATh B3aUMOACHCTBUE MEX-
Ny Y4YacTHHKamMH oOpa30BaTeIbHOr0 Ipolecca MOCPEACTBOM OpraHU3alUu AUCTAHLUOHHOIO
KOHCYJIBTUPOBAHUS IO BOIIPOCAM BBINOJIHEHUS MPAKTUYECKHUX 3aJaHHH.

Hasganue caiita \ DIIeKTPOHHBIN aapec

CailiThl 2EKTPOHHBIX (POHIOB HOPMATUBHO-TEXHUUECKOIN TOKYMEHTALUU TI0 CTPOUTENILCTBY

baza JAAHHBIX HOPMATHUBHBIX TOKYMCHTOB JJI

http://www.norm-load.ru
CTPOUTENbCTBA OecIiaTHasl).

BecruiaTHast ”HGOPMAITHOHHO-CIIPABOYHAS CH-
CTeMa OHJIAWH JIOCTYyTA K MOJHOMY COOPaHUI0 http://gostrf.com
TEXHUYECKUX HOPMATUBHO NPABOBbIX akTOB PD.

TexHoskcnepT. DNEeKTPOHHBIN (HOHA TPaBOBOM U

. http://docs.cntd.ru
HOPMATUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.

7 OpraHn3aun0nn0-nenarornqec1cne yciaoBus

Opranmsaiys 00pa3oBaTeIbHOTO MPOIEcCca PETJIAMEHTUPYETCS] YIEOHBIM TIJIAHOM M pac-
MU-CaHWEeM Y4eOHBIX 3aHATHH. S3bIk 00yueHUs (TpernoaaBaHus) — pycckuid. [[mst Bcex BUAOB
ayIN-TOPHBIX 3aHATUNA aKaJEMUYECKUI Yac YCTaHABIUBAETCS MPOJAOIKUTEIBHOCTHIO 45 MUHYT.

IIpu dbopmupoBaHum CBOEH WHAMBUAYATIbHON 00pa3oBaTENbHON TPAaeKTOPUHU 00ydaro-
IIUICS MMEET MPaBO Ha Mepe3avyeT COOTBETCTBYIOMIMX JUCIHMIUINH U MTPOPECCHOHATBHBIX MOY-
Jieil, OCBOEHHBIX B MpOIlecce MPEAIIEeCTBYIONIEro 00yueHus, KOTOPhI 0CBOOOXKAAeT 00yJaroIe-
rocst OT HEOOXOAMMOCTH UX TTOBTOPHOT'O OCBOCHHUSI.

7.1 Oobpa3oBaTe/ibHbIE TEXHOJIOTHH

VY4eOHbIil npoliecc NpHU NpenojaBaHui Kypca OCHOBBIBAETCS Ha MCIIOJIB30BAaHUM TPAIH-
LIMOHHBIX, THHOBALIMOHHBIX U MH(POPMAIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTUH. TpaauinoH-
Hble 00pa30BaTeNbHbIE TEXHOJIOTMH MPEICTABICHbI JEKIUSAMH U CEMUHAPCKUMU (TIPaKTHYECKH -
MH) 3aHATUSAMU. VIHHOBaIMOHHBIE 00pa30BaTeIbHbIE TEXHOJIOTUN UCIOJIb3YIOTCSA B BHJIE ILIUPO-
KOTO PUMEHEHUS aKTUBHBIX U HHTEPAKTUBHBIX (hopM mpoBeneHus 3auaTuil. MupopmaronHbie
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o0pa3oBaTeNbHbIE TEXHOJOTUU PEAU3YIOTCA IMyTEM aKTHBU3ALUU CaMOCTOSITEIBHON pabOThI
CTY/IEHTOB B MH(OPMALIMOHHOI 00pa30BaTeNbHOM cpefe.

7.2 3aHATHSA JEKIMOHHOI0 THIIA

JISKITMOHHBIN KypC MPEIoiaraeT CUCTEMAaTH3UPOBAHHOE M3JI0KEHHE OCHOBHBIX BOIIPO-
COB y4eOHOTr0 IJIaHa.

Ha niepBoii nekuuu JIeKTOp 00513aH MPEAYNPEIUTh CTYIEHTOB, IPUMEHUTEILHO K KAaKOMY
0a30BOMY Y4eOHMKY (YUeOHMKAM, y4eOHBIM TTOCOOUSIM) OyIeT TPOYUTaH KypC.

JIeKITMOHHBIN KypC JIOJDKEH J1aBaTh HaWOONBIINK 00beM MH(OpMANUU U O00eCTIeunBaTh
6osee riyOoOKOe MOHMMaHUE Y4eOHBIX BOIPOCOB NP 3HAUMTEIHHO MEHbIIEH 3aTpaTe BpEeMEHH,
9yeM 3TO TpeOyeTcsi OONBIIMHCTBY CTYJCHTOB Ha CAMOCTOSTENIbHOE U3yUeHHE MaTepHraa.

7.3 3aHATHS CEMUHAPCKOI0 TUIIA

CemuHapCcKue 3aHATHUS PECTABIAIOT COO0H IETaIN3aLHUIO JIEKIHOHHOTO TEOPETUIECKO-
ro MaTepHaia, IPOBOIATCS B IIEJSIX 3aKPEIUICHHS Kypca M OXBAThIBAIOT BCE OCHOBHBIE Pa3/ieibl.

OcHoBHOU (hopMOH TIPOBENICHHSI CEMHUHAPOB SIBISIETCS 00CYX/IeHHe Hauboee mpooieM-
HBIX U CJIOKHBIX BOIIPOCOB IO OT/IEIBHBIM TEMaM, a TaKKe pa3dop NMPUMEPOB U CUTYyalUd B
ayJIMTOPHBIX YCIOBUAX. B 00s3aHHOCTH TpemnojaBaresisi BXOAAT: OKa3aHUE METOJUYECKOMN IMOo-
MOIIX ¥ KOHCYJIbTHPOBAHHE CTYJJCHTOB IO COOTBETCTBYIOLIMM TeMaM Kypca.

AKTHBHOCTbH Ha CCMUHAPCKUX 3aHATUAX OLNCHHUBACTCA 110 CIICAYIOIIUM KPUTCPHUAM:

* OTBETHI Ha BOTIPOCHI, ITpeJJIaraeMble IPEroIaBaTesieM;

* y4acTHe B IUCKYCCHIX;

* BBINIOJTHEHHE TIPOCKTHBIX M MHBIX 3aJaHUI;

* ACCHCTHPOBAHHE MPETOAABATEINIO B TIPOBEICHUH 3aHATHH.

OTBeT 10JKeH OBITh APTyMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJJHOCIOXKHBIM, COAEPKATh
CCBIJIKM HAa UCTOYHHUKU.

Jloknaznel ¥ ONIMOHUPOBAHUE JIOKJIAJOB MPOBEPSIOT CTENEHb BIaJICHUS TEOPETUUYECKUM
MaTepHaJIOM, a TAKXKe KOPPEKTHOCTh M CTPOTOCTh PACCYKICHUH.

OneHrBaHuE 3aJ]aHUM, BBIMOJIHEHHBIX HAa CEMHHAPCKOM 3aHATUH, BXOAWUT B HAKOIJIECH-
HYIO OIICHKY.

7.4 CamocrosiTeJibHAsi padoTa 00y4yalouUXcs M0 AMCUUILIHHE (MOYT10)

CamocrosrenbHas paboTa CTyIEHTOB — 3TO IPOLIECC AKTUBHOIO, LIE€JIEHAIPABICHHOTO
NPUOOPETEHUS CTYIEHTOM HOBBIX 3HAaHUI, yMEHUH 0€3 HEMOCPEeICTBEHHOIO yJacTus Ipenoja-
BaTeNsl, XapaKTepU3YIOIIUNCA NPEIMETHON HAINpPaBICHHOCTbIO, 3((EKTUBHBIM KOHTPOJEM U
OLIEHKOH pe3y/bTaToB JAeSTEIbHOCTH 00yUaroIerocs.

[{enu camocTosTeNbHOM paboThI:

* CUCTEMATHU3alus U 3aKPCIIJICHUC TTOJTYUCHHBIX TCOPETUICCKUX 3HAaHUH 1 MMPAKTUICCKUX
YMEHHH CTYyJIEHTOB;

- yriyOyieHre U pacliipeHre TEOPEeTHUEeCKUX 3HAHU;

- (hopMUpOBaHME YMEHHI HCIOIB30BaTh HOPMATUBHYIO U CIIPABOYHYIO JOKYMEHTAIHIO,
CIEUAIbHYIO JINTEPATYPY;

* pa3BUTHE MO3HABATENILHBIX CIIOCOOHOCTEN, AKTUBHOCTHU CTY/I€HTOB, OTBETCTBEHHOCTHU U
OpPraHU30BaHHOCTH;

+ (hOpMHUPOBAHNE CAMOCTOSTEILHOCTH MBIIIICHHUS, TBOPYECKON MHULIMATHUBBI, CIOCOOHO-
CTel K CaMOpPa3BUTHIO, CAMOCOBEPIICHCTBOBAHUIO U CaMOpEaIU3aluH;

* pa3BUTHUE UCCIIEN0BATENIBCKUX YMEHUN U aKaIEMUYECKUX HABBIKOB.

CamocrosTenbHas paboTa MOXKET OCYIIECTBIATHCS HHAUBHIyalbHO WU IPYIIIAMU CTY-
JIEHTOB B 3aBUCHMOCTH OT LI€JIH, 00BbEMa, YPOBHS CIOKHOCTH, KOHKPETHONH TEMaTHKH.
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TexHOJOTrHs OpraHU3aIK CAMOCTOSTEILHON paboThI CTYJCHTOB BKIIIOYAET HCIIOJIb30BA-
HUE UH(OPMAIIMOHHBIX U MaTEPUATbHO-TEXHUYECKHX PECYpPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaToB BHEAYAMTOPHOM CaMOCTOSATENBHOW pabOThl CTYAEHTOB MOXKET
MIPOXO/AUTH B MUCbMEHHOM, YCTHOW MIJIM CMEIIaHHOH (Gopme.

CryneHTbl JOJDKHBI MOAXOAUTh K CaMOCTOATENbHON paboTe Kak K HauBaKHEHIIEMY
CPEACTBY 3aKpEIJICHUS U PA3BUTUS TEOPETUYECKUX 3HAHMIA, BHIPAOOTKE €JMHCTBA B3IJIAJIOB HA
OTJeJIbHbIE BOIIPOCHI Kypca, IPUOOPETEHHsI ONPEICIIEHHBIX HABBIKOB U UCIIOJIb30BaHUs IIpodec-
CUOHAJIBHOU JIUTEPATYPBHI.

7.5 MeToauuyecKue PEeKOMEHIAMNHA NI Oﬁy‘lalOIIII/IXCH M0 OCBOCHHUIO JTUCHUITIIMHBI

[lpy w3yyeHHH AMCUUIUIMHBI OOYYArOMIMMCS IIEeJIeCOO00pa3HO BBINOIHATH CIETYIOIINE
PEKOMEHALINN:

1. 3y4enue yueOHON TUCIMITIIMHBI JOIHKHO BECTHCH CHCTEMAaTHYECKH.

2. ITocne u3ydeHus: Kakoro-au0o paszena no yyeOHUKY MIIM KOHCIIEKTHBIM MaTepuanaM
PEKOMEHIyEeTCs 110 IaMATH BOCIIPOU3BECTU OCHOBHBIE TEPMHUHBI, ONIPEACIICHHUS], IIOHATUS PA3Le-
Ja.

3. Ocoboe BHUMaHHE CIIEAYET YACTUTH BHIOJHEHUIO OTYETOB MO MPAKTHYECKUM 3aHSTH-
SIM ¥ MHIMBHU1yaJIbHBIM KOMIUIEKCHBIM 3aJIJaHUSIM Ha CAaMOCTOSITEIbHYIO paboTy.

4. Best TeMaTuka BOIIPOCOB, U3yYaeMBbIX CaMOCTOSITENIbHO, 33/1a€TCsl Ha JIEKIUIX MPEero-
nasareneM. MM ke aroTcsi HCTOYHMKH (B MEPBYIO O4epe/lb BHOBb M3aHHBIE B IIEPUOINYECKON
Hay4yHOU JuTepatype) Juis 0oJiee AeTaabHOrO IOHUMaHUs BOIIPOCOB, O3BYYEHHBIX Ha JIEKLUU.

[Tpu camocTosTenbHOM MPOpaboTKe Kypca 00ydarolrecs JOJIKHBIL:

* IPOCMATPHUBATh OCHOBHBIE OIIPEICIICHUS U (PaKTHhI,

* IOBTOPUTh 3aKOHCIIEKTUPOBAaHHBI Ha JIEKLIMOHHOM 3aHATUU MaTepual U JONOJHUTh
€ro ¢ y4eTOM PEKOMEHAOBAaHHOM 110 JaHHOM TeMeE JINTEepaTyphl;

* A3YyYUTb PEKOMEHOBAaHHYIO JIMTEPATYPY, COCTABIIATH TE3UCHI, AHHOTALIMHA U KOHCIIEKTBI
HanOosee BaXKHBIX MOMCHTOB;

* CaMOCTOSITEJIBHO BBINIOJIHATH 3aaHUs, aHAJIOTMYHbIE TIPEIIaracMbIM Ha 3aHATUAX;

* MCIOJIb30BAaTh JJIsl CAMOIIPOBEPKU MaTepuaibl (POH]1a OLIEHOUHBIX CPEICTB.

8 MarepuajbHO-TEXHHYECKOE o0ecnieueHue, HeodXoAuMoe J1JIst
ocyuecTB/JIeHUs 00pa30BaTeJbHOI0 Npouecca no JUCHHILINHE (MOAYJII0)
Vkazvieaemcsa neobxooumoe 0ns 00yueHus TUYeH3UOHHOe NpocpamMMHoe obecneuenue, 060py0o-
sanue, 0eMOHCMPAYUOHHbIE NPUOOPLI, MYTbMUMEeOUliHble cpedcmea, yieOHvle hunvbmbvl, mpe-
Hadicepwbl, Kapmol, NAAKAMbl, HA2AAOHbIEe NOCOOUA, MpebO8aHUs. K ayOoumopuam — KOMnvlomep-
Hble KIACccyl, akademudecKue uiu cneyuaibHo obopyoo8aHHvle ayoumopuu u iabopamopuu u
m.o.

8.1 JluneH3noHHOE U CBOOOHO pacnpocTPaHsieMoe NPOrpaMMHoOe obecrieueHue,
HCIO0JIb3yeMOe MPH OCYLIeCTBIEHNH 00pa30BaTeILHOTO MpoLecca
10 AMCIHILTNHE

YHuBepcuteT o0ecredeH He0OX0IMMbIM KOMILIEKTOM JIMIIEH3MOHHOTO U CBOOOJIHO pac-
MIPOCTPAHSIEMOT0 MPOTPAMMHOI0 OOECIeUeHHUsl, B TOM YHCIIE OTEUEeCTBEHHOTO IMPOU3BOJICTBA.
CocTaB mporpaMMHOTro o0ecrieueHus, He0OOXOIUMOTO JIJISi OCBOCHUS JTUCITUIUINHBI, PUBEACH HA
caiite yHHUBepcuTeta WWW.knastu.ru / Haw ynusepcumem / Obpazosanue / 09.03.01 Uudopma-
THUKA ¥ BEIYUCITUTENbHAS TeXHUKA / Pabouuti yueonwiti nian / Peecmp I10.

AKTyanbpHBIE Ha TEKYIIMH Yy4eOHBI TOJ PEKBU3UTHI / YCIOBHS HCIOIH30BAHUS IMPO-
rpaMMHOTO o0ecredeHus puBeeHbl Ha cTpanuiie UT-ynpaBienns Ha caiiTe yHUBEpCUTETA:

https://knastu.ru/page/1928
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8.2 YuebGHo-1200paTOpPHOE 000pPY/I0BaAHNE
Ta6muma 6 — Ilepeuens o6opynoBanus Jadboparopun

314/3

nabopaTopust
cetel u  cu-
CTEeM IIepeavn
nHbOpMaIUK

Cisco packet Tracer,

Komnberotepsr ¢ OC Windows u
Linux.C xoMMmyTamuen IMaKeToB —
CKC FastEthernet, ¢ kommyTanuei
kananoB — ATC Panasonic, Teie-
¢oHHple JNMHUM U aOOHEHTCKHUE
ycTpoiictBa, GNS3 KOMMyTaTOpHI:
Dlink -20 mr, Cisco 10 mt, 3COM
3 mrt MmapmpyTtuzaropsl: Cisco 5
wt, Dlink 1 mwrr, CheckPoint Utm 2
mrt, Touku poctynma: TP Link,
TrendNet, Asus APM ¢ ycraHoB-
neHHsIM Snort, APM c¢ ycraHOB-
neunsiM WireShark, APM c ycra-
HOBJICHHBIM CpPEJICTBOM AHanu3a
cereBoro Tpadduka Actpa aHAIU-
3aTOpbl KaOelbHbIX CeTeil aHamu3a-
TOP ONTUYECKUI TecTep-
pediexTomeTp CKC Tomnas
AR8200 (BOJIC), anamu3atop
TrendNet (UTP)

Jlns mpoBenieHus KCIe-
PUMEHTOB CO CIICIIHATb-
HBIM 000pYZIOBaHUEM,
W3YYCHUS MEXaHU3MOB H
CPEICTB 3alUThI UHPOP-
Manuu. Beirmonnenus na-
OopaTOpHBIX padoT.

202/5

naboparopus
0e30MacHOCTH
cereit OBM

VipNet Personal FireWall cucremsr
3alUThl OT yTeuku JaHHbIX APM ¢
ycranoBienHoit McAfee DLP,
APM c ycranosnenHoit Secret Net
Studio 8 cucTembl OOHapyXKEHUsI
KOMITBIOTEPHBIX aTak BbljeneHHble
APM c ycranosieHHoi Secret Net
Studio 8 COB 2 mr. Cucremsl
yIIIyOJI€HHON MPOBEPKH CETEBBIX
naketoB: APM ¢ ycTaHOBIIEHHBIM
Snort, APM c ycTraHOBJIEHHBIM
WireShark, AHanmsa CeTeBOro
Tpadduka Actpa

MEXKCETEBbIE SKPaHBbI:

CheckPoint Connectra, Cisco ASA
5505, [1YC Kontunent, Secret Net
Studio 8, Cisco PIX 2 mt

Jnst mpoBeneHus sKcre-
PUMEHTOB CO CIEIHANh-
HBIM 000pYy/I0BaHHEM,
U3y4eHHEeM MEXaHU3MOB
U CPEJICTB 3allUThI UH-
dbopmaruu. Beimonnenus
1a00paTOpHBIX padoT.

8.3 TexHuuecKHe H JIEKTPOHHBIE CPEICTBA 00y4eHHs

JleKIInoHHbBIE 3aHATUSA

Aynuropuu JUIsl TEKIIMOHHBIX 3aHATUN YKOMITJIEKTOBaHBI MEOENIbI0 M TEXHUYECKUMH Cpel-
CTBaMU OOYYEHHS, CITYXKalTUMHU JIJIsl TPEJCTaBICHUs y4eOHOU MHGOpMAIMU OOJIBIION ayauTO-
puu (HaOOpHI AEMOHCTPAIMOHHOTO O0OPYAOBaHUS (IIPOEKTOP, KpaH, KOMIBIOTEP/HOYTOYK),

y4eOHO-HaTJISTHBIE TTOCOOUSI, TEMATUIECKUE UILTFOCTPALIHH ).
JlabopaTopHbIe 3aHATHS
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Jnst mabopaTopHBIX 3aHATHH Hcnonb3yercs ayautopus Ne 202 | ocHamieHHass o0opy-
JIOBaHHEM, YKa3aHHBIM B Ta0II. 6:

JlononHUTeNbHO UCHOJB3YeTCs 1a00paTopus 3alUIICHHBIX aBTOMATU3HUPOBAHHBIX CH-
crem ayautopus Ne319 3 xopnyc, ocHamennas 8 [I9BM. Kommuiekt MmynsTumMenuitHoro odopy-
nosanns DALLAS LOCK 8.0-C 50197-9111-268 ua 5 xnmuentos, CKAHEP-BC HIIBDII.00606-
01, Perucrpammonnsiii Homep: Dd2204-180334, KonuuectBo ip-aapecoB — 8, DALLAS LOCK
8.0-C 47488-9375-279 na 5 kiuenToB BKItoyas IieHTp yrpasienus, Ckanep-BC 12/3 cre-
uaibHas Bepcus s yueOHbIx 3aBeneHuid, Secret Net Studio 8 13A6E7 na 10 KIHEHTOB BKIIO-
yas neHTp ympasienus, Kpuntollpo CSP (Bkmrouaer Kpunrollpo TLS) DU36X-KO0000-
00XKY-NXA3M-XXXXX, Ideco Hardware Appliance — 10 3apeructpupoBaHHbBIX 0JIb30BATE-
nei

CamocrosiTesibHasi padoTa.

[TomemeHust UIsi CAaMOCTOSITENILHON PabOTHl OCHAIIEHBI KOMITBIOTEPHON TEXHUKOW C BO3-
MOKHOCTBIO MOJIKIIFOUEHUS K ceTH «VHTEepHEeT» M JHOCTYNOM K 3JIEKTPOHHON MH(POPMAIMOHHO-
obpazoBarensHOM cpene KHATY:

- yptanpHbii 3a1 HTh KHAT'Y;

- KoMmmbIoTepHbIe Kiacchl (aya. 311 kopmyc Ne 5, aya. 205 xopryc Ne 5, aya. 313 xopmyc
Ne 5).

9 MHHble cBegeHns

MeToauuyecKkue PE€KOMEHIAMH 110 oﬁyqelmm JIMI ¢ OrpPAaHUYCHHBIMHA BO3MOKHO-
CTAMMU 310POBbA U HUHBAJIUA0B

OcBoeHME NUCHUIUIMHBI 00YUYaIOIIMMUCS C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 370POBbS
MOJKET OBITh OPTaHM30BAHO KaK COBMECTHO C APYTUMH OOYYAIOMIMMUCS, TaK U B OTACIBHBIX
rpynmnax. [Ipeanonaratorcs crnenuanbHble YCIOBHS JUISl TOTy4eHUsT 00pa30BaHUs 00yJaromuMu-
Csl C OTPAaHUYEHHBIMH BO3MOXHOCTSIMU 3/I0POBBS.

[Tpodeccopcko-nienarornyeckuii cocTaB 3HaKOMHUTCS € MCUXO0JIOT0-(PU3HOIOTHYECKUMU
O0COOCHHOCTSIMU O0YyYaromMXcsi UHBAJIUJOB U JIULl C OFPAaHUYEHHBIMH BO3MOXHOCTSIMHU 370pO-
BbsI, MHIMBUIyaJTbHBIMU MPOTPAaMMaMH peaOWINTAllud UHBANUAOB (mpu Hamuuuu). [lpu HEOO-
XOJUMOCTH OCYILECTBIISIETCS JOTOJHUTEIbHAS MOAJIEpKKa MpernogaBaHusl ThIOTOPaMH, ICHXO-
JIOTaMH, COLIMANIbHBIMU paOOTHUKAMHU, MPOLIEIIMMHU OATOTOBKY aCCHCTEHTaMHU.

B cootBeTcTBMU ¢ MeTOAMYECKUMHU pekoMeHaanusIMu MuHoOpHayku PD (yTB. 8 ampens
2014 r. N AK-44/05BH) B Kypce Hpeiroiaraercss UCIOIb30BaTh COLUAIBbHO-aKTUBHBIE U pe-
(bexCcUBHBIE METObI 00YUEHHUSI, TEXHOJIOTUU COLIMOKYJIbTYPHON peabuIuTalMK C LENbI0 OKa3a-
HUS TIOMOIIY B YCTAHOBJICHUU ITOJHOLEHHBIX MEKJIMYHOCTHBIX OTHOIIEHHWH C IPYTMMHU CTYICH-
TaMH, CO3JaHUU KOM(POPTHOTO TICUXOJOTUYECKOTO KIUMaTa B cryaeHueckoi rpymrme. [logdop u
pa3paboTka yuyeOHbIX MaTepHaliOB MPOU3BOIATCA C YYETOM NPEAOCTaBICHHUs MaTepuaia B pas-
JUYHBIX (hopMax: ayquallbHOM, BH3yaJbHOM, C HCIIOJIB30BAaHUEM CIEHUATbHBIX TEXHHUUECKUX
CpeACTB U MH()OPMAITMOHHBIX CUCTEM.

OcBoenue mucuuiuivHbl Juinamu ¢ OB3 ocyiecTBiasieTcsl ¢ UCIOJIb30BAaHUEM CPEJICTB
oOyueHusi 00IIero U CrenruaibHOro Ha3HaueHus (IEpPCOHAIbHOTO M KOJUIEKTUBHOIO HCIIOJIB30-
BaHUs). MaTepHaabHO-TEXHHUECKOe oOecreueHue MpeaycMaTpuBaeT nprucnocoOIeHne ayauro-
puii k Hyk1am jan ¢ OB3.

@®opma NpoBEACHUS aTTECTALMK JUIsl CTYAEHTOB-UHBAINIOB YCTAHABIMBAECTCS C YUETOM
WHIMBHIYAITBHBIX TIcuXodu3nyeckux ocodeHnocteit. st crynentor ¢ OB3 nmpemgycmarpuBaet-
csl TocTymHas popMa MpeoCTaBICHuUS 33/1aHUH OLIEHOUHBIX CPE/ICTB, @ UMEHHO:

+ B TEYaTHOW WJM OJJIEKTPOHHOW Qopme (Ans ALl C HapyIIEHUSIMU OINOPHO-
JIBUTATEIIHLHOTO arlfapara);

+ B IIe4aTHOM (popMe WU DIEKTPOHHOU (PopMe ¢ YBETUUCHHBIM MPU(TOM U KOHTPACTHO-
CTBIO (17151 JIUL] C HAPYIIEHUSAMH CIIyXa, peUH, 3pEHHUsA);
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* METOJIOM YTEHUS aCCUCTEHTOM 3a/laHus BCIYX (ISl JIUL C HAPYLIEHUSIMU 3PEHHUS).

CryneHTaM ¢ MHBQJIWIHOCTHIO YBEIMUMBAETCS BPEMs Ha MOJATOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BONPOCHI. Il TAKMX CTYIEHTOB IIPEAyCMaTpUBAETCs HOCTYIHAs (hopMa Mpe1oCcTaB-
JIEHUS OTBETOB Ha 3a/laHusl, @ UMEHHO:

* HIUCbMEHHO Ha OymMare niu HabopoM OTBETOB Ha KOMIIbIOTEpE (/17151 JIUL] C HAapyLICHUS -
MU CIlyXa, peun);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPUAHTOB C UCIOIb30BAHUEM YCIIYT aCCUCTEHTA (VIS
JIMI C HapYUIEHUSIMHU OIIOPHO-/IBUTaTEJILHOTO alniapara);

* YCTHO (JU1s JIMLL C HApYILIEHUSMH 3pEHMs], OIIOPHO-/IBUraTeIbHOIO aImapara).

[Tpu HEOOXOMUMOCTH [T 00YUAIOMIMXCS ¢ MHBAJMAHOCTBIO MIPOIIelypa OIICHUBAHUS pe-
3yJITATOB O0YUYEHHSI MOKET ITPOBOIUTHLCS B HECKOJIBKO JTAIOB.
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