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1 OOume mooKeHus

Pabouas mporpamma nuctuuruinebl ««HTEpHET Beliei»» cocTaBlieHa B COOTBETCTBUU C
TpeOoBaHUSIMU (eIepalIbHOTO rOCYAapCTBEHHOTO 00pa30BaTEIbHOIO CTAHIAPTa, YTBEPHKIEHHO-
ro mpukazoM MuHucTtepcTBa oOpasoBanuss M Hayku Poccuiickoit @epepaunu Ne 916 ot
19.09.2017, u ocHOBHO# TpodeccHOHaIbLHON 00pa30BaTEIbHON MPOTrpaMMbl MOATOTOBKH «[lud-
poBasi 5koHOMHKay 110 HarpasneHuio 09.04.03 "IIpuknannas nnpopmaruka..

3anaun [Tomyuenue npeacTaBiaeHUsl O cucTeMax nepeaadynd MHPopMaIum, 3agadax Ko-

AUCHHILIAHBI TOPBIE PELIAIOTCS B XOJ€ MPOECKTUPOBAHUS, CTPOUTENLCTBA, DKCIUIyaTalluu U
ONTUMM3AIMY MYJIbTUCEPBUCHBIX CETEH, CHCTEM Nepenayn nH(opMaluu

OcHOBHbIE Paznen 1 OcuHoBbl : IoT BBemenue, CeTb W HMHTEPHET BellEH

paszenbl / TeMBI | Pagyen 2 Opranu3anusi 1 TEXHOJIOTHsI MOCTPOeHUs1 ceteii cBs3u. Cumy-

ANCHHATUTAHDI JATOPBI ceTeBOro odopyaoBanus: Iot. [IpOTOKOIIBI, MEXaHU3MBI, B3aUMO-
JICUCTBUE, Iot u MapLIpyTU3ALMS
IIpomexyTouHasi arTecTanusa: DK3aMeH

2 IlepeyeHb NIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHUs MO JUCHUIINHE (MOY.I10),
COOTHECEHHBIX C HHIMKATOPAMH JOCTUKEHUS] KOMIIeTeHIIUH

[Tponiecc n3yveHus: mucuMILIMHbI ««HTepHET Bemei»» HampasiieH Ha (popMupoBaHHE
cnenyromux kommereHuid B coorBercTBUU ¢ ®I'OC BO u ocHOBHOM 00pa3oBaTeNbHON MPO-

IPaMMOM:

Ko n nHaumenoBanue
KOMIIETEHIIN U

Nuaukatopel JOCTUXEHUS

[Tnanupyemblie pe3ynbTaTsl 00y-
YCHUS 10 JUCIUTUINHE

YHuBepcaabHbIe

YK-4 Cnocoben mpume-
HATH COBPEMEHHBIE KOM-
MYHUKATUBHBIE TEXHOJIO-
TUH, B TOM YHCIIE HA UHO-
CTpaHHOM(BIX) s3bIKE(aX),
JUTSL aKaJIEMUYECKOTO 1
npodeccuoHaIbLHOTO B3a-
MMOJICUCTBUS

VYK-4.1 3HaeT KOMIbIOTEPHbIE
TEXHOJIOTHUH U WH()OPMAIINOH-
HYI0 HHQPACTPYKTYypy B OpraHU-
3aIK; OCHOBBI U 3HAYEHUE
KOMMYHHKAITMH B Tpodeccro-
HaJIbHOM cdepe; COBpPEMEHHbIE
cpencTBa HHGOPMAIMOHHO-
KOMMYHHKAITHOHHBIX TEXHOJIO-
T, 0COOEHHOCTH aKajeMHuye-
CKOro U NMpo¢eCcCHOHATBHOTO
B3aMMOJICHCTBHS B TOM YHCJIE HA
HHOCTPAHHOM SI3BIKE

VYK-4.2 Ymeer co3naBath Ha
PYCCKOM M HHOCTPAHHOM SI3bIKE
MUCHbMEHHBIE TEKCTHI HAYYHOTO
1 0UIINATHEHO-/IEJIOBOTO CTHIIS
1o MpoQecCUOHANTBHBIM BOIIPO-
caM; aHaJIM3UPOBATH CUCTEMY
KOMMYHHKAITUOHHBIX CBS3€H B
OpTaHH3AINH; IPUMEHSTH CO-
BpPEMEHHbBIE KOMMYHUKAIIMOH-
HBIE CPEJICTBA U TEXHOJIOTHH B

3HaeT KOMIIBIOTEPHBIE TEXHOJIO-
MU ¥ HHQOPMAITMOHHYIO UH-
bpacTpyKkTypy B OpraHu3aluy;
OCHOBBI U 3HaU€HUE KOMMYHHU-
Kalluy B MPOo(hecCHOHAIbHON
cdepe; COBpeMEHHbIE CPEACTBA
UH(POPMAaIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIO-
97171

YMeeT aHanu3upoBaTh CUCTEMY
KOMMYHHKAIIMOHHBIX CBs3el B
OpraHu3aly; IPUMEHSATh CO-
BpEMEHHbIE KOMMYHHMKAIIMOH-
HBIE CPEJICTBA U TEXHOJIOTUH B
npo¢eCCHOHATBLHOM B3aUMOJIEH-
CTBHH

Brnaneer npunuunamu ¢popmu-
pPOBaHMSI CHCTEMbl KOMMYHHKa-
IIUH, BJIaJIeeT TEXHOJIOTHEH Mo-
cTpoeHus YPPEKTUBHOI KOMMY-
HUKAIMK B OpPraHU3alluy; repe-
nadeit mpodeccuoHaIbHON HH-
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po(hecCHOHATLHOM B3aUMO/IeH-
CTBHH

VYK-4.3 Bnaneer npuHuunaMu
(bOpMHUPOBaHHUS CHCTEMBI KOM-
MYHHKAIIUHU, HAaBBIKAMH OCY-
IIECTBJICHUSI YCTHOTO U ITUCH-
MEHHOTO MPO(EeCCHOHANBHOTO U
aKaJeMUYECKOTO B3aUMOJICH-
CTBHSI, B TOM YHUCJIC HA HHO-
CTPaHHOM SI3bIKE; BIIAJICET TEX-
HOJIOTHEH TTocTpoeHus Y hek-
TUBHOW KOMMYHHKAIIMH B OpTa-
HU3alUK; iepenade mpodeccu-
OHaJIbHOHM MH(OpPMAINH B UH-
(dbopMaImoHHO-
TEJIEKOMMYHUKAITHOHHBIX CETSIX
C UCIIOJIb30BaHUEM COBPEMEH-
HBIX CPEIICTB HH(DOPMAIIOHHO-
KOMMYHHUKAI[MOHHBIX TEXHOJIO-
97171

¢dopmanuu B HHGOPMAITMOHHO-
TEJIEKOMMYHUKAI[MOHHBIX CETSIX
C MCIIOJIb30BaHHEM COBPEMEH-
HBIX CPEJICTB UH(POPMAIIIOHHO-
KOMMYHHKAIIHOHHBIX TEXHOJIO-
Ui

Ob6menpodeccuonanbHble

OIIK-5 Cnocoben paspa-
0aThIBATh U MOJICPHU3U-
pOBaTh MPOTPAMMHOE U
anmapaTHoe oOecriedeHue
WH(POPMAIIMOHHBIX U aB-
TOMaTU3UPOBAHHBIX CH-
cTeM

OIIK-5.1 3naet coBpeMeHHOE
IPOrpaMMHOE U aInapaTHoe
obecrieyeHre NHPOPMALMOHHBIX
¥ aBTOMaTH3UPOBAHHBIX CUCTEM
OIIK-5.2 YmeeT MOaepHUBHPO-
BaTh NPOTrPaMMHOE U armapar-
HOe oOecriedeHre napopMaIm-
OHHBIX M aBTOMAaTU3UPOBAaHHBIX
CUCTEM JUIsl perieHus npogec-
CHOHAJIbHBIX 3334

OIIK-5.3 Bnageet coBpeMeH-
HBIMU METOJIaMH U UHCTPYMEH-
TAJIbHBIMU CPEACTBAMU ITPU-
KJIaIHOW MH(POPMATUKHU JJIS aB-
TOMaTHU3aIMU U MHPOpMAaTH3a-
IIUM peleHHs] TPUKIIAIHbIX 3a-
na4

3HaeT COBPEMEHHOE MTPOrpaMM-
HOE U armnapaTHoe obecreyeHue
MH(POPMALIMOHHBIX 1 aBTOMATH-
3UPOBAaHHBIX CUCTEM

YMeeT MOAEpPHU3UPOBATH IIPO-
rpaMMHOE U annapaTHoe obec-
nedyeHne nHHOPMAIIMOHHBIX U
aBTOMAaTU3HPOBAHHBIX CUCTEM
JUIsl pelieHus npogeccuoHab-
HBIX 3a/1a4

Bnaneer coBpeMEeHHBIMH METO-
JJTaMH U UTHCTPYMEHTAJIbHBIMU
CpeacTBaMU IIPUKJIIAHOW WH-
dbopmaTuKy 1J1 aBTOMATU3aLUU
1 nH(pOpMaTH3aIMH PEIICHNUS
NPUKJIAJIHBIX 337124

3 MecTo IMCHUIIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/ibHON NPOorpaMMbl

Hucnunnuna «MHTepHET Bemei» n3zydaercs Ha 1 Kypce, 2 cemecTpe.
JlucuumnauHa BXOAUT B cocTaB 0oka 1 «JlucuummuHel (MOTYN)» U OTHOCHTCS K 0a30-

BOI1 4acTH.

Jl71s OCBO€HUS JUCIUILIMHBI HEOOXOIMMBI 3HAHMSI, yMEHHUSI, HABBIKU U / UJTU OTIBIT MPaK-
THUYECKOH IesTeTbHOCTH, CPOPMHUPOBAHHBIE B MPOLIECCE N3YUEHUS AUCIUIUINH / TPAKTUK:
«IIpodeccroHanbHbI THOCTPAHHBIN SI3BIK».

3HaHus, yMEHHUS U HaBBIKU, C(OOPMUPOBAHHBIE ITPU U3YUYEHUH TUCHUIUTMHBI «IHTEepHET
Belllel», OyAyT BOCTpeOOBaHbI IIPU U3YYEHHUHN MOCIEAYIOMMX AMCHUIUIAH: «CHUCTeMBI pacpese-
JEHHOTO peecTpay, «Pacnpenenénnblie 6a3bl TaHHBIX.
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MecTo nucuMIinHbl (3Tan (GOpMHUPOBAHMSI KOMIIETCHIIMH) OTPAXKEHO B cXeme (Gopmu-
pPOBaHHS KOMIICTCHIIUH, MPEACTABICHHOW B OKyMEeHTe OQyerouHble mamepuaisi, pa3MelleH-
HOM Ha caiiTe yHuBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / [lpuxnaonas
ungopmamuxa 09.04.03 | Oyenounvie mamepuanst).

Hucuummuaa «HTEpHET Belel»» 4acTUYHO peanusyercs B (hopMe MPaKTHIECKOH Moj-
roToBkH. [IpakTHyeckas moJIroToBKa OpPraHU3yeTCsl MyTEM BBIMOJHEHHS JIA0OPATOPHBIX PadoT,
UHBIX BUJIOB YU4COHOM MEATEILHOCTH.

JuctmiuimHa ««HTEpHET Beleii»» B paMKax BOCHHTATEIBHOW pabOTHI HAIllpaBlicHA Ha
BOCIIUTAHKE YyBCTBA OTBETCTBEHHOCTH; (OPMHUPOBAHUEC YMEHHUS apryMEHTHUPOBATh, CAMOCTOS-
TEJIBHO MBICIIUTh; Pa3BUTHUE TBOPYECTBA, MPO(ECCHOHAIBHBIX YMEHHH, (OPMHPOBAHUE CHCTE-
MBI OCO3HAHHBIX 3HAHWH, OTBETCTBCHHOCTH 3a BBIMOJIHEHUE Yy4eOHO-POU3BOJACTBEHHBIX 3a/a-
HU.

4  CopeprxaHue TMCUUILTHHBI (MOIYJIs1), CTPYKTYPHPOBAHHOE 10 TeMaM
(pa3zaesiaM) ¢ ykazaHueM OTBEJE€HHOI0 HA HUX KOJMYeCTBA aKaJeMUYeCKHX
4acoB M BUIOB Y4eOHOH padoThI

4.1 CTpykTypa H cojep:KaHHe TUCIUIIHHBI 1J151 04HOiIi (popMBbI 00yUeHHst
Huciumnnaa ««HTEpHeT Bemei»» nzydaercs Ha 1 kypce Bo 2 ceMecTpe.

OO6miast Tpy10EMKOCTh TUCHUILUIUHBI cocTaBisieT 4 3.e., 144 4., B TOM 4nclie KOHTAKTHAs
paboTa oOyvaromumxcs ¢ npenojasarenem 48 4., MpoMexyTouHas aTTecTalus B popme sK3ameHa

Bunpl yaueGHOI pabOThI, BKJIHOYAsi CAMOCTOSITENIBHYIO pa-
60Ty 00yJaronmxcs ¥ TPYA0EMKOCTS (B Yacax)

KonrtakTHas padora
MperoiaBaTelisi ¢ 00y4JaromIy-
MUCA

HanmenoBanue pa3znenos, TEM U CO-
Jiep)KaHue MaTepuaa

IIpom.
[Ipaktu- | Jlabopa- HKP aTTecT.

Jlexuuu | 4deckue | TOpHBIE
3aHATUS | pPabOTHI

CPC

Pa3nes 1 OcHoBbl pyHKuMoHMpoBanus 10T

IoT BBenenue

Omanonnasn moodenv OSI u omoo6-
padicenue Ha loT. Tpaggux 6 cemsx.
Bempausaemvie cucmemut u IoT.
Touckogvle cucmemsl unmepHema
sewiel. bezonacnocmo loT. Monu-
mopume. OnepayuonHuvle cucmemsl
DeanvbHo20 8pemMeny U ux npumeHe-
Hue 011 ungpacmpyxmyp. Kraccu-
Qurayus u ocobennHocmu apxumex- 8
Myp ONepayuoHHbIX cucmem 0is
loT. Annapamnuie pecypcol. loT na
baze WiFi. JJogepennvie 63aumooeti-
cmeus. OCcHo8bl nocmpoenus 2eme-
PO2EHHbIX cemell UHmMepHema Ge-
well. Bzaumooeticmaue oKoHeuHvix
yempoticmg u "6azo8vix cmanyuil”,
8onpocwl obecneyeHus uHgopmayu-
OHHOU be3onacHocmu,




HanmenoBanmne pasacioB, TEM U CO-

Bunbl yueOHOM paboThI, BKIIFOUAsi CAMOCTOSATEILHYIO Pa-

00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

JiepKaHUe MaTepuaia MucH VKP IIpom. CPC
[Ipaktu- | Jlabopa- aTTecT.
Jlexuuu | 4eckue TOPHBIE

3aHATUS | PabOTHI

CeTb U HHTEPHET Bellei

IIpomoxonwr unmepnema eewell,

ananuz mpagguka, uccredosarue 16*

008EPEHHbIX 83AUMOOELCMBUL, One-

PAYUOHHbBLE CUCEMbl PEATbHO2O

spemenu (MbedOs, ONX).

Pacuerno-rpaduyeckas padora

yactsb 1 30

Tlouckosvle cucmemvl unmepHem
seuyell.

Pa3nen 2 Opranu3anusi 1 TeXHOJIOTHsI MOCTPOeHHs ceTeii cBsi3u st 10T,

Iot. IIpoTOKOJIBI, MEXaHU3MBI,
B3aNMOJelicTBHe.

0630p u mexanusm pabomor Wi-Fi.
00630p u mexanusm pabomovl K1accu-
yeckozo Wi-Max. O630p peweruii
Lora. Cmpyxmypa u mecmo mpaou-
YuonHvlx mexroaozuil. Tpebosanus
K Kauecmasy cemu. Mexanuzmoi
obecneuenus kauecmea oocuyHcu-
sanus &ndash; CoS u QoS. IIpuo-
pumesayusi mpaguka, 636euleHHas
cnpaseonusas ouepedb Cmpykmypa
U MexaHusm pabonuvl MOOUTbHBIX
cemeil 1G, 2G, 3G, 4G. O630p pas-
pabomok 5G. Ob630p IPv6, 63aumo-
oeticmeue c Ethernet. O630p cmexa
TCP/IPv6. Bzaumooeticmsue ¢ IPv4,
omauuus om IPv4. Mapwpymuszayus
RIP;

8*

Iot 1 MappyTu3anus
Haoeoxxcnocmos, 0ocmynnocmu, Kon-
8EPeeHMHOCMb, MACUMAabupye-
MOCMb, YNpAsIseMocms u bezonac-
Hocmb cemu. Q630p Mexanuzma pa-
OOmbl U COYUATLHO2O 3HAUEHUS Cep-
sucos: Torrent, Skype, nouckosuk Ha
npumepe Google, Wikipedia, coyu-
anvhsle cemu, Shodan. I[lepcnexmu-
8bl PA3BUMIUSL OPENSOUrce u nPonpu-
emapHo2o nooxooa. Qocyscoenue
JIeCUMUMHOCTU U TNeXHUYECKOT
CMOPOHbBL Memo008 cOOpa Noib30-

16*




HanmenoBanmne pasacioB, TEM U CO-

Bunbl yueOHOM paboThI, BKIIFOUAsi CAMOCTOSATEILHYIO Pa-

00Ty 00y4JarIUXCs ¥ TPYAOEMKOCTH (B Hacax

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

JIep’)KaHue MaTepraia MHCA [Tpom.
HKP CPC
[Ipaktu- | Jlabopa- aTTecT.
Jlexuuu | 4eckue TOPHBIE
3aHATUS | PabOTHI
samenvckux oanuvix. Cumynsimopsi
cemeti Ilouck neucnpagnocmetl 6
cemu. Cemu MoOUNbHBIX AOOHEH-
mos, LoraWAN cemu. Ycmpanenue
neucnpasrnocmeti 8 cemu loT u nep-
CNEeKMUBbl 2emepOSeHHbIX cemell.
ZigBee cemu. BLE cemu.
PacuerHo-rpajduueckas padora
4yacThb 2 30
Ananuz mpaggurxa BLE
IK3amen - - - 1 35 36
HUTOIro 16 30
10 JMCUHUIJIHHE B TOM
B TOM
YHUCIIe B
YUCIe B
dbopme
DK dbopme
P - MPaKTH- 1 35 60
TUYe- .
o YeCKOM
CKOM
MOATO-
MOJr0-
TOBKIL: TOBKH:
' 10
2

* peasinzyercs B GopMe MPaKTHIECKOM MOTOTOBKH

5 OueHoYHbIE cpeCTBA /ISl IPOBeJEeHUS TEKYLero KOHTPOJIs 1
NPOMEKYTOYHOH aTTeCTAUMH 00y4aroIUXCs M0 AUCHUIIHHE (MOIYJII0)

@OHIBI ONEHOYHBIX CPEICTB JUISA TPOBEACHUS TEKYIIETO KOHTPOJIS YCIEBAEMOCTH H
IPOMEXYTOYHOM aTTecTalluu OOCYXAAI0TCS U YTBEP)KIAlOTCS Ha 3acefdaHuu kadenpsl. [lox-
HBII KOMIUIEKT KOHTPOJIBHBIX 33IaHUN WIIM WHBIX MaTepUAIOB, HEOOXO IUMBIX JIJISl OLICHUBAHUS
pe3yapTaToOB 00y4YeHHUs MO JUCHMILIMHE (MOJYJI0) XpaHUTCS Ha Kadeape-pa3paboTunke B Oy-
Ma)XHOM HJIM 3JIEKTPOHHOM BHJIE, TaKKe (DOHIIBI OIICHOYHBIX CPEJICTB JOCTYITHBI CTYyJCHTAaM B
JMYHOM KabuHeTe — pa3zien yueOHO-MeToJuuecKoe o0ecreueHue.

6 YueOHO-MeTOaAMYeCKOEe M HHPOPMALMOHHOE 00ecredeHne TUCIUTITUHBI

(MoayJisn)

6.1 OcHoBHasi U TOMOJIHUTEIbHAS JTUTEPATypa

[Tepeuenb pekOMEHAYEMOl OCHOBHOW M JOTOJIHUTEIBHON JUTEpATyphl MPEICTABIEH Ha
caiite yHuBepcuteTa WWW.Knastu.ru / Haw ynusepcumem / Obpaszosanue / Ipuxiaonas ungop-
mamuxa 09.04.03 / Pabouuti yuebnwviii nian / Peecmp numepamypul.



http://www.knastu.ru/

6.2 MeToauuyecKue YKazaHudA AJdA CTYACHTOB IO OCBOCHUIO THCHUIIJIUHDBI

[Tpu n3yueHnH JUCUUIUIMHBI 00yYaroIIUMCS 1eJIeCO00Pa3HO BBHIIOIHATD CIEIYIOUIHE Pe-
KOMEHALNH:

1. U3yuenne yueOHOM TUCIUIUIMHBI JOHKHO BECTHUCH CUCTEMATHUECKH.

2. [Tocne nzydenus kakoro-mubo paszena no yueOHUKY UM KOHCIIEKTHBIM MaTepuaiaM
PEKOMEHIYETCs 110 MaMSTH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, OIIPEIEICHUS, IIOHATHUS pas3e-
na.

3. Ocoboe BHUMaHUE CIEYET YACIUTh BHIIOJHEHUIO OTYETOB 110 MPAKTUYECKUM 3aHITH-
SM ¥ UHJMBHlyaJlbHBIM KOMIUIEKCHBIM 33JJaHUSM Ha CAMOCTOSATENIbHYIO paboTy.

4. Best TeMaTuKa BOIIPOCOB, N3Y4aeMbIX CaMOCTOSTENIbHO, 33Ja€TCs Ha JIEKIUX IIPETo-
nasareseM. MM ke naroTcst HCTOYHMKH (B IIEPBYIO OY€peb BHOBb U3AHHBIE B IEPUOIUYECKOI
HAYYHOI uTeparype) Ui 6ojee AeTalbHOTO MOHUMAaHUs BOIIPOCOB, 03BYYEHHBIX Ha JICKIIUU.

IIpu camocTosTENEHON MPOPAOOTKE Kypca 00yUdaroIMecs J0JKHBI:

- IPOCMATPHUBATh OCHOBHBIE ONPEeNCHHs U (DaKThI;

- IOBTOPUTH 3aKOHCIEKTUPOBAHHBIN Ha JICKIIMOHHOM 3aHATHHU MAaTE€PHAJl U TOIOJHUTh
€ro ¢ y4eTOM PEKOMEHJOBAHHOM M0 JaHHOU TEME JIMTepaTyphl;

- U3y4YUTh PEKOMEHI0BAaHHYIO JINTEPATYPY, COCTABIISTH TE3UCHI, AHHOTALIMM U KOHCIIEKTBI
HanOoJice BAXKHEIX MOMCHTOB;

- CaMOCTOSTENbHO BBINOIHATH 3a1aHUs, aHAJIOTHYHBIE IIPEJIaraéMbIM Ha 3aHATHUSAX;

- HCTIOJIB30BATH JJIS1 CAMOIIPOBEPKU MaTepHaibl POHIA OLIEHOYHBIX CPEICTB.

6.3 CoBpemennblie npodeccuoHaATbHbIE 023bI JAHHBIX U HH(OPMALIMOHHbIE
CIIPaBOYHbIE CHCTEMbI, HCIOJIb3yeMble MPHU 0CYLeCTBIEHUH 00pa30BaTeIbHOI0
npouecca no JUCHUIINHE

Kaxnomy obyuatomemycs obecrieueH A0cTyn (yAaJICHHBIA JOCTYI), B TOM YHUCIIE B CIIy-
Yyae MPUMEHEHUsS DJIEKTPOHHOrO OOydYeHUs, TUCTAHIIMOHHBIX OOpa30BaTENbHBIX TEXHOJIOTUH, K
COBPEMEHHBIM MPO(PECCHOHATBHBIM 0a3aM JTaHHBIX U WH(POPMAIIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPBIMH Y YHUBEPCUTETA 3aKJIIOUEH JOTOBOP.

[Tepeuenr pexoMeHayeMBIX MpOoGEeCcCHOHANBHBIX 0a3 JaHHBIX M WHOOPMAIIMOHHBIX
CMPaBOYHBIX CHCTEM TPEICTABJICH Ha caiiTe yHUBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpaszosanue / llpuknaonas ungpopmamuxa 09.04.03 / Pabouuii yueonwiii nnan / Peecmp IBC.

AxTtyanbHas HHGOpMAIUS MO 3aKIIOYEHHBIM Ha TeKYIIHH y4eOHbIN ToJ] JOroBOpaM MpHu-
BeJieHa Ha cTpanule Hayuno-rexuuueckoit oubnuorexu (HTH) Ha caiite yauBepcurera

https://knastu.ru/page/3244

6.4 IlepedeHb pecypcoB HH(POPMALHOHHO-TEJIEKOMMYHHKALIMOHHOM CeTH
«HHTEepHeT», He0OXOAMMBIX AJI51 OCBOCHHS TUCHUIIIUHBI (MOAYJIsST)

Ha crpannne HTH M0XHO BOCIOJIB30BaThCS MHTEPHET-PECYPCAMH OTKPBITOIO JOCTYMa
Mo yKpynHeHHOW rpymnne HampasieHuid u cnenuanbHocted (YI'HC) 09.00.00 undopmaruka u
BBIYHCIIUTENIbHAS TeXHUKa. Hayunas snekrponHas oubmuoteka Elibrary http://elibrary.ru.

7 Opranusaunonﬂo-nez]arornqecmz[e yciaoBus

Opranmzanys 00pa3oBaTeIbHOTO MPOIlEcca PETIaMEHTUPYETCs] YIeOHBIM TIJIAHOM U pac-
MUcaHUeM y4YeOHBIX 3aHATUU. SI3bIK 00ydeHus (mpemnojaBaHus) - pycckuid. s Bcex BHAOB
AyAUTOPHBIX 3aHATHIN aKaJIEMUYECKHI Yac YCTAHABIMBACTCS MPOJOJKUTENBHOCTRIO 45 MUHYT.

[Ipu dbopmupoBanuu CBOEH WHAMBHAYATHLHON 00pa3oBaTeNbHON TPAaeKTOpPHH O0ydaro-
IIUICST IMEET MPaBO Ha Mepe3adyeT COOTBETCTBYIONMIMX JAUCIHIUIUH M TPO(PECCHOHATIBHBIX MOIY-


http://www.knastu.ru/
https://knastu.ru/page/3244
%22http:/elibrary.ru/%22

JIeil, OCBOEHHBIX B MPOIIECCEe MPEANISCTBYIONIET0 00yUeHUs, KOTOPBI 0CBOOOXKIaeT 00yJaroIe-
rocsi OT HEOOXOJMMOCTH UX TOBTOPHOTO OCBOCHHUSI.

7.1 Oo6pa3oBaTe/ibHbI€ TEXHOJIOTHHI

VY4eOHbIif npoliecc Mpu MpenojaBaHuu Kypca OCHOBBIBAETCSI Ha MCIIOJIb30BAHUM TPaJIU-
[IMOHHBIX, NTHHOBAIIMOHHBIX W HH()OPMAIIMOHHBIX 00pa30BaTEIbHBIX TEXHONOTHHA. TpaauiuoH-
Hble 00pa3oBaTelIbHbIE TEXHOJIOTUHU MPECTABICHBI JEKIUIMUA U CEMHUHAPCKUMHU (TPaKTHUYECKH-
MU) 3aHATHSIMU. IHHOBanmoHHbIE 00pa30BaTelIbHbIE TEXHOJIOTUU UCIIONIB3YIOTCS B BUJIE IIUPO-
KOTO MPUMEHEHUS aKTUBHBIX U MHTEPAKTUBHBIX (OpM IpoBeaeHus 3auaTtuil. MHbopmanmoHHbie
0o0pa3oBaTelbHBIC TEXHOJOTUU PEATU3YIOTCS IyTEeM aKTUBHU3AIMH CAMOCTOSTEIBHONW pPabOTHI
CTYJEHTOB B HH(OPMALIMOHHOM 00pa30BaTEIbLHOM cpejie.

C 1emnpio MOBBIICHUS Ka4ecTBa BEICHUsI 00pa30BaTEIILHON JACSITETLHOCTH B YHUBEPCUTE-
T€ CO3/aHa AJEeKTpOoHHas MHPOpMaMOHHO-00pa3oBarenbHas cpena. OHa moapa3syMeBaeT opra-
HU3ALUIO0 B3aUMOJICHCTBUS MEXKTy 00 yUaIOIUMUCS U TIPETOAABATEIIIMUA YePe3 CHCTEMY JIMYHBIX
KaOMHETOB CTYJIEHTOB, PACIOJIOKEHHBIX Ha O(ULIMATBHOM caiiTe yHUBepcuTeTa B MH(pOpMalu-
OHHO-TEJICKOMMYHHKaIMOHHOU ceTn «MHTepHe™ 1o aapecy https://student.knastu.ru. Co3nan-
Hasi “THQOPMAIIMOHHO-00pa30BaTeNbHAs CPe/ia MO3BOJSET OCYIIECTBISATh B3aUMOACHCTBHE MEXK-
Iy yY4aCTHHKaMHU 00pa30oBaTEIBHOTO IpoIecca MOCPEICTBOM OPTaHHM3alUU JAUCTAHIIMOHHOTO
KOHCYJIbTUPOBAHHS 110 BOIIPOCAM BBINOJIHEHUs MPAKTUYECKUX 3alaHui. [[ns ocBoeHust aucuu-
IUTMHBI CTYJIeHTaM rpefoctasisieTcs goctyn Ha noptai JJO ®I'bBOY BO KHAT'Y k kypcy Tene-
KOMMYHUKaIMOHHbIE cucteMbl. YacTp 2 [oT.

7.2 3aHATHA JEeKIHOHHOI0 TUIIA

JIeKMOHHBII Kypc MpennoiaraeT CUCTEMaTH3UPOBAaHHOE M3JI0KEHHE OCHOBHBIX BOIIPO-
COB Y4eOHOI0 IJIaHa.

Ha mepBoii niexiuu gekTop 0053aH MpeaynpeanTh CTYACHTOB, IPUMEHUTEIHFHO K KAKOMY
0a3zoBoMy yueOHUKY (yueOHHMKaM, yueOHBbIM IOCOOMSIM) OyIeT MPOYNTaH KypcC.

JIeKuMOHHBIN Kypc MOJDKEH JaBaTh HAHOOJBIINKA 00beM MH(GOPMALUH U 00ECIeYnBaTh
Oosee riry0oKoe MOHMMaHHE y4eOHBIX BOIIPOCOB NP 3HAUMUTEIHHO MEHbIIEH 3aTpaTe BpEMEHH,
4yeM 3T0 TpeOyeTcsi OOJIBIIMHCTBY CTYJEHTOB Ha CAMOCTOSTENIbHOE U3yUeHHE MaTepHraia.

7.3 CamocrosiTejibHas padoTa 00y4YaOIIUXCS N0 JUCHHUIIIMHE (MOY.110)

CamocrosrenbHas paboTa CTyIEHTOB — 3TO INPOLIECC aKTUBHOIO, IEJIEHAIPaBIEHHOTO
NpUOOpPETEHUs! CTYJEHTOM HOBBIX 3HAHUM, YMEHUN 0€3 HEeNmOCPEACTBEHHOTO y4acTHs Mpernojaa-
BaTels, XapaKTepU3YIOIIUICS MpeAMETHOW HampaBIeHHOCTbIO, 3()()EKTUBHBIM KOHTpPOJIEM U
OLIEHKOI pe3y/bTaToB AEATEIbHOCTH 00y4YaroIIerocs.

Llenu camocTosITETLHON pabOTHI:

* CHCTEMATH3alUs U 3aKPEIUICHUE MTOJYYEHHBIX TEOPETUUECKNX 3HAHUN M IIPAKTUYECKHUX
YMEHUH CTYIECHTOB;

- yriy0JieHre U paclIMpeHne TEOPETUYECKUX 3HAHUI;

- (hopMHUpPOBaHNE YMEHUI HCIIOJIb30BaTh HOPMATUBHYIO U CHPABOYHYIO JIOKYMEHTALHUIO,
CIEHUATIBHYIO JIUTEPATYPY;

* pa3BUTHE MMO3HABATEIBHBIX CIIOCOOHOCTEH, aKTUBHOCTH CTYJIEHTOB, OTBETCTBEHHOCTH U
OpraHNU30BaHHOCTH;

- (hOpMHUPOBAHHUE CAMOCTOSITEILHOCTH MBIIUICHUS, TBOPUECKON MHUIIMATUBBI, CTIOCOOHO-
CTEH K CAaMOPA3BUTHUIO, CAMOCOBEPIICHCTBOBAHUIO M CaMOpEaIn3aliy;

* pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUHN U aKaJIEMUYECKUX HABBIKOB.

CamocTtosTenbHas paboTa MOXKET OCYIIECTBISATHCS UHIMBUIYaIbHO WM TPyHNIamMH CTY-
JICHTOB B 3aBUCHUMOCTH OT IIeJI1, 00beMa, YPOBHS CIIO)KHOCTH, KOHKPETHOM TEMATUKH.
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TexHONOrHsI OpraHu3aIiKi CaMOCTOSITENILHON paboThl CTYICHTOB BKJIFOYAET MCIIOIh30Ba-
HUE HMHPOPMAIIMOHHBIX U MaTepUAIbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaTOB BHEAYIUTOPHON CaMOCTOSTEIHHOW pPabOTHI CTYACHTOB MOXKET
MIPOXOJNTHh B MUCbMEHHOM, YCTHON MJIM CMEIIaHHOU (hopme.

CryneHTsl JOKHBI MOAXOAUTh K CaMOCTOSITEIBLHOM padoTe Kak K HauWBaKHEUILIEMY
CPEICTBY 3aKpEIUICHUS U Pa3BUTHUSI TEOPETHUUECKUX 3HAHUH, BHIPAOOTKE €IUHCTBA B3IJISIOB Ha
OTJIeIbHBIC BOIIPOCHI Kypca, IPUOOPETEHUS ONPE/ICIICHHBIX HABBIKOB M MCIIOIB30BaHUS TIpodec-
CUOHAJILHOW JIUTEPaTypHl.

7.4 Metoauyeckue peKOMeHIAMH JJIs1 00YYAIIIHXCS M0 OCBOEHH IO THCIMIIINHBI

[lpr w3yyeHHH IAMCHUIUIMHBI OOYYArOIIMMCS I1EJIeCO00pPa3HO BBIMOIHATE CIIEAYIOIINE
PEKOMEH 1IN

1. 3yuenne yuyeOHOM TUCIUTUIMHBI JOHKHO BECTHUCh CUCTEMATHYCCKH.

2. Ilocne u3y4yeHus Kakoro-aubo paszzaena mo y4yeOHUKY WIIM KOHCIIEKTHBIM MaTepuaniaM
PEKOMEHJIYETCs 110 MaMSITH BOCIIPOU3BECTH OCHOBHBIC TEPMHUHBI, OTIPEICIICHHUS, IOHITHS pa3/ie-
na.

3. Oco6oe BHMMAaHUE CIIEAYET YAEIUTh BBIIOJIHEHUIO OTYETOB 110 IPAKTUYECKUM 3aHATH-
AM 1 UTHANBUAYAJIbHBIM KOMIUICKCHBIM 3a/JaHHUAM Ha CaMOCTOATCIIBHYTO paGOTy.

4. Best TemaTrka BOIPOCOB, U3YYaEMBIX CAMOCTOSITEIILHO, 3a/1a€TCsI Ha JICKIUSAX MPETIo-
naBatesieM. MM e aroTcs UCTOYHMKY (B IEPBYIO OYepe/lb BHOBb M3/AHHBIE B EPUOANUECKON
HAYYHOM JuTeparype) uist 0ojiee AeTalbHOTO IOHMMAaHUs BOIIPOCOB, 03BYYCHHBIX HA JICKIIHU.

[Ipu camocTosATensHON TPOPAOOTKE Kypca 00y4aromuecs T0JDKHBIL:

* IPOCMATPHUBATh OCHOBHBIC OTPE/ICICHUS U (PaKThI;

* IIOBTOPUTDH 3&KOHCHCKTHpOBaHHBIfI Ha JICKHMOHHOM 3aHATUH MaTCpual U JOIOJIHUTH
€ro C y4eTOM PEKOMEHIOBAHHOM 10 JAHHOM TEME JIMTEePaTypPhI;

* UIBYYUTb PCKOMCHIAOBAHHYIO JIMTCPATYPY, COCTABJIATH TC3UChI, aAHHOTAINN WU KOHCIICKTBI
HanboJiee BAXKHBIX MOMEHTOB;

* CaMOCTOATCIIbHO BBIIMMOJHATE 3aJlaHUs, aHAJTOTUYHBIC IMTPCAJIaracMbIM Ha 3aHATUAX

* UCTIOJIB30BAaTh JIJIsl CAMOIIPOBEPKH MaTepuaibl (POH/Ia OLIEHOYHBIX CPEIICTB.

PacuerHo-rpadguyeckas pabora yactb 1 “IlonckoBbie cucremsl A1 UaTepHera Bemei”
1 Henn padorsi

Llenbto paboOTHI ABISETCS MOTYUYEHNE HABBIKOB pabOTHI C MOMCKOBBIMU cucTeMamu “HH-
tepHeTa Bemei” Shodan u Censys.

2 KpaTkue TeopeTHYecKHe CBeeHHs]

CoBpeMeHHYI0 KHU3Hb HeJb3s PEJCTaBUTh 0e3 ycTpoiicTB MIHTepHeTa Belleil oHu
OKpPY’KaroT JIF0JIel TOBCEMECTHO U 3aTParMBaloT CaMblil pa3Hble acleKThl )KU3HU. JIroau paspe-
HIAIOT 3TUM YCTPOHCTBAM CJIETUTH 33 COOOM, B HA/IEXkKE YTO ATO YIIPOCTUT UM KM3Hb, HO IIPU
3TOM 3a0BIBaIOT, YTO MMOCKOJIbKY BCE 3TH YCTPOWCTBA MOJKIIIOUEHBI K VIHTEpHETY, K yCTpoii-
CTBaM MO’KHO MOJYYMTb OTTYyJa JocTy. J{ist aTux nesneit no ananoruu ¢ Google u SInnekc cy-
IIECTBYIOT CIEIMAJIbHBIE IOMCKOBBIE CUCTEMBI, KOTOPBIE MO3BOJISAIOT HANTH 3TH MOJKIIOYEH-
HbIE YCTpoiicTBa, HarpumMep, Shodan u Censys.

[Tpuniun paboThl TaKOM MOMCKOBOM CUCTEMBI MOKHO MIPEJICTABUTH B BHJIE YEJIOBEKA,
KOTOPBIM XOJUT I10 YJIHUIIE U CTYYUTCS B KQXAYI0 ABEPh. B peanbHOCTH ponu 1Bepel BeICTyMa-
IOT aJipeca YCTPOMCTB, a yaulla 3TO CETh UX 00BbEeIUHSIONIAs.

Ecnu 310 BoOOpaxaeMoro yenoBeka CIipOCUTb O JBEPSX, KOTOPBIE €CTh B KOHKPETHOM
JIOM€, OH MO>KET, HAIIpUMEP, paccKa3aTh: KAKUE TaM JABEPHU, CKOJIBKO UX, KTO OTBETUT Ha CTYK U
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4TO 3TH JIou OTBeTAT. [IpumenuTensHo kK Shodan u Censys 3To nHpopmanus 06 0ObeKTax
MHTepHeTa Bele: KaKk OHYM HA3bIBAIOTCA, K KAKOMY THIY YCTPOWCTB IPUHAJIEXKAT U €CTh JIU Y
HUX BeO-uHTEpdeiic, KOTOPHI MOYKHO UCIIONB30BaTh. Y eciii paHbllle OCHOBHYIO JIOJIO Pe3yIib-
TaTOB ITOMCKA COCTABJISIIM MaplIPyTU3aTOPbI, CETEBBIE IPUHTEPHI U [P-KaMepsl, TO Tenepp Jaxe
HEKOTOPHIE JIAMIIOUKH UMEIOT coOcTBeHHBIN [P-anpec. He 3axymMbIBasich 0 MOCIEACTBHUAX K HH-
TEPHETY MOJKIIOYAIOT BCE MOAPS — OT YMHOM OBITOBOW TEXHUKH JI0 aBTOMAaTH3UPOBAHHBIX
CUCTEM YIPABJICHUS TEXHOJIOTMYECKUMHU IIPOLECCAMH.

Hcnonb3zoBanue Shodan

Shodan, Mo cBOMM MOTEHIIMANTBHBIM BO3MOXHOCTSIM, — OIACHAst TEXHOJIOTUS B PyKax
kubepnpectynHukoB. Ho mpu 3ToM oauH U3 caMbIX 3 PEeKTUBHBIX HHCTPYMEHTOB B apCeHase y
CHELMAIHNCTOB 10 CETeBON 0€30IaCHOCTH.

B ocnoBe Shodan 5ie;xut mouckoBbIi poOOT, MOA00HKIH «Ttaykam» Google. OH Hakar-
JMBAET CBEJIEHUs 00 y3/1ax CeTH, OTBETUBLIMX XOTs Obl Ha OJIUH 3alpOC, B UX YUCIIE MOTYT
ObITh [P-kamepsrl, ymHBIC ToMa 1 npouee. Otaunune Shodan ot Google u aApyrux mogoOHBIX T10-
UCKOBBIX CUCTEM, B TOM YTO MOCJIEJHHE B OCHOBHOM pabotaror ¢ WWW, a Shodan ckanupyer
Bc€ yTO nojKioueHo k MurepHery. Ero riobanbHas niens coctaBuTh KapTy Beero MHTepHera.
Eme ogauM otiamuauem sBisiercs To, uto Shodan Tpedyer )KecTKOTro cOOII0eHUSI CHHTAKCUCa
3alpoCoB, HEJIb3S1 HAMKUCATh ‘“3JIEKTPOCTAHIUSA U MOJTYYUTh CIIUCOK BCEX AIEKTPOCTAHIINH,
UMEIOUINX BbIXxoA B IHTEpHeET.

OxvH U3 BO3MOXXHBIX BapUAHTOB IPUMEHEHUS - IOMCK POYTEPOB C 1e(OITHBIMH Mapo-
JISIMU, JUUISL 9TOTO JIOCTAaTOYHO BOWTH B MOMCK “‘admin admin”. Ho 3T0, moxaiyii, camoe 6e3-
BpEIHOE, YTO TaM MOKHO 0OHapykuTh. Hanpumep, BIoIHE peanbHO OOHAPYKUThH HE3aIIUIICH-
HbIEC PEHTTEHOBCKHE aNIapaThl U IOCMOTPETh CHUMKH MAIlEHTOB WJIH MOJIKIIOYATHCS K 000-
PYZOBaHHUIO aTOMHOM 2JIEKTPOCTaHLIMH.

Ho He Bce Tak moxo, oT ucnosb3oBanust Shodan ecTs 1 1oJib3a, OH MOXKET IIOMOYb BaM
HaTH ys3BUMBbIE YCTPONCTBA B BALIMX COOCTBEHHBIX CETSX, M 3aLUTUTh UX, IPEX]IE YeM KTO-
TO PEIINT BOCIIOJIb30BATHCS 3TUMHU YSI3BUMOCTSIMH.

Shodan ucnonb3yeT coOCTBEHHBIN BCTpOEHHBIN ckaHep nopToB. OCHOBHYIO HH(pOpMa-
uto 11 aHann3a Shodan mosyyaer u3 GaHHEPOB, ¢ TOMOIIBIO KOTOPBIX CEPBUCHI, 3aIlyIllEeHHbIE
Ha OTKPBITHIX MOPTAX, COOOLIAIOT 0 cebe. ITu OaHHephl MyOINYHO 00BABIAIOT BceMy MHTep-
HETY, KaK1e CEPBUCHI OHM IMPEACTABISAIOT U KaK C HUMH B3aUMOJIEHCTBOBATh. DTO MOXKET ObITh
uH(popMalus 0 MPOrpaMMHOM OOECIIEUEHUH CEpBEpa, O TOM, KaKhe apaMeTphl MOIEPKUBAET
CEpBHUC, NIPUBETCTBEHHOE COOOLIEHNE UITU YTO-TO €I, YTO KJIMEHT XOTeJ Obl 3HaTh, PEXK/IE
YyeM HayaTh B3aUMOJIEHCTBOBATH ¢ cepBepoM. Bot Tak Beirnsaut FTPOanHep, B kauecTBe npu-
Mepa MpUBEAEHHBIN Ha caiite Shodan:

220 kcg.cz FTP server (Version 6.00LS) ready.

Ota uHpopMalus N03BOJISET Y3HATh MOTEHIMATIbHOE UM cepBepa: kcg.cz, tum: FTP-
ceprep u ero Bepcus: 6.00LS.

Amnanornusslii npumep 6annepa 1t HTTP-cepBepa BBINISIUT Tak:

HTTP/1.0 200 OK
Date: Tue, 16 Feb 2010 10:03:04 GMT
Server: Apache/1.3.26 (Unix) AuthMySQL/2.20 PHP/4.1.2 mod_gzip/1.3.19.1a
mod_ssl/2.8.9
OpenSSL/0.9.69
Last-Modified: Wed, 01 Jul 1998 08:51:04 GMT
ETag: "135074-61-3599f878"
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Accept-Ranges: bytes
Content-Length: 97
Content-Type: text/html

Jpyrue cepBHCHI Ha IPYrUX MOPTaX TaKKe MPEIOCTABISAIOT CHEU(PUIECKYIO ISl KOH-
KpeTHoro cepBuca nHpopmanuioo. ECTecTBEeHHO, HUKTO HE TapaHTUPYET, YTO ONMyOIMKOBAaHHBIN
OaHHEp SABJISAETCS] BEPHBIM WJIU MOUIMHHBIM, B Shodan MoxkHO HaiiT 1 honeypot (pecypc,
MPEICTaBIISIFOIIMI COO0M MpUMaHKY JIJIsl 37I0yMBIIUTICHHUKOB). Ho, Bce ke, B OOJIBIIMHCTBE
ciIy4aeB 3Ta HHGOPMAIUs COOTBETCTBYET HCTHHE. OTAETBHO CTOMT OTMETUTD, YTO CHUTYAIIHSI C
UCTIOJIB30BAaHUEM TOT'0 TIOMCKOBHKA KJIACCHYECKAs ISl MCClleoBaTeNeil B obnactu nHpopma-
IIMOHHOHN 0€301IaCHOCTH — WHCTPYMEHT MOXKET UCTIOJB30BAThCS KaK ¢ OJIarMMH HAMEPCHHSIMH,
TakK U C IeJIbI0 HapyIIeHHs 3aKoHa. B manHON paboTe MOMCKOBUKU OYAYT UCTIOIB30BAThHCS
TOJIBKO B UCCJIEIOBATEIbCKUX LIEIISX.

Cy1iecTByeT MHOXECTBO BapHAHTOB I IPUMEHEHUs MOMCcKoBUKa Shodan B cambIx
pa3HbIX 00nacTax. Bor HeKoTOphIe U3 HUX:

. cereBas 0€30I1aCHOCTD: CJICOUTEC 3a BCCMU YCTpOﬁCTBaMH B Bamiel KOMIIQAHUU C
AOCTYIIOM B I/IHTepHeT;

. KI/I6ep'pI/ICKI/IZ IIpoOBOAUTE OHJIaMH-UCCIIeJOBAaHUS BallUX MOCTABIIUKOB C TOUKHU
3PpCHUS OLICHKH PHUCKOB,

. MAapKCTHHI'OBBIC HCCIICJOBAHUA: OTCJ'IG)KI/IBaI‘/‘ITe, KakKue MpoOAYKTBI U JIA KAKUX
3aJiad [IpCcArIOYUTarOT UCII0JIb30BATh HOTpe6I/ITeHI/I I10 BCEMY MHUPY,;

. HpO(l)I/IJ'IaKTI/IKa 38.p8.)K6HPII>iZ OH@HHBaﬁTC, CKOJIBKO HCIIOJIb3YCMBbIX yCTpOﬁCTB

YSI3BUMBI K 3apPKEHHIO PA3IMYHBIMKU BUPYCAMH U TIPOTPAMMaMH-BBIMOTaTEIISIMH.

[Tpumenenne Shodan mo3BoJsiET B3TISHYTh Ha CBOIO CETh IIa3aMU KUOEPIPECTYITHH-
KOB, BEISIBUTH CJ1a0bIe MecTa M ysI3BUMBIE ycTpoiicTBa. OTHAKO, BCE JKe, ITOJIHOCTHIO JOBEPSThH
BCeil nH(pOpMAINH, KOTOPYIO OH BaM JIECMOHCTPHPYET, HE CTOUT. TOT IIOUCKOBBIHN JIBUKOK B
OCHOBHOM paboTaeT ¢ OaHHepamMHu, a OaHHEPHI MOKHO H3MEHUTH, MTOENIATh U IOJMECHHUTH.

3nakoMcTBO ¢ Shodan HaunHaetcs ¢ peructpauuu. IlonpoOoBaTh BO3MOKHOCTH MOKC-
KOBUKA MOXHO M HE PETUCTPUPYSICH, HO CaMble HHTEPECHBIE (PYHKIINU OTKPBIBAIOTCS MOCIIE pe-
ructpauuu. Kpome 6ecriiatHoii cymiecTByeT U HECKOJIBKO BapUaHTOB IUIATHON PErHCTpaLiiy.
becruiaTHbI akKayHT UMeEeT HECKOJIbKO OrpaHHUYEHHH, HaIprUMep, 10 KOJIUYECTBY Pe3yIbTaToOB
U 1ocTynHbIM (puibTpam (50 B cyTku). JlocTyn K pacuMpeHHbIM GpuibTpaM TpeOyeT MIaTHOro
yneHcTsa (49$). Jlns pa3paboTIMKOB U KOPIIOPATUBHBIX MOJIH30BaTENEH CYIIECTBYIOT IPEAIO-
JKEHUS C eKEMECSYHOH MaToi (¢ 6osee AeTanbHOM
uHpopManreil MOXKHO 03HAaKOMUTBCS 371ech: https://account.shodan.io/billing )

YroObI cO3/1aTh YUETHYIO HAXKMUTE Ha KHONKY Register, 3anoinHuTe Bce HEOOXOAUMBIE
IOJIS M 3aTeM HaXXMUTE Ha KHONKY «Create» (pucyHOK 1).
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'. SHODAN | Account Register

Create Account

— Subscnbe to the newsletter

Privacy Polc

Pucynok 1. Kak nons3oBatscst Shodan: Peructpanus
ABTOPHU30BABIINUCH B CUCTEME, HAUHUTE 03HAKOMIICHHE C BEPXHETO MEHIO.
31ech CTpOKa MOUCKa U HECKOJIbKO KHOMOK (PrcyHok 2)

#% SHODAN

Pucynok 2. [Tanens menro Shodan
Kuomka «Explore» maet BO3MOXHOCT IIPOCMATPHBATH MOCICIHUE U CaMbIe TIOMYJISIP-

HbIE ITOMCKOBBIC 3aIIPOCHI J00ABJICHHBIE MTOJIb30BATEISIMU B 3aKiaaku. CTpaHuIa pas3ielieHa Ha
YEThIPE TIOJIS.

- Categories - OUCK 10 KaTeropHsIM;

« Top Voted - cambie nomyisipHbIe MOMCKOBBIE 3aITPOCH 3a Bce Bpemst; O Filtres - mownck

10 TIOMYJIAPHBIM (QHIBTPAM;

+ Recently Shared - mocnenHue MOMCKOBBIE 3aIPOCHI.

Hike ckpHH ¢ TOIpOOHBIM OIMMCAHUEM KaXK/IOTO DJIEMEHTA CTPAHHUIIBL:
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’. SHODAN Explore Downloads Pricing 2 Search n
Explore|

// CATEGORIES

2

Network Infrastructure Video Games

// TOP VOTED // RECENTLY SHARED // FILTERS
o |
Webcam Seagate.com
best ip cam search | have found yet

~12519 sury

o -

Cams 80

Netcam Saferoads Variable Message S...

Netcarr Electronic highway message

®) Shodan 2000

2697 23 Explore the Internet in style using an

80's retro-futuristic interface to
synthwave music.

Pucynoxk 3. Onucanue snementos Shodan
Haxxmure, HanpumMep, Ha 3anpoc, «default password». [IpounTaB onucanue MOKHO 110-
HATb, YTO PeYb UJIET O POyTepax C MapojeM IO YMOIYAHHIO.

’. SHODAN Explore Downloads Pricing 2 "default password" n

& View Report (B e Images [ View on Map

341525 New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

58.26.139.202 [/ 2021-12-09T14:47:05.986088

THn:

E) ' E y1alaysia, Kuantan
N Ay v
-

5

United States 4,842
Taiwan 3,314 216.14.70.44 2021-12.09T14:46:20 831284
VistHa 2887 Ubiquiti Ne Device
China 2,692 ==,
States, Statesboro
Germany 1,009
More... Product: LAP-HP
Version: XM.ar7240.v5.6.2.27929.150716.1201
23 8,418
2 2021-12-09T14:44:51.439423
681 3648 108 41.189. 23:’ 74 )
8080 3,638
9000 2,083 E "5e53d0d1.7993"
- i Content-Type: text/html
8083 1349 ;_mué\'n;d States, New onten: e: texc/hom
More..
Accept-Ranges: by
Content-Sec icy: img-src 'self’ data:; default-src 'self’ 'unsafe-inline’...

Pucynox 4. PezynpTats! noucka mo 3amnpocy «default password»
MoMeHTaIbHO MOABIAIOTCS PE3YIbTATEI CKAHUPOBAHU. B OTKPBIBLHIEMCS OKHE CJIEBA HA
paBo (PUCYHOK 4):
1. B neBoii wactu »kpana obmias uHpopmauus. OOIee YHUCIO pe3ynbTaTos. Pe-
3y/lbTAaThl MO CTPaHaM W OTENbHOE KOJMYECTBO HAWJCHHBIX PE3YJIbTaTOB B
Kaxaou ctpane. [IpoBaiinepsl, MOPTHI, OTIEPAIIMOHHBIE CUCTEMBI U T.JI;
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2. B cepeMHE PACIONAraOTCsA CaMM PE3YJIbTaThl ¢ TIOBEPXHOCTHOI HH(pOpMAIMEii:
IP-anpec, npoBaiinep, nara nobasneHusi, crpana, ropoja. bonee moapobHy UH-
dbopMaIuo MOKHO MONYYUTh HaxkaB Ha [P-ampec; 3. mone crpaBa, 0TOOpaXkaeT
OaHHEp OTBeTA.

[To ymomyanuio GyHKIMS MOMCKA CaiiTa UCIIONb3YyeT BBEJCHHOE CJIOBO JUIS ITOMCKA, KaK
TOYHOE BBIpa)KEeHUE JJIsl TOUCKOBOTO 3arpoca. [IoncKoBUK MOXKET HCKAaTh TOJBKO KOHEUHOE
CJI0BO U3 3arpoca (K mpumepy, nmoruckopoii 3anpoc «WVC8E0» BepHeT Toapko « WVCE0» u
npourHopupyeT «WVC80N»), u paccMaTprBaeT HECKOJIBKO CIOB TOJIBKO KaK JIOTHYECKOE BbI-
pakerrie AND («my»). Obmrue ciosa (a, and, by, the, is, on, it) Oyxyr urHopupoBaThCsi.

OCHOBHOM  TOHUCK OYJET BBIIOJHATH  COIMOCTABJICHHE CTPOKH C WH-
dbopmarueit 3 6aHHEPOB CEPBEPOB O€3 MOMCKA C TTOMOIIBIO JTOTOTHUTEIILHBIX METaTaHHBIX
MPOTOKOJIA, KOTOPBIE TAK)KE COOMPAIOTCS U3 OOHAPYKEHHBIX YCTPOHCTB.

B Shodan moHO HcKaTh ycTpoiicTBa orpeeneHHoro npou3BoauTens. Hampumep,
MOJKHO TOUCKaTh ycrporictBa Mikrotik ¢ web-unTepdeiicoMm 0CTyI K KOTOPBIM BO3MOXKEH 0e3
aBTopu3anuu. st 3Toro HeoO6XOAMMO BCIOMHUTH OCHOBHBIE KOAbl HTTP-0TBETOB:

« 200 OK Request succeeded,;

« 301 MovedPermanently Assigned a new permanentURI,;

- 302 FoundResides under a different URI;

401 Unauthorized Request requires authentication;

403 ForbiddenRequest is denied regardlessof authentication.

TakxuMm oOpa3zom HaOpaB MOUCKOBBIN 3anpoc Buaa “200 mikrotik” Shodan Beigact mo-
psanka 1 400 000 pesynbTaTtoB ¢ ycrporictBamu Mikrotik.

Urto0b1 MOJTyYHUTh MakCUMyM  OT Shodan Ba)XHO ITOHUMATh
CHUHTAKCHUC TOUCKOBOro 3amnpoca. Kak Obu10 ckazaHo paHee cucteMa paboTaer ¢ 6aHHepamH,

KOTOpBIE MPEJICTABIISIIOT co0oil mHpopMaIuio o ciyx0ax 3amylnieHHbIX Ha
ycrpoiictBax. Hanpumep, 6anHep Buaa:

{
"data": "Moxa Nport Device
Status: Authentication disabled
Name: NP52321 4728
MAC: 00:90:e8:47:10:2d",
"ip_str': "46.252.132.235",

"port™: 4800,
"org": "SingTel Mobile",
"location™: {
"country_code": "SG"
¥
}

JlanHb1il GaHHEp UMeEeT 5 CBOMCTB, Y pealbHbIX OaHHEPOB KOJIMUYECTBO CBOMCTB MOXKET
ObITh IpyruM. Kaxkaoe cBOMCTBO XpaHUT pa3IUuHyI0 HH(POPMAIIMIO O 3alyIIEHHBIX CITyk0ax:
« data: OCHOBHO# OTBET OT CaMOT'0 CEpBUCa;
- ip_str: IP-axpec ycrpoiicTBa;
+  port: HOMep MopTa CIy>KObl;
« Org: opraHusanus, KoTopas Biaxeer d5TUM auamasoHoMm I[P-ampecos; O
location.country code: cTpaHa, B KOTOpOil HAXOAUTCS YCTPOMCTBO.
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[To ymomyanuto, Shodan uier TOIBKO MO COAEPKUMOMY CBOMCTBA data, 1 OHO MOKET
CYIIECTBEHHO Pa3IMYaThCs B 3aBUCUMOCTH OT THIIA cIy*kObl. [ToaToMy npu norcke HeoOXoau-
MO OIIPEJENNUTHCA, KaKMEe HMEHHO CIyO0bl Bac uHTEpeCyoT.

UToObI MOMCK OCYIIECTBIISIICS HE TOJIBKO MO CBOMCTBY “data”, HEOOXOJMMO HCIIONIb30-
BaTh MMOMCKOBbIE (DPUIIBTPHI, C UX MOMOIIBIO MOXKHO co00mMTh Shodan, 4TO BBl XOTUTE BBITION-
HUTD [TOUCK IO ONPE/ICTICHHBIM CBOMcTBaM. OUIbTphl UMEIOT Gopmar: “filtername:value”.

OO6parure BHUMaHUE, YTO MEX1Y UMEHEM (DUIIbTpa U ero 3HaueHHEM HeT mpobera.

UroObl HaliTH yCTPOHCTBA, HATIPUMED, B ONPEACICHHON cTpaHe, HeOOXOMMO MPUMe-
HUTH QUIBTP “country”, ¥ MOACTABUTH KOJ CTPaHBI, IJITMHOHN B Ba CUMBOJIA.

country:ru
Ecan 3HaAYCHUE, KOTOPOC BEI IIBITACTECH HaﬁTH, COACPIKUT Hp06eJ'II>I, HeO6XO,Z[I/IMO
3aKJIKOYNTDH 3HA4YCHUC B KaBBbIYKH. HaanMep, cnez[yloumﬁ IMOMCKOBBIHN 3a-

MIPOC MOKA3bIBAET YCTPOMCTBA, KOTOphie HaxoasaTcs B cetu OJSC Sibirtelecom: org:""OJSC
Sibirtelecom™
®unpTpel Shodan Takke MOKHO KOMOMHUPOBATH, YTOOBI €I1Ie OOJIbIIE YTOUHUTH Pe-

3ynbTaThl. Hampumep, BOT MOMCKOBBIN 3alIpoC I TOMCKA YCTPONUCTB, PaClOJIOKEHHBIX B CETH
CubupbrenexkoM U Haxomsamuxcs B Poccuun: country:""RU" org:""*OJSC Sibirtelecom™

s nonumanust paboTel GUIBTPOB U COOCTBEHHO TOTO Kakue (PHIBTPBI MOIICPKUBA-
I0TCS, MOYKHO U3YYHTb 3aPOCHI U3 YHCIIa PEUTHHTOBBIX, a TAK)KE MEePEeX0/1s M0 CChUIKaM, yToY-
HSIOIIMM XapaKTePUCTUKHU 3ampoca. s mpumepa, MOKHO co cTpanuibl “Explore” mepeiitu B
kateroputo “Industrial Control Systems” u BeiOpath oany u3 Gupm npousBoauteneit [TJIK.
Kaxp1ii mpou3BOINTEINH U3 CIIMCKA XapaKTEPU3yeTCs] HEKOTOPHIM HA0OPOM MPU3HAKOB, ITO3BO-
JSIFOIIMM HIeHTH(GUIMpPOBaTh ero obopyaoBanue. Hanpuwmep, st [IJIK ¢upmber Omron xapak-
TEpHO Hcnoib3oBanue nporokona FINS, nanusie ycrpoiicTBa MOTyT OBITH OOHapYx)eHbI Shodan
¢ nmomonipio GuisTpa: Port:9600 response code

B nanpHelimeM B OKHE pe3ybTaTOB IIOUCKA Bbl MOYKETE 33/1aTh JajbHEHIIEE YTOUHEHUE
10 HECKOJIBKUM KJIH04eBbIM 00OacTaM. Ha O0k0oBoil maHenu cieBa MOKHO Ha0JI01aTh HEKOTO-
pbl€ CBO/IHBIE BBIOOPKHU MOJIYYEHHBIX JaHHbIX:

. KapTa pe3yibTaToB;

. TOII-crincox cepBUCOB (IOPTHI);

. TOIl-cniucok opranuzanuii (ISP, internet service provider — mocTaBIu-
KU UHTEPHET-YCIYTH);

. TOII-civcok onepaluoHHBIX CUCTEM;

. TOIl-cnucok MpoAykToB (MO  Ha3BaHUIO  MPOrpaMMHOro obec-
TeYeHHUs).

B ocHOBHOM pa3acii€ MOKHO ITOJTYIUTDH pacmnpeHHHﬁ BBIBOJ PE3YJIbTATOB, KyJa 6y,ueT
BKJIFOYUCHA CJICAYROIIas I/IH(I)OpMaI_[I/ISIZ

. IP-ampec; 0  ums xocTa;
. MTOCTABIIUK HHTEPHET-YCITYT;
. BpeMsI, KOT/1a 3anich ObuTa J00aBieHa B 0a3y JaHHBIX; O cTpaHa, B KOTO-

pOii HaXOUTCs YCTPOIcTBO; O cam OaHHED.
J1ist oSy deHus TOTOTHUTEIFHOM HHPOPMAIMK Bbl MOXKETE KIMKHYTH Ha “details”,; ko-
TOpasi MEPEHANPABHUT BaCc HETIOCPEACTBEHHO K MH(OpMAIuu 06 3TOM X0ocTe (PUCYHOK 5).
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@128.211.197.206 as Ports
oooon

ancp-19/-200b.resnet.purdue.edu

City Kokomo

Country United States EE Services

Organization Purdue University

ISP Purdue University

Operating System  Windows 6.1 |

Last Update 2020-07-28T07:40:31.717803 OpenSSH Vessonal-opliThni
Hostnames dhcp-197-206.resnet.purdue.edu SSH-Z?O—OpenSSH_?.spi Ubuntu-4ubuntud.3
R A Key type: ssh-rsa

Key: AAAAB3NzaClyc2EAAAADAQABAAABAQCNNSxTI@HMs
nt4fwNECRtcTQofXW8ggD+wEF2r5XPmzjZe
taS5E018njRq1jXZ1Qmr +55KnVilPawDBQFxwNnPcwbyZ5q
P8bzTHOYIzNsh3bIfx4XN+nTtkUn@H
Zau51LeJUJObrbFGx41hMkA1x/NC18cb/p3PECtBTS5bmhn
eEZnbiqF60BsqwxMmMdtQavSfsV/j+
RQKE/TvgiO+tDFfDIDOFRUKqIYyP3ACSP3z6h9SpqzYaIUT
eWlJuoojdS1LGmpWZX81wHmUUVSVUQ
HD8F4plY8gr71jxk0V6S5p1NiBEKYS42z06]0VIKNGWhERS
X+MMGKF2Z1uLCWPWjbAR19

Fingerprint: e8:d0:09:38:28:97:4b:a5:44:06:01:
82:6a:cf:0c:04

Pucynoxk 5. Jleranu3zanus pe3yapTara 3amnpoca

Jlnst ynydineHus Ka4ecTBa MOUCKa, C LENIbI0 BKITFOYCHHUS/UCKITIOYCHHSI KAKUX-TO 3HaUe-
HUIi CBOMCTB, MOXKHO MCIIONIb30BaTh (prutbTp Xoteit cBoiicTs: filter:hash. Kaxapiii 6annep co-
JepKUT cBorcTBO hash, koTopoe siBisieTcst YMCIOBBIM XemeM cBoicTBa data. DTo MoxkeT ObITh
I0JIE3HO, HAIIPUMED, YTOOBI UCKIIIOYHUTH ITyCThIC PE3YyJIbTAThl IOMCKA, TyCThie OaHHEPHI BCET/Ia
UMEIOT OJIHO U TO )K€ 3HAUY€HHE X1IlIa, PABHOE HYIIIO, HCKIFOUUTh MX M3 IMMOUCKA MOKHO 100aBHB
hash:0 k morckoBomy 3ampocy.

[Momumo yHKIIMM 0OHApYKEHUS YCTPOHCTB U ciyk0 Shodan MoXkeT CBSI3bIBaTh UH-
dopmarmo 00 yCTpOHCTBE C XapaKTepPHBIMHU ySA3BUMOCTAMHU. C GaHHEpaMu MOTYT OBITh CBsI3a-
HBI YSI3BUMOCTH JIBYX THUIIOB: IOATBEPIKICHHBIE U HEMOATBEPKIeHHbIe. HermoaTBep Kk aeHHbIe
YS3BHMOCTH - 3TO YS3BHMOCTH, KOTOPBIE IT0/IPa3yMEBAIOTCS HA OCHOBE COOPaHHBIX METaJlaH-
HBIX. Hanpumep, eciiu Ha cepBepe paboTaeT crapas Bepcust Apache, To Shodan cBsukeT n3Bect-
HbIE TPOOJIEMBI C ATOM BepCUeil U YCTaHOBHUT IS CBsI3aHHOTO cBoiicTBa “verified” B 6anHepe
3HaueHue False, ecnu oOHapyxeHa MOATBEPKIEHHAs YSI3BUMOCTb, TO OyJIeT YCTaHOBJIEHO 3Ha-
yenue True. HemoarBepskaeHHbBIE YSI3BUMOCTH MOTYT MPEICTABIATH COOOM JIOKHBIE cpadaThi-
BaHMS B 3aBHCUMOCTH OT YCTPOICTBA/MPOrPaMMHOTO 00ECIICUSHHSI, [TO3TOMY OHU OOBIYHO Tpe-
OYIOT JOTIOJIHUTEILHON POBEPKH, UTOOBI YOeIuThCS, UTO ciyk0a ysa3Buma. x crienyer pac-
CMAaTpUBaTh KaK OTHPABHYIO TOUKY IS TAILHEHIIIETO pacCieI0BaHMsI

(pucyHoK 6).

\&Vulnerabilities /

CVE-2010-2068 mod_proxy_http.c in mod_proxy_http in the Apache HTTP Server 2.2.9 through 2.2.15,
2.3.4-alpha, and 2.3.5-alpha on Windows, NetWare, and 0S/2, in certain configurations
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Pucynoxk 6. [Ipumep oToOpaxeHus ya3BUMOCTH.

Bcest mH(popManus 00 ys3BUMOCTSIX XpaHUTCS B cBoicTBe “VUINS” B OanHepe. Bbl Moxke-
T€ YBHUJIETh, KaK 3TO BHITJISANT, HA BKIaAKe “Raw” Ha crpanuie nHopmanuu wim Hernocpe-
CTBEHHO B3TJIsiHYB Ha 0TBeT APIL. CBoicTBO “vulns” - 3T0 00BEKT, KIIFOUM KOTOPOTO MPEICTaB-
JS0T c000it naenTudukaTops! yszsumoctu (Hanpumep, CVE-2014-0160), a 3HaueHus conep-
xat uHpopmanuio 00 ysa3BuMocTH. IlogpoOHee 03HAKOMUTHCS CO CBOMCTBaMU M (pUIbTpamu
Ha X OCHOBE MOHO Ha https://datapedia.shodan.io/

[TomuMmo morcka U MpocMOTpa cBOICTB OaHHEpOoB Shodan 1M03BOJISIET BHITPY3UTH UH-
dopmanuto 11 aHaIM3a UHGOPMAIMK BHEIIHUMHU aBTOMATU3UPOBAHHBIMU UHCTPYMEHTAMH.
Bo3moxkHa BeIrpy3ka B json, csv, xml. Ho cTOUT OTMETHUTB 4TO BO3MOKHOCTH BBITPY3KE Ha
OecIUIaTHOM aKKayHTE€ HE JJOCTYIIHBI.

HUcnoab3oBanue Censys
Honroe Bpems Shodan OblT e AMHCTBEHHBIM MOMCKOBBIM JIBUKKOM 10
HNurtepuety Bemeid. B 2013 roxy Bo3uuk Censys — ero 0ecriaTHbIM KOHKYpeHT. OH 1Mog00HO
Shodan, onpamuBaet Bce myoauyHo gocTynHble [P-agpeca u mpoTOKOIUPYET UX OTKIUKHU., BOT
TOJIBKO co3aaTend Censys JOMOJHUTENBHO CAENIANU YIIOp Ha MOKUCK ysi3BUMocTel. Censys Mo-
JKET BBIIATh CIIMCOK YCTPOMCTB, HE 3AIIMILEHHBIX OT KaKOKW-TO KOHKPETHOM W3BECTHOM YrpO3bl
13 YKcia HanboJiee pacpoCTPAHEHHBIX (PUCYHOK 7).

R Register
’?@:" Q IPv4 Hosts & EGRIEE) -:h-]?

& Docs

Q@ Map i Metadata [l Report

IPv4 Hosts
Page: 1/2,602 Results: 65,041 Time: 98ms

Quick Filters

For all fields, see Data

A 138.197.160.198 (greenthumbhosting.com)

DIGITALOCEAN-ASN (14061)
Ubuntu 22/ssh, 80/http
GreenThumbHosting.com Security Advisory re: Heartbleed - Wed. Apr. 9, 2014
80.http.get.body: : Heartbleed

Autonomous System:

2,564 KIXS-AS-KR
Korea Telecom

1,762 HINET Data
Communicatior

Toronto, Ontario, Canada

Business
Group 0 137.193.65.226
1,518 COMCAST-792. DFN Verein zur Foerderung eines Deutschen Forschungsnetzes e.V. (680)
1,237 CNNIC- Germany
ALIBABA-CN- 443/https
NET-AP heartbleed.ais.uni-kassel.de
Hangzhou 443 https.getbody: </1i> <1i class=""><a href="challenge.html">He
Alibaba N
Advertising
Co. Ltd. .
1078 ROSTELECOM- | 1 175.24.109.76
AS CNNIC-TENCENT-NET-AP Shenzhen Tencent Computer Systems Company
& More Limited (45090) China
443/https, 5900/vnc
Protocol: 443 https.get.body: <html> <head> <meta charset="utf-8"> <title>He
63.65K143/https :

DL TELON fhtdn

Pucynok 7. Pe3ynbTarsl MOUCKA MO YSI3BUMOCTIM

OTKIIMKHU CETEeBBIX Y3JI0B Ha 3amnpockl Censys MOMOTal0T UASHTUPHUIIMPOBATH OTBETUB-
M€ yCTPOMCTBAa U MHOTO€ Y3HaTh 0 HUX. Cpeu IeHHON HH(pOpMAIH: TPOU3BOAUTENb, MO-
JIeJ1b, TUII, BEPCHUS IPOIIUBKH, OTKPBITHIE TOPThI, aKTUBHBIE CEPBUCHI U JIETAJIU O IPOrPAMMHOM
obecneuennu. Hanpumep, ncrosb3yeT Jid OHO MHU(PPOBaHUE U KaK UMEHHO CKOH(UTYpHpOBa-
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Ho. Yepes Geo [P Takxke MOXXHO y3HATh MPUOIHU3UTEIBHOE reorpapuuecKoe pacioIoKeHHE.
Best unopmanysi 0OHOBISIETCS €:KEAHEBHO B X0OJI€ CKAHUPOBAHUS OOIIEIOCTYITHOTO aIPECHOTO
npoctpancTBa [IPv4 1 nepBoro MUIIIMOHA JOMEHOB B PEHTHHIE IOCEUIAEMOCTH (€r0 €KEAHEBHO
nocrasiseT Alexa Internet — nodepusas komnanus Amazon). [IonCKOBHK MO3BOJISET 3KCIIEP-
TaM 1o 0€30MacCHOCTH OLEHHUTH PACIIPOCTPAHEHHOCTh PA3IIMYHBIX YSI3BUMOCTEH.

Censys noaAepKUBAET MOJTHOTEKCTOBBIN TOUCK, IOTHYECKHE OIIEPATOPHI, YCIOBHBIE
3HaKH U QUIBTPHL. B 001ieM ciyyae 3a1aeTcss HICKOMOE CJIOBO M OMIIMOHATIBHBIE YKA3aTelu TO-
ro, TJIe OHO JIOJDKHO BeTpedarbes. s GuiabTpaluu BeIIaYl MOXKHO IEPEYUCIUTD OPT, MPO-
TOKOJI, MeTOJI, uana3oH [P-aapecos, reorpaduueckoe mojaoKeHNUe UM OTPaHUYCHHUS 110 JaTe.

[TonpoOHBI CHHTAKCUC MPECTABICH B CIIPABKE M PYKOBOJICTBE Ha CalfTe
https://search.censys.io/search/language?resource=hosts.

s s dexTrBHOrO MOMCKa HEOOXOAUMO YKa3bIBaTh M0JIE, B KOTOPOM XPAHUTCS aTpH-

OyT, MOATOMY HEOOXOJMMO 3HAThH OJIs B HaOope AaHHBIX. C IMOIHBIM CIIUCKOM ITOJIeH, HCIIOIb-
syromuxcs B Censys, a TakyKe THIIOB UX 3HAYEHHI, MOKHO O3HaKOMUTHCS Ha BKIaake “Data
Definitions” wmy BEIOpaTh MPOCMOTP HEOOPAaOOTaHHBIX JaHHBIX HAa CTPAHUIIEC CBEICHUN Y3I1a.

Hast npumepa MOYXHO paccMoTpeTh 3ampoc BUJIA!
80.http.get.headers.www_authenticate: camera u nonyuum nopsaka 7 000 pe3yabTaToB Kamep C
BeO-uHTepdeiicom. CTpyKTypa 3ampoca npeamnonaraet, 4to 80 — mopt, http — cooTBeTcTBY-
IOIIHIA €My TIPOTOKOJI, get — METOJI MoJTyueH sl JaHHbIX, header — 3arojoBok, a
Www_authenticate: camera cOOTBETCTBYET NMPEICTABICHHIO YCTPOMCTBA KaK KAMEPHI.

Kak n y Shodan B Censys ecTb BO3SMOKHOCTH ITOCTEIICHHO CYKaTh 00JIACTh MOUCKA, /IS
3TOT0 MOXKHO 3alTH B JICTAIU3AIMIO OJHOTO U3 OTBETOB U IIOCMOTPETh CTPYKTYPY MOJICH U UX

3Hau€HUs, YTOObI YTOUHUTH MapaMeTPhl MOUCKA (PUCYHOK §).

Host

Attribute

ip

location.continent
location.country
location.country_code
location.postal_code
location.timezone

location.coordinates.latitude

location.registered_country
location.registered_country_code
location_updated_at

autonomous_system.asn

autonomous_system.description

Value

8.8.8.8

North America
United States

us

America/Chicago

37.751

-97.822

United States

us
2021-11-26T17:14:23.038540Z
15169

GOOGLE

Pucynoxk 8. [leranuzauus 3amnpoca B Censys
[Tomumo 3Toro Censys mO3BOJISET A€NIaTh MOUCK 110 MECTOMOIOKEHHUIO, HATPUMED, 3a-
npoc location.continent: Asia BBIJACT BCe 3amucH 00 YCTPOMCTBAX PACIONIOKEHHBIX B A3HH.

I[J'IH CIcC 0oJiee TOYHOI'O MOKMCKA CCHSYS ITO3BOJIACT 06T>GILI/IH}ITL 3aIIpOChI C UCITIOJIB30-

BaHUEM JIOTHUECKUX OnepaTropos (and, or ...).


https://search.censys.io/search/language?resource=hosts
https://search.censys.io/search/language?resource=hosts
https://search.censys.io/search/definitions?resource=hosts
https://search.censys.io/search/definitions?resource=hosts
https://search.censys.io/search/definitions?resource=hosts
https://search.censys.io/search/definitions?resource=hosts

3 3anaHue
Hcnonb3ys ¢ubTpbl Shodan Haiinute ycrpoiicTBa Ha 6a3ze Raspbian, pacnionoxeHHbIe
B I. KoMcomosbcke-Ha-AMype y KOTOpbIX OTKPBIT 80 mopT. CKOJIBKO YCTPONUCTB U3 HAlICHHBIX
He TpeOyIoT aBTOpHU3aIn?

Hcnone3yst Censys monpoOyiTe y3HaTh CKOJIBbKO MHKPOKOMITBIOTEPOB C OTKPHITHIM MOPTOM 22
ectb B I. Komcomonbcke-Ha-Amype.

8 MarepuajbHO-TEXHHUYECKOE 00ecrieueHne, He0OX0auMoe J1JIs1
oCylIecTBJIeHHs 00Pa30BaTEeIbHOIO NMPoIecca Mo TUCHUILINHE (MOIYJII0)

Aynuropus | HaumenoBanue Hcnons3yemoe 060opyaoBaHue
aymuTopuu (1abo-
paTopun)

202/5 Jlabopatopus 6e3- | VipNet Personal FireWall, APM c ycranoBneH-Hoit Secret
omacHocTH ceteit | Net Studio 8 cuctembl 0OHApYKEHUSI KOMITBIOTEPHBIX aTaK
OBM Brinenennsie APM c ycra-noBnenHoi Secret Net Studio 8

COB 2 mit. APM c ycranosneHHsIM Snort, APM ¢ ycraHos-
neH-ubiM WireShark, Awnanusa cereBoro Tpadduka Actpa
mesxceTeBble 9kpanbl: CheckPoint Connectra, Cisco ASA
5505, IYC Kontunenr, Secret Net Studio 8, HoytOyk ¢
Windows 7+mpoekrop. 16 [I9BM na 6a3e nporeccopoB He
nuxke Intel Pentium IV

8.1 JlnueH3MOHHOE U CBOOOIHO PACIIPOCTPaHsieMOe MPOrPaMMHOe odecredeHue,
HCI0JIb3yeMoe MPH OCYIeCTBIEHUH 00pa30BaTeIbHOIO Mpoiecca
MO TUCHHIIHHE

YHuBepcurer odecredeH He0OXOUMbIM KOMIUIEKTOM JIMIIEH3MOHHOTO U CBOOOIHO pac-
IPOCTPAHSIEMOT0 MPOTPAMMHOTO OOECIICUYEHHUsI, B TOM YHCIIE OTEUYECTBEHHOTO NPOHM3BOJICTBA.
CoctaB mporpaMMHOro odecrneueHusi, HeoOXOAMMOTO JUIsl OCBOSHUS TUCLUIUIMHBI, IPUBEJICH Ha
caiite yHuBepcureta WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / [puxnaonas unghop-
mamuxa 09.04.03 / Pabouuii yuebnwiii nnan / Peecmp I10.

AxTyanpHBIE Ha TEKYIIMHA y4eOHBIH TOX PEKBH3HUTHI / YCIOBUS HCIIOJB30BAaHUS IIPO-
rpaMMHOro obecriedeHus NpuBeAeHbl Ha cTpanule U T-ynpasnenus Ha caiiTe yHUBEpCUTeETA:

https://knastu.ru/page/1928

8.2 YueOHO-1a00paTOPHOE 00OPY/OBAHHE

HaunmenoBanue ayiuropuu
(;1abopaTtopun)
KomnberoTepHsiil ki1acce [IpoexTop, nepconanbubie IBM c¢ nporeccopamu, ¢
ycraHoBiaeHHbIM 110

Hcnons3yemoe obopyaoBaHue

8.3 TexHuuyeckHe U 3JIeKTPOHHbIE CPeACTBA 00yYeHUsI

JlekIMOHHBIE 3aHATHSA (NPU HATUYUL).

AYJII/ITOpI/II/I JUIA JICKIHUOHHBIX 3aHATHI YKOMITJIICKTOBAHBbI MeOEIIbI0 U TEXHUYECKUMHU cpea-
CTBaMM OOYYEHUS, CIy>KAIlMMHU ISl MIpeJCTaBIeHUs yueOHOH nH(popMauu OOJBIION ayanuTo-
pun (HabOpbl JIEMOHCTPAIMOHHOTO 00OpyAOBaHUS (IIPOEKTOp, IKpaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HarIsAAHbIE T0COOUS, TEMAaTHUYECKUE UILUTIOCTPALIUN).

JlabopaTropHble 3aHATHUSI (NpU HATUYUL).
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Jlist maGopaTOpHBIX 3aHATHUN HCIIOJIB3YETCS ayAUTOpPHs, OCHAIEHHAs 00OpYIOBaHHEM,
yKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTesibHasi padoTa.

[Tomenenust st caMOCTOSATENBLHON pabOThl OCHAIIEHBI KOMITBIOTEPHON TEXHUKOM C BO3-
MO>KHOCTBIO OJKIIOUEeHHS K ceTH «VIHTepHeT» U JOCTYNOM K 3JIEKTPOHHOM MH(POPMAIIMOHHO -
oOpa3zoBatensHOi cpene KHAT'Y:

- 3a11 anekTponHoi nHpopmanuu HTb KHAT'Y

- KOMIIBIOTEPHBIC KJIACCHI (DaKyIbTeTA.

9 MHHble cBeaeHus

MeTOIlI/I‘IeCKI/Ie PE€KOMEHIAIINH 110 oﬁyqenmo JMI ¢ OrpaHU4Y€HHBIMHA BO3MOKHO-
CTSAMHU 310POBbA U HHBAJIMAOB

OcBoeHME NUCHUIUIMHBI O0YUYaIOLUMUCS C OTPAaHUYEHHBIMU BO3MOYKHOCTSMHU 3/10POBbSI
MOYET OBITh OPraHM30BaHO KAK COBMECTHO C JAPYIMMHU OOy4aroIMMUCS, TaK M B OTJCJIBHBIX
rpymmnax. [IpennonaratoTcs cienuaibHbIe YCIOBHS JUTS TTOYYEHHUS] 00pa3oBaHMsI 00yJatOIIMHU-
Csl C OTPAHUYEHHBIMU BO3MOXHOCTSIMU 3/I0POBBSL.

[Tpodeccopcko-Tienarorn4eckiii CocTaB 3HAKOMHUTCS C IICUXOJIOTO-(PU3UOIOTHICCKUMU
0COOEHHOCTSIMHM 00YYaroIIMXCsl MHBAIUIOB U JIUL C OFPAaHUYEHHBIMH BO3MOKHOCTSIMHU 3710pO-
Bbsl, MHIWBUIYAIBHBIMU MIPOTPAaMMaMU peaOMIMTAlli WHBATHIOB (Tpu Hammuuu). [Ipu HE0O-
XOJUMOCTH OCYILIECTBISICTCS JOMOJIHUTENbHAS MOJEepKKa NPEnolaBaHusl ThIOTOPAMH, MCUXO-
JIoraMH, COIIMaJIbHBIMU paOOTHUKAaMU, MPOIIEIIIUMHU OATOTOBKY ACCUCTEHTaMH.

B cooTBeTcTBUM ¢ METOAMYECKUMHU peKoMeHaauussMu Munoopaayku PO (yTB. 8 ampens
2014 r. N AK-44/05BH) B Kypce MpEAIoaraeTcsi MCIOIb30BaTh COIMAIbHO-aKTUBHBIE H pe-
(IiekcuBHBIE METO/IbI 00YUEHUS], TEXHOJIOIMU COLIMOKYJIbTYPHOIN peabUINTaLluy C LENIbI0 OKa3a-
HUS [IOMOILM B YCTAHOBJICHUU IOJIHOLEHHBIX MEXJIMYHOCTHBIX OTHOLLIEHUH C APYTUMH CTY/EH-
TaMH, CO3JJaHUH KOM(pOPTHOIO MICUXOJIOTHYECKOT0 KIMMara B cTyieHueckoil rpymnne. [Togbop u
pa3paboTka yueOHBIX MaTepUaioB MPOU3BOAATCA C YUETOM MPEJOCTABICHUS MaTepuaia B pas-
JUYHBIX (hopMax: ayquadbHOW, BU3YaJIIbHOM, C HCIOJB30BAHUEM CIEIHATIBHBIX TEXHUYECKUX
CPEICTB U MHPOPMAIIMOHHBIX CUCTEM.

OcBoenne nucuuiumebl unamMu ¢ OB3 ocymiecTBisieTcss ¢ UCIOJIB30BAHUEM CPENICTB
0o0ydeHusl 00Iero M crenruaibHOro Ha3HaueHus (MepCOHATbHOTO M KOJUJIEKTUBHOIO HCIOJIB30-
BaHUs). MarepuaabHO-TEXHHUECKOe OOecrieueHre MpeycMaTpuBaeT MPUCIIOCO0JIEHUE ayauTO-
puit k Hyxaam aur ¢ OB3.

®opma NpoBeACHUs ATTECTALMK ISl CTYACHTOB-UHBAINIOB YCTAaHABIMBAETCS C YUETOM
WHIUBUIYAJIbHBIX MCUX0(pU3NUYecKux ocobeHHocten. s ctynentoB ¢ OB3 npenycmaTpuBaer-
cs1 1ocTymHas popMa MpeIoCTaBICHUs 3aJaHNI OLIEHOUYHBIX CPEACTB, a8 UMEHHO:

* B TIEYaTHOW WM DJIEKTPOHHOM ¢(opme (s JUIl € HapyUIEHUSIMH OIOPHO-
JIBUTATENILHOTO ammapara);

* B IIe4aTHOM (hopMe WIIH DJIEKTPOHHOM (popMe C YBETMUEHHBIM MIPU(PTOM U KOHTPACTHO-
CTBIO (IUIs1 JIUI] C HAPYIIEHUSAMHU CIyXa, pe4H, 3peHus);

* METOJIOM YTEHHS aCCUCTEHTOM 3a/laHus BCAYX (ISl JIUL| C HAPYLICHUSIMU 3PEHHUS).

CryneHTaM ¢ MHBaJIMIHOCTBIO YBEIMUYMBAETCSA BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TpOJbHBIE BOMPOCHL. JIJi TaKUX CTYIEHTOB IMpeaycMaTpUBaeTCs JOCTYMHas (popma MpeaocTaB-
JIEHWS OTBETOB HA 3a/laHUs, A UMEHHO:

* IMCbMEHHO Ha OyMare miu HabOpOM OTBETOB Ha KOMIbIOTEpPE (ISl JIUIL C HapYLIEHHSI-
MU CIlyXa, peuH);

- BHIOOPOM OTBETa U3 BO3MOXKHBIX BAPUAHTOB C MUCIOJIb30BAaHUEM YCIYT aCCUCTEHTA (IS
JIMI] C HapYLIEHUSIMA OIIOPHO-/BUTaTEIBLHOTO allapara);

* YCTHO (JUIs1 JIUI] C HAPYLIEHUSIMU 3PEHMSI, OIOPHO-JBUTATEILHOTO allapara).
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[Tpu HEOOXOUMOCTH ISl 00YUYAIONIUXCSI C MHBATMIHOCTBIO MPOIIeypa OICHUBAHUS pe-
3yJIbTaTOB O0yUYEHUSI MOKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.
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