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1 OOume mooKeHus

Pabouas nporpamma u (OHA OLIEHOYHBIX CPEICTB TUCIMIUIMHBI «3aIIUTa OT XaKePCKUX
yIpo3» COCTABJICHBI B COOTBETCTBUU C TpeOOBaHUSIMU (helepaIbHOr0 roCyAapCTBEHHOro o0pa-
30BaTEIBHOrO CTAaHAAPTA, YTBEPKISHHOTO MpuKazoM MuHoOpHayku Poccuiickoii @eneparuu ot
26.11.2020 Ne1457, u ocHOBHOM npodhecCHOHATBHOM 00pa30BaTEIHFHOM MPOTPaMMBI TTOATOTOBKH
«AHanu3 06e30MacHOCTH MH(POPMALMOHHBIX cucTem» Mo cnenuanbHocTH «10.05.03 Mudopma-
[IMOHHAs 0€30MaCHOCTh ABTOMAaTU3UPOBAHHBIX CHCTEM.

3anaun N3yueHre OCHOBHBIX MEXaHU3MOB 3aIUThl HH(MOPMALIMU OT MOTEHLIUAIBHBIX

AUCHHILIAHBI JIeMCTBUH 37I0yMBIIIUIEHHUKOB HAIIPABJICHHBIX HAa HApyIICHUE KOH(HICHIIH-
QJIBHOCTH, LIEJIOCTHOCTH U IOCTYITHOCTH MH(OPMALIUU B aBTOMAaTU3UPOBaH-
HBIX CUCTEMAX.

OcHoBHbIE 3amuTa NpeAnpuaTus OT XaKepPCKUX yrpos

paszensl / TeMbl

JUCLUILINHBI

2 IlepeyeHb MIAHMPYEMBIX Pe3yJbTATOB 00yYeHUs MO AUCHUILINHE (MOIY.IIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUs] KOMIIeTeHIN i

[Tporiecc n3ydeHUs TUCIUILUIMHEI 3alIUTa OT XaKEPCKUX YIPO3»» HAMpaBIeH HA GOpMHU-
poBaHue cienyrommx komnerenuuii B coorserctBun ¢ ®I'OC BO u ocHOBHOI 00pa3oBaTenbHOM

IIPOrpaMMOi:

Ko u HaumeHnoBaunue
KOMIIETEHIINU

Nuaukatopel 1OCTHXKEHUS

[Tnanupyemblie pe3ynbTaTsl 00y-
YCHUS TI0 JUCIUTUINHE

O6menpodeccroHanbHbIe

OIIK-11 Cnocoben pa3-
pabaTbIBaTh KOMIOHEHTHI
CUCTEM 3allluThl UHPOP-
Maluy aBTOMaTH3UPO-
BaHHBIX CUCTEM;

OIIK-11.1 3naer nporpaMMHO-
anmaparHble CpeJCTBa, UCIIONb-
3yeMbIe B KaU€CTBE KOMITOHEH-
TOB CHCTEM 3allUThl HH(pOpMa-
LMY B IPOrpaMMHOM obecrieye-
HUH aBTOMAaTU3UPOBAHHBIX CH-
CTE€M; METO/IBI POCKTHPOBAHUS
pereHuii mo odbecreyeHuro 6es-
OTTaCHOCTH aBTOMAaTU3WPOBaH-
HBIX CUCTEM

OIIK-11.2 YMeer npoexTupo-
BaTh 3alllMIIEHHBIE pacHpese-
JIeHHbIE HH(OPMAIIMOHHEIE CH-
CTE€MBbI U KOMIIOHEHTBI CUCTEM
3anIUThl HH()OPMAIHA aBTOMATH-
3UPOBAHHBIX CUCTEM

OIIK-11.3 Bnageer HaBBIKaMHU
pa3paboTKK KOMIIOHEHTOB CH-
CTeM 3allUThl HH(OPMAIHH aB-
TOMAaTHU3UPOBAHHBIX CUCTEM H
3alIUIIEHHBIX Pacipe/eIeHHbIE
MH(POPMAIIMOHHBIE CUCTEMBI

3HaeT mporpaMMHO-aIapaTHeIe
CpEeICTBA, UCIIOIb3yEeMbIE B Ka-
YeCTBE KOMIIOHEHTOB CUCTEM
3alUThl UHPOPMAIIUHU B TIPO-
IrpaMMHOM OOECTIEYeHUH aBTO-
MaTU3UPOBAHHBIX CUCTEM; ME-
TOJIBI TIPOCKTUPOBAHUS PEIICHUI
110 00eCIIeUCHNI0 OC30IMaCHOCTH
ABTOMATHU3MPOBAHHBIX CHCTEM
YMeeT NpoeKTHpOBaTh 3alllu-
IIICHHBIC PACIPEe/ICIICHHbBIC HH-
(dbopMaIMOHHBIE CHCTEMBI U
KOMIIOHEHTHI CUCTEM 3all[UAThI
UHPOPMAIIUU aBTOMATU3HPO-
BAHHBIX CHCTEM

Brnazneer HaBbIkaMu pa3pabOTKH
KOMITOHEHTOB CHUCTEM 3aIl[UThI
UHpOPMAIIUU aBTOMATU3HPO-
BAHHBIX CHUCTEM M 3aIUIIEHHBIX
pacnpezeneHHbie HHMopMaIu-
OHHBIE CHCTEMBI

3 MecTo IMCHUILUIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/bHOIl MporpaMMsl
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JlucruruinHa BXOAUT B cocTaB O5oka 1 «/lucuuniauael (MOIYNIN)» U OTHOCUTCS K 00s-
3aTeNbLHOM YacTH.

MecTto aucuumuivHbl (3Tanm GOPMHUPOBAHUS KOMIICTCHIIMH) OTPAXXEHO B cxeme (hopmu-
POBaHHS KOMITCTCHITUH, TIPEACTABICHHOW B JOKyMeHTe QyeHnouHble mMamepuavl, pa3MelicH-
HOM Ha caiite yHuBepcutera WWw.Knastu.ru / Haw ynuseepcumem / Obpazosanue / 10.05.03
Hnpopmayuonnas 6ezonachocms asmomamusuposantvix cucmem /OyeHouHvle Mamepuanl).

JucnumimHa ««3anmra 0T XaKepCKUX Yrpo3» YaCTHYHO peann3yercs B (GopMe MpaKTH-
YeCKOM MoAroToBKH. [IpakTudeckas moAroToBKa OpraHU3yeTcsl yTeM MPOBEACHUs, J1abopaTop-
HBIX pa0oT, BBITIOJIHEHUS KypCOBBIX/ padOT, MHBIX BHJIOB YU€OHOH JACATEIHHOCTH.

4  CopeprxaHue TMCUUILTHHBI (MOIYJIs1), CTPYKTYPHPOBAHHOE 10 TeMaM
(pa3zaesiaM) ¢ ykazaHueM OTBEJE€HHOI0 HA HUX KOJMYeCTBA aKaJeMUYeCKHX
4acoB M BH/IOB Y4eOHOH padoThI

4.1 CTpykTypa H cojiep:KaHHe TUCIUIIUHBI 1J151 04HOiIi (popMBbI 00yUeHH st

HI/ICHI/IHHI/IHa ((38.IJ_II/ITEI OT XaKEPCKUX yrpo3» U3y4acTcCsa Ha 5 Kypce, 10 CCMCCTPC.

OO6miast TpyA0EMKOCTh JAUCIHUIUIMHBI COCTABIISIET 4 3., 144 4., B TOM uHCIe
KOHTaKTHas paboTa 00yJarommxcs ¢ mpernojaBareneM 65 4., mpoMeKyTo4yHas aTTecTanus B
dopme 3x3ameHa 354., camocTosiTeNbHasg paboTa oOyvatomuxcs, 44 q.

Bunpl yueGHOI pabOThI, BKIIOYAsi CAMOCTOSTEIbHYIO pa-
00Ty 00yJaronmxcs ¥ TPYA0EMKOCTS (B Yacax)

KonrakTHas pabora
npenojaBaTesis ¢ 00yJarouu-
MUCS

HaunmeHnoBanue pa3zienos, TeEM U CO-

JiepKaHue MaTepuaia ITpom.

NKP CPC

Jlexuun

[Ipaktu-
YECKUE
3aHATUSA

Jlabopa-
TOpPHBIE
paboThl

aTTCCT.

3ammTa npeanpuATHS OT XaKep-
CKHX Yrpo3

CerteBble aTaki U METO/IbI 3aLUTHI
TepmuHoorus B chepe arak Ha ce-
TeByI0 Oe3omacHocTb. [Ipumepsl
aTak cereBoro ypoBHs. IIpumepst
aTaK ypOBHS NMPUIIOKEHUI
IIpuMepsl aTak cCONUATBHON MHXKE-
Hepuu. [IpuMeps! aTak Ha MOYTOBBIE
coobmenus. [ Ipumeps! crienuuye-
CKUX aTaK Ha MOOMJIbHBIE YCTpPOii-
ctBa. [Ipumepsbr atak Ha o0IavHBIC
cepBuchl. [Ipumeps! aTak Ha Oec-
MIPOBOJTHBIE CETH. MeTOI0I0THS
B3JI0Ma U (ppeiiMBOPKHU

Llenmu, pe3yabTaThl U pErpaibl MpH
MOCTPOCHHUU CETEBO 3alIUTHI.
Crparerus HenpepbIB-
HOW/aganTuBHON 6€30MacCHOCTH
Crparerus 3aluThl B IITyOUHY
VYnpasieHue cereBoii 6e30macHo-
CTBIO
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HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaa

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCS
[Ipaktu- | Jlabopa-
Jlekuuy | 4Yeckue | TOPHBIC
3aHATUS | paboTHI

NKP

[Tpom.
aTTecT.

CPC

CootBetcTBUs TPEOOBAHUSAM PETY-
aaTopoB. [IpaBoBoe moJie, MEXKIy-
HapOJHbIE 3aKOHBI U akThl. [Ipoek-
TUPOBAHUE U TIOCTPOCHUE MOJTUTHK
0e30MacHOCTH

Opranusanus 00y4aromero TpeHuH-
ra 1o ocHoBam 0e30macHOCTU. AJl-
MUHUCTPATUBHBIC MEphI oOecreye-
HUs1 OE30MaCHOCTH.

TexHuueckoe obecrieueHue 6e3-
OTIACHOCTH CETHU

KonTpose 1octyna: TepMUHOJIOT A,
NpUHLKIIEL, Moaenu. Kontpons mo-
CTyIa B COBpEMEHHOM MHPE pac-
MPEJICTICHHBIX BBIYUCICHUIN U MO-
OWJIBHBIX YCTPOUCTB. YTpaBlIeHHUE
uAeHTU(PUKAIMEH U JOCTYIIOM
(IAM): unentudukanus, ayTeHTHU-
dukanus, aBToOpu3alus U y4er.
Kpunrorpaduueckne "HCTPYMEHTEI.
Kpunrorpaduueckue anropuTMsl.
CermentupoBanue cereil. Pemenus
1o o0ecrieyeHno 6€30MacHOCTH ce-
Tu. [IpoTOKOIBI 6E30MaCHOTO CceTe-
BOT'O B3aWMO/ICHCTBUSA
Obecnieuenne 0e30MaCHOCTU NEPHU-
MeTpa CeTH

Me:xceTeBble 3KpaHbI: IPEUMYyIIe-
CTBa M HEJIOCTATKH. THUIIBI MEXCeTe-
BBIX 9KPaHOB M UX HCITOJIb30BAHHUE.
Tomonoruu ceTu u pa3MelieHue
MEXKCETeBOT0 dKkpaHa. CpaBHEHHE
anmapaTHOTo/IPOrpaMMHOT0, XO-
CTOBOI'0/CETEBOr0, BHYTPEHHE-
T'O/BHEIIIHEr0 MEXKCETEBBIX SKPAHOB.
Br160op MexceTeBoro skpaHa B 3a-
BHUCHUMOCTH OT Tpaduka. [Iporecc
BHEJIPCHUS U Pa3BePThIBAHUE MEXK-
CETEeBBIX DKPaHOB. PexomeHnnanuu
10 BHEJIPCHHUIO MEKCETEBBIX dKpa-
HOB

AJMUHUCTPUPOBAHNE MEKCETEBOTO
skpana. CHCTEMBI IPEAYTPEIKICHIS
BropkeHwui (IDS): posib, BO3MOKHO-
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CTH, OTPaHUYCHUS U PEKOMEH/IaITuU
o pa3BepThiBanui0. Kiaccuduka-
mus IDS/IPS. Kommonents! IDS.
Pa3BepThIBaHUE TOKATBHBIX U CETE-
BbIX IDS. PaboTa ¢ n0xkHOMON0KH-
TEIHHBIMU CPAOATHIBAHUSIMH U OT-
CYTCTBHEM OIIOBEIICHHUI 00 aTake.
Bo160p pemennii IDS. Bo3mosxHo-
CTH OOHAPY)KEHUS BTOP)KEHHI CeTe-
BBIX M XOCTOBBIX IDS
PexomeHnammu o 6€30macHOCTH
JUTSE KOMMYTaTOpOB M MapIIpyTH3a-
TOpOB. MoOJIeNb HYJIEBOTO JIOBEPHS B
POTPaMMHO-OTIPEICTISIEMOM TIEPH-
metpe (SDP)

Ob6ecneuenue 6ezonacHoctu OC
Windows

Bompocsr 6ezonacHoctu OC
Windows KomnoneHTsl 6e301macHo-
cti Windows HCTpyMeHTHI yIipaBs-
nenus 6ezonacHocThio Windows
Hacrpoiika mapameTpoB 6e301macHo-
ctu Windows YmpaBiieHHe akKayH-
TaMu 1 napossimMu B Windows
VYnpasnenue naruamu Windows
VYnpasieHne J0CTYIIOM TO0JIb30Ba-
TeJen

Texnuku «3amopo3kn» Windows
PexoMenaanuu MUpOBOTO cooO1IIe-
CTBa IO BOIPOCcaM 0€30MacHOCTH
Be3onacHOCTb CETEBBIX CEPBUCOB U
MIPOTOKOJIOB

Obecneuenue 6e3omnacHoct OC
Linux

Bompocsr 6e3onacaoctu OC Linux
VYcraHOBKa M yIIpaBiIeHUE aTYaMu
Linux TexHuku «3amopo3ku» Linux
VYrpaBineHne akkayHTaMH U IIapo-
nsmu B Linux CereBast 6e3omac-
HOCTb M yJAJICHHBIX JOCTyI B Linux
HHCTpyMEHTHI yIipaBieHus 0e3-
OTacCHOCTHIO U (peitMBOpokH Linux
Obecneuenue 6€30MacCHOCTH MO-
OMJIBHBIX YCTPOMCTB
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[Tonutrky paboThl ¢ MOOHIILHBIMHU
YCTpOMCTBaMU B opranu3auuu Puc-
KM M pEKOMEH/IalllU 10 UCIOJIb30-
BaHUIO MOOMJIBHBIX YCTPOMCTB B Op-
raHu3anuu YmpasieHue 6e30macHo-
CTHIO MOOMJIBHBIX YCTPOMCTB Ha
KOpPIOPAaTUBHOM YpOBHE PexoMeH-
Tl MUPOBOTO COOOIIIECTBA U PY-
KOBOJICTBA I10 00ecreueHuto 06e3-
OMACHOCTH MOOMJIbHBIX YCTPOWUCTB
HuctpymeHTsl o0ecnieuenus 6e3-
omacHoctH U1t Android UucTpy-
MeHTBI oOecrieueHns 6€30MacHOCTH
st 10S

Obecneuenmne 6e30MacHOCTH
ycrpoiicT [oT

IoT ycrpoticTBa: obmacTu nmpuMeHe-
HUS, TOTPEOHOCTH U TPUTIOKEHUS
DKocUcTeEMA U MOJIETTM KOMMYHUKA-
uuii [oT ycrporicTs BbI30BbI 1 puc-
K1 6€30IaCHOCTH IIPU UCTIONIb30Ba-
Huu [oT yctporicts bezonacHocTh
s loT ycrpolictB Mepsl o obec-
NEeYEeHNI0 0€30IIaCHOCTH B Cpefiax ¢
[oT ycrporictBamu Pexomennaruu
MHPOBOT'O COOOIIECTBA U CPEACTBA
obecnieuenus 6e3onacHocTH i [oT
ycTpoictB CTanAapThl, THUITHATH-
BBl M OPraHU3aLMOHHBIE YCUIIUS TTPU
obecneuenuu 6e3omacuoctu loT
YCTPOMCTB

VYnpasienue 6€30MacHOCTbIO MPU-
JIOKEHUN

benblie u uepHbIE CIMCKYU TSI TIPH-
J0KeHU BHepenne necounun 1uist
MIPUJIOKEHUN YIIpaBJIeHUE NaTYaMU
npuioxenuit daepBonsl 11 BeO-
MIPUIIOKEHU N

bezonacHoCTh TaHHBIX

[Touemy BaskHO 0OecrieunTh 6€3-
ONacHOCTb JIaHHBIX BHeapenue
YIIPABJIECHUS JOCTYIIOM K JaHHBIM
[MudpoBaHre TaHHBIX HA HOCUTEIE
[udposanne naHHBIX NpU Nepeaa-
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qe

Konnenmmm MackKupOBKH JaHHBIX
Pe3epBHOE KOITMPOBaHKUE U BOCCTA-
HoBJieHHEe KoHIenmu noBpex ie-
HUS TAHHBIX

Obecnieuenune 6€30MaCHOCTU KOPIIO-
PaTHUBHBIX BUPTYAIbHBIX CETEH
VYnpasnennue 6€30MaCHOCTBIO B Cpe-
Jie BUpTyasin3aiuu ba3zoBbie KOH-
ueniuu Bupryanusanuu bezomac-
HOCTh BUPTYaJIbHBIX ceTel be3omac-
HOCTB ITPOTPAMMHO-OIPEIEIISIEMBIX
ceteit (SDN) bezonacHocTh BupTya-
mu3anmu ceteBbiX pyHkuuil (NFV)
be3zonacHOCTh BUPTYaJIbHBIX MaIIMH
Pexomenanuu MupoBoro coooiie-
CTBa U PYKOBOJICTBA 1O OE30I1aCHO-
CTH TIPH UCTIOJIH30BAaHUH KOHTEHHE-
poB PexomeHaruu MUpOBOTO CO-
o0111ecTBa U PyKOBOJICTBA 11O 0€3-
omacHOCTH mpu pabote ¢ Docker
Obecnieuenune O0e3onacHoCTH 00ay-
HBIX CeTer

OCHOBBI 00JTaYHBIX BBIYHACIICHHH
be3zonacHocTh 061ak0B Beibop pe-
HIeHUs U1 oOecrieueHus 6e3omnac-
HOCTH TIepe]l TOIKITIOYCHHEM 00-
JagHoTO cepBuca be3omacHOCTh 00-
nakoB Amazon be3omnacHocTh B 00-
nake Google Pexomennarmu Mupo-
BOTO COOOIIECTBA K UHCTPYMEHTBI
oOecrnieueHns 6€30MacHOCTH o0siaka
MOHHTOPHHT U aHAJN3 CETEBBIX
KYpPHAIIOB

Kpatkuit 0030p COBpeMEHHBIX TEX-
HOJIOTHI O€CTIPOBOAHBIX CETEH
VYrpo3sl 6e30nacHOCTH OECITPOBO/I-
HBIX CETeH W OCHOBHBIC BHJIBI aTaK
Ha HUX METO/IbI U CpeICTBA 3AIIUTHI
OecpoBOHBIX ceTeld AyauT 0e3-
OMACHOCTH OECIIPOBOIHBIX CceTeit
CucrteMbl 0OHAPYKCHUS U TIPEY-
IpEeXIeHUs BTOP>KEHHI B 6ecrpo-
Boaubie cetu (WIDS/WIPS)
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HacTpoiikn 6€301macHOCTH TOYEK
JIOCTyTa ¥ OECTIPOBOIHBIX MapIIpy-
THU3aTOPOB

Peakuust Ha MHIIMAEHT U paccaeno-
BaHUE MHIIMICHTA

Opranu3anus rnpoiecca yrnpaBieHUs
MHIUICHTaMU HHHOPMAITMOHHON
6e3onacHocTy Ponu u 3anaun
Y4aCTHUKOB Tpolecca 00padoTKu
MHIMICHTa HHPOPMALIMOHHOH 0e3-
omacHocT YUTo AenaTh U He AeNaTh
pu OOHAPY)KEHUU MHIIHICHTA WH-
dbopmarmonHo 6e3onacHocTH [lo-
CJIEI0BATEIILHOCTD JCHUCTBUN IIPU
00paboTke uHIKIeHTa HH(pOPMAITH-
oHHOM Oe3omacHoctu [Ipouece pac-
CJIeIOBaHMs UHIIMIEHTa UHPOpMa-
IIMOHHOM 0€3011acHOCTH
HenpepriBHOCTH OHM3HECA U BOCCTA-
HOBJIEHHE TI0cTie cO0st

Konnenmuu HenpepbIBHOCTH OU3HE-
ca ¥ BOCCTaHOBJIEHUS Tocie cO0st
JeiictBus nns obecrieueHus Hempe-
PBIBHOCTH OM3HECA U BOCCTAHOBIIE-
Hus nocne coos [Inan obecnieueHus
HEIPEPHIBHOCTH OM3HECA U TIJIaH
BOCCTaHOBJIeHHUsI mocie coos CraH-
JapThl 00€CTIeUeHUsI HEPEPHIBHO-
cTH OM3HEca U BOCCTAHOBJICHUS T1O-
cie cbos

OlueHka pucKa U yrpaBJ€HUE PUC-
KaMu

Konnenmun ynpapineHus: puckamu
[Iporpammel yripaBieHUs pUCKaMH
DpeUMBOPKU U1 YIIPABJICHUS PUC-
kamu [IporpamMmel ynpaBieHus ys3-
BUMOCTAMH CKaHUPOBAHHUE U OLIEH-
Ka ysI3BUMOCTEN

OrueHka yrpo3 1 aHaJlu3 MOBEPXHO-
CTH aTaku

AHanu3 noBepxHocTH ataku Omnpe-
JIeJIeHNE U BU3yallu3alus MoBepX-
HocTU aTtaku OOHApYKEHUS UHIU-
katopoB Bo3aeicTBus (IoE) [Ipoge-




HanmenoBanue pa3znenos, TEM U CO-

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

epKaHue mMarepuasa MUCS [Tpom.
AP P ukp | P CPC
[Ipaktu- | JlabGopa- aTTecT.
Jlexuuu | 4Yeckue | TOpHbBIE
3aHATUS | paboTHI
JI€HUE CUMYJIALIUU aTaKu
YMeHBIIICHHE TOBEPXHOCTH aTaK!
AHanu3 NOBEpXHOCTH aTaku Jyist 00-
nakoB u [oT
[IpoTuBOICHiICTBHE yIpO3aM C IO-
MOIIIBIO Pa3BelIKu KUOep-yrpo3
(Threat Intelligence)
Ponw pa3Benku kubep-yrpos B opra-
HU3ALMU 3alIUThl ceTh Pa3nuynbie
THUIIBI pa3BeKku Kubep-yrpo3 Mumn-
KaTopbl pazBenku kudep-yrpos: loC
u AoC YpoBHU pa3BeKH KUOEp-
yrpo3 Vcnonb3oBaHue pa3BeIKu KH-
Oep-yrpo3 Juisi OpraHu3aliy Mpoak-
THUBHOU 3aIUTHI
IKzamen - - - 1 35 -
uToro 32 32
M0 THCIUTLITHHE B TOM
B TOM
quclie B
(bopme quclie B
I Ia)m dopme
P - MPaKTH- 1 35 44
THYC- .
o YEeCKOM
CKOI
MOJIrO-
MOJITO-
TOBKH:
TOBKH: 3
8

* peanuzyetcs B (popMe MPaKTUYECKON MOATOTOBKH

5 OueHoYHbIE CPeACTBA /151 MPOBeEeHUs TEKYIEro KOHTPOJISI U
NMPOMEKYTOYHOM aTTeCTAlUM 00YYAIOIIUXCS 10 JUCHUIIMHE (MOAYJII0)

@OH/Bl OLEHOYHBIX CPEJCTB Ui NMPOBEACHUS TEKYIIET0 KOHTPOJIS YCHEBAEMOCTU U
POMEKYTOUYHOM aTTECTAlMU OOCYXTAIOTCS W YTBEPXKIAIOTCS Ha 3acemanuu kadenpsl. [loi-
HBII KOMIUIEKT KOHTPOJIBHBIX 3a/IaHUN U UHBIX MAaTEPHAIOB, HEOOXOUMBIX /ISl OLICHUBAHUS
pe3yabTaToB OOYYECHUS MO AUCIUILINHE (MOYII0) XpaHUTCS Ha Kadeape-pazpadboTunke B Oy-
Ma)XHOM HJIM 3JIEKTPOHHOM BHJIE, TaKkKe (POHJIbI OLIEHOYHBIX CPEJICTB JAOCTYIHBI CTYyJEHTaM B
JUYHOM KabuHeTe — pa3fien yueOHO-MeToAnuecKoe oOecrieueHue.

6 YueOHO-MeTOAMYECKOEe M HHPOPMALMOHHOE 00ecedeHne THCIIHTNTHHBI

(Mmomyais)

6.1 OcHoBHasi ¥ 10NOJHUTEJILHAS JUTEpaTypa
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IlepeyeHb peKOMEHyEMOW OCHOBHOM U JOIOJHUTEIBHOU JINTEpATyphl IIPEACTABICH Ha
caiite yHuBepcutreta WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Hnpopma-
YUoHHasi Oe30NACHOCMb A8MOMAMuU3UPosanHulx cucmem / Pabouuii yuebnwiti naan / Peecmp nu-
mepamypul.

6.2 CoBpemeHHbIe IpodeccHoOHATbHBbIE 0a3bl JAHHBIX H HHGOPMALIMOHHbIE
CIIPaBOYHbIE CHCTEMBbI, HCIIOJIb3yeMble IPU OCYLIeCTBJICHUH 00pPa30BaTeIbHOIO
npouecca no JTUCHUIINHE

Kaxxnomy obywaromemycsi odecrieueH 1octyn (yAaaeHHBIA TOCTYI), B TOM YUCIE B CITy-
Yyae MPUMEHEHUS AJIEKTPOHHOTO OOYYeHUs!, AUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUH, K
COBPEMEHHBIM MPO(pECCHOHATBHBIM 0a3aM JaHHBIX M WH(GOPMAIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPbIMU y YHUBEPCHUTETA 3aKJIFOUCH JIOTOBOP.

[lepeyeHbp pekOMEHAYEeMBIX MPO(ECCHOHANBHBIX 0a3 JaHHBIX M WH(POPMALMOHHBIX
CMPaBOYHBIX CHCTEM TPEICTABJICH Ha caiiTe yHuBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Ungopmayuonnas bezonacnocmes asmomamusuposanulx cucmem |
Pabouuii yuebnwiii nnan / Peecmp I5C.

AxTyanpHas nH(GOpMAIM 10 3aKJIFOYSHHBIM Ha TEKYIIUH y4eOHBIi roJ JOroBopam Ipu-
BejieHa Ha cTpanuiie Hayuno-texuuueckoii oubmmoreku (HTH) Ha calite yauBepcurera

https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HH(GOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HHTEepHeT», HEOOXOAMMBIX /JI5l OCBOECHHS TUCHUILTUHBI (MOIYJIs)

Ha ctpanuue HTBb M0oxHO BOCIONIB30BaThCsl MHTEPHET-PECYpCaMU OTKPBITOrO JOCTYIA
10 YKpYIHEHHOU rpymme Hanpasinernid u cnenuanbaocteld (YIHC) 10.00.00 Undopmanmonnas
0€3011aCHOCTb!

https://knastu.ru/page/539

HaszBanue caiita \ DIIEKTPOHHBIN aJipec

CaliThl 3J1€KTPOHHBIX ()OHJIOB HOPMATHUBHO-TEXHUYECKOW TOKYMEHTAIIMU IO CTPOUTENILCTBY

baza nanHbIX HOPMAaTUBHBIX JOKYMCHTOB JIs

http://www.norm-load.ru
CTPOUTENIbCTBA OecTiaTHast).

BecratHast ”HGOPMAIIMOHHO-CIIPABOYHAS CH-
CTeMa OHJIAWH JOCTYyIa K IMOJHOMY COOpPaHHUIO http://gostrf.com
TEXHHYECKMX HOPMATHBHO MPAaBOBBIX aKTOB PD.

TexHoaKkcnepT. DAEKTPOHHBINA (HOH/ TPaBOBOM U

. http://docs.cntd.ru
HOPMATUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.

C 1enpio TIOBBINIICHHSI KA4eCcTBa BEACHUS 00pa30BaTEIbHOMN ICATEIIEHOCTH B YHUBEPCUTETE
CO3J/1aHa JIEeKTPOHHAs HH(OpMAIIMOHHO-00pa3oBaTenbHas cpeaa. OHa 1mojapa3zyMeBaeT OpraHu-
3aIII0 B3aUMOJICHCTBHUS MEXKIY 00YJIarOIIUMICS 1 TIPENOIaBaTeISIMHA Yepe3 CHCTEMY JIMIHBIX
KaOMHETOB CTY/JICHTOB, PaclOJIOKEHHBIX Ha O(UIIMAIEHOM caiiTe yHUBEpCUTEeTa B MHPOpPMaLH-
OHHO-TEJIEKOMMYHUKaIIMOHHOU ceTn «MHTepHeT» 1o anpecy https://student.knastu.ru. Coznan-
Hasi UH()OPMAIIMOHHO-00pazoBaTeIbHasl Cpe/ia MO3BOJIET OCYIIECTBIATh B3aUMOIEHCTBHE MEX-
Ny y4aCTHUKaMHU 00pa30BaTeIbHOTO MPOIIecca MOCPEICTBOM OPTaHU3aIluH TUCTAHITHOHHOTO
KOHCYJIETUPOBAHMS IO BOIPOCAM BBIITOJHEHHSI TPAKTUYECKHX 3aaHuil. MaTepHasbl JaHHOTO
Kypca (5 cemectp) BeutokeHbI Ha opTtan 1O KHAI'Y u opranuzanust B3auMoJIeHCTBUS B paM-
Kax JAaHHOM TUCIMILIMHBI TPOBOIUTCS C MPUBJICYCHUEM JUCTAHIIMOHHBIX TEXHOJIOTHH.

7 OpraHu3anoHHO-NeIaroru4ecKne yCja0Bus
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Opranuzanus o0pazoBaTeIbHOIO MPOLEcca periaMeHTupyeTcs y4eOHbIM TUIAHOM H pac-
MACaHUEeM Yy4YeOHBIX 3aHATHH. SI3bIKk OOyueHus (TpemnojaBaHus) - pycckuid. [l BceX BHIIOB
ayJIUTOPHBIX 3aHATUHN aKaJeMUUYECKUN Yac yCTaHABIMBAETCS POAOKUTENBHOCTBIO 45 MUHYT.

[Ipu GopmupoBaHUM CBOCH WHIMBHIYaTbHON 00pa30BaTENLHOW TPACKTOPUU OOyUaro-
H.II/IﬁC?I HMCECT IIPaBO HaA NEpe3av4CT COOTBCTCTBYIOIUX AWCHUILIMH U HpO(i)eCCI/IOHaJIBHLIX Monay-
JIei, OCBOSHHBIX B IPOIIECCE MPEANIECTBYIONIET0 O0YUYCHHUs, KOTOPBI 0CBOOOXKIaeT 00ydarorie-
rocd OT HGOGXOZ[I/IMOCTI/I HX ITOBTOPHOT'O OCBOCHHA.

7.1 OOpa3oBaTebHbIC TEXHOJIOTHHU

VYyeOHblii MpoIecc NpH NpPenojaBaHud Kypca OCHOBBIBACTCSI HA MCIIOJIB30BAHUU TPAIU-
[IMOHHBIX, NTHHOBALMOHHBIX W MH(OPMAIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH. TpaguiuoH-
HBbIC O6pa30BaTCJIBHbIe TCXHOJIOTHU MPCACTABJICHBI JICKIUAMHU U CEMHUHAPCKUMU (HpaKTI/I‘-IeCKI/I-
MH) 3aHATUSAMH. VIHHOBaIlMOHHBIE 00pa30BaTeIbHBIC TEXHOJIOTHH HCIOIB3YIOTCS B BHJE HIMPO-
KOTO TIPUMEHEHUS] aKTUBHBIX M MHTEPAKTUBHBIX (OpM mpoBeneHus 3anatuii. Madopmamonase
00pa3oBaTeNbHbIE TEXHOJIOTUU PEATH3YIOTCS IYyTEeM aKTHBH3ALUH CaMOCTOATEILHON pabOoThI
CTYZICHTOB B HH(OPMAIIMOHHON 00pa30BaTeIbHOM cpee.

7.2 3aHATHA JEeKIHOHHOI0 TUIIA

JIeKMOHHBIN KypC IpeaIoyiaracT CUCTEMaTU3UPOBAHHOE U3JI0KEHUE OCHOBHBIX BOIIPO-
COB yueOHOrO IJIaHa.

Ha niepBoii iekuuu 1ekTop 00s13aH NpeaynpeauTh CTYAECHTOB, IPUMEHUTEIBHO K KAaKOMY
0a3oBoMy y4eOHUKY (yuyeOHHMKaM, yaeOHBIM OCOOMSIM) OyIeT MPOYUTaH KypcC.

JIeKIMOHHBIN KypC AOJDKEH JaBaTh HAMOONbIIHMK 00beM WH(pOpMaNUU U 00ecreunBaTh
6osee rirybokoe NOHUMaHHE Y4eOHBIX BOIPOCOB MPH 3HAYUTEIBHO MEHbIIEH 3aTpaTre BpeMeHH,
4eM 3TO TpedyeTcs OONBIINHCTBY CTYI€HTOB Ha CAMOCTOATENBHOE U3YYEHUE MaTepraa.

7.3 3aHATHS CEMHHAPCKOI0 THNA

CemuHapCcKue 3aHATHS NIPEICTABIAIOT COO0H eTaTU3aHIo JIEKIIHOHHOTO TEOPETHIECKO-
ro MaTepHasa, IpoOBOJATCS B LENAX 3aKPEIJICHNs] Kypca U OXBaThIBAIOT BCE OCHOBHBIE pa3fiebl.

OcHoBHOH (OpMOI1 NPOBE/IEHUSI CEMUHAPOB SBJISETCS 00CYyXk/IeHNEe Hanbosee mpodyiemM-
HBIX U CIIO)KHBIX BOIPOCOB IO OTAEIBHBIM Te€MaM, a TakXke pa3d0p MPUMEpOB M CUTyallui B
ayIUTOPHBIX YCIOBUSAX. B 00s3aHHOCTH TIpemnojiaBaTesisi BXOAAT: OKa3aHUE METOJUYECKOMN IMO-
MOIIH U KOHCYJIbTUPOBaHUE CTY/IE€HTOB [0 COOTBETCTBYIOIIUM T€MaM Kypca.

AKTHBHOCTH Ha CCMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPUSAM!

* OTBETHI Ha BOIPOCHI, ITpeJjIaraeéMble MperoiaBaTenem;

* y4acTHe B JUCKYCCHAX;

* BBITTOJIHEHHE MTPOEKTHBIX U MHBIX 33JaHUH;

* ACCHCTHPOBAHHE TIPENOABATEIIO B MPOBEICHUN 3aHATHIA.

OTBeT f0JKeH ObITh ApTYMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIOKHBIM, COJIEPkKaTh
CCBIJIKHM Ha UICTOYHHKU.

Jloknaznel W ONIIOHMPOBAaHHE JOKIIAJ0B MPOBEPSIOT CTENEHb BIIAJACHUS TEOPETHUECKUM
MaTepHraioM, a TaKXKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHHH.

OrneHrBaHue 3aJaHMi, BBHIIIOJHEHHBIX HA CEMHHAPCKOM 3aHATUH, BXOJUT B HAKOIUICH-
HYIO OIICHKY.

7.4 CamocTtosiTesibHAsi pa00Ta 00y4aIOIMXCH MO JUCUUILIHHE (MOTYJIIO)

CamocrosTenbHas paboTa CTyIE€HTOB — 3TO NPOLECC aKTUBHOIO, IEJIEHANPaBIEHHOTO
nproOpeTeHus CTYIEHTOM HOBBIX 3HAaHHM, yMEHUH 0e3 HEeMOCPEICTBEHHOTO YYacTHsl Mperojaa-
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BaTels, XapaKTEPU3YIOIIUICSI MPEeAMETHOW HaNpaBJICHHOCTbIO, 3()()EKTUBHBIM KOHTpPOJIEM U
OLIEHKOI pe3y/bTaToB AEATEIbHOCTH 00yUYaroIIerocs.

Llenu caMoCTOSTETHLHON pabOTHI:

* CUCTEMAaTH3alys U 3aKPEIUICHUE MTOJIyYEHHBIX TEOPETUYECKUX 3HAHUN U MPAKTUYECKUX
YMEHUH CTYIECHTOB;

+ yriyOJeHHe U pacllupeHue TeOPETUYECKUX 3HAaHUM;

- (hopMUpOBaHNE YMEHUI HCIIOJIIb30BaTh HOPMATUBHYIO U CHPABOYHYIO JIOKYMEHTALHUIO,
CIELUAJIBHYIO JINTEPATYPY;

* pa3BUTHUE [TO3HABATEJIBHBIX CIIOCOOHOCTEN, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpPraHU30BaHHOCTH;

- (hOpMHUpPOBAHHE CAMOCTOSITEILHOCTH MBIIUICHUS, TBOPYECKON MHUIIMATUBBI, CTIOCOOHO-
CTEH K CAMOPA3BUTHUIO, CAMOCOBEPIIEHCTBOBAHUIO M CaMOpEaIN3aliy;

* Pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUHN U aKaJIEMUYECKUX HABBIKOB.

CamocrosTenbHas padoTa MOXKET OCYLIECTBISATHCS WHAMBUIYAIBHO WM IPYNIAMH CTY-
JICHTOB B 3aBUCUMOCTH OT 11eJI1, 00bEMa, YPOBHS CII0KHOCTH, KOHKPETHOM TeMaTHKHU.

TexHoorus OpraHu3alyi CaMOCTOSTEIbHON paboThl CTYACHTOB BKIIIOYAET UCHOJIb30BaA-
HUE WH(POPMAIIMOHHBIX U MaTEPUATBHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaToB BHEAYyAMTOPHOW CaMOCTOSTENBHOW pabOThl CTYAEHTOB MOXKET
POXOJUTH B MUCbMEHHOM, YCTHOW WIJIM CMEIIaHHOH (hopme.

CryneHTbl JOJDKHBI HOJXOAUTh K CaMOCTOSATENIbHOM paboTe Kak K HauBaKHEeHIemy
CPEACTBY 3aKPEIICHUS W PA3BUTUS TEOPETUYECKUX 3HAHWH, BHIPAOOTKE €AMHCTBA B3IIIAO0B Ha
OTJIeJIbHBIE BOIPOCHI Kypca, IPUOOPETEHHsI OIpeIeIEHHBIX HABBIKOB U UCIIOJIb30BaHUS Ipodec-
CHOHAJIbHOW JINTEPATYPHI.

7.5 MeToauueckue PECKOMEHIANNA NI OﬁyanOIIII/IXCﬂ 10 OCBOCHHIO JUCHMIIJIHHBI

[Tpy M3yyeHHM IUCHUIUIMHBI OOyYaromMMcs 1eJIecOo00pa3HO BBINIOJHATH CJENYIOIINE
PEKOMEH 1AL u:

1. U3y4yeHue yueOHON AUCIMILIMHBI JOJIKHO BECTUCh CHCTEMAaTHYECKH.

2. Ilocne u3yyeHus Kakoro-aubo paszaesna no ydyeOHUKY MIIM KOHCIIEKTHBIM MaTepuanaM
PEKOMEHAYETCs M0 MaMsATH BOCIPOU3BECTH OCHOBHBIE TEPMUHBI, ONIPEAETICHUS, TOHATHS pa3ze-
na.

3. Ocoboe BHUMAHUE CIEAYET YACIUTh BHITIOJHEHUIO OTUYETOB IO MPAKTUUYECKUM 3aHSTH-
SM ¥ UHJMBHIyaJbHBIM KOMIUIEKCHBIM 33JJaHUSM Ha CAMOCTOSATENBbHYIO paboTy.

4. Bcs TemaTrKa BOIPOCOB, M3YYaeMBIX CaMOCTOSITENIbHO, 33/1a€TCS Ha JIEKIUIX Mperno-
naBaresneM. MM jke 1aroTcs HCTOYHMKH (B MEPBYIO Oo4Yepe/ib BHOBb M3/aHHBIE B NMEPUOANYECKOM
Hay4yHOW JuTepaType) it 0oJiee AeTalbHOro MOHUMAHUSI BOIIPOCOB, 03BYYEHHBIX Ha JIEKIUH.

[Tpu camocTosTensHON POopaboTKe Kypca 00y4aromuecs T0JKHbI:

* IPOCMaTpUBaTh OCHOBHBIE OIpeieeHHs U (PaKThI;

* IOBTOPUTh 3aKOHCIEKTUPOBAHHBIM Ha JIEKIMOHHOM 3aHATUU MaTepual W JONOJHUTH
€ro ¢ y4eTOM PEKOMEHJOBAHHOM MO JaHHOM TeMe JIMTepaTyphl;

* U3Y4YHUTb PEKOMEHI0BAHHYIO JINTEPATYPY, COCTABIATH TE3UCHI, aHHOTALIUN U KOHCIIEKTHI
HanboJjIee BAXKHBIX MOMECHTOB;

* CAMOCTOSITENIEHO BBINOJIHATD 3a/1aHUs1, aHAJIOTUYHBIE MPEJIaracMbIM Ha 3aHATHUSX;

* UCIOJIb30BAaTh JJIS CAMOIIPOBEPKH MaTepHalibl (POH/a OLEHOYHBIX CPEJICTB.

8 MarepuajJbHO-TEXHHYECKOE 00ecneyeHne, He0OX0IMMOoe I
ocyuiecTBJIeHHs 00pPa30BaTeIbLHOIO Npolecca no AUCHUILINHE (MOIYJII0)

8.1 JlnueH3MOHHOE ¥ CBOOOIHO PACIPOCTPAHsIeMOe MPOrpaMMHOe odecrevyeHne,
HCNOJIb3yeMoe MPH OCYLIECTBJIEHHHN 00pa30BaTeILHOTO NMpoiecca
MO TUCHHIIHHE
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YHuBepcuteT 00ecriedeH HEOOXOIUMBIM KOMIUJICKTOM JIMIICH3MOHHOTO M CBOOOIHO pac-
MPOCTPAHSIEMOT0 MPOTPAMMHOTO OOECIIEYeHUs, B TOM YHUCJIC OTEYSCTBCHHOI'O MPOHM3BOJICTBA.
CoctaB TporpaMMHOT0 0OecreueH s, HEOOXOIMMOTO ISl OCBOCHUS TUCIUILTHHBI, IPUBEICH HA
caiite yHuBepcutera WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Ungpopma-
YUOHHAsT O6e30NACHOCMb ABMOMAMU3UPOBaAHHbIX cucmem / Pabouuil yuebnwvii nian / Peecmp

110.

AKTyallbHbIE HAa TEKYIIMH y4eOHBIH TOJ] PEKBU3UTHI / YCJIOBHSI HCIIOJIB30BAHMS IPO-
rpaMMHOTO o0ecrieueHus mpuBeIeHbl Ha cTpanuile U T-ynpaBnenus Ha caliTe yHUBEPCUTETA:
https://knastu.ru/page/1928

8.2 YuebOHo-J1a00paTOpHOE 000PYI0BaHUE

Aynuropus

HawnmeHoBaHue ayauropuu
(;taboparopum)

Hcnonb3yemoe o6opyoBanue

202/5

JlaGopaTopusi TpPOrpaMMHO-
anmnapaTHBIX CPEACTB 3aIINUTHI
uHpOpMaLUN

C3U HCJL Secret Net, C3U HCJ] Dallas Lock,
C31 HCJ Crpax NT, C31U HCH Hlutr PX/I,
C3U HCJ Aypa ,C31 HCJ Kpunron ,C31 HCJ]
Axkopa, ®UKC, Peuzop 1,2 kak s oneparu-
OHHBIX cUCTeM cemeiictBa Windows Tak u st
Linux, Pesuzop Cetu 2.0, AHanu3aTop ceTeBOro
Tpapduka AcTpa,ATeHT HUHBEHTapU3allUU Ce-
tu,Ckanep cereBoil 6e3omacHoctu XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunrton
AM/3, Axkxopn AMJ/3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, HoytOyk ¢ Windows 7+mpoekTop.
16 TI9BM Ha 6a3e mporieccopoB He Hibke Intel
Pentium IV

319/3

JlaGopaTopust 3anTUIIICHHBIX
ABTOMATU3UPOBAHHBIX CH-
cTeM

Dallas Lock 8.0-C nomep nutiensun 47488-9375-
279, Secret Net Studio aBToHOMHBIE U cETEBBIE
BapuaHThl HoMep JuneH3un 13A6E7. 8 [IDBM,
CVYBA.

AHamM3aTop CreKTpa MMEeKTPO-MarHUTHOTO TOJIS
R&S FSC3, usmepurensHas anrenHa [16-50, ce-
JEKTUBHBIN MUKpoBOIbTMETp SMV 8.5, SMV 11,
TeHepaTop TECTOBOI'0 aKyCTHYECKOT0 CUTHANA
AC-1, cucrema 3alMTHI OT YTEYKU IO BUOPO-
aKycTuueckomy kaHany Kamepron, uamepurens
uryma u Bubpanuu OKTABA 110A B kommiekte
C MpeyCUInTeNIeM, MUKPO(OHOM, aKCEIepOMET-
pom.

201/5

JlaGopaTopus TEXHUYECKUX
CPE/CTB U METOJIOB 3aIUTHI
uHpopMaun

CTEeLMAIN3UPOBAHHOE 000pPYIOBAaHUE O 3aIIUTE
nH(QOpPMAMKA OT YTEYKH IO aKyCTHUYSCKOMY Ka-
Haly ¥ KaHaly MOOOYHBIX DIEKTPOMArHUTHBIX
n3nydeHnii u HaBojok: Conata AB ¢ OKOHEUYHBI-
MU yCTpoiicTBaMu (BHOpOU3IydaTeian, akycTuye-
CKH€ M3JIy4aTesn), TeHepaTop IIyMa 3JIeKTpomar-
HutHoro noist BeroM, reneparop JII'I 503, re-
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Hepatop Conara PC-1

TexHuueckue cpencrBa KOHTPOJS dPEeKTHBHO-
CTH 3aIUTHl HHPOPMAIMHM OT YTEUYKH IO yKa3aH-
HBIM KaHaiam: KOMIIJIEKT WM3MEpHUTEIbHBIX aH-
TeHH AJb0aTpoc 3, CENEeKTHBHBIH MHKPOBOJIb-
t™epT SMV 8,5, celneKTUBHBI MHUKPOBOJIBTMETP
SMV 11, xommieke CripyT-MHHH-A B KOMILIEKTE
C mporpaMMHbIM obOecriedueHneM, Unipan 233,
I[I9BM cemectBa Secret, IlouckoBbiii mpuodop
STO33P Ilupanbs B KOMIUIEKTE C MPOTPaMHHBIM
obecreyeHueM.

MHOE JIOTIOJHUTEIIbHOE 000PYy/J0BaHUE:
HenuHelHbl gokarop NR-m, reneparop curha-
noB AKUII 3410, kOMIIJIEKT U3MEPUTEIbHBIX aH-
TeHH AnbbaTtpoc, mpoOHuk Hampspkenus CPD-1,
anteHHsl DP-1 um DP-3, reneparopsl curnajioB
cepuu ['3 u I'4.

Komruiekt tectoBbix mporpamm 3ebpa s Win-
dows, nnst MCBC nuniensust Homep 592

8.3 TexHuueckue u 3JIeKTPOHHbIE CPeICTBA 00yUeHH S

JleKIIMOHHBIE 3aHATHS.

AYZ[I/ITOpI/II/I JUIA JICKOUMOHHBIX 3aHATHI YKOMIIJICKTOBAHBbI MeOENBI0 U TEXHUUECKAMU cpea-
CTBaMH OOY4YEHHsI, CIYKAIIUMH JUIs MIPEACTaBICHUS yueOHOW MHpOpMau OONBLION ayIuTo-
puu (HaOOpbI IEMOHCTPALIMOHHOIO 000pyAOBaHUS (IIPOEKTOpP, SKpaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HarIsAAHbIE T0COOUS, TEMAaTUUECKUE UILUTIOCTPALIUN).

JlabopaTropHble 3aHATUS (NpU HATUYULL).

s naGopaTOpHBIX 3aHATHI MCIONB3YyeTCs ayJIUTOPHs, OCHAILIEHHas 00OpYyJOBaHUEM,

yKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTesibHas padoTa.

[ToMerieHust A1 cCaMOCTOSITEbHOM pabOThl OCHAIIEHBI KOMIIBIOTEPHON TEXHUKOM ¢ BO3-
MO>KHOCTBIO OJIKJIIOUEHUSI K ceTH «MIHTepHeT» U JOCTYNOM K 3JIEKTPOHHOU MH(POPMAIIMOHHO -

oOpa3zoBatenbHOM cpene KHAT'Y:

- 3aJ1 aniekTpoHHol nHpopmanuu HTBb KHAT'Y;

- KOMITBIOTEPHBIE KJ1acChl (pakynbTeTa.

9 MHHble cBeIeHUA

MeToanyecKue PEKOMEHAAUHA 110 oﬁyqenmo JIMI ¢ OTPAHUYCHHBIMH BO3MOKHO-

CTAAMH 310POBbA 1 UHBAJIMAOB

OcBoeHMEe NUCHUIUIMHBI O0YUYaIOIUMUCS C OTPAaHUYEHHBIMH BO3MOXKHOCTSMHU 370POBbS
MOYET OBITh OPraHM30BaHO KAaK COBMECTHO C JPYIMMU OOYYaroIIMMHUCS, TaK M B OTJEJIBHBIX
rpynnax. [Ipenmnonaratorcs cnenuaibHble YCIOBHS IS MTOJIy4eHUs: 00pa3oBaHus 00y4aroIuMu-
Csl C OFPAaHUYEHHBIMHU BO3MOKHOCTSMH 3/10POBBS.

[Tpodeccopcko-Tieqarorndyeckuii COCTaB 3HAKOMHUTCS € TICUXO0JIOT0-(PU3UOTOTHIECKUMHA
0COOEHHOCTAMH 00YYarOIMIMXCSl WHBAIUIOB M JIMI[ C OFPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 3/10pO-
Bbs, UHJIMBUyaJbHBIMU MPOTpaMMaMH peadMINTaluu WHBaIUAOB (npu Hanuuuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTOIHUTENbHAS MOAJIEPKKA MPENogaBaHusl ThIOTOPAMHU, IICHXO-
JIOTaMH, COLIMATIbHBIMU paOOTHUKAMU, IPOLIEIIUMH TOATOTOBKY aCCUCTEHTAMHU.
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B cootBeTcTBHM ¢ MeTOIMYECKMMHU peKoMeHAanussMu MuHoOpHayku P® (yTB. 8 anpens
2014 r. N AK-44/058BH) B Kypce MpEIOJIaraeTcs MCIOIb30BaTh COIMATbHO-aKTHBHBIC U Pe-
(iiekcuBHBIE METOIbI 00YUEHUS, TEXHOJIOTHH COIIMOKYIBTYPHON peaOUINTalUu C HENbI0 OKa3a-
HUS [IOMOILM B YCTAHOBJICHUU MOJHOLIEHHBIX MEXJINYHOCTHBIX OTHOIIEHUH C IPYTUMH CTYZIEH-
TaMH, CO3JJaHUH KOM(pOPTHOTO MCUXOJIOTHYECKOTO KIMMaTa B cTyleH4eckoil rpymnne. [logbop u
pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YYETOM IIPEOCTaBICHUs MaTepuaia B pas-
JUYHBIX (hopMax: ayauanbHOW, BHU3YaJIbHOW, C HCIOJB30BAHHUEM CICIHATIBHBIX TEXHUYECKUX
CpeACTB U MH(POPMAILIMOHHBIX CUCTEM.

OcBoenne nucuuiuinHbl gunamMu ¢ OB3 ocymiecTBisieTcss ¢ HUCIOJIB30BAHUEM CPENICTB
0o0yuyeHHsl OOLIEro M CreUabHOTO Ha3HAYeHUs (MePCOHAIBHOIO U KOJUIEKTUBHOI'O MCIOJb30-
BaHUs). MarepuaabHO-TEXHHUECKOe OOecreueHre MpeycMaTpruBaeT MPUCIIOCOOICHUE ayAuTO-
puii kK Hy>kaam simi; ¢ OB3.

®opma NpoBeACHUS aTTECTALlMK JUIsl CTYACHTOB-UHBAINIOB YCTAaHABIMBAETCS C YUETOM
UH/IMBUYAJIbHBIX Ncuxopu3ndeckux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaer-
cs tocTymHas popMa MpeI0CTaBICHUs 3aJaHNi OLIEHOYHBIX CPEACTB, & UMEHHO:

* B II€YaTHOM WJIM OSJIEKTpOHHON ¢opme (i JMIl € HapyLEHUSMHU OIOPHO-
JIBUTATEJIHLHOTO amnmapara);

* B IIe4aTHOM (opMe MU 3JEKTPOHHOM (popMe ¢ yBETMUEHHBIM MIPU(TOM U KOHTPACTHO-
CTBIO (JUTS JIMI] C HAPYIICHHUSIMU CITyXa, PeUH, 3PCHUSI);

* METO/IOM YTEHMS aCCUCTEHTOM 3a/IaHusl BCIYX (IS JIUL C HAPYILIEHUSIMH 3pEHHUS).

CryneHTtaM ¢ MHBaJIMJHOCTBIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHIL. [l TaKuX CTYIAEHTOB MpeaycMaTpUBaeTCs NOCTyNHas (opMma MpeaocTaB-
JICHUs] OTBETOB HA 3aJIaHUs, @ UMEHHO:

* IUCbMEHHO Ha Oymare wiu HabOpOM OTBETOB Ha KOMIIbIOTEpe (JIs JIMIl C HapyLICHUs-
MU CllyXa, peuH);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPMAHTOB C UCIIOJIB30BAHUEM YCIIYT aCCUCTEHTA (s
JIUI] C HapYLIEHUSIMU ONIOPHO-/IBUTATENILHOTO ariapara);

* YCTHO (7151 JIUIT ¢ HApYLICHUSIMU 3PEHUS, OITIOPHO-ABUTaTEILHOIO anapara).

[Tpu HEoOXoaMMOCTH ISl 00YUaIOIIUXCSl ¢ MHBAJIUAHOCTBIO MPOLIeypa OLICHUBAHUS pe-
3yJIbTaTOB O0yUYEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIIOB.
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