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1 OO0mue moJ10KeHus

Pabouas mporpamma 1 GOH]T OLIEHOYHBIX CPEJCTB TUCIUILIUHBI «3anuTa nHHOpMaIuU B
aBTOMATHU3HPOBAHHBIX CHCTEMaX KpeAUTHO-(GUHAHCOBOM cepbD» COCTABICHBI B COOTBETCTBUU C
TpeOOBaHUAMU (eIePATBHOTO TOCYIAPCTBEHHOTO 00Pa30BaTEILHOTO CTaHAAPTA, YTBEPKICHHO-
ro npuka3zom Munob6pHayku Poccuiickoit deneparuu ot 26.11.2020 Nel1457, u ocHOBHO mpo-
(heccruoHanpHOM 00pa30BaTEIILHON MPOTpaMMBbl IOJTOTOBKY «AHAU3 Oe30macHoCcTH nHpopma-
IIUOHHBIX cucTeM» 10 criermanbHocTh «10.05.03 MHpopManmonHas 6€301MacHOCTh aBTOMATH3HU-
POBAHHBIX CUCTEM).

[IpakTHueckasi MOArOTOBKA pealin3yeTcsi Ha OCHOBE:

[Mpodeccnonanbhsiii cranaapt 06.033 « CITEHUAJIUCT T10 3AILIUTE UHOOPMA -
N B ABTOMATU3MPOBAHHBIX CUCTEMAX».

O6o6mennas Tpynosas pynkus: D ®@opmupoBanue TpedoBaHui K 3amuTe nHHOpMa-
[IMU B aBTOMATU3UPOBAHHBIX CUCTEMAX, UCIOJIB3YEMBIX B TOM UHCIIE HA 00BbEKTaX KPUTHUECKOM
nH()OPMAMOHHON HHPPACTPYKTYPHI, B OTHOIICHUH KOTOPBIX OTCYTCTBYET HEOOXOIUMOCTh
MIPUCBOCHUS UM KaTErOpHil 3HAUMMOCTH.

H3-1 Mertoas! 1 TEXHOJIOTUH MMPOEKTUPOBAHUS, MOICIIUPOBAHUS, UCCIICTOBAHUS CUCTEM
3amuUThl HH(GOPMAILK aBTOMATU3HPOBaHHBIX cucTeM, H3-2 OcHOBHBIE yrpo3bl O€30MaCHOCTH
nH(OPMAIIMY ¥ MOJICITA HAPYIIUTENSI B aBTOMATH3UPOBAaHHBIX crcteMax, H3-3 OcHOBHBIC MephI
1o 3ammuTe nHGOpMaIui B aBTOMAaTU3UPOBAHHBIX cucTemax, H3-4 HannoHanbHbie, MEXKIoCy-
JApCTBEHHBIE U MEXKTyHApOHbIE CTaHIapThI B 001acTH 3amuThl nuHGopmanuu, H3-5 PykoBo-
JSIIME U METOJUYECKHE TOKYMEHThI YIIOJTHOMOYEHHBIX (pe/iepabHbIX OPraHOB UCTIOTHUTEIb-
HOI BiacTH 1o 3amute nHpopmarmu, H3-6 OcHoBHBIE KpunTOrpadudecKre METOAbI, alrOpUT-
MBI, TIPOTOKOIIBI, UCIIOJIb3YEMBbIE I 3alUThl MH(OPMALIUK B aBTOMATU3UPOBAHHBIX CHCTEMAaX,
H3-7 [IpuHnumne noCTpOeHUs! CPEACTB 3aITUTHI UHPOPMAIIUKA OT HECAHKIIMOHUPOBAHHOTO JI0-
CTyIa M YTEUKH 10 TexHHuUeckuM kanaiam, H3-8 [Ipunuunel moctpoeHus 1 pyHKIMOHUPOBAHUS
CUCTEM U CeTell mepenayu nHhopmauu.

3agaun PackpriTie cymHOCTH U 3HAaYeHUs HHOOPMAIITMOHHONW O€30MacHOCTH B OaH-
JAUCHHTUIMHBI KOBCKHMX CHCTEMAaX, UX MECTA B CHCTEME HAIlMOHAILHOHN 0€30IMacHOCTH.
OrmpezienieHne TEOPETUUECKUX, KOHIENTYalIbHBIX, METOJOJIOTHYECKUX, Op-
TFaHW3alMOHHBIX M TEXHHMYECKHX OCHOB oOecredcHus Oe30MacHOCTH WH-
(dhopmaruu B aBTOMaTU3UPOBAHHBIX OAHKOBCKUX CHCTEMAaX.

OCHOBHEIE Pazgen 1
paszenst / Tembl bankoBckas cucrema Poccuiickoin @enepannn. ABTOMAaTHU3UPOBaHHBIE
JMCLUTITUHBI CHCTEMBI

Paznen 2

[TonuTtuka 6e30macHOCTH B OAaHKOBCKOM cdepe.

2 Tlepeuyenn NJaHUPYEMBbIX pPe3yJbTATOB 00y4eHHs 10 TUCHHUILJINHE (MOIYJIIO),
COOTHECEHHBIX C HHANKATOPAMH JOCTHKCHUSI KOMIIeTeHI Uit

[Tponiecc u3ydeHus MUCHUIUIMHBI «HanMeHOBaHUE TUCIUILIMHBIYY» HampaBieH Ha ¢Gop-
MUpOBaHUE cienyromux kommeTeHui B coorBerctBur ¢ ®I'OC BO u ocHOBHOI 0Opa3oBa-
TEJIbHOW MpOrpaMMON:

Koxa n HaumeHoBaHne KoMIle- WMHaukaTopel JOCTHKEHUS [Inanupyemsle pe3yabTaThl
TEHLNH 00y4yeHHs N0 JUCLUIUINHE




[Ipodeccronanpubie

ITIK-5 Cniocoben KoHTpoJIu-
poBath 6e30TKa3HOE PYHKIIU-
OHUPOBAHUE TEXHUYECKUX
CpeACTB 3aIuTh HHpOpMa-
1812071

I1K-5.1 3naer cnocoObl KOH-
TpOJIsi 6€30TKa3HOTO (HYHKITHU-
OHUPOBAHUS TEXHUYECKUX
CpPEACTB 3alUTH HHPOPMALIUU
ITIK-5.2 Ymeet BoIOpaTh CI10-
c00 KOHTPOJIT 6€30TKA3HOTO
(YHKIIMOHHPOBAHUS TEXHHYE-
CKHUX CPEJCTB 3alUTHI HHOP-
Maruu

[1IK-5.3 Bnageet HaBbIKaMu
KOHTPOJIs 6€30TKa3HOTO (PYHK-
[IUOHUPOBAHUS TEXHUICCKIX
CpPE/CTB 3aIUThl HH(OPMAIIUU

3HaeT cnocoObl  KOHTPOJIS
0e30TKa3HOr0 (HYHKIIMOHHUPO-
BaHUSI TEXHHYECKUX CPEICTB
3alIUTHl HH(OpMAITHH

YMeer BbIOpaTh CocoO KOH-
TpoJsi 0€30TKa3HOTO (YHKITU-
OHHUPOBaHUS TEXHUYECKUX
CpeACTB 3aImuThl HH(pOpMa-
101031

Buaneer HaBbIKaMU KOHTPOJISA
06e30TKa3HOro (HYHKIIMOHHUPO-
BaHUSI TEXHHYECKUX CPEICTB
3alUThl HH(GOpMAIHH

3 MecTo TUCHUILTUHBI (MOYJIs1) B CTPYKTYpe 00pa3oBaTe/ibHOM NMPOrpaMMbl

JlucuumiauHa BXOOUT B cocTaB 01oka 1 «/{ucuumiauHel (MOIYNN)» U OTHOCUTCSA K 004-

3aTeJILHOM YacTH.

Mecto aucumIuMHbl (3Tanl GOPMUPOBAHUS KOMIIETCHIIMH) OTPAXEHO B cxeme (opmu-
pOBaHMSA KOMIIETEHINH, MPEICTaBICHHON B JIOKyMeHTe OyeHouHble Mmamepuainsl, Pa3MEIleH-
HOM Ha caiite yHuBepcutera Www.knastu.ru / Haw ynusepcumem / O6pazoeanue / 10.05.03
Hnghopmayuonnas 6ezonacnocmv asmomamusuposanuvix cucmem /OyeHounvle mamepuannl).

JucuuruinHa ««HanMeHoBaHME AMCHUIUIMHBI»Y YaCTHYHO peanusyercs B (opme mpak-
TUYECKOH moarotoBku. [IpakTryeckas MOArOTOBKA OpraHU3YeTCs IMyTeM TPOBENEHHs, Jlabopa-
TOPHBIX paboT, BBIOJIHEHHS KYPCOBBIX/ pabOT, MHBIX BUAOB yUeOHOMN JesTeIbHOCTH.

4  CoaepxaHue THCUHMIIMHBI (MOIYJIs1), CTPYKTYPHMPOBaHHOE 110 TeMaM
(pa3nesiaM) ¢ yKazaHHeM OTBEJCHHOI0 HA HUX KOJIHYEeCTBA aKaJeMHUYeCKHX
YacoB U BU/J0B yueOHOH padoThl

4.1 CTpykKTypa u cofepKaHue JMCUMIIIMHBI 1J151 04HON (pOpMBbI 00ydeHust

JucnummmHa «3amuTa HHPOPMAIUH B aBTOMATH3HPOBAHHBIX CHCTEMaX KPEIUTHO-
(dbunaHcoBOM cheprl» n3yuyaeTcs Ha S Kypcee, 9 cemectpe.

OO6miass Tpya0EMKOCTh MUCIUIUIMHBI COCTaBIsieT _ 3_
KOHTaKkTHas paboTa oOydaromuxcs ¢ mperojaaBareineM _ 64 4., MpoMeXyTodHasl aTTeCcTalnus B

q)OpMC 3a4cTa C OI.[CHKOfI, CaMOCTOATCIIbHaA pa60Ta o6yqarom1/1xc;1

3.e., 108__ 4., B TOM uucne

44 9.

00Ty o0yUarommxcs

Bunpl yueGHOI paOoThI, BKIIOYAsi CAMOCTOSITENIbHYIO pa-

U TPYAOEMKOCTb (B Hacax)

KonrtakTHas pabora
HaumeHnoBanwue pa3iesoB, TeM U CO- | TMpenoiaBaresi ¢ 00ydaromu-
JepKaHue Matepuana MUCS VIKP [Tpom. CPC
[paktu- | Jlabopa- aTTecT.
Jlekum | 4deckue TOpPHBIE
3aHATHSA | paboThI
Paznea 1
Temal BazoBble MOHATUAIUCLIN- 16 16 22
inHbl. bankoBsckas cucrema Poc-



http://www.knastu.ru/

HaumenoBanue pa3nenos, TeM U co-

Buapl yue6HO# paboThI, BKITIOUAst CAMOCTOSTEIBHYIO pa-

00Ty 00y4arOImUXCs U TPYJOEMKOCTh (B Yacax)

KonTakTHas pabota
Iperno/iaBaTess ¢ 00yJaromu-

epKaHue Marepuasa MUCS [Tpom.
AP P ukp | P CPC
[Ipaktu- | JlaGopa- aTTecT.
Jlexuun | yeckue TOpPHBIE
3aHATUS | paboThI
curickori®enepanuu.
Tema2 DnekTpoHHash KOMMEPLHS
U TUTaTeKHbIE CUCTEMBI.
Tema3 TexHOTOTUAIIEKTPOHHOTO
oOMeHa JTaHHBIMU
(EDI).
Tema4 IIpoGaembl 6€30MaCHOCTH B
0aHKOBCKOI1 cepe.
Pa3znea 2
Tema5 Ilonutuka 6€30MacHOCTH B
0aHKOBCKOM cdepe.
Tema6 Ynpasnenue 3ammuroil OaH-
KOBCKHX ONepanuii HaBTOMaTU3HPO-
BaHHOU OAaHKOBCKOW CETH. 16 16 29
Tema7 be30macHOCThANEKTPOHHBIX
MaTeke ¥ TUIATEKHBIX CHCTEM.
bezomacHocts TIaTeKeN B
INTERNET.
Tema® Peanusanus 3amniu-
IICHHBIX MJIATEKHBIX CUCTEM.
3auem c¢ ouenkoii - - - - -
HUTOro 32 30
MO JUCUMILINHE B TOM
B TOM
YHCIie B
YHClie B
dbopme
paK hopme
P - IIPAKTH- - - 44
THYe- .
o YECKOU
CKOM
MOJro-
TO/ITO-
TOBKH:
TOBKH: 3
8

* peanuzyetcs B hopMe MPAKTUIECKOMN TOTOTOBKH

5 OueHo4YHbIE CPEICTBA ISl IPOBEAEHNsI TEKYIEr0o KOHTPOJISI U
NMPOMEKYTOYHOM aTTeCTANMH 00y4aI0IIMXCH 110 JUCHUIIMHE (MOTYJIIO)

cDOHI[I:I OLCHOYHBIX CPCACTB IJId MPOBCACHUA TCKYILICTO KOHTPOJIA YCIICBACMOCTU U
MIPOMEKYTOYHOW aTTECTallMU OOCYKIAIOTCS M YTBEPXKAAIOTCs Ha 3aceqanuu kadenpsl. [lom-
HBIM KOMILJIEKT KOHTPOJIbHBIX 3aI[aHHI>'I HJIM UHBIX MaTCpraioB, HGO6XOI[I/IMI:IX J1s1 OOCHHUBAHUA
pe3yabTaTOB O0yUYeHHUs MO TUCHUILIHHE (MOIYJII0) XpaHUTCS Ha Kadenpe-pazpaborunke B Oy-
Ma)XHOM HJIA 3JIEKTPOHHOM BHUJE, Takke (DOHABI OIEHOYHBIX CPEJICTB JOCTYIIHBI CTyJIEHTaM B
JTUYHOM KaOMHETE — pa3zie] yueOHO-METOIUYEeCKOe o0ecrieueHue.




6 VYueOHO-MeTOoaUYECKOE U HHPOPMALIMOHHOE O0ecTeYeHre TUCIHIIHHbI
(MmomyJin)

6.1 OcHoBHasi U TONOJHUTEIbHAS JJUTEPATYpa

[lepeyeHb peKOMEHIYEMONH OCHOBHOHM M JIOTIOJIHUTEIILHOW JIUTEPATYPhI MPEICTABICH HA
caiite yHuBepcutera WWwW.knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnpopma-
YUOHHAS 6e30NACHOCMb A8MOMAMU3UPOBAHHbIX cucmem / Pabouutl yueonwviti nian / Peecmp nu-
mepamypeoi.

6.2 CoBpeMeHHbIe MPpO(eccHOHATbHBbIE 0a3bl JAHHBIX H HHPOPMALIMOHHbIE
CIPaBOYHbIE CHCTEMbI, HCIIOJIb3yeMble NP 0CYLIECTBJIEHUN 00Pa30BaATEIbHOI0
npouecca no JUCHUIINHE

Kaxmomy oOydatomemycsi odecriedeH JOCTyI (yAaleHHBIA TOCTYIT), B TOM YHCJIE B CIIy-
Yae MPUMEHEHUS AJIEKTPOHHOTO OOYYEHUs, AUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUH, K
COBPEMEHHBIM NPOPECCHOHATLHBIM 0a3aM JaHHBIX M WH(GOPMAIIMOHHBIM CIIPABOYHBIM CHCTE-
MaMm, ¢ KOTOPbIMH Y YHUBEPCHUTETA 3aKJIIOYEH JJOTOBOP.

[lepeyeHb peKOMEHIYEMBIX NTPOPECCHOHATIBHBIX 0a3 JaHHBIX M WH(POPMAIMOHHBIX
CIIPaBOYHBIX CHCTEM IPEJCTABJICH Ha caiiTe yHHBepcuTera WWW.Knastu.ru / Haw ynusepcumem
/ Obpaszosanue / 10.05.03 Ungopmayuonnas dezonacnocms asmomamusupo8anHulx cucmem /
Pabouuii yuebnwiii nnan / Peecmp O5C.

AxTyanbHast HH(GOpMAIUs 10 3aKJIIOUYCHHBIM Ha TeKYIIUH y4eOHbI To/1 10roBopam mpu-
BeJieHa Ha cTpaHulie Hayuno-rexuuueckoit oubmuorexu (HTD) Ha caiite yHuBepcurera

https://knastu.ru/page/3244

6.3 IlepeyeHnn pecypcoB MH(POPMALMOHHO-TEJIEKOMMYHHKAIIMOHHOI ceTH
«HHTEepHeT», HE0OXOAUMBIX /IJIS OCBOCHUSI M CUMIIJIMHBI (MOYJIs1)

Ha crpanniie HTb MOXHO BOCIOIB30BaThCS MHTEPHET-PECYPCAMU OTKPBITOTO JOCTYIA
M0 YKpynHeHHOH rpynne HanpaieHuit u cnenuanbHoctedt (YI'HC) 10.00.00 Mudopmanmonnas
0€3011aCHOCTb:

https://knastu.ru/page/539

Hasanwue caiita ] DIIEKTPOHHBIN aJipec

CalThl SJICKTPOHHBIX (bOH,I[OB HOpMaTHBHO-TCXHH‘{CCKOﬁ JOKYMCHTAIIUU 110 CTPOUTCIILCTBY

baza JaHHBIX HOPMATUBHBIX JOKYMCHTOB IJIA

http://www.norm-load.ru
CTpOUTENbCTBA OecIIaTHAs).

becruatHas nHoOpMamoHHO-CIIpaBOYHAs! CH-
cTeMa OHJIAMH JIOCTYIIA K MOJTHOMY COOpPaHHUIO http://gostrf.com
TEXHUYECKUX HOPMAaTHBHO IIPABOBBIX aKTOB PD.

TexHoaKCHEPT. DIEKTPOHHBIHN (HOH]T TPaBOBOIl U

. http://docs.cntd.ru
HOPMAaTUBHO-TCXHUYCCKOU JOKYMCHTAIINU.

C IICJIBIO ITOBBIICHUS KAaYECTBA BEACHU S O6p330BaTeJ'II)HOI\/'I ACATCIIBHOCTH B YHUBCPCUTCTEC
CO3/1aHa AIEKTPOHHAsI HH(OpMAaIMOHHO-00pazoBaTenbHas cpena. OHa moapazyMeBaeT OpraHu-
3aIlMI0 B3aUMOJICHCTBHUS MEKAY 00YUarOIIUMHUCS U TIPEIOIaBATEeIISIMK Yepe3 CHCTEMY JIMYHBIX
KaOMHETOB CTYJICHTOB, PACIIOJIOKEHHBIX Ha O(UIIHATIEHOM CaiiTe YHUBEpCUTETa B MHPOpPMALU-
OHHO-TEJIEKOMMYHHUKAIIMOHHOU ceTn « M HTepHeT» 1o anpecy https://student.knastu.ru. Coznan-
Has nH(POPMAIIMOHHO-00pa3oBaTeIbHAas Cpe/ia O3BOJISIET OCYLIECTBIIATH B3aUMOICHCTBHE MEXK-
Iy y4acTHUKaMH 00pa30BaTeIbHOTO MPOIIECCca MOCPEICTBOM OPTaHU3aI|H JUCTAHIIHOHHOTO
KOHCYJIbTUPOBAHUA 11O BOIIPOCAM BBITTOJIHCHHUA ITPAKTHYCCKUX 3aI[aHI/II7L
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7 OpraHM3allHOHHO-TIeJarOrH4YecKue yCJI0BUSA

Opranuzanus o6pa3oBaTeIbHOIO MPOLECcca PerilaMeHTUpyeTcsl yueOHbIM IUIAHOM U pac-
MUCaHWEM Y4YeOHBIX 3aHATHH. SI3bIK 0OydeHUs (TmpemogaBaHusi) - pycckuil. Jlis Bcex BHIOB
ayJIMTOPHBIX 3aHATUHN aKaJEMUYECKUN 4ac yCTaHABIMBACTCS MPOJOJKATENBHOCTBIO 45 MUHYT.

[Ipu ¢GopmupoBaHMU CBOEW HMHIUBHIYyaTbHOW 0Opa30BATENBbHON TPAaCKTOPHH O00ydYaro-
LIMHCSA UMEET MPaBO Ha Mepe3adyeT COOTBETCTBYIOIUX JAUCLUILIMH U IPOPECCHOHATBHBIX MOY -
Jiel, OCBOGHHBIX B IpOIECCe MPEALIECTBYIOMIEro 00y4eHus, KOTOPbIil 0CBOOOXKIaeT 00yuaromie-
rocsi OT HEOOXOJMMOCTH UX OBTOPHOT'O OCBOEHMS.

7.1 Oo6pa3oBaTejibHbIE TEXHOJIOTUH

VY4eOHblIif mporiecc Mpu MpenojiaBaHuy Kypca OCHOBBIBAETCS Ha MCIOJIb30BAaHUM TPaIu-
[IMOHHBIX, THHOBAIIMOHHBIX W MH(POPMAIMOHHBIX 00Pa30BATEIbHBIX TEXHOJOTHUH. TpaauinoH-
Hble 00pa30BaTENbHBIE TEXHOJIOTUU MPEICTABICHBI JIGKIUSIMH U CEMUHAPCKUMHU (IIPAKTUUYECKH-
MH) 3aHATHSAMU. VTHHOBAIIMOHHBIE 00pa30BaTEIbHBIC TEXHOJIOTHH MCIOIL3YIOTCS B BUJE IIUPO-
KOT'0 MPUMEHEHHSI aKTUBHBIX U UHTEPAKTUBHBIX (GopM MpoBeneHus 3anstuil. UndopmanronHbie
o0pa3oBaTeNbHbIC TEXHOJOTHUU PEATU3YIOTCS IYyTEM aKTUBH3AIMH CAMOCTOSTEIBHOU PabOTHI
CTYJEHTOB B HH(OpPMALIMOHHOW 00pa30BaTeNbHOI cpere.

7.2 3aHsATHA JEKIMOHHOI0 THIIA

JIeKIMOHHBIN KypC MpEAIoyaracT CUCTEMaTU3UPOBAHHOE U3JI0KEHUE OCHOBHBIX BOIPO-
COB y4eOHOTr0 IJIaHa.

Ha nepBoii nexuuu nekrop 00s3aH NpexynpennTh CTYASHTOB, IPUMEHUTEIBHO K KAKOMY
6a30BoMy y4ueOHUKY (yueOHHUKaM, y4eOHBIM TOCOOMSIM) OyIeT MPOYUTaH KypC.

JIeKIMOHHBIN Kypc JODKEH JaBaTh HauOONbLIMK 00beM HMH(pOpMalMM U 00ecreunBaTh
0osee riy0oOKoe MOHMMaHUe y4eOHBIX BOIIPOCOB MPHU 3HAYUTEIHHO MEHbBILEH 3aTpaTe BPEMEHH,
4yeM 3TO TpeOyeTcsi OOJBIIMHCTBY CTY/ICHTOB Ha CAaMOCTOSITENIbHOE U3yUeHHe MaTepHraa.

7.3 3aHATHS CEMHHAPCKOIO THIA

CemuHapckue 3aHATHS MPEJICTABIAIOT COOON JeTaau3altIo JEKIIUMOHHOTO TeOPETUYECKO-
ro MaTepuaia, MPOBOIATCS B LIEAX 3aKpEIIEHUsI Kypca U OXBaThIBAIOT BCE OCHOBHBIE pa3JIeIbl.

OcHoBHO# (hopMOIi TIpOBEIEHUs] CEMUHAPOB ABIsiETCS 00CyKAeHHe Hanbosee mpodaem-
HBIX U CJIO’KHBIX BOIPOCOB IO OTAEIBHBIM Te€MaM, a Takke pa30op MPUMEpPOB U CUTyalUud B
ayJUTOPHBIX YCIOBHSX. B 00sf3aHHOCTH mperojaBaTess BXOAAT: OKa3aHHE METOAMYECKOH Io-
MOIIIM ¥ KOHCYJIbTHPOBAHHUE CTYIEHTOB 0 COOTBETCTBYIOIIMM TEMaM Kypca.

AKTHBHOCTb HAa CEMUHAPCKHUX 3aHATUSAX OLIEHUBAETCS 110 CIAEAYIOLUM KPUTEPUSIM:

- OTBETHI Ha BOIIPOCHI, IpejIaraeMble penoaBaTesiem;

* y4acTHe B TUCKYCCHUSX;

- BBITIOJTHEHHUE ITPOEKTHBIX U UHBIX 3a/laHU;

* ACCHUCTHpPOBAHUE MPENoaBaTelto B IPOBEICHUH 3aHATHH.

OTBeT 10JKeH OBITh APTYMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJJTHOCIOKHBIM, COIEPKATh
CCBUIKHM Ha MCTOYHUKHU.

Jlokyiagpel ¥ ONIIOHMPOBAHME JOKJIAJOB MPOBEPSIOT CTENEHb BIAACHHS TEOPETHUYECKUM
MaTepHalioM, a TAKXKe KOPPEKTHOCTh U CTPOTOCTb PACCYkAECHUH.

OneHuBaHue 3aaHUM, BHIIIOJHEHHBIX Ha CEMHUHAPCKOM 3aHATHHU, BXOAWUT B HAKOIUIECH-
HYIO OILICHKY.

7.4 CamocTosiTeJibHAsi padoTa 00y4aloIUXCs M0 JUCHUIIHHE (MOIYJII0)
7



CamocTtosTenbHas paboTa CTYJIEHTOB — 3TO MPOIECC aKTUBHOTO, LEJICHANPaBICHHOIO
MPUOOPETEHUsI CTYJICHTOM HOBBIX 3HAHWW, YMEHUU 0€3 HEMOCPEJACTBEHHOTO y4acTHsl Mperoja-
BaTeNsl, XapaKTepU3YIOIMIUKCA MPEeIMETHON HAaIpaBICHHOCTHIO, 3()()EKTUBHBIM KOHTPOJEM U
OLICHKOM Pe3yJIbTaTOB JESATENIbHOCTH 00YyYaroIIerocs.

[{ean caMoCTOATEILHOM paOOTHI:

* CHUCTEMAaTU3alUs U 3aKPETUICHUE MOJYyUYEHHBIX TEOPETHUECKUX 3HAHUN U TPAKTUYECKUX
YMEHHUH CTYyACHTOB;

* yriiyOJIeHHE U PacIIUPEHUE TEOPETUUCCKUX 3HAHUM;

- (hopMHpOBaHHE YMEHHI UCIIOJIb30BATh HOPMAaTUBHYIO U CIIPABOYHYIO JOKYMEHTAIIHIO,
CHEIHUATBHYIO JUTEPATYPY;

* pa3BUTHUE MIO3HABATEIBHBIX CIIOCOOHOCTEM, aKTUBHOCTH CTY/IEHTOB, OTBETCTBEHHOCTH U
OpPraHM30BAHHOCTH;

- (hopMHpOBaHHE CAMOCTOSATEIHLHOCTH MBIIIUICHHUS, TBOPUECKOW HHUIIUATHBBI, CIOCOOHO-
CTEeH K CaMOpPa3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO M CaMOpEaIN3aluy;

* pa3BUTHUE UCCIIEIOBATEIbCKIX YMEHHI U aKaIEeMUYECKUX HABBIKOB.

CamocrosiTenbHas paboTa MOXKET OCYIIECTBISITHCS WHIUBUIYAIBHO WM TPYNIaMHu CTy-
JICHTOB B 3aBUCHUMOCTH OT I1eJId, 00beMa, YPOBHS CII0KHOCTH, KOHKPETHOW TEMAaTHKH.

TexHosorust opraHu3ay CaMOCTOSITENIbHON paboThl CTYJAEHTOB BKJIIOYAET MCIIOJIb30Ba-
HUE NH(POPMAITMOHHBIX U MAaTepUATbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KoHTpoisib pe3ynbTaToB BHEAYJIUTOPHOU CAMOCTOSITEIIBHOW pabOThl CTYJEHTOB MOKET
MPOXOJUThH B MUCHbMEHHOM, YCTHOW WJIM CMEIIaHHOH (opMe.

CryneHTsl JOMKHBI TOIXOIUTh K CAMOCTOSITEIBHOM paboTe Kak K HauBaKHEHIIEMY
CPEICTBY 3aKperIeHUs] U Pa3BUTHUSI TEOPETHUECKUX 3HAHUM, BHIPAOOTKE €IUHCTBA B3IJISIOB HA
OTJIeTTbHBIE BOIIPOCHI Kypca, MPUOOPETEHUS ONPEICTICHHBIX HABBIKOB M MUCIIOJIb30BaHUs Mpodec-
CUOHAJIbHOW JTUTEPATYPHI.

7.5 Metoanyeckue peKOMeHIAIUH 1JIs1 00y4AIOIIHUXCS 110 OCBOEHUIO TUCHHUIIIMHBI

[Tpy m3yueHHM AUCHUIUIMHBI OOyYarOMIMMCS IeJeCO00pa3HO BBINOJIHATH CIEIYIOIIUE
pEKOMEHIALINN:

1. 3y4eHune yueOHON TUCIMITIIMHBI JODKHO BECTHCh CUCTEMAaTHUYECKH.

2. Ilocne u3yueHUsT KaKOTO-JIMOO0 paszzelia Mo yYeOHUKY MM KOHCIIEKTHBIM MaTepHajiaM
pEeKOMEHAyeTCs 1O MaMATH BOCIPOM3BECTH OCHOBHBIE TEPMMHBI, ONPEJICIICHUs, TOHATHS pas/ie-
na.

3. Ocoboe BHUMaHUE CIIeAYeT YACTUTh BHITOTHEHUIO OTYETOB MO MPAKTUYECKUM 3aHATHU-
SIM ¥ HHIMBUTy aJTbHBIM KOMIUIEKCHBIM 3aJJaHHUSIM Ha CAaMOCTOSITEITBHYIO padoTy.

4. Best TeMaTuka BONPOCOB, U3YYaeMBIX CAMOCTOSITENILHO, 337aeTCsl Ha JICKIHSX Mperno-
naBareneM. MM ke TaroTcsi HICTOYHUKH (B TIEPBYIO OUepelb BHOBh M3JIaHHBIE B MIEPUOIUICCKOM
HAY4YHOH JuTeparype) Uit 0ojiee JeTalbHOT0 IOHUMAaHUS BOIIPOCOB, 03BYYEHHBIX Ha JIEKIHH.

[Ipu camocTosTeTpHOM MPOpaboTKe Kypca 00yJaroIIrecs TOKHBIL:

- IPOCMAaTPUBATh OCHOBHBIE OTIPE/IEIICHUs U (PaKThI;

* IOBTOPUTH 3aKOHCIIEKTHPOBAHHBIA Ha JIEKIIMOHHOM 3aHSATHU MaTepual U JOTOTHHUTH
€ro C y4€TOM PEKOMEHJAOBAHHON MO JaHHOM TeMe JINTepaTyphl;

* U3YYHUTh PEKOMEHIOBAaHHYIO TUTEPATYPY, COCTABISATH TE€3UCHI, AHHOTAIIMU M KOHCIIEKTHI
HanboJsee BaKHbIX MOMEHTOB;

* CAMOCTOSITENILHO BBITIONHSATE 33JJaHVsl, AaHAJIOTMYHBIC TIPE/IaracMbIM Ha 3aHATHUSX;

* UCIOJIb30BAaTh JJIsi CAMOIIPOBEPKU MaTepuaibl (POH/IAa OLIEHOUHBIX CPE/CTB.

8 MarepuajbHO-TeXHHYECKOE o0ecneyeHne, He0OX0aAUMoe st
ocyuiecTBJIeHHs 00pa30BaTEJIbHOI0 MPoLecca N0 AMCHHUILINHE (MOIYJII0)



8.1 JInueH3MOHHOE ¥ CBOOOTHO pacnpocTpaHsieMoe MPOrpaMMHoe o0ecnieyeHue,
HCIOJIb3yeMoe MPH OCYLIeCTBJIEHUH 00Pa30BaTeILHOTO NMpoiecca
MO TUCHUTLIMHE

VYHuBepcuTeT odecrnedeH He0OX0AUMBIM KOMIUIEKTOM JIMIIEH3MOHHOTO U CBOOOIHO pac-
MPOCTPAHIEMOTO MPOTPAMMHOTO OOECIICYCHHUsI, B TOM YHCJE OTEYECTBEHHOI'O IMPOW3BOJICTBA.
CoctaB mporpaMmMHOro o0ecrieueHus, He0OOXOJUMOTO JIJIsi OCBOCHUS TUCITUIUIMHBI, IPUBEACH HA
caiite yHuBepcurera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03 Unpopma-
YUOHHASL DEe30NACHOCMb ABMOMAMU3UPOBAHHBIX cucmem / Pabouuii yuebnwiti nian / Peecmp
110.

AKTyallbHbIC Ha TEKYIIMH y4eOHBIH IO PEKBH3HMTHI / YCIOBUS HMCIIOJIb30BAHHS IPO-
IpaMMHOTO 00ecIieYeHus IPUBEICHbI Ha cTpanulle M T-ynpaBieHus Ha caliTe YHUBEPCUTETA:

https://knastu.ru/page/1928

8.2 YueOHO-1a00paTOpPHOE 000pPYI0BAHNE

HauMeHnoBaHue ay iuTopun
Aynurtopus Hcnone3yemoe o0opytoBaHme

(;raboparopun)

202/5 Jlaboparopus mporpammuo- | C3U HCJI Secret Net, C3 HCJl Dallas Lock,
anmapatHbix cpeacTB 3amuThl | C3U HCJ Crpax NT, C3U HC/J Llut PX]I,
uHpopMaLun C3U HCA Aypa ,C3U HC/] Kpunron ,C3U HCJI
Axkopn, ®UKC, Pesuzop 1,2 kak mis onepanu-
OHHBIX cucteM cemeiictBa Windows Tak W Juis
Linux, Pesuzop Ceru 2.0, AHanuzaTop ceTeBOro
Tpappuka AcTpa,AreHT HWHBEHTapu3allu ce-
Ti,CkaHep cereBoil 6e3omacHocTn XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunron
AM/I3, Axxopn AMJI3, KpunrolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoytoyk ¢ Windows 7+mpoekTop.
16 TI9BM Ha 6a3e mporueccopoB He Hike Intel
Pentium IV

319/3 Jlabopatopus 3aumnienssix | Dallas Lock 8.0-C nomep nuniensuu 47488-9375-
ABTOMAaTHU3UPOBAHHBIX CH- 279, Secret Net Studio aBTOHOMHBIE U CETEBbIE
CTeM BapuaHThl HoMep nunen3un 13A6E7. 8 [I9BM,
CVB/.

AHanmzaTop crekTpa J1eKTpO-MarHUTHOTO MOJIst
R&S FSC3, n3mepurensHas antenna [16-50, ce-
JEKTUBHBIN MuKkpoBoabT™MeTp SMV 8.5, SMV 11,
TeHepaTop TECTOBOTO aKyCTHYECKOTO CUTHAA
AC-1, cucrema 3aIUTHI OT YTEUKH IO BUOPO-
aKycTuieckomy kanairy KamepToH, namMepurenb
uryma u Bubparun OKTABA 110A B koMmIuiekTe
C MpeyCUIIUTEIEM, MUKPOPOHOM, aKCEIEPOMET-
pom.

201/5 JlaGopaTopusi TEXHHUECKUX | CHEIHATU3UPOBAHHOE O0OPYAOBaHHE IO 3aIUTE
CPEICTB U METOJIOB 3aIlUThl | HHGOpPMALUU OT YTEUKU IO aKyCTHUYECKOMY Ka-
uH(pOpMaIUU HaJly U KaHaly MOOOYHBIX 3IIEKTPOMArHUTHBIX
m3nyyeHuit U HaBoAok: Conata AB ¢ oxoHEuHBI-
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MH YCTpOWCTBaMHU (BHOpOM3IydaTeIu, aKyCcTHYe-
CKH€ M3JIy4aTein), TeHepaTop LIyMa 3JIeKTpoMar-
HutHOro nosist BeroM, renepartop JII'LI 503, re-
nepatop Conara PC-1

Texuuueckue cpencrBa KOHTposst 3PQPeKTUBHO-
CTH 3alIUThl MHQOPMAIIMK OT YTEUKHU IO yKa3aH-
HbIM KaHasmaM: KOMIUIEKT H3MEpHUTENbHBIX aH-
TeHH AJnb0aTpoc 3, CENeKTHUBHBIA MHKPOBOIb-
T™epT SMV 8.5, CeneKTUBHBI MUKPOBOJIBTMETP
SMV 11, kommiexkec CripyT-MUHU-A B KOMILIEKTE
¢ mporpammHbBIM oOecrieuenueM, Unipan 233,
I[I9BM cemectBa Secret, IlouckoBbiii mpudop
STO33P IlupaHps B KOMIUIEKTE C MPOrPAMHHBIM
o0ecreyeHneM.

WHOE JIOTIOJIHUTEIbHOE 000pYI0BaHUE:
HenuHelHbI Jokatop NR-m, reneparop curha-
noB AKUII 3410, KOMILJIEKT U3MEPUTEIbHBIX aH-
TeHH AsbbaTpoc, npoOHUK HanpskeHuss CPO-1,
anteHHbl DP-1 u DP-3, renepaTtopsl curHajaoB
cepuu [3 uT4.

Komruiekt TectoBbix mporpamm 3ebpa mwis Win-
dows, st MCBC nuniensust Homep 592

8.3 TexHuueckHe U JIEKTPOHHbIE CPeICTBA 00yUeHHS

JleKIInoHHbBIE 3aHATHS.

AynuTtopuu Ui JEKIMOHHBIX 3aHATUI YKOMIUIEKTOBAHbI MEOEIbI0 U TEXHUUECKUMHU CpeJl-
cTBaMH OOy4Y€HHs, CIyXKaIlMMM JJIsl MPeACTaBiIeHUs] yueOHOW MHpopManuu O0NbIION ayauTo-
puu (HaOOpBbI JAEMOHCTPALMOHHOTO 00OpYyIOBaHUS (IIPOEKTOP, KpaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HaTJISIHbIE TTOCOOUSI, TEMATUYECKUE UILTFOCTPALIHH ).

JlaGopaTopHble 3aHATHS (npuU HATUYUL,).

s naGopaTOpHBIX 3aHATUN HCIIONB3YETCS ayAMTOPUsI, OCHAIIEHHas 00O0pYyJIOBaHHEM,

yKa3aHHBIM B Tab. 1. 8.2.

CamocrosiTeibHast padora.

[TomemeHust uisi caMOCTOSITENIbHOM pabOTHl OCHAILEHBI KOMITBIOTEPHON TEXHUKOW C BO3-
MO>KHOCTBIO TOJKITIOUEHHs K ceTu «VHTepHeT» U JOCTYNOM K 3JeKTPOHHOM MH(OpPMAIIMOHHO-

oOpazoBarenbHol cpene KHAT'Y:

- 3a11 anekTpoHHoi uHpopmanuu HTb KHAT'Y;

- KOMIIBIOTEPHBIE KJIACCHl (DaKyJbTeTA.

9 MHHble cBeICHUA

MeToaunuyecKkue PEKOMEHAAUHA 10 oﬁyqeﬂmo JIMIl ¢ OTPAaHNYCHHBIMHA BO3MOKHO-

CTHAMMU 3/10POBbA U UHBAJIUA0B

OcBoeHHUE MUCIUILTUHBI 00YYAOIIUMUCS C OTPAaHHYEHHBIMH BO3MOYKHOCTSIMHU 3JIOPOBBSI
MOXKET OBITh OPraHM30BAHO KaK COBMECTHO C APYTUMHU OOYYAIOIIUMUCS, TaK M B OTACIHHBIX
rpymmax. [IpennonararoTcs crieuaibHbIe YCIOBHS TS TIOYYEeHUST 00pa30BaHUs 00yYarOIIuMHU-
Csl C OTPAaHUYCHHBIMH BO3MOXXHOCTSIMU 3JI0POBBSI.

[Mpodeccopcko-ieqarornyeckuii CocTaB 3HAKOMHUTCS C TCHUXOJIOTO-(DH3HOIOTHIECKUMU
O0COOCHHOCTSIMU OOYYAIOIIMXCSl WHBAJIUIOB U JIUI[ C OTPAaHUYCHHBIMH BO3MOXHOCTSIMHU 370PO-
Bbsl, MHINBUIyAIbHBIMUA TPOTpaMMaMH peadbuInTaluu WHBATUAOB (Mpu Hamuduu). [Ipu HEOO-
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XOJUMOCTH OCYILIECTBIISIETCS] JOTIOJHUTEIbHAS MOAAEPKKA MPENnoAaBaHus ThIOTOpPAaMH, ICUXO-
JIOTaMH, COITUAIbHBIMU paOOTHUKAMU, IPOIIEIIIMMHU MTOATOTOBKY aCCUCTEHTaMHU.

B cooTBeTcTBUM ¢ MEeTOAMYECKUMHU peKoMeHaanusMu MunoOpHayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce Ipeanojaraercs UCIoJIb30BaTh COIMAIbHO-aKTUBHBIC U pe-
(hIeKCUBHBIE METOBI OOYUCHHSI, TEXHOJIOTUU COIMOKYIBTYPHOU peabMIIUTAIINH C IS0 OKa3a-
HUS TIOMOIIY B YCTAHOBJICHUU MOJHOLEHHBIX MEXJIMYHOCTHBIX OTHOIICHUHN C APYTUMHU CTYICH-
TaMH, CO3JaHUH KOM(POPTHOTO TICHXOJIOTHYECKOTO KIIMMaTa B cTyAeHuecKol rpynme. [lonbop u
pa3paboTka y4eOHBIX MaTepuaioB MPOU3BOAATCA C YUETOM IPEIOCTaBICHUSI MaTepuaia B pas3-
TUYHBIX (OpMax: ayJuaIbHOM, BH3YalbHOW, C HCIIOJIB30BAHHEM CIEIHAIBHBIX TEXHUYECKUX
CPEICTB U UHPOPMAIIIOHHBIX CUCTEM.

OcBoenue nucummuidabl guiamu ¢ OB3 ocyiiecTBiseTcss ¢ UCMOJIb30BAHUEM CPEJICTB
oOydeHusi 00ILero U CrenruaibHOro Ha3HaueHus (MEPCOHAIBHOTO U KOJUIEKTUBHOTO MCIIONbB30-
BaHMs). MaTepuanbHO-TEXHUUECKOE oOecredeHue MpeayCMaTpuBaeT MPUCIIOCOOJICHUE ayIUTO-
puii k Hyxzaam i ¢ OB3.

dopma MpoBeJEHUS aTTECTAlMU VISl CTY/ICHTOB-UHBAJIMJIOB YCTAHABIUBACTCA C YUETOM
WHIUBUAYAIbHBIX NcuXopu3nueckux ocodenHnocre. s crynenroB ¢ OB3 npenycmarpuBaer-
csl joctynHas (popma mpenoCcTaBIeHUs 3a/IaHU OLIEHOYHBIX CPEJICTB, & UMEHHO:

- B TEYaTHOW WU DJJIEKTPOHHOW Qopme (Ans Al C HApYUIEHUSIMU OIMOPHO-
JIBUTATEIHLHOTO amnmnapara);

* B IIe4aTHOM (hopMe UJIH DIEKTPOHHOM opMe C YBETUYSHHBIM MIPU(TOM U KOHTPACTHO-
CTBIO (IUIs1 JIUII C HAPYIIEHUSAMHM CITyXa, PEUH, 3pEHHUS);

- METOJIOM YTEHHS ACCUCTEHTOM 3aJlaHusl BCIyX (VIS JIUI C HapyUICHUSMH 3pPEHUS).

CryneHTaM C MHBAJIWIHOCTBIO YBEIMYMBACTCS BPEMsl HAa MOATOTOBKY OTBETOB HAa KOH-
TPOJBHBIE BOMPOCHL. [l TakuX CTYJEHTOB MpeaycMaTpUBaeTCs JOCTymHasi ¢popma MpeaocTaB-
JIEHWs OTBETOB Ha 3aJIaHHs, & UMEHHO:

- MIMCBMEHHO Ha OyMare uju HabopOM OTBETOB HAa KOMITbIOTEPE (IS JTUI] C HAPYILICHUS -
MU CIlyXa, Peun);

- BLIOOPOM OTBETa U3 BO3MOKHBIX BAPUAHTOB C MCMOJIB30BAHUEM YCIYT aCCUCTEHTA (st
JIUIL C HAPYIIEHUSMH OMTOPHO-ABUTATEIILHOTO arapara);

* YCTHO (1Sl JIUI] C HAPYIICHUSIMU 3pEHUS, OTIOPHO-ABUTATEIHHOTO anmapara).

[Tpu HEOOXOAMMOCTH TSl O0YUYAIOIIMXCS ¢ MHBAJIMTHOCTBIO MPOIIeIypa OlleHUBaHUS pe-
3yJbTaTOB O0YYEHHUS MOKET IPOBOJAUTHCS B HECKOJIBKO ITATOB.
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