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1 OOume mooKeHus

Pabouast mporpamma u OHJI OLIEHOYHBIX CPEICTB AUCHUILIHHBI «be3omacHocTh cereit
OBM)» cocTaBiieHbl B COOTBETCTBHH C TPEOOBaHUAMU (heiepaaIbHOrO TOCYIapCTBEHHOTro 00pa3o-
BaTENFHOTO CTaH/AAPTa, YTBEPXKICHHOTO Mpuka3oM MunoOpHayku Poccuiickoit denepanuu ot
26.11.2020 Ne1457, u ocHOBHO# npodhecCHOHATBHOM 00pa30BaTEIHFHOM MPOTPaMMBI TTOATOTOBKH
«AHanu3 0e30MacHOCTH MH(POPMALMOHHBIX cucTem» o cnenuanbHocTu «10.05.03 Uudopma-
IMOHHAs 0€30IaCHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM.

U3y4eHHE OCHOBHBIX MPHHLIUNOB (PYHKIMOHUPOBAHHS CETEBBIX MPOTOKOJIOB;
3anaun [IPUBUTHE HABBHIKOB KOMIUIEKCHOI'O MPOEKTUPOBAHMS, TIOCTPOCHHUS, 0OCITYKHU-
JUCLUIIAHBI BaHUS U aHAJINM3a 3aLIMILEHHBIX BBIUNCIUTEIbHBIX CETEH; N3yY€HNE OCHOBHBIX

yrpo3 B ceTax OBM u MeTo10B TPOTUBOICHCTBUS UM;

OcHoBHbIE be3zonacHocTh ceteit DBM, cereBble onepalioHHbIE CUCTEMbI, CKAHUPOBAHUE
paszenbl / TeMbI
JUCIUIINHBI

2 IlepeyeHb NIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHUs MO JUCHUIINHE (MOY.I10),
COOTHECEHHBIX C HHANKATOPAMH JOCTHKEHUS] KOMIIeTeHIIU

[Tponiecc m3yuenus nucuumuinabl «besonacHocTh ceteit DBM»» HampasiieH Ha (Gopmu-
poBaHue cienyrommx komnerenuuii B coorserctBuu ¢ ®I'OC BO 1 ocHOBHOIT 00pa3oBaTenbHOM

IIPOrpaMMOi:

Kox u HaumenoBaHue Komiie-
TEeHIIUU

I/IHI[I/IKaTOpLI JOCTHIXCHU

[Inanupyemsle pe3yiib-
TaThl 00Y4eHus 10 JUC-
UIJINHE

O6menpodeccronanbHbIe

OIIK-10 CnocoGeH ucnonib-
30BaTh CPEJICTBA KPUITOTpa-
¢duueckoi 3amuTs HHGOpMa-
[[UU TIPU PEIICHUH 3a/1a4
npodeccuoHaNbHOM e TelNb-
HOCTHU;

OIIK-10.1 3HaeT OCHOBBI CUMMET-
pUYHOI KpunTorpaduu U KPUIITO-
rpaduu ¢ OTKPBITHIM KITFOUOM, OC-
HOBHbBIE KpUNTOrpaduueckue MeTo-
JTbI, AITOPUTMBI, TIPOTOKOJIBI, C-
MOJIb3yeMbI€ JUIS 3aIUThl HH(pOpMa-
IIUU B aBTOMAaTHU3UPOBAHHBIX CHUCTE-
Max

OIIK-10.2 YMeeT uCIoiib30BaTh UH-
bpacTpyKTypy OTKPBITHIX KITIOUECH,
pa3zpabaThIBaTh M aHAIU3UPOBATH
MPOrpaMMHBIE MOJIETTH CPEZICTB
KpUnTorpaduueckoi 3auThl HH-
dopmanuu

OIIK-10.3 Bnanmeer HaBBIKAMHU U
MOJIXO0JIaMU K aHaJIN3y 0€30MacHOCTH
KpUnTorpauueckux mpoToKoIOB

3HaeT MpUMeEpbl peau-
3alliH COBPEMEHHBIX
JIOKAJILHBIX U TJ100ajb-
HBIX KOMITBIOTEPHBIX
ceTel;

OCHOBBI  OOCCIICUCHHS
nH(pOpMallMOHHON 0e3-
OIIAaCHOCTH  BBIYMCIIH-
TEJIBHBIX CeTEH

OIIK-12 Cnocoben mpume-
HATH 3HAHHUA B 00y1acTH 0€3-
OITACHOCTH BBIYUCIUTEIBHBIX
CeTeM, ONepallMOHHBIX CUCTEM

OIIK-12.1 3HaeT npuHIUIBI TOCTPO-
€HHs U GYHKLMOHUPOBAHUS, TpUMe-
pBI peanu3alny COBPEMEHHBIX JIO-
KaJIbHBIX U I100AJIBHBIX KOMIIbIO-

YMeeT mpoeKTUpPOBAThH
aJIMUHUCTPHPOBATb,

PCaAIN30BbIBATH I10JIN-
TUKYy O€30IacHOCTH B
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u 0a3 JaHHBIX NP pa3zpadoT-
K€ aBTOMaTH3MPOBAHHBIX CHU-
CTeM;

TEPHBIX CEeTeH, ONEePAIIMOHHBIX CH-
cTeM U 0a3 JaHHBIX; OCHOBBI 00ecte-
YeHus1 THPOPMALMOHHOM Oe3o1ac-
HOCTHU BBIYHCIUTENBHBIX CETEH, Orle-
PAIMOHHBIX CUCTEM U 0a3 TaHHBIX
OIIK-12.2 YmeeT npoeKTUpOBaTh U
aJIMUHUCTPUPOBATH KOMIIBIOTEPHBIE
CETH, peasIn30BbIBaTh MOJIUTHUKY Oe€3-
ornacHocTH B ceTsax OBM, onepanu-
OHHBIX CHCTeMax U 0a3ax JaHHBIX
OIIK-12.3 Bianeer HaBbIKamMu 1O-
CTPOCHUS ¥ aIMUHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CEeTeH, aIMHUCTPHU-
POBaHUSI ONIEPALIMOHHBIX CUCTEM U
0a3 JaHHBIX C Y4ETOM TpeOOBaHM
o obecreyeHno 6€30MacHOCTH

cerax OBM

3 MecTo 1MCHUNIMHBI (MOAYJIS1) B CTPYKTYpe 00pa3oBaTe/ibHOM MPOrpaMMbl

JucruruinHa BXOAUT B cocTaB O5oka 1 «/lucuuniauael (MOIyNIN)» U OTHOCHTCS K 005-

3aTEJILHOU YacTH.

Mecto nucuumianHsl (3Tan GopMHUpPOBaHUS KOMIIETEHIIMH) OTPAXKEHO B cxeme (popmHu-
pOBaHUs KOMIIETEHLUMH, IIPEICTAaBIEHHON B JIOKyMeHTe OyeHnounvie mMamepuansl, pa3MelieH-
HOM Ha caiite yHuBepcutTera WWW.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
Hnghopmayuonnas bezonacnocms asmomamusuposanuvix cucmem /Oyenounvle mamepuabl).

HucuuruinHa ««be3onacHocts ceteit DBM»» yacTuuHO peanusyercss B popMe MpaKkTH-
Yyeckoi moaArotoBku. IIpakTnueckas moAroToBKa OpraHu3yeTcs yTeM IMpoBeAeHUs, JabopaTop-
HBIX paboT, BBINOJIHEHHSI KYpPCOBBIX/ pa0OT, MHBIX BUAOB y4eOHON AEATEIbHOCTH.

4 CopepixaHue THCUHMILIMHBI (MOYJI51), CTPYKTYPHPOBAHHOE 110 TeMaM

(paszle.ﬂaM) C YKa3aHUEM OTBCACHHOI'O HA HUX KOJHYECTBA aKAAEMUICCKUX

4acoB U BHJ0B y4eOHOH padoThI

4.1 CTpyKTypa H cofiep:kaHue JMCHUIIMHBI 1151 04HOH (popMBbI 00yUeHUs!

Jucuunnuna «be3zonacHocTs ceteit OBM» nzyuaercs Ha 4 kypce, 7 cemecTpe.

O6miast TpyA0€MKOCTh JTUCIHMIUIMHBI COCTABIISIET 5 3., 180 4., B TOM umcie
KOHTaKTHas paboTa o0yJarommxcs ¢ mpernoaaBareneM 65 4., mpoMeKyTo4yHas aTTecTaus B
dopme 3Kx3aMeHa 35 d.., camocTosATeIbHas padoTa oOydaromuxcst 48 9,

HaumenoBanue pasaciioB, T€M U CO-

Buner yue6HoI paboThl, BKIIIOYasi CAMOCTOATEIBHYIO pa-
00Ty 00y4JarImuUXCs ¥ TPYAOEMKOCTH (B Hacax

KonrtakTHas pabota
MpenoaBaTelis ¢ 00yJarou-

Jep’KaHue Marepuana MUCS VIKP [Tpowm. CPC
[Ipaktu- | Jlabopa- aTTecT.
Jlexuum | 4eckue TOPHBIE
3aHATHUS | pabOTHI
BesonacHocth cereii IBM.
Pacnipenenennas oOpaboTka naH- 16 32 24
HeiXx. Kiaccudukanus cereir 1o




HanmenoBanue pas3zneios, TeM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCS
[Ipaktu- | Jlabopa-
Jlekuuy | 4Yeckue | TOPHBIC
3aHATUS | paboTHI

NKP

[Tpom.
aTTecT.

CPC

crioco0aM pacrpesesieHus] JaHHBIX,
CpaBHUTENbHAs XapaKTepUCTHKA
paznuuHbIX TUINOB cereil. CereBble
CTaHAapThl U MPOTOKOJbl. CeTeBbie
orepanuonHesie cucreMbl. CpeacTsa
B3aMMOJICHCTBHS TPOLIECCOB B Ce-
Tax. CucTteMbl KIHEHT-CEpPBEp, OJI-
HOPAHTOBBIE CETH, JOKaJbHBIE U
rnobanbHble ceth. HeomHoponHbie
BBIUUCIUTENbHBIE ceTH. (OCHOBBI
KJaccu(UKaUU CETEBBIX YIrpo3 H
atak. [Ipumepbl TUIIOBBIX aTaK W pe-
KOMEHJAIMA 10 TOCTPOCHUIO CHU-
CTeM 3aluThl. BiusHue dvenoBeue-
ckoro (aktopa Ha CceTeByl 0e3-
OIIaCHOCTb. MapupyTtu3zaropsl,
MexceTeBble dkpanbl (MD). OcHOB-
Hble cXeMbl npuMeHeHuss M3O. Abo-
HEHTCKoe mudpoBanue. Buprtyais-
HbI€ YaCTHBIE CETH. 3alUTa KOMIIO-
HeHToB cetu or HCJ. Unentudu-
Kalus M ayreHTH(UKanus aboHEeH-
TOB CeTU. MeToJbl pa3ieneHus pe-
CYpCOB WM TEXHOJOTHH pPa3rpaHuyde-
HUA J0CTyna. DIEeKTpOHHasT U(PO-
Basi TIOAINHKCH U TaKeTHOe mmdpoBa-
Hue. Kpunrorpapudeckne cereBbie
IPOTOKOJIBI. YTIPAaBICHHUE KIIOYaMH.
3amuTa 0T cOOEB AIIEKTPONMUTAHUSA,
anmapaTHOro M MPOrPaMMHOIO
obecnieuenus. Kontpons u pacmpe-
JiefieHue Harpy3Kl Ha BBIYHMCIIH-
TeNbHYIO0 ceTh. CTaHmapThl Oe3ormac-
HOCTH BBIYHCIIHTENBHBIX CETEH W MX
KOMITOHEHTOB. [IpaBoBBIE OCHOBBI
3aiuThl HHPopMaluu B cetsx. Cka-
HUPOBaHME HA HAJUYUE YSI3BUMO-
cren




HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCA

Jlexknuu

IIpakTu-
YEeCKUe
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

NKP

[Tpom.
aTTecT.

CPC

CereBble OnepanMOHHbIE CHCTE-
MBI, aTaKH.

CereBble ONEpallMOHHBIE CUCTEMBI
(OC) NetWare, Windows, Unix.
OcHOBHBIE IPOTOKOJIBI, CITYKOBI,
(GyHKIIMOHUPOBAaHUE, CPEICTBA
obecrieueHus 0€30MaCHOCTH, CPEI-
CTBA YIIPaBJICHUS U KOHTPOJIS, T€HE-
panus, COmpoBOXKIEHUE U pa3paboT-
Ka npwioxenuil. [lonsitue nonuru-
K1 Oe30omacHOCTH. TUNoBbIE 3J1e-
MEHTBI TOJIUTUKU OE30MACHOCTH.
PexomeHnaanuu no nocTpoOEHUIO mo-
AUTUKU Ge3onacHOCTH. OCHOBHBIE
1Iary 1o peajn3anuu NOJIUTUKU
6e3omacHoctu. [loanep:xanue u Mo-
JuuKanys MOJUTUKU Oe30MacHo-
ctu. Mcnonb3oBanue Opanamayspa B
ceteBblx OC. Y naneHHbld 10CTYN K
cereBbiM OC. JlemunuTapu3oBaHHas
30Ha. [Iponecc cranmapTuzanun
WHuTtepHeT. ba3oBble IPOTOKOIIBI Ce-
meiictBa TCP/IP. ITpoTokousl
ynpasieHus cetbio. [Ipuknaanbie
MIPOTOKOJIBI U CITY>KOBI. DJIEKTPOH-
HBIH TOKyMeHT0000poT. Oco6eHHO-
CTHU peaju3alyi U B3aUMOJICHCTBUS
IIPUJIOKEHUH Ha pa3IMYHBIX ILI1aT-
dopmax. [IporpammupoBanue asst
WWW. Jloctym k 6a3aM JaHHBIX B
HuTepuer. OrpannyueHus coBpe-
MEHHOH apXUTeKTypsl IHTEpHET.
HoBsle cTanmapTsl ¥ IPOTOKOJIBIL.
SI3bIKOBBIE CpeNICTBA IIPEICTABICHUS
uHpopmanuu B Unatepuer. Cetu uH-
TpaHeT. OCHOBHBIE IPUHLIUTIBI
oOecrieyeHns O€30MaCHOCTH U
yIpaBJIEHUS paclpeelIeHHbIMU pe-

16

32

24




HanmenoBanue pa3znenos, TEM U CO-

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

epKaHue Marepuasa MUCS [Tpom.
AP P ukp | P CPC
[Ipaktu- | Jlabopa- aTTeCT.
Jlexuuu | 4Yeckue | TOpHbBIE
3aHATUS | paboTHI
cypcamu. O0ecrnieueHrne HaIeKHO-
cti uHPpacTpyKTyphl IHTEpHET.
Buael ucnonbzyembix B UHTEpHET
KaHaJoB cBsi3u. OCOOEHHOCTH HX
3anuThl. Mcnonp3oBanue Mexcere-
BBIX 9KpaHOB. BupTyasnbHbie yacT-
Hble cetd. [IpoToKO0IIBI MapIIpyTH-
3anuu. CemeiictBo TCP/IP. CiyxObr1
noucka. bezonacnocte WWW n
ANEKTPOHHOM MOYTHI. be3onacHOCTh
Java. CTanznapTsl ¥ IPOTOKOJIBI 3a-
HIUIIEHHOTO 3JIEKTPOHHOTO JTOKY-
MEHTO000pOTa. 3aluTa MPOrpaMMm-
HOTO OKpY>KEHUS pabouell CTaHIINU.
3aiuTa nepcoHaIbHBIX JaHHBIX.
3amuTa oT BUpycoB. bezonacHocTh
Pa3JIMYHBIX TUIIOB MOAKIIOYEHUS K
WNuTtepHer. MHTErpanys 10KaabHbIX
CeTell B pernoHaJIbHbIE U IT100aJb-
Hble ceTh. KoHTponb 1 aHanu3
oOecrieyeHns 6€30MaCHOCTH MO
xioueHus k Muarepner. [lepexsar
naketos B JIBC
IK3amen - - - 1 35 -
HUTOroO 32 64
10 JUCHUILIMHE B TOM
B TOM
quclie B
Yyucie B
dbopme
paK dbopme
P - MIPaKTH- 1 35 48
THYe- .
o YECKOM
CKOM
MOJTrO-
MOJro-
TOBKH:
TOBKH: 8
8

* peasin3yeTtcs B opMe MPaKTHIECKOM MOTOTOBKH

5 OmueHo4HbIe CpeacTBa VI POBeICHNS TeKYLIero KOHTPOJIsl U
NMPOMEKYTOYHOM aTTecTAlluU 00y4AIIHUXCH M0 TUCUHUIINHE (MOIYJII0)




@DOHIIBI OIIEHOYHBIX CPEICTB IS MPOBEACHUS TEKYIIEro KOHTPOJS YCIEBAEMOCTH H
MPOMEKYTOYHOW aTTECTAlMU OOCYXTAIOTCS W YTBEPXKIAIOTCS Ha 3acemanuu kadenpsr. [loi-
HBI KOMIUIEKT KOHTPOJIBHBIX 33/IaHUI UM UHBIX MAaTEPHAIOB, HEOOXOUMBIX JJIsSI OICHUBAHUS
pe3yabTaToOB OOYYECHUS M0 AUCIUILINHE (MOJYIIIO) XpaHUTCS Ha Kadeape-pazpadoTunke B Oy-
Ma)XHOM HJIM DJICKTPOHHOM BHJE, TaKKe (POHIBI OIEHOYHBIX CPEJCTB JOCTYITHBI CTYJICHTaM B
JUYHOM KaOWHETE — pa3en yueOHO-MEeTOInUecKoe oOecTieueHue.

6 YueOHO-MeTOAUYecKOe U MHPOPMAIIMOHHOE 00ecTiedeHne JUCIIUIMHBI
(MmomxyJin)

6.1 OcHoBHasl ¥ 10NOJHUTE/ILHAS JUTEpaTypa

[Iepeuenb peKOMEHAYEMOM OCHOBHOW M JOMOJIHUTEIBHOM JUTEpPATyphl MPEICTABIEH HA
caiite ynuBepcurera WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnpopma-
YuonHasi Oe30naAcHOCMb A8MOMAMuU3UPO8anHulx cucmem / Pabouuii yuebnwiii nian / Peecmp nu-
mepamypul.

6.2 CoBpemeHnHble npodeccuoHATbHBIE 023bI JAHHBIX U HH(OPMALIMOHHBbIE
CIIPaBOYHbIE CHCTEMbI, HCIOJIb3yeMble MPHU 0CYLeCTBIEHUH 00pa30BaTeIbHOI0
npouecca no JUCHUIINHE

Kaxnomy obyuaromemycs obecrieueH A0cTyn (yAaJICHHBINA JOCTYI), B TOM YHUCIIE B CIIy-
Yyae MPUMEHEHUsS JIEKTPOHHOrO OOydYeHUs, TUCTAHIIMOHHBIX OOpa30BaTENbHBIX TEXHOJIOTUH, K
COBPEMEHHBIM MPO(PECCHOHATBHBIM 0a3aM JTaHHBIX U MH(POPMAIIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPbIMHU Y YHUBEPCUTETA 3aKIIOUEH JOTOBOP.

[Tepeuenr pexoMeHayeMBIX MpOoGEeCcCHOHANBHBIX 0a3 JaHHBIX M WHOOPMAIIMOHHBIX
CMPaBOYHBIX CHCTEM TPEICTABJICH Ha caiiTe yHUBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Hugopmayuonnas 6e3onacnocmos asmomamusuposantulx cucmem |
Pabouuii yuebnwiii nnan / Peecmp O5C.

AkTyanbHas HHGOpMAITUS 10 3aKIIFOUEHHBIM Ha TEKYIIUA y4eOHBIN ToJ1 TOTOBOpam IMpu-
BeJieHa Ha cTpanulie Hayuno-rexaunueckoit oudmmnorexu (HTH) Ha caiite yHuBepcurera

https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HHGOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HTepHET», HEOOXOAMMBIX /IJISI OCBOCHUS TUCHHUILINHBI (MOIYJIs1)

Ha ctpanuue HTBb mM0XHO BOCIONIB30BaThCsl HMHTEPHET-PECYpCaMU OTKPBITOrO JOCTYIA
10 YKpYIHEHHOU rpymme Hanpaeinernid u cnenuainbaocterd (YIHC) 10.00.00 UndopmanmonHas
0€3011aCHOCTb!

https://knastu.ru/page/539

Haspanwue caiita ] DJIEKTPOHHBIN apec

CalThl SJICKTPOHHBIX (bOH)IOB HOpMaTHBHO-TCXHquCKOﬁ JOKYMCHTAIIUU 110 CTPOUTCIILCTBY

baza manabIx HOPMAaTUBHBIX JOKYMCHTOB JIs1

http://www.norm-load.ru
CTPOUTENIbCTBA OecriaTHast).

BecruatHas nHdopMaImoHHO-CIIpaBOYHAs CU-
CTeMa OHJIalH JOCTYyIa K IMOJIHOMY COOpaHHUO http://gostrf.com
TEXHUYECKUX HOPMATHUBHO ITPAaBOBBIX akTOB PD.

TexHo3KCIEPT. DIEKTPOHHBIN (HOH/T TPAaBOBOM U

. http://docs.cntd.ru
HOPMAaTUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.



http://www.knastu.ru/
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https://knastu.ru/page/3244
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C IICJIBIO ITOBLIIICHUA Ka4€CTBA BEACHU L OGp%OBaTCHBHOﬁ ACATCIIbBHOCTHU B YHUBCPCUTCTC
Co3J1aHa AJeKTPOHHAs HHQOpMAIMOHHO-00pa3oBaTenbHas cpena. OHa moapa3yMeBaeT OpraHu-
3alMI0 B3aUMOJICHCTBUS MEXly 00yJaroIMMHKCS U IIPENOoJaBaTe/IIMU 4Yepe3 CUCTEMY JIMUHBIX
KaOMHETOB CTYJICHTOB, PACIIOJIOKEHHBIX Ha O(QUITMAIEHOM CaiiTe YHUBEPCUTETA B MHPOPMAIIHU-
OHHO-TEJIEKOMMYHHUKAIIMOHHOM ceTn «MHTepHEeT» Mo aapecy https://student.knastu.ru. Co3gan-
Hasi ”HQOPMAIIMOHHO-00pa3oBaTeIbHasl Cpe/ia MO3BOJISIET OCYIIECTBIISTh B3aMMOICHCTBHE MEX-
NIy y4aCTHUKaMHU 00pa30BaTeIbHOTO MPOIIECcca MOCPEICTBOM OPTaHU3aUH JUCTAHIIHOHHOTO
KOHCYJIbTUPOBAHHMS IO BOIIPOCAM BBIITOJIHEHHSI TPAKTUYECKHUX 3a1aHuil. MaTepuaibl JaHHOTO
Kypca (7 cemectp) Bbu1okeHbl Ha optai IO KuAI'Y u opranu3zanus B3auMoeiiCTBUS B paM-
Kax JTAHHOH IUCIMILIMHBI TPOBOIUTCS C PUBJICYCHUEM JIUCTAHIIMOHHBIX TEXHOJIOTHA.

7 OpraHu3auMOHHO-IIeJAroruyecKue yCa0Bus

Opranuzanus o0pa3oBaTeIbHOIO MPOLEcca perjaMeHTupyeTcs y4eOHbIM IIAHOM M pac-
[UMCaHUEM Yy4YeOHbIX 3aHATUU. SI3bIKk 00ydeHus (mpenojaBaHus) - pycckuil. Jlyisg Bcex BUAOB
ayJUTOPHBIX 3aHATUN aKaJIeMUYECKUN Yac YCTaHABIMBAETCS IPOIOJIKUTEIBHOCTBIO 45 MUHYT.

[Ipu ¢GopmupoBaHuM CBOEH WHIAMBHIYaIbHOH 00pa30BaTENbHONW TPACKTOpUU OOydaro-
IIMHACS UMEET MPaBoO Ha Mepe3ayeT COOTBETCTBYIOUX JTUCHMIUIMH U NMPO(ECCHOHAIBHBIX MOTY-
Jelf, OCBOGHHBIX B IIPOIIECCE MPEIIECTBYIOIEr0 00y4eH s, KOTOPbIH 0CBOOOXKIaeT 00yyaroIe-
rocsi OT HEOOXOIUMOCTH UX MOBTOPHOT'O OCBOEHHUS.

7.1 OOpa3oBaTejbHbIE TEXHOJIOTHHU

VY4eOHblil npolecc NpH MpernojaBaHuu Kypca OCHOBBIBAETCSI HAa HUCIOJIb30BAHUU Tpau-
LIMOHHBIX, THHOBALIMOHHBIX U MH()OPMALIMOHHBIX 00pa30BaTEIbHBIX TEXHONOTMH. TpaguiuoH-
Hble 00pa3oBaTeIbHbIE TEXHOJIOIUU MPEACTABICHbI JEKIUSIMA U CEMUHAPCKUMU (ITPAKTUYECKU-
MH) 3aHATHSAMH. VIHHOBaIMOHHBIE 00pa30BaTeNIbHbIE TEXHOJIOTHH HUCIIOJIb3YIOTCS B BUJE LIUPO-
KOTO IIPUMEHEHUS aKTUBHBIX U MHTEPAaKTUBHBIX (OpM NpoBeieHns 3aHatuil. MHdopmarmonHsie
o0pa3oBaTe/ibHbIE TEXHOJOTUU PEATU3YIOTCS MYTEM aKTUBU3AIMM CaMOCTOSTEIbHONW pPadOThI
CTYAECHTOB B HH(OPMAIIMOHHON 00pa3oBaTeIbHOM cpeie.

7.2 3aHATHA JEeKIHOHHOI0 TUIIA

JIeKIIMOHHBIN KypcC MpeanoaraeT CuCTEMaTU3UPOBAHHOE M3JI0)KEHHUE OCHOBHBIX BOIIPO-
COB Y4eOHOT0 IJIaHa.

Ha nepBoii nexuuu ektop 00s3aH MpeylnpeIuTh CTYI€HTOB, IPUMEHUTEIBHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHMKaM, yueOHbIM TOCOOMSIM) OyIeT MPOYUTaH Kypc.

JIeKIIMOHHBIN KypC JOJDKEH JaBaTh HauOoNbLIMKA 00beM MHpoOpMaluu U 0OecreunBaTh
Oosee riry0okoe MOHMMaHHE y4eOHBIX BOIIPOCOB MPHU 3HAUMTEIHHO MEHbIIEH 3aTpaTe BpEMEHH,
4yeM 3TO TpeOyeTcsi OOJIBIIMHCTBY CTYJCHTOB Ha CAMOCTOSTENIbHOE N3yUeHHE MaTepHraia.

7.3 3aHATHS CEMHHAPCKOIro THIA

CemuHapckue 3aHATHS MIPEICTABISAIOT COOON JeTanu3ainio JEKIMOHHOTO TEOPETUYECKO-
ro MaTepuasa, MPOBOATCS B LIEAX 3aKPEIIEHUS Kypca U OXBaThIBAIOT BCE OCHOBHBIE Pa3/IeIbl.

OcHoBHOM (hopMOIi TPOBECHNUS CEMHHAPOB SBISETCS 00CYyX/IeHHe Haubosee npodieM-
HBIX M CJIOKHBIX BONPOCOB IO OTAEIbHBIM TE€MaM, a TakXe pa30op MPUMEpPOB U CUTyalud B
ayJUTOPHBIX YCIOBHSX. B 00s13aHHOCTH mpernojaBaresst BXOJAT: OKa3zaHHE METOJIUYECKOH Mo-
MOIIIM ¥ KOHCYJIbTUPOBAHHUE CTYEHTOB 110 COOTBETCTBYIOIIUM TEMaM Kypca.

AKTHBHOCTb Ha CEMMUHAPCKUX 3aHATHAX OLICHUBAETCS IO CIEAYIOLUIUM KPUTEPUSIM:

* OTBETBI Ha BOIIPOCHI, TPEAIAraeMbI€ MIPENOJaBATEIIEM;

* y4acCTHE B IUCKYCCHSIX;



* BBIIIOJIHEHUE NPOEKTHBIX U MHBIX 3aJjaHU;

* ACCUCTHPOBAHUE NPENOIABATENIO B IPOBEACHUN 3aHATHH.

OTBet n0omKeH OBITh ApTYMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIOKHBIM, COJIEPKATh
CCBIJIKM HA MCTOYHMKHU.

Jloknaznsl ¥ ONIIOHMPOBAHHUE JTOKJIAZOB IIPOBEPSIOT CTEIEHb BIAICHUS TEOPETUYECKUM
MaTEepUaIOM, a TAK)KE€ KOPPEKTHOCTb U CTPOrOCTh PACCYKACHUM.

OneHuBaHUE 3a/1aHUl, BBIIIOJIHEHHBIX HA CEMUHAPCKOM 3aHSTHUU, BXOAUT B HAKOIUICH-

HYIO OIICHKY.
7.4 CamocTtosiTeJibHAasi pa00Ta 00y4aIOIMXCH MO JUCHHUILIHHE (MOTYJIIO)

CamocTtosTenbHas paboTa CTYIEHTOB — 3TO IMPOLIECC AKTHUBHOTO, IIeJIEHANPABICHHOTO
nproOpeTeHus CTYIEHTOM HOBBIX 3HAaHHWH, yMEHUI 0e3 HEeNOCPEICTBEHHOTO YYacTHsl Mperoaa-
BaTesl, XapaKTEePU3YIOIIUNCA MPEAMETHON HampaBlIEHHOCTHIO, 3(P(GEKTUBHBIM KOHTPOJEM U
OLIEHKOH pe3yIbTaTOB AESATEILHOCTH 00YyUJaIOMIerocs.

[{enu caMOCTOSTENBHOM pabOTHI:

* CUCTEMAaTH3alMs U 3aKPEIICHUE MOJIyYEHHBIX TEOPETUYECKUX 3HAHUHN U MPAKTUYECKUX
YMEHUH CTY/IEHTOB;

- yriryOJeHne U pacliipeHue TEOPETUYECKIX 3HAHHM;

- (hopMHpOBaHHE YMEHUIN HCIOIB30BaTh HOPMATUBHYIO U CIPABOYHYIO JTOKYMEHTAIIUIO,
CHELHAJIbHYIO JINTEPATYPY;

* pa3BUTHE MMO3HABATENBHBIX CIIOCOOHOCTEM, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpraHU30BaHHOCTH;

- (hopMHpOBaHHE CAMOCTOSTEIHHOCTH MBIIICHUS, TBOPUECKON MHUIIMATUBBI, CIOCOOHO-
CTEH K CaMOpPa3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO M CaMOpeaIn3aliy;

* pa3BUTHUE UCCIEAOBATEIBCKUX YMEHUM U aKaIEMUYECKIX HABBIKOB.

CamocTtosTenbHasi paboTa MOXKET OCYIIECTBISATHCS UHIMBUIYaIbHO WM TPyHIamMH CTY-
JICHTOB B 3aBUCHUMOCTH OT I1eJI1, 00beMa, YPOBHS CIIO)KHOCTH, KOHKPETHOM TEMATHKH.

TexHonorust opraHu3ali cCaMoCTOSITENIbHOM pabOThl CTY/IEHTOB BKJIIOYAET HCIOIb30Ba-
HUe HH(POPMAIIMOHHBIX U MaTEPUATbHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynpTaToB BHEAayIUTOPHOH CaMOCTOSATENbHONW palbOThl CTYAEHTOB MOXKET
IPOXO/UTh B MHCbMEHHOM, YCTHON MIIM CMELIaHHOM (opme.

CTyneHThl JOJKHBI MOAXOAUTh K CaMOCTOSITENIbHOM padoTe Kak K HauBaKHEHUIIEMY
CPEACTBY 3aKpeIJIeHUs U Pa3BUTUS TEOPETUUYECKUX 3HAHMMU, BHIpaOOTKE €AMHCTBA B3IVIAZOB Ha
OTJIeIbHBIE BOIIPOCHI Kypca, IPHUOOPETEHUs ONPECICHHBIX HABBIKOB U HCIOIb30BaHUs Mpodec-
CHOHAJILHOW JIMTEPATYPBHI.

7.5 MeTtoanuyeckne peKOMEHIANMH I 00YYAIIUXCH M0 OCBOCHH IO TUCHUILINHBI

[Tpy w3yyeHMH AMCUUIUIMHBI OOYYarOIIMMCS 11€1ecO00pa3HO BBHIMOIHATH CIEAYIOIINE
PEKOMEHIaluu:

1. U3yuenue yueOHOM TUCHUIIIIMHBI JOHKHO BECTUCH CUCTEMATHUECKH.

2. [Tocne u3yueHus: Kakoro-inbo paszzena Mo y4eOHUKY WM KOHCIEKTHBIM MaTepuanam
pPEKOMEH/IyeTCsl 110 MaMSATH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, ONPEACICHUS, TIOHATUS pa3/e-
na.

3. Ocoboe BHUMAaHUE CIEAYET YAEIUTh BHIMOJIHEHUIO OTYETOB 110 MPAKTUYECKUM 3aHSATH-
AM 1 UHAVNBUAYAJIbHBIM KOMILJICKCHBIM 3a/JaHHUAM Ha CAMOCTOATCIIBHYTO pa60Ty.

4. Bes TemaTuka BONPOCOB, M3Y4aeMBIX CaAMOCTOSITEIIBHO, 33/1a€TCsI Ha JIGKLHUSAX IMPEeTio-
naBatenieM. MM e aroTcs UCTOYHHUKH (B MEPBYIO OYepe/lb BHOBH M3JAHHbBIE B MEPUOINUECKON
HAY4HOH uTeparype) Uit 6ojee AeTalbHOTO IOHUMAaHUS BOIIPOCOB, O3BYYCHHBIX HA JIEKIIHU.

[Ipu camocTosATensHON TPOPAOOTKE Kypca 00ydaromuecs TOJDKHBIL:

* IPOCMATPHUBATh OCHOBHBIE ONPEICICHUS U (PAKTHI;
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* IOBTOPUTDH 3aKOHCHeKTI/Ip0BaHHBII>'I Ha JICKOIMOHHOM 3aHATUH MaTCpual U JOIOJIHUTH
€ro ¢ y4eTOM PEKOMEHJOBAHHOM MO TAHHOW TeME JIUTEPATyPhl;

* UIB3YYUTb PCKOMCHIAOBAHHYIO JIMTCPATYPY, COCTABIIATH TC3UCHI, AHHOTAINN WU KOHCIICKTBI
Haubosee BaKHBIX MOMEHTOB;

* CaMOCTOATCIIBHO BBIIMMOJIHATL 3a/laHUS, aHAJIOTUYHBIC IMTPCAJIaracMbIM Ha 3aHATUAX

* UCIOJIb30BAaTh JJI CAMOIIPOBEPKH MaTepHalibl POHA OLEHOYHBIX CPE/CTB.

8 MarepuajbHO-TEXHHUYECKOE 00ecrieueHne, He0OX0auMoe 1JIs
ocyuiecTBJIeHHs 00Pa30BaTEeIbLHOIO NMpoIecca Mo TUCHUILINHE (MO1YJII0)

8.1 JIuneH3MOHHOE H CBOOOTHO PACIPOCTPaHsIEMO€e MPOrpaMMHOe odecrieYeHue,

HCIOJIb3yeMoe MPH OCYILIECTBJIEHUH 00Pa30BaTeILHOTO NMpoiecca
1O TUCHHILIHHE

YHuBepcuTeT 00ecredeH HeOOXOIMMBIM KOMILIEKTOM JIMIICH3HOHHOTO M CBOOOHO pac-
IPOCTPAHSIEMOr0 MPOrPAMMHOTO OOECIICUYCHHUs, B TOM YHUCIIE OTCYECTBEHHOTO IPOM3BOJICTBA.
CocTaB mporpaMMHOr0 00eCIieueHHs, HEOOXOAMMOTO TSI OCBOCHHS TUCITUTUTHHEI, IIPUBEICH HA
caiite ynuBepcurera WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnpopma-
YuonHasi Oe30NacHOCMb ABMOMAMU3UPOBAHHbBIX cucmem / Pabouuti yueOnvii nian / Peecmp

110.

AXTyanpHBIE Ha TEKYIIMHA y4eOHBIH TOJX PEKBH3UTHI / YCIOBUS HCIIOJIB30BAaHUS IPO-
I'paMMHOI'O oOecrieueHus IMIPUBCACHLI HA CTPAHHUILIC I/IT-yrIpaBJIeHI/I}I Ha calTe YHUBCPCUTCTA:
https://knastu.ru/page/1928

8.2 YuebdHo-1200paTOpHOE 000pPY/IOBAHHE

Aynuropust

HaumenoBanue aynuropuun
(;raboparopun)

Ucnonszyemoe o6opyaoBaHue

202/5

JlaGoparopuss mpOrpaMMHO-
amrmapaTHBIX CPEJCTB 3aIIUTHI
uHpOpMaLuu

C3U1 HCJH Secret Net, C311 HCJ] Dallas Lock,
C31U HCH Crpax NT, C31U HCJ Iut PX,
C3U HCJ Aypa ,C31U HCI Kpunron ,C31U HCJI
Axkopa, ®UKC, Pesuzop 1,2 kak nis oneparu-
OHHBIX cucTeM cemeiictBa Windows Tak u amns
Linux, PeBuzop Cetu 2.0, AHanuzatop ceTeBoro
Tpapduka AcTpa,ATeHT HWHBEHTApU3AlUU Ce-
Tu,CkaHep cereBoil 6e3omacHoctu XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunrton
AMJI3, Axkxopn AMJ3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyroyk ¢ Windows 7+mpoektop.
16 TI9BM Ha 6a3e mpoueccopoB He HIke Intel
Pentium IV

8.3 TexHuueckHe U YJIeKTPOHHBIE CPEACTBA 00YUeHUSs

JleKUMOHHBbIE 3aHATHA.
Aynuropuu JUTsl TEKIIMOHHBIX 3aHSATHI YKOMIUIEKTOBAHBI MEOETBIO U TEXHUYECKUMU CPE/I-
CTBaMH OOYYCHHMS, CIYXKAITUMHU JJIsI TPEJCTaBICHUS yueOHOW MH(OpMAaIuu OOJBIION ayauTO-
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pun (HaOOpBHI JEMOHCTPAIIMOHHOTO OOOPYAOBaHUS (IIPOEKTOp, 3KpaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HaTJISATHbIE TIOCOOUS, TEMAaTHICCKHE UILTFOCTPALIHH ).

JlabopaTropHble 3aHATUS (NpU HATUYULL).

Jnist 1abopaTOpHBIX 3aHSATHI HCIONB3YETCs ayIUTOPHs, OCHAIICHHAas 00OpYyIOBaHUEM,
YKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTenbHast padoTa.

[TomereHust i CaMOCTOSITENIbHON paObOThl OCHAIIEHbI KOMIIBIOTEPHON TEXHHUKOU C BO3-
MO>KHOCTBIO TOJKITIOYEHUS K ceTH «VHTEpHET» U JOCTYIIOM K JIEKTPOHHON MH(OPMAIIMOHHO -
obOpazoBarenbHOi cpene KHAT'Y:

- 3a11 anektponHoit uapopmannu HTb KHAT'Y;

- KOMIIBIOTEPHBIE KJIacChl (haKyIbTeTa.

9 MHHble cBeaeHns

MeToauuecKkue PECKOMEHIAIMH 110 oﬁyqe}mm JiiI ¢ OrpaHU4Y€¢HHBIMHA BO3MOKHO-
CTAAMH 310POBbA 1 UHBAJIMAOB

OcBoeHMe MUCHUIUIMHBI O0YUYaIOIUMUCS C OTPAHMYEHHBIMH BO3MOYKHOCTSMU 310POBbSI
MOJKET ObITh OPraHW30BAHO KAaK COBMECTHO C JPYTUMHU OOYYaIOUIMMMCS, TaK U B OTIEIbHBIX
rpynnax. [Ipennonaratorcsi cenuaibHble YCIOBUS IS MOTYYeHUS 00pa30BaHUs 00yYaroIMMHU-
Csl C OrPaHUYEHHBIMHU BO3MOKHOCTSMH 3/10POBBSL.

[Tpodeccopcko-nienarorn4eckuii cCocTaB 3HAKOMUTCS C TMCHUXOJOT0-(PU3UOIOTHYECKUMU
0COOEHHOCTSIMHI O00YYarOMIUXCSl MHBAIUAOB M JIAI] C OTPAaHHYECHHBIMH BO3MOXKHOCTSIMH 3710PO-
Bbs, UHJIMBUyaJbHBIMUA MPOTpaMMaMH peadMIUTaluyd WHBATUAOB (Mpu Hanuyuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTIOJHUTEIbHAS MOAJIEpKKa MPernogaBaHusl ThIOTOPAMHU, CHXO-
JIOTaMH, COLIMAJIbHBIMU paOOTHUKAMU, MIPOLIEIIUMH TOATOTOBKY aCCUCTEHTAMHU.

B cootBeTcTBUU ¢ MeTOAMYECKUMHU peKoMeHaanusiMu MunoOpHayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce MpearnoyiaraeTcsi MCIojb30BaTh COLMAIbHO-aKTUBHBIE U pe-
(ieKCUBHBIE METO/IbI 00Y4YEHHUSI, TEXHOJIOTUU COIIMOKYIbTYPHON peaduInTallK C LENIbI0 OKa3a-
HUS [IOMOILY B YCTAHOBJIEHUH ITOJIHOLICHHBIX MEXJIMYHOCTHBIX OTHOLIEHUH C APYTUMHU CTYZCH-
TaMH, CO3aHUH KOM(POPTHOTO MCUXOJIOTHYECKOTO KIMMaTa B CTy/eHueckoi rpymme. [logbop u
pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YUETOM IPEIOCTaBICHUs MaTepuaia B pas-
JUYHBIX (OpMax: ayAHalbHOM, BHU3YyalbHOM, C HCIOJB30BAaHUEM CIELMAJIbHBIX TEXHUYECKHX
CpeACTB U MH(POPMAITMOHHBIX CUCTEM.

OcBoenne nucuuruinHbl gunamMu ¢ OB3 ocymiecTBisercss ¢ HCIOJIB30BAHUEM CPENICTB
0o0y4yeHHs OOILIEero M CrelualbHOTO Ha3HAYeHUs (MEePCOHATBHOTO U KOJUIEKTUBHOTO MCHOJb30-
BaHus1). MarepualbHO-TEXHUYECKOE 00ecliedeHre NMpeaycMaTprUBaeT NMPUCIOCOOIEHUE ayUuTo-
puii k Hyxaam nun ¢ OB3.

®dopma NpoBeACHUS aTTECTAIlMK JIJISl CTYACHTOB-UHBAINIOB YCTAaHABIMBAETCS C YUETOM
UH/IMBUYAJIbHBIX NCUX0pHU3nUecKux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaet-
csl 1ocTymnHas (GopMa IpeloCTaBlIeHUs 3aJaHUI OLIEHOYHBIX CPECTB, & UMEHHO:

* B TI€YAaTHOM WJIM OJIEKTpOHHOH ¢opme (g MLl € HaApyLIECHUSIMHU OIOPHO-
JIBUTATEJILHOTO ammapara);

* B TIeYaTHON (hopMe MITH 3JEKTPOHHOM (popMe ¢ yBETMUEHHBIM MPU(TOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYLLIEHUSIMU CIIyXa, pe4H, 3pEeHus);

* METOJIOM YTEHHS ACCUCTEHTOM 3a/laHusl BCIyX (U1 JIUL C HAPYLIEHUSIMU 3PEHMUS).

CryneHTaM ¢ MHBaJIMIHOCTHIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHIL. [l TaKuX CTYIEHTOB MpEaycMaTpUBAETCs TOCTyMHas (opMma MpeaocTaB-
JIEHUs] OTBETOB Ha 3a/1aHusl, 8 UMEHHO:

* TUCbMEHHO Ha Oymare win HabOpOM OTBETOB HAa KOMITbIOTEpPE (ISl JIUI] C HApYILCHUsI-
MU CIIyXa, peun);
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- BEIOOPOM OTBETa U3 BO3MOXKHBIX BAPUAHTOB C MUCIOIH30BAHUEM YCIYT aCCUCTEHTA (IS
JIUI] C HapYIICHUSIMU OMTOPHO-BUTATENILHOTO aliapara);

* YCTHO (U151 JIUII C HAPYLIEHUSMH 3PEHUS], OTIOPHO-/IBUTATEIBLHOTO anmnapara).

[Tpu HEeoOXoAMMOCTH sl 00YUAIOIIUXCSI C MHBAJIMAHOCTBIO MPOLIeypa OLCHUBAHUS pe-
3yJIbTAaTOB O0YUYEHUSI MOXKET MPOBOJAUTHCS B HECKOJIBKO HTAIOB.
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