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1 OOume mooKeHus

Pabouas mporpamma JUCHMIUIMHBI ««AHAIN3 3alUIIEHHOCTH paclpeaeIeHHbIX HH(OP-
MAI[MOHHBIX CHUCTEM»» COCTaBJIEHa B COOTBETCTBUHU C TPeOOBaHUAMH (elepallbHOTO rocynap-
CTBEHHOTO 00pa30BaTEeNbHOTO CTaHAAPTa, YTBEPXKIACHHOTO NpukazoM MuHoOpHayku Poccwuii-
ckori @enepanuu ot 26.11.2020 Nel457, m ocHOBHOHM mpodeccrnoHanbHOM 00pa3oBaTeIbHON
pOTpaMMBbl MOATOTOBKU «AHaNN3 0e30macHOCTH MH(POPMALMOHHBIX CHCTEM» IO CIIEUATIBHO-
ctu «10.05.03 MudopmanmonHas 6€301macHOCTh aBTOMAaTU3HPOBAHHBIX CHCTEM.

3anayn O3HAaKOMHUTH CTYJIEHTOB C 3apy0ex HOW U 0TeYeCTBEHHON HOPMAaTHUBHOM U Me-

AUCIIUITTHHBL TOIUYECKON 0a30i MO MPOBENCHHUIO aHaNIM3a 3alUIIEHHOCTH pacHpeesieH-
HBIX MHQOPMAIMOHHBIX cucTeM. PaccMoTpeTs Hanboliee 4acTo BCTpeyarolu-
ecq ya3BuMocTu B cootBeTcTBUM ¢ OWASP Top 10.

OcHoBHbIE HopmartuBHble 1 MeTOIMYECKHE TOKYMEHTBI. DKCIEPTU3a IOKYMEHTOB U aHa-

pasienbl / TeMbl | 3alUMIIEHHOCTH NTHPOPMAIMOHHON CUCTEMBI.. AHAIN3 3aLUIIEHHOCTH 110

JUCLHUTIIIUHBI OWASP Top 10

2 IlepeyeHb MIAHMPYEMBIX Pe3y/JbTATOB 00yYeHHUSs MO AUCHUILINHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[Tpouecc u3yueHus: AUCUUILIMHBI «AHATU3 3alUIICHHOCTH paclpeeeHHbIX HH(pOopMa-
IMOHHBIX CHCTEM»» HAIpaBJIeH Ha (POPMUPOBAHHUE CIICAYIONINX KOMIIETEHIIUN B COOTBETCTBUU C
®I'OC BO u ocHOBHOI 00pa30BaTeNbHON MPOTrpaMMOI:

Kon n HauMeHOBaHMEe KOMIIE-
TEeHIIUHU

Nuaukatopel JOCTUXEHUS

[Inanupyemsle pe3ysbTaTsl
00y4YeHHs 10 JUCLUIUINHE

O6menpodeccronanbHbIe

OIIK-7.3. CnocobeH mpoBo-
JUTh aHAJIU3 3aIMIIEHHOCTH
U BepUPUKAIUIO TPOrpaMM-
Horo o0ecnieyeHus nHpopma-
IIUOHHBIX CUCTEM;

OIIK-7.3..1 3naer BUALI U IO
PSIOK MPOBEICHUS aHAIN3a
3aITUIICHHOCTH aBTOMAaTH3H-
POBaHHBIX CUCTEM
OIIK-7.3..2 Ymeer BbIOMpATh
MPOrpaMMHOE U armapaTHoe
oOecrnieueHue 1Jis MpOBEICHUs
aHaJIM3a 3alUIEHHOCTH aBTO-
MaTU3UPOBAHHBIX CUCTEM
OIIK-7.3..3 Brnageer HaBbIKa-
MU TIPOBEJICHHS aHATN3a 3a-
[IUIIEHHOCTH U BepUPUKAITUU
MIPOTrpaMMHOTO 00eCTIeueHHUs
ABTOMATHU3UPOBAHHBIX CHCTEM

3HaeT BHUJIBI U TIOPSIOK MPO-
BEJICHUS aHaJIM3a 3alUILeH-
HOCTH aBTOMaTH3HPOBAHHBIX
cHCTEM

YMeeT BBIOUpATH IPOrpaMM-
HOE U armnapaTHoe obecrieye-
HUE JUTS TPOBEACHNUS aHaJIH3a
3alUIIEHHOCTH ABTOMATH3H-
POBaHHBIX CHCTEM

Bnaneet HaBbIkamu IpoBeie-
HUS aHAJIM3a 3allUIIEHHOCTH U
BepH(UKaLUU TPOTPAMMHOTO
oOecrnievyeHns aBTOMaTU3upo-
BaHHBIX CUCTEM

OIIK-13 CnocoGeH opranu-
30BbIBaTh U MPOBOJIUTH JIHa-
THOCTUKY U TECTUPOBaHUE
CHUCTEM 3allluThl UHPOpMALIUU
aBTOMATU3UPOBAHHBIX CH-
CTEM, MPOBOJUTH AHAIIU3 ysI3-
BHMOCTEU CHUCTEM 3aIlUThI

OIIK-13.1 3HaeT oCHOBHBIE
MIOJIXOJTBI K IMPOBE/ICHUIO aHa-
TM3a 3alIUIIEHHOCTH U TECTU-
POBaHHMS CHCTEM 3aIIUTHI HH-
dbopMaIuu aBTOMaTU3HPOBAH-
HBIX CHUCTEM

OIIK-13.2 Ymeer BbIOUpaTh

3HaeT OCHOBHBIE TIOJIXO/IBI K
MIPOBEJICHUIO aHAJIM3a 3allll-
LIEHHOCTH U TECTUPOBAaHUS
CHUCTEM 3allluThl HHpOpMaIUU
aBTOMATHU3UPOBAHHBIX CUCTEM

YMmeer BRIOUpATh MPOTrpaMM-
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uH(pOpPMAaLIUU aBTOMAaTU3UPO-
BaHHBIX CHUCTEM;

MPOrPaMMHOE U arlapaTHoe
oOecrieueHne sl TIPOBEICHUS
aHayM3a 3aIIUIICHHOCTH | Te-
CTHPOBAHUS CHCTEM 3aIlUTHI
uH(pOpMaIK; TPOBOJAUTH aHA-
JU3 YSI3BUMOCTEH CHCTEM 3a-
HIUTH HTHPOPMAIH aBTOMATH-
3UPOBaHHBIX CUCTEM
OIIK-13.3 Bianeer HaBbIKaMu
MIPOBE/ICHUS aHAJIM3a 3alllH-
IIEHHOCTH aBTOMAaTHU3UPOBaH-
HBIX CUCTEM, TECTUPOBAHHUSI
CHCTEM 3aIIUThl HHPOPMALIUU
ABTOMATH3UPOBAHHBIX CHCTEM,
NPOBE/ICHUS aHAIH3a YSI3BU-
MOCTEH CUCTEM 3allIUThI HH-
dbopmar aBTOMaTU3UPOBAH-
HBIX CUCTEM

HOE U amnmapaTHoe obecrede-
HUE Ul IPOBEICHUS aHAIN3a
3aLIUIEHHOCTH U TECTHPOBA-
HUSI CUCTEM 3alUThl UHDOP-
MaIliH; IPOBOIUTH aHAIIN3
YSA3BUMOCTEH CUCTEM 3alUTHI
nH(pOpMaIUU aBTOMATU3HPO-
BaHHBIX CUCTEM

Bnaneer HaBbIkaMu MpOBEIE-
HUS aHAJIM3a 3alIUIEHHOCTH
aBTOMATH3HPOBAHHBIX CHCTEM,
TECTUPOBAHUS CUCTEM 3aLLUThI
uH(pOpMaIUU aBTOMATH3HPO-
BaHHBIX CUCTEM, IPOBEICHUS
aHaM3a ysA3BUMOCTEH CHCTEM
3alUThl HH(pOpPMALUU aBTO-
MaTHU3HPOBAHHBIX CHCTEM

3 MecTo 1MCHUNIMHBI (MOAYJISI) B CTPYKTYpe 00pa3oBaTe/ibHOM MPOrpaMMbl

JucruruinHa BXOAUT B cocTaB 05oka 1 «/lucuuniauael (MOIyNIn)» U OTHOCUTCS K 00s-

3aTEJILHOU YacTH.

Mecro mucuuIuiMHb (3Tann (GOPMHUPOBAHUS KOMIIETECHIIMN) OTPAXKEHO B cXxeme (HhopMHu-
pOBaHUS KOMIIETEHINH, NPEACTaBIEHHON B JOKyMeHTe Oyenounvie Mamepuanvl, pa3MelieH-
HOM Ha caifre yHuBepcutera WWw.knastu.ru / Haw ynueepcumem / O6pazosanue / 10.05.03
Hnghopmayuonnas bezonacnocms asmomamusuposanuvix cucmem /OyeHounvle Mamepuanl).

JlMcuuIuInHa ««AHAIN3 3alIUIEHHOCTH paclpeaeieHHbIX HH(OPMAIIMOHHBIX CHCTEM»
YaCTUYHO peaym3yercs B (opMe mpakTH4ecKoi MOoAroToBKU. IIpakTudeckass moAroToBKa opra-
HU3YETCs IyTeM IpPOBEEeHUs, 1a00paTOPHBIX PabOT, BBHIMOIHEHUS KYPCOBBIX/ pabOT, HHBIX BU-

JI0B Y4eOHOI J1eTeIbHOCTH.

4 CopepxaHue TUCHHMILVINHBI (MOYJI51), CTPYKTYPUPOBAaHHOE 110 TeMaM
(pa3nesiaM) ¢ yKa3aHHueM OTBEJCHHOI'0 HA HUX KOJIMYECTBA AKAAeMHYCCKHX
4YacoB U BHJI0B yueOHOH padoThl

4.1 CrpykTypa H colep:KaHHe TMCHUIIIHHBI 1J151 04HOI (popMBI 00yUeHHS

JuctunnnHa «AHaIW3 3alUIIEHHOCTH PacipeIeIeHHBIX HHPOPMAIIMOHHBIX CUCTEM
u3yvaercs Ha 4 Kypce, 7 ceMmecTpe.
OOmast TpyToEMKOCTh JTUCHUIUIMHBI cocTaBimsier 5 3., 180 4., B Tom yucie
KOHTaKTHas paboTa 00yJarommxcs ¢ mpernoaaBareneM 64 4., mpoMeKyTO4YHas aTTecTalus B
dbopme 3adeTa C OIEHKOM., CaMOCTOsITeIbHAsI padoTa O0y4aromuxcs, B T.4. KypcoBas padoTa

_ 116 q.

HaumenoBanue pasaciioB, T€M U CO-

JiepIKaHre MaTepuaa

Buzpsl yaueGHON pabOThI, BKIIOYAsi CAMOCTOSTEIBHYIO pa-
00Ty 00y4JaroImuXcs U TPYJOEMKOCTh (B Hacax)

Konraktnas pabota

MHUCHA

MpenoaaBaTelisi ¢ 00yJaroIu-

ITpom.
aTTecT.

HKP CPC




Jlexuun

[IpakTu-
YECKUE
3aHSTHS

JlaGopa-
TOPHBIC
paboThl

HOpMaTI/IBHbIe U MeToaAuYeCKue
AOKYMEHTBI.

Onpez[eneHI/Ie IIOHATHUA 3alIUIICH-
Hoctu AC.

PJI I'ocrexxkomuccuu Poccun
MCTOI[I/IKa MMOCTPOCHUM IlJIaHa aHa-
Jin3a 3allMUIICHHOCTHU

ISO 15408: Common Criteria for
Information Technology Security.
EvaluationISO 17799: Code of Prac-
tice for Information Security Man-
agement

Meroauka npoBeIEeHUs aHaIu3a 3a-
IIUIIIEHHOCTHU

JKCNepTH3a 10KyMEHTOB H aHa-
JIN3 3aIMIIEHHOCTH HH(pOpMaLH-
OHHOI CHCTEMBI.

DKcnepTu3a JOKYMEHTOB MOTUTUKH
nH(pOpMaMOHHOM 0€30MMacHOCTH Ha
COOTBETCTBUE TpebOoBaHUAM (ene-
paIbHOTO 3aKOHOATEIHCTBA U TTOJI-
HOMOYHBIX OPTraHOB UCIIOJIHUTEIb-
HOH Biactu PO

DKcrepu3a JOKYMEHTOB TTOJIUTUKHU
UH(POPMALIMOHHOM 6€30MacHOCTH,
perJaMeHTUPYIOIIUX TPeOOBaHNUS,
MOPSIOK U MpaBUiIa MPUMEHEHHUS
Mep U CPEICTB 3alIUTH HHPOpMa-
MU, 00€CTIEUYNBAIOIINX 3AIIUTY OT
aKTyaJIbHBIX yTpo3 0€30macHOCTH (B
COOTBETCTBUH C MOJICIBIO YTPO3 U
HapYIIUTENS).

DKcnepusy T0KYMEHTOB MOJUTUKH
UH(POPMALIMOHHOM O€30MacCHOCTH,
perIaMeHTUPYIOIIUX TPeOOBaHNUS,
MOPSIOK ¥ MPaBUJIa TPUMEHEHUS
MEp U CPEJCTB 3alIUTh HHPOpMa-
MU, 00€CTIEUNBAIOIINX 3AIIUTY OT
aKTyaJIbHBIX yTpo3 0€301acHOCTH (B
COOTBETCTBUH C MOJICIBIO YTPO3 U
HapYIIUTENSA).

AHanu3 3aIuIeHHoCTH nHpopMa-




HanmenoBanue pa3znenos, TEM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCA

Jlexknuu

IIpakTu-
YEeCKUe
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

NKP

[Tpom.
aTTecT.

CPC

[IUOHHOUW CUCTEMBEI

Anamm3 3ammmenHocta mo OWASP
Top 10

Konuenmuu Bed-caiitoB, MHbEKIINH,
Bsnom ayrenTudukanuu u ceanca,
YTeuka BaXHBIX JaHHbIX, BHelIHNE
XML o6bexTsl, Hapymienne kon-
TPOJIA TOCTYIa

Hebe3onacuas koHpurypamms,
MesxkcaiToBblil ckpunTusr (XSS),
Hebe3onachas aecepuanuzanms,
Hcnonb30BaHne KOMIIOHEHTOB C U3-
BECTHBIMU YSI3BUMOCTIMH, OTCYT-
CTBUE KYPHAJIMPOBAHUS U MOHUTO-
puHra. be3onacHoCTh MPUIIOKEHUN
3a npeaenamu OWASP Top 10. Uc-
MOJIb30BaHNE PEBEPC MPOKCH HA
npumepe owasp ZAP. Ananus 3a-
IIAIIIEHHOCTH WED MpUIToKeHU I
(XSS ot Google, mporpammer bug
bounty, google dorks. 3akperienue
B ceTH, honeypots. Buspl atak Ha
MOOUJIbHBIE YCTPOHCTBA U 001ay-
HbIE TEXHOJIOTHHU. ATaku Ha OJIOK-
YEHH.

24

24

106

3auem c OUCHKOI TTpu Hanuumy B yueo-
HOM Iu1aHe. [IpoBOANTCS Ha MOCIIEIHEM 3aHITHH
CEMMHAPCKOr0 TUIIA

Kypcoeaﬂ paﬁoma IIpn nammamm B yuae6-
HOM IUIaHe

2(1)/

uToro
N0 JUCHUILINHE

32

B TOM
quCclie B
dbopme
MpaK-
THYC-

CKOM
MOJro-
TOBKH:

8

32

B TOM
4HClie B
dbopme
MIPaKTH-
YECKOM
MOJITO-

TOBKH:

8

114




* peanuzyercs B (popMe MPaKTUYECKON MOATOTOBKH

5 OueHo4HbIe CpeaCcTBA IS IPOBeIeHUs TEKYIIero KOHTPOJIS U
NMPOMEKYTOYHOM aTTeCTAllUM 00Yy4AIOUIUXCS N0 JUCHUIIMHE (MOAYJII0)

@DOH/IBI OIIEHOYHBIX CPEJCTB IS MPOBEICHUS TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH H
POMEKYTOYHOM aTTeCTAlMU OOCYXIAIOTCS W YTBEPKIAIOTCS Ha 3acemanuu kadenpsl. [lo-
HBIM KOMIUIEKT KOHTPOJIBHBIX 3a/IaHUN WU MHBIX MAaTEPHAIIOB, HEOOXOIUMBIX JIJIsi OIICHUBAHUS
pe3yabTaTOB OOYYCHUS MO AUCIUILIMHE (MOYJII0) XpaHUTCS Ha Kadeape-pa3padoTunke B Oy-
Ma)XHOM HJIM DJICKTPOHHOM BHJE, TaKkKe (POHIBI OIEHOYHBIX CPEJCTB JOCTYITHBI CTY/ICHTaM B
JMYHOM KaOHWHETE — pa3zell yueOHO-MEeTOJUYeCcKoe o0ecIieueHue.

6 YuyeOHO-MeTOaAMYecKOEe M HHPOPMALMOHHOE 00ecnedeHHe TUCIUTIIUHBI
(Moay.in)

6.1 OcHoBHasi U TOMOJIHUTEIbHAS JTUTEPATypa

[IepedyeHp pekOMEHyeMOW OCHOBHOM M JOIOJHUTEIBHOM JINTEPATyphl IPEACTABICH Ha
caiite ynuBepcurera WWW.Knastu.ru / Haw ynuseepcumem / Obpazosanue / 10.05.03 Hnpopma-
Yuonnas 6e30nacHOCmb a8MOMamu3Uposanuvlx cucmem / Pabouuil yuebnulii naan / Peecmp nu-
mepamypbl.

6.2 CoBpemenHble npodeccuoHATbHBIE 023bI JAHHBIX U HH(OPMALIMOHHBbIE
CNPaBOYHbIE CUCTEMBI, HCIIOJIb3yeMble IPH 0CYHIEeCTBJIECHHH 00Pa30BaTEJIbHOIO
npouecca no JUCHUIINHE

Kaxnomy oOyuatomemycs obecrieueH A0cTyn (yAaJICHHBINA JOCTYI), B TOM YHUCIIE B CIIy-
Yyae TMPUMEHEHHUsS IEKTPOHHOTO OOydYeHUs, TUCTAHIIMOHHBIX OOpa30BaTENbHBIX TEXHOJIOTHUH, K
COBPEMEHHBIM TPO(ECCHOHATBHBIM 0a3aM JaHHBIX M HH(GOPMAIIMOHHBIM CIPAaBOYHBIM CHCTE-
MaM, C KOTOPbIMHU Y YHUBEPCUTETA 3aKIIOUYEH JOTOBOP.

[Tepeuenr pexoMeHayeMBIX MpOoGEeCcCHOHANBHBIX 0a3 JaHHBIX M WHOOPMAIIMOHHBIX
CMPaBOYHBIX CHCTEM TPEICTABJICH Ha caiiTe yHuBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Ungopmayuonnas bezonacrocmes asmomamusuposanHulx cucmem |
Pab6ouuii yuebnwiii nnan / Peecmp O5C.

AkTyanbHas HHGOpMAITUS 10 3aKIFOUEHHBIM Ha TEKYIIUM yueOHBIN ToJ1 TOTOBOpam IMpu-
BeJieHa Ha cTpanulie Hayuno-rexaunueckoit oudmmnorexu (HTH) Ha caiite yaHuBepcurera

https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HHGOPMATMOHHO-TEJIEKOMMYHHKAIIHOHHOMH CeTH
«HTEepHET», HEOOXOMMBIX /IJIsI OCBOEHUSI TUCIUTLIHHBI (MOTYJIs1)

Ha ctpanuue HTBb mM0XHO BOCIONIB30BaThCsl HMHTEPHET-PECYpCaMU OTKPBITOrO JOCTYIA
10 YKpYIHEHHOU rpymme Hanpaeinernid u cnenuainbaocterd (YIHC) 10.00.00 Undopmanmonnas
0€3011aCHOCTb!

https://knastu.ru/page/539

Haspanwue caiita ] DJIEKTPOHHBIN apec

CaiiThl JIEKTPOHHBIX ()OHJJOB HOPMATUBHO-TEXHUYECKOH TOKYMEHTALIUU 110 CTPOUTEIILCTBY

baza JaHHBIX HOPMATHUBHBIX JOKYMCHTOB JJIs

http://www.norm-load.ru
CTPOUTEILCTBA OecriaTHas).



http://www.knastu.ru/
http://www.knastu.ru/
https://knastu.ru/page/3244
https://knastu.ru/page/539

BecrutaTHast ”HGOPMAITHOHHO-CITPABOYHAS CH-
CTeMa OHJIAWH JOCTYyIIa K ITOJHOMY COOPaHHUIO0 http://gostrf.com
TEXHUIECKMX HOPMATHBHO ITPABOBBIX aKTOB PD.

TexHosKCHEepT. DIEKTPOHHBIN (POHI TPABOBOW U

. http://docs.cntd.ru
HOPMATUBHO-TCXHUYCCKOW JOKYMCHTAIIN.

C 1enpio OBBIIICHHS KAYeCTBA BEACHUS 00pa30BaTEIbHON AEATEIBHOCTH B YHUBEPCUTETE
CO3J/1aHa JIeKTPOHHas MH(OpMaIIMOHHO-00pa3oBaTenbHas cpea. OHa nojpa3syMeBaeT OpraHu-
3alMI0 B3aUMOJICHCTBUS MEXly 00yJaroIMMHKCS U IIPENoJaBaTe/IIMU 4Yepe3 CUCTEMY JIMUHBIX
KaOMHETOB CTYJICHTOB, PaclOJIOKEHHBIX Ha O(UIMAILHOM CaiiTe YHUBEpCUTETa B HH(POPMALIU-
OHHO-TEJIEKOMMYHUKAIIMOHHOM ceTn «MHTepHEeT» Mo aapecy https://student.knastu.ru. Co3ngan-
Hasi UH()OPMaIMOHHO-00pa3oBaTeIbHasl Cpeia MO3BOJIAET OCYIIECTBIATh B3aUMOIEHCTBHE MEX-
Jly y4aCTHUKaMHU 00pa30BaTeIbHOTO MPOLIECCa MOCPEICTBOM OPTaHU3AIUH JUCTAHIIHOHHOT'O
KOHCYJIbTUPOBAHUS 10 BOIIPOCAM BBIIIOJIHEHUS IPAKTUYECKUX 3afaHuii. MaTepuaisl JTaHHOTO
Kypca (7 cemectp) BeU10k€eHbI Ha opTtan /1O KHAI'Y u opranusanust B3auMoJIeHCTBUS B paM-
Kax JaHHOM IMCUUIUIMHBI IPOBOJUTCS C MIPUBJICYEHUEM JUCTAHIIMOHHBIX TEXHOJIOTUH.

7 OprannzaunOHHO-HeuarornquKne yciaoBusi

Opranuzanus o0pa3oBaTeIbHOIO MPOLEcca perijaMeHTupyeTcs y4eOHbIM IUIAHOM M pac-
[MCaHUEeM Yy4yeOHbIX 3aHATUH. SI3bIk 00ydeHus (mpenojaBaHus) - pycckuil. Jlyig Bcex BUAOB
ayJMTOPHBIX 3aHATUN aKaJIeMUYECKUI Yac YCTaHABIMBAETCS MPOJIOJDKUTEIBHOCTBIO 45 MUHYT.

[Ipu ¢GopmupoBaHuM CBOEH HMHAMBHIYaTbHOH 00pa30BaTENbHOW TPACKTOpHUU OOydaro-
IIMHACS UMEET MPaBoO Ha Mepe3ayeT COOTBETCTBYIOIIUX JTUCHMILIMH U MPO(ECCHOHAIBHBIX MOY-
Jel, OCBOEGHHBIX B IIPOIIECCE MPEIIECTBYIOIIEr0 00y4eH s, KOTOPbIH 0CBOOOXKIAaeT 00yyaroIe-
rocsi OT HEOOXOIUMOCTH UX ITOBTOPHOTO OCBOEHHUSL.

7.1 O6pa3oBaTe/ibHbIE TeXHOJIOTHH

VY4ebHblil npoliecc MpH MpenojaBaHuu Kypca OCHOBBIBAETCSI HAa UCIOJIb30BAaHUU Tpaiu-
IIMOHHBIX, THHOBALIMOHHBIX U MH(OPMAIIMOHHBIX 00pa30BaTENbHBIX TEXHONOTHH. TpaguiuoH-
Hble 00pa3zoBaTeIbHbIE TEXHOJIOIUU MPEACTaBIEHbl JEKIMSIMA U CEMUHAPCKUMU (TTPaKTHYECKH-
MH) 3aHATHSAMH. VIHHOBaIMOHHBIE 00pa30BaTeNIbHbIE TEXHOJIOTHH HUCIIOJIb3YIOTCS B BUJE LIUPO-
KOTO IIPUMEHEHUS aKTUBHBIX U MHTEPAaKTUBHBIX (GOpM NpoBeieHus 3aHatuil. MHdopmanmonHsie
o0pa3oBaTeNbHbIE TEXHOJOTHUU PEATU3YIOTCS MYTEM aKTUBU3ALMHU CaMOCTOSITENILHOW pabOThI
CTYZICHTOB B MH(OPMALIMOHHOM 00pa3oBaTeIbHOIl cpefe.

7.2 3aHATHA JEeKIHOHHOI0 TUIIA

JIEKIIMOHHBIN KypC MPeanoaraeT CUCTEMaTU3UPOBAHHOE M3JI0)KEHUE OCHOBHBIX BOIIPO-
COB Y4eOHOT0 IJIaHa.

Ha nepBoii nexuuu 1ektop 00s13aH MpeaynpeauTh CTYI€HTOB, IPUMEHUTEIBHO K KaKOMY
6a3oBoMy y4eOHUKY (yueOHUKaM, yueOHBIM TOCOOMSIM) OyIeT MPOUnTaH Kypc.

JIeKIIMOHHBIN KypC JOJDKEH JaBaTh HauOoNbLIMKA 00beM MHpoOpMaluu U oOecreunBaTh
Oosee riry0okoe MOHMMaHHE y4eOHBIX BOIIPOCOB MPHU 3HAUMTEIHHO MEHbIIEH 3aTpaTe BpEeMEHH,
4yeM 3TO TpeOyeTcsi OOJIBIIMHCTBY CTYJCHTOB Ha CAMOCTOSITENIbHOE U3yUeHHE MaTepHara.

7.3 3aHATHS CEMHHAPCKOIro THIA

CemuHapckue 3aHATHS MPEICTABISAIOT COOON JeTanu3aluio JEKIIMOHHOTO TEOPETUYECKO-
r0 MaTepuaia, IPOBOIATCS B IIEJISIX 3aKPEIUICHHS Kypca i OXBAThIBAIOT BCE OCHOBHBIC Pa3/IeIbl.

OcHoBHO# (hopMOIi TIPOBEICHHSI CEMHHAPOB SBJSETCS 00CYX/IeHHe Haubosee mpooieM-
HBIX ¥ CIIOKHBIX BOIIPOCOB IO OTIEIBHBIM TEMaM, a TaKke pa3dop NMPHMEPOB U CHUTYallMd B
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ayJUTOPHBIX YCIOBHSX. B 00s3aHHOCTH mpernojaBaressi BXOJIAT: OKa3aHHE METOIUYECKOH Mo-
MOIIY ¥ KOHCYJIbTHPOBAHHUE CTYJEHTOB 110 COOTBETCTBYIOIIUM TEMaM Kypca.

AKTHBHOCTb Ha CEMMUHAPCKUX 3aHATHAX OLIECHUBAETCS 110 CIAEAYIOLUIUM KPUTEPUIM:

* OTBETHI Ha BOIIPOCHI, TPEAIAraeMble IIPENOJaBATEIIEM;

* y4acCTHE B IUCKYCCHSIX;

* BBIIIOJIHEHUE NTPOCKTHBIX U MHBIX 3aJjaHUM;

* ACCUCTHPOBAHME MPENOABATEINIO B IPOBEICHUN 3aHATUH.

OTBeT fosKeH ObITh apryMEHTUPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIIOKHBIM, COIEPKATh
CCBIJIKH HA UICTOYHMKH.

JloKJIafgpl M ONIIOHUPOBAaHUE JOKIAA0B IIPOBEPSAIOT CTEICHb BIIAJEHUS TEOPETUYECKUM
MaTepUajoM, a TAKK€ KOPPEKTHOCTb U CTPOI'OCTh PACCYKAECHUM.

OneHuBaHue 3aJaHUM, BBIIIOJIHEHHBIX HAa CEMUHApPCKOM 3aHATHH, BXOAUT B HAKOIUICH-

HYIO OLICHKY.
7.4 CamocrtosiTeqibHAs pa0d0Ta 00y4alOIMXCH MO JUCUUILIHHE (MOTYJIIO0)

CamocrosrenbHas paboTa CTyIE€HTOB — 3TO IPOLECC aKTUBHOIO, LEJICHAIPAaBIEHHOIO
npUOOpeTEeHNs CTYIEHTOM HOBBIX 3HAaHUM, yMEeHUIN 0e3 HEeloCpeCTBEHHOIO y4acTus Ipenoja-
BaTells, XapaKTEPU3YIOIIUICS TPEAMETHONW HANpaBICHHOCTHIO, 3()()EKTUBHBIM KOHTPOJIEM U
OLIEHKOI pe3ysIbTaToB JEATEIbHOCTH 00yUYaroIerocs.

[lenu camocTosATENIbHON pabOTHI:

* CUCTEMAaTH3alMs U 3aKPEIUICHUE MTOJIyYEHHBIX TEOPETUYECKUX 3HAHUHN U NPAKTHUECKUX
YMEHUH CTYJICHTOB;

- yriryOJeHue U pacliupeHre TEOPEeTUYECKUX 3HAaHUM;

- (hopMUpOBaHNE YMEHUH HMCIIOJIIb30BaTh HOPMATUBHYIO U CIPABOYHYIO TIOKYMEHTAIHUIO,
CIELUAIIbHYIO JTUTEPATYPY;

* pa3BUTHUE MMO3HABATEJBHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpraHU30BAHHOCTH;

* (hopMHpOBaHHE CAMOCTOSTEIBHOCTH MBIIIJIEHUS, TBOPYECKON MHULIMATUBBI, CIIOCOOHO-
CTE! K CaMOPa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO U CaMOpeaIn3alyi;

* Pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUHN U aKaJIEMUYECKUX HABBIKOB.

CamocrosTenbHas paboTa MOXKET OCYLIECTBIATHCS MHAWBUIYAIBHO WM TPYNIAaMHU CTY-
JIEHTOB B 3aBUCUMOCTH OT 1I€JIU, 00BbEMa, YPOBHS CII0KHOCTH, KOHKPETHOM TeMaTHKH.

TexHoJorHs OpraHu3ali CaMOCTOSTEIbHON paboThl CTYACHTOB BKIIIOYAET UCIOIb30BaA-
HUE UHPOPMAIIMOHHBIX U MaTepUAIbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynbTaToB BHEAYJUTOPHOM CaMOCTOSATENBHOM PabOThl CTYAEHTOB MOXKET
POXOJUTH B MMCbMEHHOM, YCTHON WJIM CMEIIaHHOM (opme.

CryneHTbl JOJDKHBI MOJXOAUTH K CAaMOCTOSATENBbHOM paboTe Kak K HauBakHeHIemy
CPEICTBY 3aKpEIUICHUsI U Pa3BUTHUSI TEOPETHUUECKUX 3HAHUHM, BHIPAOOTKE €IMHCTBA B3IJISA0B Ha
OTJeNIbHBIE BOIPOCHI Kypca, MPUOOPETEHHs ONPe/IeICHHBIX HABBIKOB M MCIIOJIb30BaHUs Tpodec-
CHOHAJIbHOW JIUTEPaTYPHI.

7.5 MCTOJII/I‘ICCKI/IC PECKOMEHIANNNA NJIH oﬁyqaloumxcn IO OCBOCHUI0O N CHMUITIMHBbI

[Tpy M3y4yeHHM IUCHUIUIMHBI O0yYaromMMcs 1eJaecooOpa3HO BBIMNOJIHATH CIENyIOIINe
PEKOMEHJAlUU:

1. U3ydyeHue yueOHON AUCIMILTUHBI JJOJKHO BECTUCHh CUCTEMATHUECKH.

2. Ilocne u3y4yeHHs Kakoro-aubo paszzaerna mo y4yeOHUKY WIIM KOHCIIEKTHBIM MaTepuanaM
PEKOMEHYeTCs 110 MaMATH BOCIPOU3BECTH OCHOBHBIE TEPMUHBI, ONIPENEICHNS, TOHATHS pa3Jie-
na.

3. Oco6oe BHMMAaHUE CIIEAYET YAEIUTh BHIIOIHEHUIO OTYETOB 110 MPAKTUUYECKUM 3aHSATH-
SIM ¥ UHJJMBHTyaJTbHBIM KOMIUIEKCHBIM 33JJaHUSM Ha CAMOCTOSATENBbHYIO paboTy.

9



4. Bcest TeMaTHKa BOIIPOCOB, U3YYACMbIX CaMOCTOATCIBHO, 3adCTCA HA JICKIUAX IMPCIIO-
naBaresneM. M ke 1aroTcs HCTOYHHMKH (B MEPBYIO OUYepe/ib BHOBb U3JIaHHBIE B IIEPUOJUUECKOM
HAYYHOI uTeparype) Ui 6ojee AeTalbHOrO MOHUMAaHUS BOIIPOCOB, 03BYUYEHHBIX Ha JICKIIUH.

[Tpu camocTosTensHON popaboTKe Kypca 00ydaromuecs 10JIKHbI:

* IPOCMATPHUBATh OCHOBHBIE ONPEICICHUS U (PAKTHI;

* IOBTOPUTh 3aKOHCIICKTUPOBAHHBIM HA JICKIMOHHOM 3aHITHM MaTepHal U IOIOJHUTH
€ro ¢ y4eTOM PEKOMEHJOBAaHHOM M0 JaHHOU TeME JIMTepaTyphl;

* U3YYHUTh PEKOMEHI0BAHHYIO JINTEPATYPY, COCTABIATh TE3UCHI, aHHOTALIMU U KOHCIIEKTBI
Han0oJice BAXKHEIX MOMCHTOB;

* CAMOCTOSITEJIEHO BBIIIOJIHATD 3a/1aHUs, aHAJIOTUYHbIE TIPEIaracMbIM Ha 3aHATUSAX;

* UCTIOJIB30BAaTh JIJIsl CAMOIIPOBEPKH MaTepuabl (POH/Ia OLIEHOYHBIX CPECTB.

8 MarepuajbHO-TeXHHYECKOe ofecrevyeHne, HeoOXoAuMoe J1JIs1
ocyuiecTBJIeHHs 00pPa30BaTeIbLHOIO NPoLecca Mo AUCHMILINHE (MOLYJII0)

8.1 JlnueH3MOHHOE U CBOOOTHO PACIIPOCTPAHsIeMOe MPOrpaMMHOe odecrevenmne,
HCI0JIb3yeMoe MPH OCYIeCTBIEHUH 00pa30BaTeIbHOIO Mpoiecca
MO TUCHHIIHHE

YHUBepCUTET 00eCIeYeH HEOOXOIUMBIM KOMILIEKTOM JIUIICH3HOHHOTO M CBOOOHO pac-
MIPOCTPAHSIEMOTO MPOTPAMMHOTO O0ECIICYCHHS, B TOM YHUCJIC OTEYSCTBCHHOI'O IPOHM3BOJICTBA.
CoctaB TpOrpaMMHOTO 0OecIeueHHsI, HEOOXOIMMOTO ISl OCBOCHUS TUCIUILTHHBI, IPUBEIICH HA
caiite yHuBepcutrera WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hngpopma-
YUOHHASL Oe30NACHOCMb A8MOMAMU3UPOBAHHbIX cucmem / Pabouuti yuebuwiti nnan / Peecmp
110.

AXTyajbHBIE Ha TEKYIIMHA y4eOHBIH TOJ PEKBH3UTHI / YCIOBUS HCIIOJIb30BAaHUS IPO-
rpaMMHOTO oOecrieueHus puBeeHbl Ha cTpanulie U T-ynpaBinenus Ha cailTe yHUBEPCUTETA:

https://knastu.ru/page/1928

8.2 VYuebdHo-1200paTopHOE 000py/I0BaHHE

HaunmenoBanue ayuropuu

Aynutopus (nabopatopi) Hcnonszyemoe o6opyaoBaHue

202/5 Jlaboparopuss mporpammuo- | C311 HCJI Secret Net, C311 HCJ] Dallas Lock,
anmnapaTtHbix cpeAcTs 3amuTsl | C3U HCJ[ Crpax NT, C31M HC/ Ulut PXK/I,
uHpOpMaLuu C31 HC/I Aypa ,C31U HC/] Kpunton ,C31 HC/|

Axkopa, ®UKC, Pesusop 1,2 kak mis onepanu-
OHHBIX cHUCTEM cemeiictBa Windows Tak W UIs
Linux, PeBuzop Cetu 2.0, Ananuzatop ceTeBoro
Tpapdpuka AcTpa,ATeHT HUHBEHTapU3allUU Ce-
tH,CKkaHep ceteBoil Oe3omacHoctu XSpider, Te-
pwep, Secret Net Touch Memory Card, Kpunron
AM/3, Axxopn AMJ/3, KpunrtolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, HoytOyk ¢ Windows 7+mpoekTop.
16 TI9BM Ha 6aze mporieccopoB He Hike Intel
Pentium 1V

8.3 TexHuuyeckHe U 3JTeKTPOHHbIE CPeACTBA 00yUeHUsI
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JleknuoHHBIE 3AHATHSA.

Ayauropuu JUis JICKIIMOHHBIX 3aHATUIH YKOMIUICKTOBAHBI MEOCIIbIO M TEXHHYECKUMU CPE/I-
CTBaMH OOYYEHUSI, CIY)KAIIUMU ISl TIPEICTaBIeHHs y4eOHOW nH(pOopMaIu OOJBIION ayanuTo-
pun (HaOOpBI JEMOHCTPAIIMOHHOTO 00OpYyJIOBaHUS (TMPOEKTOP, SKpaH, KOMIIBIOTEP/HOYTOYK),
y4eOHO-HATJISAHBIC TOCOOHS, TEMaTHIECKUE HILUTIOCTPALINH ).

JlabopaTropHble 3aHATHUS (NpU HATUYULL).

Jnist 1abopaTOpHBIX 3aHSATHI HCIONB3YEeTCs ayIUTOPHs, OCHAIICHHAas 00OpYyIOBaHUEM,
YKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTeibHas padoTa.

[TomereHust i CaMOCTOSITENILHON paOdOThl OCHAIIEHbI KOMIBIOTEPHON TEXHUKOHU C BO3-
MO>KHOCTBIO TOJKITIOYEHUS K ceTH «VIHTEpHET» U JOCTYIIOM K JIEKTPOHHON MH(OPMAIIMOHHO -
oOpazoBarensHol cpene KHAT'Y:

- 3a11 anekrponHoit napopmannu HTb KHAT'Y

- KOMIIBIOTEPHBIE KJIacChl (haKyabTeTa.

9 MHHble cBeaeHns

MeToauuyecKkue PECKOMEHIAIMH 110 oﬁyqenmo JuI ¢ OrpaHU4Y€HHBIMHA BO3MOKHO-
CTAAMH 310POBbA 1 UHBAJIMAOB

OcBoeHMEe MUCHUIUIMHBI 00YUYaIOIUMUCS C OTPAHMYEHHBIMH BO3MOYKHOCTSMHU 310POBbSI
MOJKET ObITh OPraHW30BAHO KaK COBMECTHO C JIPYTUMHU OOYyYarOUIMMHCS, TaK U B OTAEIbHBIX
rpynnax. [Ipenmnonaratorcst crenuaibHble YCIOBHS AJIS MOJIy4eHUs: 00pa3oBaHusl 00y4aroIuMuU-
Csl C OrPaHUYEHHBIMHU BO3MOKHOCTSMH 3/10POBBSL.

ITpodeccopcko-niearornyeckuif cocTaB 3HAKOMUTCSI C TICUXOJI0Tr0-(pU3UOIOTrMUECKUMHU
OCOOEHHOCTSIMU O0YyYaroIMXcs MHBAIMUJOB U JIULl C OFPAaHUYEHHBIMH BO3MOXHOCTSMHU 370pO-
Bbs, UHJIMBUyaJbHBIMU MPOTPAMMaMH peadMINTAMK WHBAIUAOB (mipu Hanuyuu). [Ipu HeoO-
XOJIMMOCTH OCYILECTBIISIETCS JOTIOJHUTENbHAS MOJAJIEpKKa MpenogaBaHusl ThIOTOPAMHU, TCHXO-
JIOTaMH, COLIMAIbHBIMU paOOTHUKAMH, IPOLIEIIINMHU MOATOTOBKY ACCHCTEHTaMH.

B cootBeTcTBUU ¢ MeTOAMYEeCKUMHU pekoMeHaanusIiMu MunoOpaayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce MpearnoyiaraeTcsi MCIojb30BaTh COLMAIbHO-aKTUBHBIE U pe-
(ieKCUBHBIE METO/bI 00YUYEHHUSI, TEXHOJOTUU COLIMOKYIbTYPHON peaduanuTallK C LeNIbI0 OKa3a-
HUS IOMOIIY B YCTAaHOBJIEHUH IMOJIHOLICHHBIX MEXJINYHOCTHBIX OTHOLIEHHUH C IPYTrUMH CTYIEH-
TaMU, CO3aHUH KOM(POPTHOTO MCUXOJIOTHYECKOTO KIMMaTa B CTy/eHueckoi rpymme. [logbop u
pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YUETOM IPEOCTaBICHUs MaTepuaia B pas-
JUYHBIX (OopMax: ayAHalbHOM, BHU3YyalbHOM, C HCIOJB30BAaHUEM CIELMAIbHBIX TEXHHUYECKHX
CPeACTB U MH(POPMAITMOHHBIX CUCTEM.

OcBoenue mucuuiuiHbl JunamMu ¢ OB3 ocyiiecTBisieTcss ¢ UCHOJIb30BAHUEM CPEJICTB
00y4yeHHs OOILIEro M CIeUalbHOTO Ha3HAYeHUs (MePCOHATBHOTO U KOJJIEKTUBHOTO MCIOJIb30-
BaHus1). MarepualbHO-TEXHUYECKOe oOecredeHne NnpeaycMaTpruBaeT MpUCocoOIeHe ayauTo-
puii k Hyxaam nun ¢ OB3.

dopma NpoBeACHUS aTTECTAIlMK JIJISl CTYAEHTOB-UHBAINIOB YCTAaHABIMBAETCS C YUETOM
UH/IMBUYAJIbHBIX NCUX0pHU3nUecKux ocodbenHocrei. s crynenros ¢ OB3 npexycmarpuBaet-
csl focTymnHas (GopMa npeloCTaBlIeHUs 3aJaHUi OLIEHOYHBIX CPEACTB, @ UMEHHO:

* B TIEYAaTHOM WJIM OJIEKTpOHHOH ¢opme (Ig MLl € HaApyLIECHUSIMH OIOPHO-
JIBUTATEJILHOTO ammapara);

* B TIe4aTHOHN (hopMe MITH 3JEKTPOHHOM (popMe ¢ yBETMUEHHBIM MIPU(TOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYILIEHUSIMU CIIyXa, PEYH, 3PEHUS);

* METOJIOM UTEHUS ACCUCTEHTOM 3a/laHus BCIYX (IUIsl JIUL C HAPYLIEHUSIMU 3PEHHUS).
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CryneHTaM C MHBaJIMIHOCTBIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHI. /I TaKuX CTYIEHTOB MpEAycMaTpUBAETCs NOCTyNHas (opMma MpeaocTaB-
JIEHUs] OTBETOB HA 3aJIaHUs, A UMEHHO:

* IUCbMEHHO Ha Oymare wiu HabOpOM OTBETOB Ha KOMIIbIOTEpe (AJIs MLl C HApyLICHUS-
MU CllyXa, peuHn);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPMAHTOB C UCIIOJIIb30BAHUEM YCIIYT acCCUCTEHTa (J1s
JIMI] C HApYLIEHUSIMU OIIOPHO-/IBUTaTEILHOTO allapara);

* YCTHO (7151 JIUIL ¢ HApYLIEHUSIMU 3PEHHUs, OIIOPHO-ABUIaTEIbHOIO allapara).

[Tpu HEOOXOAMMOCTH I O0YYAIOIIUXCS ¢ MHBAJIHIHOCTBIO MPOLIEAYypa OLICHUBAHUS pe-
3yJIbTaTOB O0Y4YEHHS MOXKET IIPOBOIUTHCS B HECKOJIBKO ITAIOB.
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