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1 OOume mooKeHus

PaGouas mporpamma u pOHJ OIEHOYHBIX CPEJCTB AUCHUTUINHBI «ATMUHUCTPUPOBAHUE
CUCTEM U KOMITBIOTEPHBIX CETEH» COCTABJICHBI B COOTBETCTBHH C TPeOOBaHUAMU (e1epaIbHOTO
roCyJapCTBEHHOTO 00pa30BaTeIbHOIO CTAHAAPTA, YTBEPKACHHOTO MPUKa30M MUHOOpPHAYKH
Poccuiickoit ®eneparuu ot 26.11.2020 Ne1457, u ocHOBHOM npodeccnoHaIbHONW 00pa3oBa-
TETHHOU IIPOTPaMMBI MOATOTOBKH «AHAIIN3 0€30MacHOCTH HH(POPMAITMOHHBIX CHUCTEMY TIO CIIe-
nuanbHOoCcTH «10.05.03 MHbopmarmornHas 6€30macHOCTh aBTOMATU3UPOBAHHBIX CUCTEM.

3agaqn Cdopmuposats y 00ydaronuxcst mpodeccuoHanbHbIe KOMIIETEHINH, HE00X0-

AUCIHUIIINHBL JIUMBIE JIJIs1 BBITTOJTHEHUS TIPO()ECCHOHATILHOM IESITEIbHOCTH TT0 aIMUHUCTPH-
POBaHUIO M YIAJIEHHOMY YIPABJICHUIO HH(POPMAIMOHHBIMH CHCTEMaMH..

OcHoBHBIE AJIMUHHCTPUPOBAHUE CUCTEM. Y IPABJICHHUE CEThIO U BUPTyaAJIU3aLUs

paszenbl / TeMbI

JUCLHUTIIIUHBI

2 IlepeyeHb MIAHMPYEMBIX Pe3y/JIbTATOB 00yYeHUS MO AUCHUILINHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUSI KOMIIeTeHIU

[Ipotuiecc m3yyeHus: TUCUMUILUIUHBI «ATMUHUCTPUPOBAHUE CUCTEM M KOMITBIOTEPHBIX Ce-
Tei»» HampaBlieH Ha (opMHUpOBaHUE ClIEAYIOMUX KoMneTeHuid B cooTBeTcTBrM ¢ ®I'OC BO un
OCHOBHOI1 00pa30BaTeIbHON IPOrpPaMMOii:

Ko n HaumMeHoBaHNE KOM-
ETECHIINU

Nupukatopel 1OCTHXKEHUS

[Inanupyemslie pe3ysbTaTsl
00y4yeHMs 10 JUCLUIUINHE

OIIK-12 CnocobeH npume-
HATh 3HaHUsA B 00J1acTH Oe3-
OTMACHOCTH BBIYMCIIUTEIb-
HBIX CETEH, ONEPallMOHHBIX
cUCTeM U 0a3 JaHHBIX MIPU
pa3paboTke aBTOMATH3UPO-
BaHHBIX CUCTEM,;

OIIK-12.1 3HaeT npuHIMIIBI TIO-
CTpOEHUs U (PYHKIIMOHUPOBAHMUS,
MIPUMEPHI peaTu3aIiui CoBpe-
MEHHBIX JIOKaJbHBIX U IJ100aJh-
HBIX KOMITBIOTEPHBIX CETEH, orre-
PaIMOHHBIX CUCTEM U 0a3 J1aH-
HBIX; OCHOBBI 0OecTieueHHs HH-
(dhopMalmoHHON 6€30MacHOCTH
BBIUUCIIUTENILHBIX CETeH, orepa-
LIUOHHBIX CUCTEM U 0a3 JJaHHBIX
OIIK-12.2 YMeeT mpoeKTupo-
BaTh U aJIMUHUCTPUPOBATH KOM-
MBIOTEPHBIC CETH, PEATU30BBI-
BaTh MOJIUTUKY O€30M1aCHOCTH B
ceTsax OBM, onepalinoHHbIX CH-
cTeMax U 6a3ax JIaHHBIX
OIIK-12.3 Bnageet HaBBIKaMHU
MOCTPOEHHSI U aIMUHUCTPUPOBA-
HUST KOMITBIOTEPHBIX CeTeH,
aJIMHUCTPUPOBAHMS OTepaIOH-
HBIX CHCTEM U 0a3 TaHHBIX C
y4eToM TpeboBaHMi 1o obecrie-
YeHHI0 0e30M1acHOCTH

3HaeT TeKyIlee COCTOSIHUE U
TEHJCHIIMH Pa3BUTHUS UH-
(dopMaIMOHHBIX TEXHOJIOTHH,
CETEH U CUCTEM IIepeaun
uH(popManun

VYMmeeT ninaHupoBaTh, opra-
HU30BBIBaTh U KOHTPOJIUPO-
BaThb BBINOJIHEHUE MEPOIIPH-
ATUN 1O aluTe HHpOpMaLnn
B CETAX

Bnaneer merogamu npoek-
TUPOBAHHUS U HaBBIKAMH JKC-
IJTyaTallui CUCTEM M CETEU
nepeaayn uHpopMaIy npu
perieHuu 3aaad npodeccuo-
HaJIbHOM AEATEIbHOCTU
3HaeT NPUHIMIIBI [TOCTPOE-
HUS U QYHKIIMOHUPOBAHUS,
MIPUMEpPHI pealin3aluu co-
BPEMEHHBIX JIOKAJIBHBIX U
rJ100aJTbHBIX KOMIIBIOTEPHBIX
ceTeil; OCHOBBI 0OecIIeueHus
nH(popMalMOHHOHN Oe3ormac-
HOCTH BBIYHUCIIUTENBHBIX CE-
Ten

YMeeT NIpOeKTUPOBaTh U aji-




MHUHHCTPUPOBATH KOMIIbIO-
TCPHBIC CCTHU, PCAJIN30BLIBATH
HOJIUTUKY 0€30IacHOCTH B
cersax OBM,

Brnaneer HaBblkamMu ocTpo-
CHUA U AAIMUHUCTPHUPOBAHUSA
KOMIIbIOTEPHBIX CETEH C yue-
TOM TpeOoBaHuil 1o obecre-
YEeHUI0 0€30I1aCHOCTH

3 MecTo IMCHUILUIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTe/ibHOii MporpaMMsl

JucruruinHa BXOAUT B cocTaB 0yioka 1 «/lucuuniauael (MOITyNIN)» U OTHOCUTCS K 00s-
3aTeJIbHON YacTH.

Mecto aucuumiauHbl (3Tan GopMHpPOBaHHS KOMIIETEHIIMN) OTPAXKEHO B cXxeme (popmu-
pOBaHMs KOMIIETEHIMHM, IPEACTAaBICHHOW B JOKyMeHTe QyeHnouHvle mMamepuanvl, pa3MelleH-
HOM Ha caiite yHuBepcutera WWw.Knastu.ru / Haw ynusepcumem / Obpazosanue / 10.05.03
Hnpopmayuonnas bezonacnocms asmomamusuposanivix cucmem /Oyenounvle Mmamepuavl).

Jucuunnmza ««AIMUHUCTPUPOBAHUE CUCTEM M KOMIIBIOTEPHBIX CETEH»» YACTUYHO pea-
nau3yercs B opMe MPaKTUYECKOU MOATrOTOBKH. [IpakTHyeckasi MOAroTOBKAa OPraHU3yeTCs MyTeM
MPOBEICHUS, Ta0OPATOPHBIX PA0OT, BHIMOIHCHHUS KYPCOBBIX/ pabOT, HHBIX BHJIOB YUcOHOM Jesi-
TEJIBbHOCTH.

4 CopepixaHue TUCHHUILINHBI (MOYJIs1), CTPYKTYPUPOBaHHOE 110 TeMaM
(pa3zaesiaM) ¢ yKkazaHueM OTBEIE€HHOI0 HA HUX KOJMYeCTBA aKaJeMUYeCKUX
4acoB U BHJ0B y4eOHOH padoThI

4.1 CTpyKTypa H cojiep:kaHue JMCHUIIMHBI 115 04HOH (popMBbI 00yUeHUs!

JucuunnmHa «AJIMUHUCTPUPOBAHNE CUCTEM U KOMITBIOTEPHBIX CETEi» U3ydaercs Ha 4
Kypce, 7 ceMecTpe.

OOmast TpyAOEMKOCTh JUCHUILIUHBI COCTABISAET 3 3e., 108 4., B TOM umucne
KOHTaKTHasi paboTa o0yJaromuxcs ¢ npenogasareieM 48 9., IpOMeKyTOYHAs aTTECTAlUs B
dopme 3auera, camocTosTeNnbHast paboTa odyyaromuxcs, 60 q.

Buner yue6HOI paboThl, BKIIIOYasi CAMOCTOATEIBHYIO pa-
00Ty 00y4JarImuXCs ¥ TPYAOEMKOCTH (B Hacax

KonrtakTHas pabota

HaumenoBanue pasaciioB, T€M U CO- npenoaaBareisd € 06yqalom1/1-

Jep)KaHue MaTepHraia MHCS VIKP [Tpom. CPC
[Ipaktu- | Jlabopa- aTTecT.
Jlexuum | 4eckue TOPHBIE
3aHATHSL | paboTHI
AJIMHUHUCTPUPOBAHUE CHCTEM.
AnmunuctpupoBanne Windows cu-
creMm. [loHsTHE «aJIMHUHHCTPUPOBA-
HHE» MPUMEHUTENHHO K HH(pOpMa- 8 16 30
IIMOHHBIM cucTeMaM. WHdopmarm-
OHHBIC CHCTEMBI U X THIIbL. 3a7a4H,
(GYHKIMH ¥ BUABI QIMUHHCTPUPOBA-




HanmenoBanue pas3zneinos, TeM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCA

Jlexknuu

IIpakTu-
YEeCKUe
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

NKP

[Tpom.
aTTecT.

CPC

HUSl B UHQPOPMALIMOHHBIX CHUCTEMaX.
ABTOMaTH3a1Us YIPABIEHUS CETHIO.
AJIMMHHCTpUpOBaHHE B KOpIOpa-
TUBHBIX ceTsx. KimeHTckue u cep-
BepHble cuctemMbl Windows. Ilpen-
BapuTenbHas HacTporka. OyHKIHO-
HaJbHBIC BO3MOXXHOCTH U 3DPek-
TUBHOCTh  PEAIM3ALUU  CHCTEMBI
Windows Server. MeToasl, THUIIEI U
stambl ycraHoBkH Windows Server.
[TapameTpsl KOH(Urypamuu mocie
ycraHoBkn Windows Server. Pasz-
BEPThIBAHHUE POJM CEpBEpa B COOT-
BETCTBHH C OIPEACICHHBIMA Ou3-
HeccueHapusmMu. Peanusanus coot-
BETCTBYIOILIUX pOJIEH cepBepa s
HOJJIEP)KKH KOHKPETHOI'O CLIEHAPHUS.
Active Directory.
AnmuHuctpupoBanue Linux  cu-
creM. JMCTpuUOYTHBBI, YCTaHOBKA,
KOMaHJHas CTpOKa. YIpaBieHHE
MIOJIB30BATEISIMU U yCTPOMCTBAMU.
YcTaHoBKa mporpamMMHoOro obecre-
yenuss B OC cemeiictBa Linux.
VYnpasnenue Qaiinamu U KaTajgora-
mu. CereBble yruiauThl Linux. Pa3z-
JiefieHre MpaB AocTyna K (dailnam u
karajoram B coBpeMeHHBIX OC. Pe-
an3anus paszeleHus npas JocTymna
K ¢aitnam B OC *NIX. MexcereBoit
HKpaH.

YnpasiieHue ceTbI0 U BHPTYaJIH-
3anus

VYrpaBineHue CeTbI0 NPEINPUSATHS.
WUndpactpykrypa WT. TIlonsrue
KOMIBIOTEPHON ceTH. JIokalibHbIE U
rinobaneHbie ceTd. Knaccudukarus
JOKAJIbHBIX ceTeld. OCHOBHBIE KOM-
NOHEHThI ceTH. (CeTeBble yCTpOW-
ctBa. Tomosorus cetu. Tumbl Ka-
OCNBHBIX Cpejl TepeJavyd JaHHBIX.
[Taketsr 1 mportokonbl. Paccmarpu-
BalOTCS OCHOBBHI paOOTHI MapIIpyTH-
3alMM M KOMMYTAIlMM, JAETCS I0-

16

30




HanmenoBanue pas3zneinos, TeM U CO-
JepKaHue MaTepuaia

Bunpl yue6HOM paboThI, BKIIFOYAsi CAMOCTOSATEIBHYIO pa-

60Ty 00yJarOIUXCS ¥ TPYJOEMKOCTH (B Hacax)

KonTaktHas pabora
IperoiaBaTesisi ¢ 00yJaroy-

MHCA

Jlexknuu

IIpakTu-
YEeCKUe
3aHATHUSA

Jlabopa-
TOPHBIC
paboThI

NKP

[Tpom.
aTTecT.

CPC

JIpoOHOE omnucaHue paboThl MOACIH
creka npotokoioB TCP/IP (kak ot-
JIEJIBHO 10 YPOBHSIM, TaK U B LIEJIOM)
.PaccmaTtpuBarorcs mpOTOKONIBI Ka-
HanbHOrO ypoBHs VLAN, BBeneHue
B CTaTHYECKYI0 U JIMHAMUYCCKYIO
MapIIpyTH3AIHIO, MPUMEHEHUE
CTaHJAPTHBIX CITUCKOB KOHTPOJIS
noctyna, DHCP a Ttakxe mpeoGpa-
3oBaHue cereBbix [P-agpecoB NAT.
Oco0oe BHUMaHHE YIENAETCA HU3Y-
YCHUIO IPUHIIUIIOB TIPOCKTUPOBAHUS
JIOKAJIbHBIX CETEH.

Bupryanuzanus B uHGOpMAIUOH-
HBIX cucTteMax. PaccmarpuBaercs
KOHIIEIIINS BHUPTyaTU3allud M HC-
MOJIb30BaHUs OOJIAYHBIX BBIYHCIIE-
HUH, TPUBOAATCS TpUMEpPHl SaaS u
laaS. Ocoboe BHMMaHHE YAENSETCS
MPOrPaMMHBIM M allllapaTHBIM TH-
nepsusopam KVM, Microsof, Ora-
cle, VmWare, paccmarpuBaroTcs
OCHOBBI ~ MH(MOPMAllMOHHONH  0e3-
OIMACHOCTH B BUPTYAJIbHBIX HH()pA-

CTPYKTYpax.

3auem. [IpoBoauTCS HA MOCTIEHEM 3aHITUN
CEMHHAPCKOT0 THUIA

UTOoIro
10 AUCHUILIMHE

16

B TOM
qKCIIC B
dbopme
mpak-

THYe-

CKOM
OJITO-
TOBKHU:

32

B TOM
qHClie B
dhopme
MIPaKTH-
YECKOM
MOJITO-

TOBKHU:

8

60

* peasin3yertcs B opMe MPaKTHIECKOM MOTOTOBKH

5 OmuneHo4HbIe CpeacTBa VI IPOBeICHNS TeKYLIero KOHTPOJIsl U
NMPOMEKYTOYHOM aTTecTAlluU 00y4AIIHUXCH M0 TUCUHUIINHE (MOIYJII0)

6




@DOHIIBI OIIEHOYHBIX CPEICTB IS MPOBEACHUS TEKYIIEro KOHTPOJS YCIEBAEMOCTH H
MPOMEKYTOYHOW aTTECTAlMU OOCYXTAIOTCS W YTBEPXKIAIOTCS Ha 3acemanuu kadenpsr. [loi-
HBI KOMIUIEKT KOHTPOJIBHBIX 33/IaHUI UM UHBIX MAaTEPHAIOB, HEOOXOUMBIX JJIsSI OICHUBAHUS
pe3yabTaToOB OOYYECHUS M0 AUCIUILINHE (MOJYIIIO) XpaHUTCS Ha Kadeape-pazpadoTunke B Oy-
Ma)XHOM HJIM DJICKTPOHHOM BHJE, TaKKe (POHIBI OIEHOYHBIX CPEJCTB JOCTYITHBI CTYJICHTaM B
JUYHOM KaOWHETE — pa3en yueOHO-MEeTOInUecKoe oOecTieueHue.

6 YueOHO-MeTOAUYecKOe U MHPOPMAIIMOHHOE 00ecTiedeHne JUCIIUIMHBI
(MmomxyJin)

6.1 OcHoBHasl ¥ 10NOJHUTE/ILHAS JUTEpaTypa

[Iepeuenb peKOMEHAYEMOM OCHOBHOW M JOMOJIHUTEIBHOM JUTEpPATyphl MPEICTABIEH HA
caiite ynuBepcurera WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnpopma-
YuonHasi Oe30naAcHOCMb A8MOMAMuU3UPO8anHulx cucmem / Pabouuii yuebnwiii nian / Peecmp nu-
mepamypul.

6.2 CoBpemeHnHble npodeccuoHATbHBIE 023bI JAHHBIX U HH(OPMALIMOHHBbIE
CIIPaBOYHbIE CHCTEMbI, HCIOJIb3yeMble MPHU 0CYLeCTBIEHUH 00pa30BaTeIbHOI0
npouecca no JUCHUIINHE

Kaxnomy obyuatomemycs obecrieueH A0cTyn (yAaJICHHBINA JOCTYI), B TOM YHUCIIE B CIIy-
Yyae MPUMEHEHUsS JIEKTPOHHOrO OOydYeHUs, TUCTAHIIMOHHBIX OOpa30BaTENbHBIX TEXHOJIOTUH, K
COBPEMEHHBIM MPO(PECCHOHATBHBIM 0a3aM JTaHHBIX U MH(POPMAIIMOHHBIM CIIPABOYHBIM CHCTE-
MaM, ¢ KOTOPbIMHU Y YHUBEPCUTETA 3aKIIOUEH JOTOBOP.

[Tepeuenr pexoMeHayeMBIX MpOoGEeCcCHOHANBHBIX 0a3 JaHHBIX M WHOOPMAIIMOHHBIX
CMPaBOYHBIX CHCTEM TPEICTABJICH Ha caiiTe yHUBepcuTeTa WWW.Knastu.ru / Haw ynusepcumem
/ Obpazosanue / 10.05.03 Hugopmayuonnas 6e3onacnocmos asmomamusuposantulx cucmem |
Pabouuii yuebnwiii nnan / Peecmp O5C.

AkTyanbHas HHGOpMAITUS 10 3aKIIFOUEHHBIM Ha TEKYIIUA y4eOHBIN ToJ1 TOTOBOpam IMpu-
BeJieHa Ha cTpanulie Hayuno-rexaunueckoit oudmmnorexu (HTH) Ha caiite yHuBepcurera

https://knastu.ru/page/3244

6.3 IlepedeHb pecypcoB HHGOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOM CeTH
«HTepHET», HEOOXOAMMBIX /IJISI OCBOCHUS TUCHHUILINHBI (MOIYJIs1)

Ha ctpanuue HTBb mM0XHO BOCIONIB30BaThCsl HMHTEPHET-PECYpCaMU OTKPBITOrO JOCTYIA
10 YKpYIHEHHOU rpymme Hanpaeinernid u cnenuainbaocterd (YIHC) 10.00.00 UndopmanmonHas
0€3011aCHOCTb!

https://knastu.ru/page/539

Haspanwue caiita ] DJIEKTPOHHBIN apec

CalThl SJICKTPOHHBIX (bOH)IOB HOpMaTHBHO-TCXHquCKOﬁ JOKYMCHTAIIUU 110 CTPOUTCIILCTBY

baza manabIx HOPMAaTUBHBIX JOKYMCHTOB JIs1

http://www.norm-load.ru
CTPOUTENIbCTBA OecriaTHast).

BecruatHas nHdopMaImoHHO-CIIpaBOYHAs CU-
CTeMa OHJIalH JOCTYyIa K IMOJIHOMY COOpaHHUO http://gostrf.com
TEXHUYECKUX HOPMATHUBHO ITPAaBOBBIX akTOB PD.

TexHo3KCIEPT. DIEKTPOHHBIN (HOH/T TPAaBOBOM U

. http://docs.cntd.ru
HOPMAaTUBHO-TCXHUYCCKOU JOKYMCHTAIIUU.
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C IICJIBIO ITOBLIIICHUA Ka4€CTBA BEACHU L OGpaBOBaTeJ’H:HOﬁ ACATCIIbBHOCTHU B YHUBCPCUTCTC
co3/1aHa JIeKTPOHHAass HHHOPMAIMOHHO-00pa3oBaTenbHas cpena. OHa mojpa3yMeBaeT OpraHu-
3alMI0 B3aUMOJICHCTBUS MEXly 00yJaroIMMHKCS U IIPENOoJaBaTe/IIMU 4Yepe3 CUCTEMY JIMUHBIX
KaOWHETOB CTYJCHTOB, PACIOI0KEHHBIX Ha O(DUIIHATHLHOM CaiiTe YHUBEPCUTETA B HH(POPMAIIH-
OHHO-TEJIEKOMMYHHUKAIIMOHHOM ceTn «MHTepHEeT» Mo aapecy https://student.knastu.ru. Co3gan-
Hast ”HPOPMAIIMOHHO-00pa30BaTe/ibHasl Cpejia MO3BOJISACT OCYIIECTRIIATH B3aUMOICHCTBHE MEXK-
1y Y4aCTHHKaM# 00pa3oBaTeIbHOTO MPOIecca MOCPEACTBOM OPTaHU3aIuU JUCTAHIIMOHHOTO
KOHCYJIbTUPOBAHUS 110 BOIPOCAM BBIMOJHCHHUS MPAKTUICCKUX 3aTaHHM.

7 OpraHu3auMOHHO-IIeJATrOrH4YecKHe YCJI0BUS

Opranu3zanus o0pa3oBaTeIbLHOrO MpoLiecca perJaMeHTHpYeTcs yueOHbIM IUIaHOM U pac-
MUCaHUeM y4eOHBIX 3aHATUU. SI3bIK 00ydeHwus (mpemnonaBaHus) - pycckuid. Jlyis Bcex BHUIOB
ay/IUTOPHBIX 3AHATHI aKaJEMUYECKUM Yac yCTAHABIMBAETCS MIPOIOJKUTEIBHOCTHIO 45 MUHYT.

[Ipu GopmupoBaHuM CBOEH HMHAMBHIYaTbHOH 00pa30BaTENbHOW TPACKTOpHUU OOydaro-
HIMICST UMEET MPaBO Ha Mepe3adyeT COOTBETCTBYIOIIUX AUCHUIUIMH U MPO(HECCHOHATBLHBIX MOIY-
JIeid, OCBOEHHBIX B IPOIIECCE MPEAIIECTBYIONIETO 00YYeHHS, KOTOPBIA OCBOOOKIAET 00ydJaroie-
rocst OT HEOOXOAUMOCTH UX TIOBTOPHOTO OCBOEHUSI.

7.1 OOpa3oBaTejbHbIE TEXHOJIOTHU

VY4eOHblil npolecc NpH MpernojaBaHud Kypca OCHOBBIBAETCSI HAa UCIOJIb30BAHUU Tpaiu-
LMOHHBIX, UTHHOBALIMOHHBIX U MH(MOPMAIIMOHHBIX 00pa30BaTEIbHBIX T€XHOJOrHH. TpanuunoH-
Hble 00pa3oBaTeIbHbIC TEXHOJIOIUU MPEACTaBIEHbI JEKIUIMUA U CEMUHAPCKUMU (IIPAKTUYECKU-
MH) 3aHATHSAMH. VIHHOBaIIMOHHBIE 00pa30BaTeNIbHbIE TEXHOJIOTHMH HUCIIOJIb3YIOTCS B BUJE LIUPO-
KOTO IIPUMEHEHUS aKTUBHBIX U MHTEPAaKTUBHBIX (GOpM NpoBeieHus 3aHatuil. MHdopmanmonHsie
o0pa3oBaTe/IbHbIE TEXHOJOTUU PEATU3YIOTCS MyTEeM aKTUBU3AIMM CaMOCTOSTEIbHONW pPadOThI
CTYZICHTOB B MH(OPMALIMOHHOM 00pa3oBaTeIbHOIl cpefe.

7.2 3aHATHA JEeKIHOHHOI0 TUIIA

JIeKIIMOHHBIN Kypc MpeanoaraeT CUCTEMaTU3UPOBAHHOE M3JI0)KEHHUE OCHOBHBIX BOIIPO-
COB Y4eOHOT0 IJIaHa.

Ha nepBoii nexuuu nektop 00s3aH MperynpeIuTh CTYI€HTOB, IPUMEHUTEIBHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHUKaM, yueOHBIM TOCOOMSIM) OyIeT MPOUUTaH KypcC.

JIeKIIMOHHBIN KypC JOJDKEH JaBaTh HauOosbLIMKA 00beM MHpOpMaluu U 0OecreunBaTh
Oosee riry0oKoe MOHMMaHUE Y4e€OHBIX BOIIPOCOB MPU 3HAUMTEIHLHO MEHbBILEH 3aTpaTe BPEMEHH,
4yeM 3TO TpeOyeTcsi OOJIBIIMHCTBY CTYACHTOB Ha CAMOCTOSITENIbHOE U3yUeHHE MaTepHara.

7.3 3aHATHS CEMHHAPCKOIro THIA

CemuHapckue 3aHATHS MPEICTABISAIOT COOON JeTanu3aluio JEKIIMOHHOTO TEOPETUYECKO-
ro Marepuana, IpPOBOAATCS B LEAX 3aKPEIUICHNs Kypca U OXBATHIBAIOT BCE OCHOBHBIE PA3/IEIbl.

OcHoBHO# (hopMOIi TPOBECHHSI CEMHHAPOB SBJSIETCS 00CYyX/IeHHe Haubosiee nmpooseM-
HBIX M CJIOKHBIX BOMPOCOB IO OTAEIbHBIM Te€MaM, a TakXe pa30op MPUMEPOB U CUTyalud B
ayJUTOPHBIX YCIOBHAX. B 00s13aHHOCTH mpenojaBareist BXOIAT: OKa3aHHE METOJUYECKOH Mo-
MOIIIM ¥ KOHCYJIbTUPOBAHUE CTYJEHTOB IO COOTBETCTBYIOIIMM TEMaM Kypca.

AKTHBHOCTb Ha CEMMHAPCKHUX 3aHATHAX OLICHUBAETCSA IO CIEAYIOLUIUM KPUTEPUIM:

* OTBETHI Ha BONPOCHI, TPEAJIAraeMble MPENOJaBaTEIEM;

* Y4aCTHE B IUCKYCCHSIX;

* BBITIIOJIHEHHUE NTPOCKTHBIX U MHBIX 3aJaHHMH;

* ACCUCTHPOBAHUE MPENOIABATENIO B IPOBEACHUN 3aHATHH.
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OTBer noJmKeH ObITh apryMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCTIOKHBIM, COIEPKATh
CCBUIKU Ha UCTOYHUKH.

Jloknansl ¥ ONIIOHMPOBAHHUE JTOKJIAZOB IIPOBEPSIOT CTEIEHb BIAJCHUS TEOPETUYECKUM
MaTEepUaIoOM, a TAK)KE€ KOPPEKTHOCTb U CTPOrOCTh PACCYKIACHUM.

OueHuBaHuE 3a/1aHUM, BBIIIOJIHEHHBIX HAa CEMHUHApCKOM 3aHATHUH, BXOAUT B HAKOIUIEH-

HYIO OIICHKY.
7.4 CamocTosiTeJibHAsi pa00Ta 00y4aOIMXCH MO JUCHHUILIHHE (MOTYJIIO)

CamocTtosTenbHas paboTa CTYIEHTOB — 3TO MPOLIECC AKTHUBHOTO, IEJIEHANPABICHHOTO
nproOpeTeHus CTYIEHTOM HOBBIX 3HAaHHWM, yMEHUI 0e3 HEeNOCPEICTBEHHOTO YYacTHsl Mperoaa-
BaTelsl, XapaKTEepU3YIOIUNCA MPEAMETHON HampaBlIEHHOCTHIO, 3(P(GEKTUBHBIM KOHTPOJIEM U
OLIEHKOM pe3yIbTaTOB AESATEILHOCTH 00YyUJaIOMIerocs.

[lenu caMOCTOSTENBHOM pabOTHI:

* CUCTEMAaTH3alysl U 3aKPEIJICHUE MOJIyYEHHBIX TEOPETUYECKUX 3HAHUHN U MPAKTUYECKUX
YMEHUH CTY/IEHTOB;

- yriryOJIeHne U pacliupeHne TEOPETUIECKIX 3HAaHUH;

- (hopMHpOBaHHE YMEHUIN HCIOIB30BaTh HOPMATUBHYIO U CIPABOYHYIO JTOKYMEHTAIIUIO,
CHELHAJIbHYIO JINTEPATYPY;

- pa3BUTHE MMO3HABATENBHBIX CIIOCOOHOCTEH, aKTUBHOCTU CTY/I€HTOB, OTBETCTBEHHOCTH U
OpraHU30BaHHOCTH;

- (hopMHpOBaHHE CAMOCTOSTEIBHOCTH MBIILIECHUS, TBOPYECKON MHUIIMATUBBI, CIOCOOHO-
CTEH K cCaMOpPa3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO M CaMOpeaIn3aliy;

* pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUHN U aKaIEMUYECKUX HABBIKOB.

CamocTosTenbHasi paboTa MOXKET OCYLIECTBISATHCS UHIMBUIYaIbHO WM TPyHIaMH CTY-
JICHTOB B 3aBUCHUMOCTH OT 1I€JIH, 00beMa, YPOBHS CIIOKHOCTH, KOHKPETHOW TEMATUKH.

TexHonorust opraHu3ali CaMoCTOSITENIbHOM pabOThl CTY/I€HTOB BKJIIOYAET HCIOIb30Ba-
HUe HH(POPMAIIMOHHBIX U MaTE€PUATbHO-TEXHUYECKHX PECYPCOB YHUBEPCUTETA.

KoHTponb pe3ynpTaToB BHEAyIUTOPHON CaMOCTOATEIbHOW PAaOOTHI CTYAEHTOB MOXKET
IPOXO/UTh B MUCbMEHHOM, YCTHON MIIM CMELIaHHOM (opme.

CTyneHThl JOJKHBI MOAXOAUTh K CaMOCTOSITENIbHOM padoTe Kak K HauBaKHEUIIEMY
CPEICTBY 3aKpeIJICHUs U Pa3BUTUS TEOPETUUYECKUX 3HAHMMU, BhIpaOOTKE €IMHCTBA B3IVIAJOB Ha
OTJIeIbHBIE BOIIPOCHI Kypca, IPUOOpETEHUS ONPEIEIIEHHBIX HaBBIKOB U MCIIOJIb30BaHMsI podec-
CHOHAJILHOW JIMTEPATYPBHI.

7.5 MeTtoanuyeckne peKOMEHIAUMH 111 00YYAKUIUXCH M0 OCBOCHH IO U CHUILINHBI

[Tpr w3yyeHHM IAUCUMUIUIMHBI OOYYarOIMMCS 11€JIeCO00pa3HO BBINOIHITH CIEAYIOIINE
PEKOMEHIaluu:

1. U3yuenne yueOHOM TUCIUIUIMHBI JODKHO BECTHCH CUCTEMATHUECKH.

2. [Tocne u3yueHus: Kakoro-inbo paszzena Mo y4eOHUKY WIIM KOHCIEKTHBIM MaTepuanam
PEKOMEHIYETCSl IO TaMSTH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, ONIPEAEIEHUS, TOHATHS pas3ze-
na.

3. Ocoboe BHMMAaHUE CIEAYET YAEIUTh BHIMOJIHEHUIO OTYETOB 110 MPAKTHUYECKUM 3aHATH-
AM 1 UTHAVNBUAYAJIbHBIM KOMILJICKCHBIM 3a/JaHHUAM Ha CAMOCTOATCIIBHYTO pa60Ty.

4. Bca TemaTrKa BOIIPOCOB, U3YYaEMBIX CaMOCTOSITENIBHO, 3a/1a€TCS Ha JIEKLUAX MPENo-
naBatenieM. MM ke aroTcs UCTOYHHUKH (B MEPBYIO OYepe/lb BHOBH M3JaHHbBIE B MEPUOINYECKON
HaY4HOI uTeparype) Ui 6ojee AeTalbHOr0 MOHUMAaHUs BOIIPOCOB, 03BYUYEHHBIX Ha JIEKIIUU.

[Ipu camocTosATenpHON TPOPAOOTKE Kypca 00ydaromuecs TOJDKHBL:

* IPOCMATPHUBATh OCHOBHBIE ONPEAETICHUS U (PaKThI;

* IOBTOPUTh 3aKOHCIEKTUPOBAHHBIM Ha JIEKLIMOHHOM 3aHATUU MaTepuai U JONOJHHUTH
€ro ¢ y4eTOM PEKOMEHJOBAHHOM 110 JaHHOU TEME JIMTepaTyphl;
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* UIBYYUTb PCKOMCHIAOBAHHYIO JIMTCPATYPY, COCTABIIATH TC3UCHI, AHHOTAIUU WU KOHCIICKTLI

HanboJee BaXKHBIX MOMCHTOB;,

* CaMOCTOATCIIBHO BBIIMMOJIHATH 3a/IlaHUS, aHAJIOTUYHBIC IPCAJIaraCcMbIM Ha 3aHATUAX
* UCITIOJIB30BATh JJIsI CaMOIIPOBEPKHU MaTCpHaJIbl (1)0H,I[a OLICHOYHEIX CPEACTB.

8 MarepuajbHO-TEXHHUYECKOE 00ecrieueHne, He0OX0uMoe 1151
OCylIecTBJIeHHS 00Pa30BaTEeIbLHOIO NMPoIecca Mo TUCHUILINHE (MO1YJIIO0)

8.1 JIuneH3MOHHOE H CBOOOTHO PACIPOCTPaHsIEMOe MPOrpaMMHOe odecrieYeHue,
HCIOJIb3yeMoe NPH OCYIIEeCTBJIEHHH 00Pa30BaTeILHOTO MpoLecca

o JTMCHMILJINHE

YHuBepcUTeT oOecredeH HeOOX0IMMBIM KOMILIEKTOM JIMIIEH3HOHHOTO M CBOOOHO pac-
HPOCTPAHSIEMOro MPOrPaMMHOT0 OOECHeUeHHs, B TOM YHCJIE OTEYECTBEHHOT'O INPOM3BOJCTBA.
CoctaB mporpaMMHOTO obecreueHus, HeOOXOMMOTO JIUIsl OCBOCHUS IMCIUILINHBI, IPHUBEICH Ha
caiite yHuBepcurera WWW.Knastu.ru / Haw ynueepcumem / Obpazosanue / 10.05.03 Hnpopma-
yuonnas 0e30nacHOCmyb A8MOMAMU3UPOBAHHLIX cucmem / Pabouuii yueOnwvii naan / Peecmp

110.

AXTyanpHBIE Ha TEKYIIMHA y4eOHBIH TOJX PEKBH3HUTHI / YCIOBHS HCIIOJIB30BAaHUS IPO-
IrpaMMHOro obecrieueHus npuBeeHbl Ha crpanule UT-ynpasnenus Ha caiiTe yHUBEpcUTeTA:

https://knastu.ru/page/1928

8.2 VYuebdHo-1200paTOpHOE 000pPY/IOBAHHE

Aynuropust

HawnmeHoBaHue ayautopuu
(;1aboparopun)

Hcnonszyemoe o6opyaoBaHue

202/5 Jlabopatopus

uHpOpMaLUu

IPOrpaMMHO-
anmnapaTHbIX CPE/ICTB 3aIIUThI

C3U1 HCJ] Secret Net, C31 HCJ] Dallas Lock,
C31 HCA Crpax NT, C3U HCJ Wlur PX]I,
C3U HCJ Aypa ,C31 HCI Kpunron ,C31U HCJI
Axkopa, ®UKC, Pesuszop 1,2 kak pis oneparu-
OHHBIX cucteM cemeiictBa Windows Tak M s
Linux, PeBuzop Cetu 2.0, AHanuzatop ceTeBoro
Tpappuka AcTpa,ATeHT HUHBEHTapU3allUU Ce-
Tu,CkaHep cereBoil 6e3omacHoctu XSpider, Te-
prep, Secret Net Touch Memory Card, Kpunrton
AM/3, Axxopn AMJ/3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyroyk ¢ Windows 7+mpoektop.
16 TI9BM Ha 6a3e mpoueccopoB He Hmke Intel
Pentium IV

303/3 JlaGopaTopus

CTEM

3aIUIIEHHBLIX
ABTOMAaTU3UPOBAHHBIX

Dallas Lock 8.0-C nomep nunensuun 47488-9375-
279, Secret Net Studio aBTOHOMHBIE M CETEBBIE
BapuaHThl HoMep nuuensun 13A6E7. § IIOBM,
CVYB/.

AHanmm3aTop CrekTpa 3JeKTPO-MarHUTHOTO TOJIS
R&S FSC3, usmepurensHas anrensa [16-50, ce-
JEKTUBHBIN MUKpoBosbTMETp SMV 8.5, SMV 11,
TEHEepaTop TECTOBOIO AaKyCTHYECKOTo CHUTHaia

10



http://www.knastu.ru/
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AC-1, cucrema 3amMThl OT yTEYKH IO BUOPO-
aKycTuueckomy kaHainy KamepToH, um3aMepuTelnb
myma u Bubpamuu OKTABA 110A B xoMIuiekTe
C IpeAyCUINTENEM, MUKPOPOHOM, aKCEIEPOMET-
poM.

201/5 JlaGopaTopusi  TEXHHYECKHUX
CPEICTB W METOJIOB 3aIlUTHI
uHpopMaun

CHeIHaM3UPOBAaHHOE 000pYIOBaHUE IO 3allUTE
nH(pOpMaLIUK OT YTEUKU MO aKyCTUYECKOMY Ka-
Haly M KaHajly IOOOYHBIX 3JEKTPOMAarHUTHBIX
m3nyyeHuit u HaBogok: Conata AB ¢ okoHeuHBI-
MU yCTpoiicTBaMu (BHOpOM3IydaTeian, akycTuye-
CKH€ M3JIy4aTelM), TEHEPATOop IIymMa JIeKTpomar-
HutHoro noist BeroM, reneparop JII'I 503, re-
neparop Conara PC-1

Texuuueckue cpenacrBa KOHTPoss d(D(eKTUBHO-
CTH 3aIMTHl HHPOPMAIMH OT YTEYKHU MO yKa3aH-
HbIM KaHanaM: KOMIUIEKT H3MEepHUTENIbHBIX aH-
TeHH AJnb0aTpoc 3, CENeKTHBHBI MHKPOBOJIb-
t™epT SMV 8,5, cenekTUBHBI MUKpPOBOJBTMETP
SMV 11, kommneke CrpyT-MHHH-A B KOMIUIEKTE
¢ mporpamMMHBIM obecrieuenuem, Unipan 233,
[I19BM cemectBa Secret, [louckoBsiii mpubOOp
STO33P IlupaHbsi B KOMIUIEKTE C MPOrPAMHHBIM
o0ecreyeHueM.

MHOE JIONIOJHUTENIEHOE 000pY/JOBaHUE:
HeIMHENHbIN jokatop NR-m, reneparop curha-
noB AKUIT 3410, koMIJIEKT U3MEPUTENbHBIX aH-
TeHH AnbbaTpoc, npoOHUK HampspkeHus CPd-1,
auteHusl DP-1 u DP-3, reneparopsl cursaios
cepun '3 u I'4.

Kommniekt TecToBbIX mporpamm 3ebpa s
Windows, st MCBC nunien3ust Homep 592

8.3 TexHuuyeckHe U 3J1eKTPOHHbIE CPeACTBA 00yYeHUs!

JleKIIMoOHHBIE 3aHATHS.

AYJII/ITOpI/II/I JUIA JICKIHUOHHBIX 3aHATHI YKOMITJIICKTOBAHbI MeOEIIbI0 U TEXHUYECKUMHU cpea-
CTBaMM OOY4YEHUS, CIy>KAIMMHU ISl MIpeJCTaBIeHUs yueOHOH nH(popMaMu OOJBIION ayanuTo-
pun (HabOpbl JIEMOHCTPAIMOHHOTO 00OpynOBaHUs (IIPOEKTOp, IKpaH, KOMIBbIOTEP/HOYTOYK),
y4eOHO-HarIsAHbIE TOCOOUS, TEMAaTHUECKUE UILUTIOCTPALIUN).

JlaGopaTopHble 3aHATHSA.

I[J'I}I J'Ia60paT0pHLIX 3aHATUH HUCTIOJIB3YCTCA ayauTOpHUsd, OCHAIICHHAA OGOpyI[OBaHI/ICM,

yKa3aHHBIM B Ta0I. 1. 8.2.

CamocrosiTeibHast padoTa.

[TomerieHust AJIsi CAMOCTOSITENNLHON paObOThI OCHAIIEHBI KOMIBIOTEPHON TEXHHUKOW C BO3-
MOXHOCTBIO TTOAKITIOUCHHS K ceTu «MHTEpHET» M TOCTYIOM K AJIEKTPOHHON MH(POPMAITMOHHO -

oOpazoBatensHOi cpene KHAT'Y:
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- 3a11 anekrpoHHoit uapopmanuu HTb KHAT'Y;
- KOMIIBIOTEPHBIE KJIACCHI (PaKyIbTeTA.

9 MHHble cBeaeHNs

MeToauuyecKue PECKOMEHIANINH 110 oﬁyqenmo JUI ¢ OrpaHNIYCHHBIMHA BO3MOKHO-
CTSAMH 310POBbA U UHBAJIMAOB

OcBoeHMe MUCHUIUIMHBI O0YUYaIOIUMUCS C OTPAHMYEHHBIMH BO3MOYKHOCTSMHU 310POBbSI
MOJKET OBITh OPraHW30BAHO KAaK COBMECTHO C JPYTMMHU OOYyYalOUIMMMCS, TaK U B OTIEIbHBIX
rpynnax. [Ipennonaratorcsi cenuaibHble YCIOBHS IS TOJIyYeHHsI 00pa30BaHUs 00y4YaroIIMMHU-
Csl C OrPaHUYEHHBIMHU BO3MOKHOCTSMH 3/10POBBSL.

[Tpodeccopcko-nienarornyeckuii cocTaB 3HAKOMUTCS C TMCHUXOJIOT0-(PU3NOIOTHYECKUMU
0COOEHHOCTSIMH 00YYarOMIMUXCsl MHBAIMAOB M JIMI[ C OrPAaHHYECHHBIMH BO3MOXKHOCTSIMH 3710pPO-
Bbs, UHJIMBUyaJbHBIMU MPOTpaMMaMH PeaOMIMTAlMK WUHBANUAOB (Mpu Hanuyuu). [Ipu Heob-
XOJIMMOCTH OCYILECTBIISIETCS JOTIOJHUTEIbHAS MOAJIEpKKa MPenogaBaHusl ThIOTOPAMHU, ICHXO-
JIoTaMH, COIIMAIbHBIMU paOOTHUKAMU, MPOIIEIIIUMHU MOATOTOBKY aCCUCTEHTaMH.

B cootBeTcTBUU ¢ MeTOAMYECKUMHU peKoMeHaanusiMu MunoO6paayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce mpeArnojaraeTcsi UCHOIb30BaTh COIMAIbHO-AKTHUBHBIC U pe-
(IiekCUBHBIE METOIBI 0OYUEHUS, TEXHOJIOTHH COIIMOKYIBTYPHOH peaOuINTaluy C HENbI0 OKa3a-
HUS TIOMOIIM B YCTAHOBJICHUH MOJIHOIICHHBIX MEXINYHOCTHBIX OTHOILIEHHUH C IPYTrUMH CTYJICH-
TaMH, CO3JJaHUH KOM(POPTHOTO MCUXOJIOTHIECKOTO KIIMMaTa B cTyeH4eckoi rpymnme. [Togbop u
pa3paboTKka y4yeOHBIX MAaTepUAIOB MPOU3BOJIATCS C yYETOM MPEAOCTABICHHS MaTepualia B pas-
JTUYHBIX (hopMax: ayauanbHOW, BU3YaJIbHOW, C HCIIOJNB30BAaHUEM CHEIHATBHBIX TEXHHUYECKUX
CPEICTB M HHPOPMAIIMOHHBIX CUCTEM.

OcBoenne nucuuiuiMHbl gunamMu ¢ OB3 ocymiecTBisieTcss ¢ HUCIOJIB30BAHUEM CPENICTB
0o0y4yeHHs OOILIEro M CreualbHOTO Ha3HAYeHUs (MEePCOHATBHOTO U KOJUIEKTUBHOTO MCHOJb30-
BaHus1). MarepualbHO-TEXHUYECKOE 00ecledeHne NMpeaycMaTprUBaeT MPUCIOCOOIeHHE ayauTo-
puil k Hyxz1am imn ¢ OB3.

®opma NpoBeACHUS aTTECTAllMK JIUIsl CTYACHTOB-UHBAINIOB YCTAaHABIMBAETCS C YUETOM
UH/IMBUYAJIbHBIX NcUXopu3ndeckux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaet-
csl 1ocTymnHas (GopMa IpeloCTaBIeHUs 3aJaHUi OLIEHOYHBIX CPECTB, @ UMEHHO:

+ B TE€YaTHOM WJIM OSJIEKTpOHHOH ¢opme (g JMIl € HapyLEHUSIMH OIOPHO-
JIBUTATEJILHOTO ammapara);

* B IIe4aTHOM (opMe UITH 3JIEKTPOHHOM (popMe ¢ yBETMUYEHHBIM MIPU(TOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYLLIEHUSIMU CIIyXa, pe4H, 3pEeHus);

* METO/IOM YTEHHS aCCUCTEHTOM 3a/IaHus BCIYX (IS JIUL C HAPYIICHUSAMH 3PEHUS).

CryneHTaM ¢ MHBaJIMIHOCTHIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHIL. [l TaKuX CTYIEHTOB MpEaycMaTpUBAETCs NOCTyMHas (opMma MpeaocTaB-
JIEHUs] OTBETOB Ha 3a/1aHusl, 8 UMEHHO:

* MUCbMEHHO Ha Oymare win HaOOpOM OTBETOB HAa KOMITbIOTEPE (VIS JIUI] C HApyIIECHUs-
MU CllyXa, peuH);

* BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPHAHTOB C MCIIOJIIb30BAHUEM YCIIYT aCCUCTEHTA (s
JIUI] C HapYIIEHUSIMU ONIOPHO-/IBUTATENILHOTO ariapara);

* YCTHO (U151 JIUL] C HAPYLIEHUSIMU 3PEHMSI, OTIOPHO-JBUTATEIBHOTO aIlapara).

[Tpu HEoOXoaMMOCTH sl 00YUaIOIIUXCSl C MHBAJIMAHOCTBIO MPOLIeypa OLECHUBAHUS pe-
3yJIbTaTOB O0YUYEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TAIIOB.
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