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1 O01mHe moJ1oKeHus

Pabouast mporpaMma TUCHUIUIMHBI «AHAIU3 W 3allUTa BEO-TIPUIOKESHUI» COCTABJICHA B
COOTBETCTBUU C TPeOOBaHUAME (PeIepalibHOTO TOCYAAPCTBEHHOTO 00pa30BaTEIBHOTO CTAHIAPTA,
YTBEPKJICHHOTO MPHUKa3oM MHUHHUCTEPCTBA HAYKH U BBICIIET0 oOpa3zoBanus Poccuiickoit denepa-
uu Ne 1457 ot 26.11.2020, u ocHOBHOI TTpohecCHoHABEHOM 00pa30BaTeIbHOM MPOrPaMMEBI ITO/I-
TOTOBKH «AHanu3 0e30MacHOCTH WH(OpManMOHHBIX cuctem» Mo crenuanbHoctd 10.05.03
"NudopmannonHas 6€300acCHOCTb aBTOMAaTH3UPOBAHHBIX CHCTEM .

[IpakTHueckas MOATOTOBKA Peain3yeTcs Ha OCHOBE:

[TpodeccronanbHbIi CTAHAAPT YTBEPKIESHHOTO MPUKa30M MUHHCTEpPCTBA TPY1a M COIIH-
abHOM 3amMThI OT 15 ceHTs0pst 2016 roga N 5221 Ne§43 "Cnernumanuct 1o 3amure nHdopma-
[IMY B aBTOMAaTU3UPOBAHHBIX CUCTeMaxX'" 3aperucTpupoBaHHOro B MunucrepcTse roctuiuu Poc-
cutickoit denepanuu 28 cenTsaopst 2016 rona, perucrparmonabiii N 43857.

3ama4n OGecreYnTh OCBOEHUE OCHOB:
AACTIATUTAHBI ® [IPOBOJIUTH AHAJIN3 U BBIIOJIHSATH ITOCIIEIOBATEILHOE TECTUPOBAHKIE BCEX CIIO-
co0oB araku Ha BeO-npuioxeHuii no kiaaccuduramu OWASP Top 10.

OcCHOBHEIE Konnenmmu Be6-calitoB
pasnensl / TeMbl NHbeKnuu
IUCIHAILINHEBI

B3siiom ayreHTHUKAIMK U ceaHca

VYTeuka BaXKHBIX JTaHHBIX

Bremane XML 00beKThI

Hapyienne KoHTpoJist focTyna

Hebe3onacnas koHpUrypamnus

MesxcailToBbIiM CKpUnTUHT (XSS)

Hebe3onacnas necepuanuzanus

10 Hcnonb30BaHne KOMIIOHEHTOB € U3BECTHBIMHU YSI3BUMOCTSIMU
11. OrcyTcTBHE KYpPHAJIMPOBAHUSI U MOHUTOPUHTA

©COoNO~ LN E

2 IlepeyeHb MUIAHMPYEMBIX Pe3y/JIbTATOB 00y4YeHHUs MO AUCHUILINHE (MOIYJII0),
COOTHECEHHBIX € IVIAHNPYEMbIMH Pe3y/JIbTATAMH 00pa30BaTeIbHOI NPOrpaMMbl

[Tpouecc m3ydyeHus AUCHUIUIMHBI «AHAJIN3 U 3alIUTa BEO-NIPUIIOKEHUI» HAIpaBlieH Ha
dbopmupoBanue cienyronmx komnereHuii B coorserctBuu ¢ ®I'OC BO u ocHoBHOM 00pa3oBa-
TeIbHOU Iporpammoii (Tadbauna 1):


https://docs.cntd.ru/document/420377328#6500IL
https://docs.cntd.ru/document/420377328#6500IL

Tabmuna 1 — KoMnereHum u niaaHupyemble pe3yabTaTbl 00yUeHUs M0 JUCILIUILTNHE

HaunmenoBanue n
mudp KOMITETeHIINH,
B (hOpMUPOBAHUHU KO-
TOPOM IPUHUMAET
y4acTHe IUCLUIUIMHA

[Tepeuens hopMupyeMbIX 3HAHUH, YMEHHI, HABBIKOB, MPETyCMOTPEH-
HBIX 00pa30BaTEIBLHON MPOrPAMMOI

[Tepeuyens 3Hanmit (C
yKazaHueMm mmdpa)

[Tepeuens ymenwmii (¢
yKazaHueM mmdpa)

[lepeueHb HaBBIKOB (C
yKa3zaHueM mmdpa)

OIIK-13 Cnocoben
OpraHu30BBIBATH U
MPOBOJUTH  JUATHO-
CTUKY M TECTHUpOBa-
HUE CHUCTEM 3alllUThl
uH(poOpMallUd  aBTO-
MaTHU3UPOBAHHBIX CH-
CTEM, IPOBOJIUTH aHA-
JIA3 ySA3BUMOCTEMN CHU-
CTEeM 3alIUThl HHDOP-
Mallui  aBTOMAaTH3HU-
POBaHHBIX CUCTEM

OIIK-13.1 3naer oc-
HOBHBIE ITOAXOJBI K
MIPOBEJICHUIO aHATN3a
3aIUIIEHHOCTH U Te-
CTI/IpOBaHI/ISI CUCTCM
3amuTel  HH(pOpMa-
105058 aBTOMaTI/I?;I/IpO-
BaHHBIX CHCTEM

OIIK-13.2 Vmeer
BBIOMPATH MPOTPaAMM-
HOC W amnmapaTHOE
oOecrieuenue TUTS
MPOBEJICHUST aHAIN3a
3aIIUIIEHHOCTH U Te-
CTHPOBAaHUSI CHCTEM
3ammTel  MHPOpPMa-
IIUU; TPOBOJUTH aHa-
73 yS3BUMOCTEH CH-
CTEM 3aIIUThl HHPOP-
Malyy aBTOMAaTHU3U-
POBAHHBIX CHUCTE

OIIK-13.3 Bnageer
HaBBIKAMU IIPOBEJE-
HUS aHalu3a 3allu-
IIIEHHOCTH aBTOMAaTH-
3MPOBAHHBIX CHCTEM,
TECTUPOBAaHUS  CHU-
CTEM 3amuThl HHPOP-
MallMd aBTOMAaTH3U-
POBAaHHBIX  CHCTEM,
IPOBE/ICHUS aHAIN3a
YSA3BUMOCTEN CUCTEM
3amMThel  MH(pOpMa-
UM aBTOMAaTU3UPO-

BAaHHBIX CUCTCM

3 MecTo TMCHUNIHHBI (MOAYJISI) B CTPYKTYpe 00pa3oBaTe/ibHOM
NPorpamMmbl

Jlucrmiuinaa « AHAIHM3 | 3al1UTa BeO-TPUIIOKEHUI» n3ydaeTcs Ha 5 kypce B 9 cemecTpe.

JlucuuruinHa BXOIUT B cocTaB Onoka 1 «/lucuumiauHbel (MOIYNH)» M OTHOCUTCS K
0a30BoOif YacTH.

JucuuniuHa « AHAIHU3 U 3a1uTa BeO-IIPUII0KEHUI) OCHOBBIBAETCS Ha 3HAHUSAX, YMEHUSIX
M HaBbIKax, IOJTYYCHHBIX IIPpHU U3YYCHHUU JUCLHHUIIINH I10 BI)IGOpyI «Ananus 3alUIICHHOCTH pac-
MpeJIeICHHBIX NH()OPMAIIMOHHBIX CHCTEM.

4 O0beM TUCHHUNIUHBI (MOAYJIs1) B 3a4€THBIX eIMHHUIIAX C YKA3aHNEM KOJMYeCTBA
aKajgeMHYecKHX YacOB, BbI/IeJIEHHbIX HA KOHTAKTHYI0 padoTy 00y4aromuxcsi ¢
npenoaaBateieM (10 BUAAM YUeOHBIX 3aHATHI) H HA CAMOCTOSITEJILHYI padoTy
00y4YarIHUXCH

O61as Tpya0eMKOCTh (00beM) NUCHUIUIMHBI cocTaBiseT 3 3.¢., 108 akax. gac.
Pacrnipenenenne oobeMa AMCHMITIIMHBI (MOIYJIs) IO BUJAM Y4eOHBIX 3aHATUN IPEICTaB-

JIEHO B Tabiwuie 2.

Tabmuua 2 — O6beM TUCHUIIMHBI (MOJTYJIs) IO BUJAM YUeOHbIX 3aHATHH

Bcero akagemu-
O0beM JMCHUIIIMHBI
YeCcKHX 4YacoB
OOmIast TPy A0EMKOCTh TUCIUTLTHHBI 108
KonTakTHas ayiuTopHas padoTa 00y4arouuxcs ¢ npenojaaBareieM 64
(o BUaaM y4eOHBbIX 3aHATHI), BCEro
B toMm uucne:
3aHATHSA JIEKIIMOHHOTO0 TUNA (JIEKIUU U UHBIC YICOHBIE 3aHITHUS, TIPETY-
CMaTpHBAIOIIUE IPEUMYILECTBEHHYIO Iepeauy yueOHoH HHPpOopMauu 32
NeJarornyeCKuMu pabOTHUKAMH)

4



O0BeM THCHUILINHBI

Bcero akanemn-
YeCKHUX YacoB

3aHATHA CCMHUHAPCKOT0 TUIIA (CCMI/IHapBI, MMPAKTUYCCKUC 3aHATUA, ITPAK-

TaIUH ); B3aUMOJICHCTBUE B JIEKTPOHHON HH(POPMAIIMOHHO-00pa30BaTeb-
HOW cpeJie By3a

THUKYMBI, 1a00paTopHbIe pabOThI, KOJUIOKBUYMbBI U MHBIE aHAJIOTUYHBIE 3a- 32
HATHS])

CamocTrosiTesibHAsi padoTa 00y4alOIIMXCS M KOHTAKTHAasi padora,

BKJTIOYAIOIIAs TPYNIIOBbIE KOHCYJIbTALUH, WHANBUAYAIBbHYIO paboTy 00y-

YaIOIIMXCS C MPEnoiaBaTesIMU (B TOM YHCIIe UHANBUAYAIbHbIE KOHCYIIb- 44

[TpomexyTounas arrectanus o0ydJaromuxcst — 3adeT ¢ OLEHKOM

5 Coaep:xkanue THCUUINIMHBI (MOAYJIs1), CTPYKTYPHPOBAaHHOE 110 TeMaM (pa3aejiaM)
€ YKa3aHHeM OTBeJeHHOI0 HA HUX KOJMYeCTBAa aKa/JleMUYeCKHX 4YacOB H BUI0B

y4eOHoi1 padoThI

Tabmuna 3 — CTpyKTypa ¥ COACpKAHUE TUCITUTUIAHBI (MOJTYJIS)

Buppl yueOHoI paboThl, BKIIIOYas camMo-
CTOATEIBHYIO paboTy 00yJaromuxcs 1
TPYJIOEMKOCTB (B yacax)
Konrakrnas pabora npenogaBa- | CPC
HaumeHnoBaHue pa3ziesioB, TeM U COJIEpKaHUE TeJIs ¢ 00y4aUMMHUCS
Marepuaia Jlexunu | Cemunap- | Jlabopa-
CKue TOpHbIE
(npaktu- | 3aHATHUS
YecKue 3a-
HSITHS)
Konuenuuu Bed-caiiToB. [lpuHuumer paboThl
BeO-cepBepoB U BeO-NpmiokeHUi. [IpuHUuUIEI
0€30MacHOCTH BeO-CaiTOB M BEO-NIPHIIOKEHH. 3 3 11
Yro takoe OWASP. OG630p knaccupukanuu
OWASP Top 10. 3HakOMCTBO ¢ HHCTpYMEHTaMHU
JUis BbInoJIHEHUs atak. Hactpolika naboparopun
HNubexunu. Yto Takoe MHBEKINHU U I0YEMY OHH
cTaHOBsTCA BO3MOkHBIMH. He SQL wmHBEKIINH. 3 3
IIpocteie  SQL  wunbeknuu. Cnensie  SQL
WHBEKINA
B3iom ayrenTtudukanum U ceanca. ATaku Ha
ayTeHTU(UKaLM0. ATaky Ha YIpaBJICHHUE CeaH- 3 3
COM
YTeuka BakHBIX AaHHBIX. [IpUHIMOBI aTak, 3 3
MPHUBOSIIINX K YTEUKE JTAaHHBIX
Buemnne XML 00bekThl. YTO Takoe BHEIIHNE
o0bekTel XML (XXE). Ilpunnunsl atak Ha 3 3 11
BHeIIHUE 00beKkThl XML
Hapymenne koutTposs gpocrymna. Konunenunun
DOR. Ilpunuunel atak Ha (YHKIHOHAJIBHBIN
ypoBeHb. UTo Takoe o0xox karanora. IIpemHa- 3 3
s3HadyeHue 3aronoBka xocta B HTTP. Konnenmu
MOJKJIIOUEHHUSI JIOKAJIbHOTO WM  YAAJIEHHOTO

5




HaumenoBanue pasaciioB, TCM U COACPIKAHUC
Marcpuaia

Bunsl yueOHoI paboThI, BKIIIOUAsk cCaMo-
CTOSITENBHYIO PabOTy 00yUaIOmMUXCs U
TPYJIOEMKOCTb (B yacax)

KonrakTtHas paboTa npernojiaBa-
Tesst ¢ 00yJaAIUMUCS

Jlexknuu

CemuHnap-
CKHe
(mpakTu-
YecKue 3a-
HSTHS)

JlaGopa-
TOpPHBIC
3aHSATHS

CPC

¢aiina. JIpyrue BO3MOKHOCTH OTpaHHYEHUS J10-
cryna. Uto Takoe nojajeska 3apocoB Ha CTOPOHE
cepBepa (SSRF). Uto Takoe BHEIIHHUE OOBEKTHI
XML (XXE)

He0e3onacnasas kondurypanusi. IlpuHnume
aTak Ha KoHurypauuto. [I[por3BoIbHBIN TOCTYII
K (aiimam B Samba. Daily1 MEKIOMEHHON TIOJTH-
tuku Flash. O6mue pecypcst B AJAX. Mexcaii-
ToBas TpaccupoBka (XST)

Me:xcaiitoBblil ckpunTur (XSS). Konuenuuu
XSS. Otpaxennsie XSS. Urto takoe JSON. Uto
takoe AJAX. Uro Takoe ¢ynkius Eval. Uro Ta-
koe arpubyr HREF. Uro Takoe phpMyAdmin.
Xpauumbie XSS

He6e3onacnas necepnaymsanus. Uto takoe ce-
puanu3anys u aecepuannsanus. [[puHINIBI aTak
Ha HeOE30MaACHYIO JIECePHATHU3ALIIIO

Hcnonb3oBaHue KOMIIOHEHTOB € U3BECTHLIMU
ysi3BUMOCTsIMH. KOHIIENIIMM WHBEHTApU3AIHH
ysi3BUMOcCTeH. UTo Takoe nepernonHeHue oydepa

OrcyTcTBHE KYpPHAJIMPOBAHHUST W MOHHUTO-
puHra. KoHienuuu >XypHaJupoBaHUS B BeO-
IPHJIOKEHUSAX

PI'P

11

UTOTO
10 AUCHUILIHHE

32

32

44

6 BxeayauTopHas caMmocTosiTeJIbHAasA pad0oTa 00y4alOIMXCS M0 AUCHMILINHE

(MmonyJi0)

[Ipu rmuIaHnpoOBaHUU CaMOCTOATENBLHOM pabOTHI CTYIEHTY PEKOMEHAYETCSl PYKOBOJICTBO-
BaThCs CIEAYIOIIUM pacIipe/ieIeHMEeM YacoB Ha CaMOCTOSTENbHYIO0 paboTy (Tabnuia 4):

Tabnuna 4 — PekoMeHayemMoe pacnpeiesIieHre 9acoB Ha CAMOCTOSTEIIbHYIO paboTy

KoMnoHeHTBI caMOCTOATEIbHOH padoThI

KoanuecTBo 4acoB

M3ydyeHue TeopeTHUECKUX pa3/ie]oB JUCIMILIHHBI 16
[ToaroTroBka K 3aHITUSM CEMUHAPCKOrO TUIIA 17
[Tonroroska u odpopmaenue PI'P 11

44




7 OuneHoYHbIE CPEACTBA VIS MPOBEJICHU TEKYyIero KOHTPOJIs
U MPOMEKYTOYHOM aTTecTAMU 00y4al0IMXCs N0 JMCHHILIMHE (MOLYT10)

@DoHJ OIIEHOYHBIX CPEJCTB ISl MPOBEICHUS TEKYIIET0 KOHTPOJI YCIIEBAEMOCTH U IMPO-
MEXXYTOUYHOM aTTecTaluu npeacrasicH B [Ipunoxenun 1.

[ToHBINH KOMITJIEKT KOHTPOJBHBIX 33/IaHUI WM UHBIX MaTEPHAIOB, HEOOXOAUMBIX IS
OIICHUBAHUS PE3YJIbTAaTOB OOyUEHHUS IO AMCHMIUIMHE (MOMAYNIO), MPAKTHUKE XPaHUTCA Ha Ka-
denpe-pazpaboTurke B OyMaKHOM H 3JIEKTPOHHOM BHUJIE.

MeTtoauyeckne MaTepualbl, ONpeAesonue Mpoueaypbl OLCHUBAHUS 3HAHUN, YMEHUIH,
HABBIKOB U (WJIH) OIBITA JCATEIHHOCTH, IIPEICTABICHBI B BUJIE TEXHOJIOTHUECKON KapThI TUCIIU-

TJTMHBI (Tabswmma 5).

Tabauna 5 — TexHonoruueckas Kkapra

HaumenoBanue HIxana
Cpoxu Kpurepun
OLICHOYHOI'0 OllCHUBA-
BBINIOJTHEHU S OLlCHMBAHUSA
cpeacTBa HUSA

Hpomeofcymoqua}l ammecmauus 6 ¢0pM€ 3aquema c ouelmoﬁ

1 | JIabopaTopHas 1 nenens ce- 10 6amnoB
pabora 1 MecTpa

2 JlaGopaTopHas 2 — 3 Henenun 10 6amnoB
pabora 2 cemecTpa

3 JlaGopaTopHas 4 Henens ce- 10 6amnoB
pabora 3 MeCTpa

4 | JlaboparopHas 5 - 6 Hemenu 10 6ammoB
pabora 4 cemecTpa

5 JlabopaTopHas 7 Henens ce- 10 GammoB
pabota 5 MecTpa

6 | JJaboparopHas 8 Henens ce- 10 6annoB
pabora 6 MecTpa

10 6aymIoB — CTYACHT MPAaBUIIBHO U
MOJTHOCTHIO BBITIOJTHHII 3a/IaHUE.
[Tokazan oTiIMYHBIE 3HAHUS, YME-
HUS M HABBIKH B PAMKaxX OCBOCH-
HOTro y4eOHOro mMarepuaia.

6 OaJITIOB — CTYZICHT BBITIOJHUIT 3a-
JTAaHHE C HETOYHOCTSIMH W/WJIH HE
noJHocThIo. [Tokazan xopoiue
3HaHUS, YMCHUS U HaBBIKH B paM-
Kax OCBOEHHOT'O y4eOHOTO MaTepH-
ana.

4 Ganna - CTyJIeHT BBITIOJHUII 3a]1a-
HUe He B cpok. [Tokasain ynosie-
TBOPHUTEIIbHBIC 3HAHMSI, YMEHUS U
HaBBIKH B PaAMKaX OCBOCHHOTO
y4eObHOro Marepuana.

0 6ayoB — 3a7jaHKE HE BHIMOJIHEHO




HanmeHoBanme C Ixana
poKH Kpurtepun
OLIECHOYHOT 0 Oll€eHUBAa-
BBINOJIHEHUSI OIlEHNBAHUS
cpeacTBa HHUS
7 JlaGopaTopHas 9 Henens ce- 10 6amnoB
pabora 7 MecTpa
8 | JlaboparopHas 10 menens ce- | 10 Gayos
pabora 8 MecTpa
9 | JIaboparopHas 11 menens ce- | 10 Gayos
pabora 9 MecTpa
10 | JlaGopaTopHas 12 nenens ce- | 10 GaymoB
pabora 10 MecTpa
11 | JlaGopaTopHas 13 nepmenst ce- | 10 Gamos
pabora 11 MecTpa
12 | PacuetHo- 14 — 16 ne- 10 6ammoB | 10 GayuToB — CTYJISHT MPaBUIHHO U
rpaduygeckas JIeNT ceMecTpa MIOJTHOCTHIO BBITIOJTHHJI 3a/IaHUE.
pabota [Tokazan oTIMYHBIE 3HAHUS, YME-

HUS ¥ HaBBIKH B paMKaxX OCBOCH-
HOT0 y4eOHOro MarepHaia.

7 GaJjIOB — CTY/ICHT BBITIOJIHHII 3a-
JTaHUE C HETOYHOCTSMHU W/WUJIH HE
nonHocTh0. [Tokazan xoporre
3HAHWS, YMCHUS U HAaBBIKH B paM-
KaX OCBOEHHOT'O Y4eOHOTO MaTepH-
ana.

4 Ganna - CTyJIEHT BBITIOJTHHIII 3a]a-
HHE HE B cpok. [Tokazan




HaunmeHnoBanue IMkana
Cpoknu Kpurtepun
OLICHOYHOT0 OLleHUBA-
BBINIOJTHEHU A OLlCHUBAHNSA
cpeacTBa HUSA

YIOBJICTBOPUTEIIbHBIC 3HAHUS, YMe-
HUS ¥ HABBIKH B paMKaxX OCBOCH-
HOTO y4yeOHOro MaTepuaa.
0 GayuIOB — 3aJlaHNE HE BBIIIOJIHEHO

HUTOI'O Texymuit - 120 oan- -

KOHTPOJIb: JIOB

Kpurepun oieHkH pe3y/ibTaTOB 00y4eHUsl N0 AUCHHUILINHE:

0 — 64% ot MakCHUMaIbHO BO3MOKHOW CYMMBI 0aJIJIOB — «HEYOBJIETBOPUTEIILHOY» (HEAOCTA-
TOYHBIN YPOBEHbB JIJIsl IPOMEKYTOUHOM aTTECTAIMH IO JUCHUIUINHE);

65-74% oT MakcHMaIbHO BO3MOKHON CYMMBI 0aJlIOB — «yI0OBJIETBOPUTEIHbHOY» (IIOPOTOBBIN
(MUHUMAJIBHBIN) YPOBEHB);

75-84% oT MaKcUMaIbHO BO3MOXKHOM CYMMBI OaJlJIOB — «XOPOIIO» (CPEIHUN YPOBEHD);
85-100% ot MakCHMaTbHO BO3MOKHOUW CyMMBI 0aJJIOB — OTIMYHO» (BBICOKHI (MaKCUMAaITb-
HBII) YPOBEHB)

3aaHus A/l TeKyLero KOHTPOJIs
JladbopaTopHbie padorsl (11 mTyK)

1. VcranoBka, HaCTpoOKKa ¥ 3aIyCK y4eOHOTO caiTa

2. BrmonHeHue atak Ha y4eOHBIH BeO-CaliT ¢ MPUMEHEHHEM UHBEKIIMI U 3alUTa CaiTa OT
TaKHX aTaK.

3. BrmonHenue arak Ha y4eOHBIN BeO-CaliT C MPUMEHEHHEM aTaK Ha ayTeHTH()UKALINIO U
YIPAaBIEHUE CEAHCOM.

4. BrInonaHeHHE aTak Ha y4eOHBIN BeO-CaliT C MPUMEHEHHEM TEXHUK PACKPBITHS YyBCTBU-

TEJbHBIX JAHHBIX U 3allUTa CaliTa OT TAKUX aTaK.

Brmonnenue XXE atak Ha yueOHOM BeO-CepBeEpe U 3allIHTA.

Beinonnenue atak Ha (pyHKIMOHAN y4eOHOro BeO-cepBepa U 3alluTa.

BrlinonHeHue arak Ha KOH(UTypaluo yueOHOro BeO-cepBepa 1 3aluTa OT TAKUX aTak.

BrinonHenue atak Ha yueOHbIH BeO-caliT ¢ OMOILBIO OTPaKEHHBIX U XpaHUMBIX XSS u

3alUTa CalTa OT TAKUX aTaK.

9. BrimonHeHue atak Ha y4eOHbI BeO-caliT ¢ ysI3BUMOCTBIO HEOE30MacHO! Aecepuannsa-
LIMU U 3aIUATa CaliTa OT TAKHUX aTaK.

10. BeimotHeHme aTak Ha y4eOHBIH BeO-CepBep ¢ UCTIOIB30BAHNEM SKCIIJIONTOB Ha U3BECT-
HBIE YSI3BUMOCTH U 3alllUTa CEpBEpa OT TAKUX aTak.

11. 3yuyenue KOHUENIUN U MPAKTUIECKUX IPUMEPOB OTCYTCTBUS KYPHAITUPOBAHUS U MO-
HUTOPHHT.

NGO

IIpumepubie Tembl PI'P

1. Tlpoectu XXE aTtaku Ha yueOHOM BeO-cepBepe U 3alluTa.

VYrpasieHue )KeCTKUMH JUCKaMu - cucTeMHas yruinuta Paragon Partition Manager

3. Pe3epBHOE KOMMpOBaHUE U BOCCTAHOBJICHUE JIAHHBIX - CUCTeMHas yTuiauta Paragon
Drive Backup Professional

N



8 VYueOHO-MeTOAUYECKOE H HH(OPMALIMOHHOE 00ecriedeHne TUCIHIIINHBI (MOTYJIs)
8.1 OcHoBHas JquTEpaTypa

1. KomnnekcHoe obecrieuenne HHGOpMaIMOHHON 0€301aCHOCTH aBTOMAaTH3UPOBaHHbIX
cucreM: yuel. mocodue / B.A.Uenyxun. — Komcomonbck-na-Amype: ®T'BOY BIIO «KHAT'TY »,
2014. —207 c. (B bubnuoTeke umeercs 45 3K3.)

2.boxentok, A. B. atemnextyanbHble HHTEpHET-TexHONoruu / A.B. boxeniok, 9.M. Ko-
toB, A.A. Llensix. - M.: @ennkc, 2015. - 384 c.

3.I'epaceBuy, Buranuii biioru u RSS: unTepHeT-TeXHONIOrNN HOBOTO MOKOJIeHUs / BuTanmii
I'epaceBuu. - M.: BXB-IletepOypr, 2015. - 256 c.

8.2 [omoJHUTeJIbLHAS JIUTEPaTypa

1. Kymnko, JI. 3nakomctBo B UnTepHete / JI. Kynko. - M.: CII6: [Turep, 2014. - 160 c.

2. JIn, Yapnun B3psiBHas Web Bonna. Kak 1o6uthkcst ycnexa B Mupe, npeoOpakeHHOM HH-
tepHeT-TexHonorusimu / Yapnun Jlu , Ixxom beprodd. - M.: Anbnuna [Tabnumep, FOpaiir,
2014. - 280 c..

3. Mypaxosckuii, B.J. Uatepner y Bac noma / B.1. Mypaxosckuii, C.B. CumonoBuu. - M.:
ACT-IIpecc, 2013. - 432 c.

8.3 MeToauueckue YKazaHuA QJIA CTYACHTOB 110 OCBOCHHUIO TUCITUIIJINHBI

1. O6 undopmanun, MHOOPMALMOHHBIX TEXHOJOIMAX U O 3amUTE HH(YOPMALMU:
[DnexTponHbIii pecypc] : denep. 3akon ot 27 utonsg 2007 r. Ne 149-d3. JlocTynm U3 crpas.-
npaBoBoi cuctembl «Koncynsrantlnrocy.

2. O epcoHANBHBIX JaHHBIX : [ DIEKTPOHHBIN pecypce] : deaep. 3akoH ot 27 uroiis 2006 T.
Ne 152-@3. Toctyn u3 cipas.-nipaBoBoi cuctemsl «Koncynbrantllmtocy.

3. Kosynoga, C. C. CucreMsl ynpapiieHus: THGOPMAITUOHHOHN 0€3011aCHOCTHIO
npennpustus [Dnextponnslil pecypc] / C. C. Kosynosa // EBpazuiickuii coro3 yuenbix. -2016. -
Ne 28-2. C. 22-23. — Pexxum noctyna: http://elibrary.ru/query_results.asp?pagenum=3.

8.4 COBpeMeHHbIe npo«beccnona.nbﬂme 0a3mbl JAHHBIX U I/lH(l)OpMaIll/IOHHI)Ie crpa-
BOYHBbIC¢ CHCTEMbI, UCITOJbL3YyEMbIC MPU OCYIICCTBJICHUHU OﬁpaSOBaTeﬂbHOFO nmpo-
mecca 1mo JTMCUMIIJIMHE

1 DOnextponHo-0ubMMOTEUHas cuctema ZNANIUM.COM. [lorosop EIT 44 Ne 003/10 36¢
MK3 191272700076927030100100120016311000 ot 17 anpens 2019 r.

2 DnexrpoHHO-OnOMoTeuHast cuctema IPRbooks. Jlnniensnonnstii goroop Ne EI144 Ne
001/9 Ha mpenocraBieHHE AOCTyNa K 3JEKTpOHHO-OmOimoreuyHoil cucreme IPRbooks MK3
191272700076927030100100090016311000 ot 27 mapta 2019 r.

3 DOnexrponHo-6nbnoTeyHas cucrema eLIBRARY.RU. /loroop Ne EIT 44 Ne 004/13 Ha
OKa3zaHHe yCIIyT JocTymna K 3IIEKTPOHHBIM W3aHUSIM HK3
91272700076927030100100150016311000 ot 15 anpens 2019 1.

4 WudopmanmonHo-crpaBouHble cucteMbl «Koneke»/ « Texakenept». CoriaiieHue o co-
tpyanudectBe Ne 25/19 ot 31 mas 2019 1.

8.5 Ilepeyenb pecypcoB HH(OPMALHOHHO-TeIeKOMMYHUKAUMOHHOW ceTn «HTep-
HeT», He0OXOAMMBIX [IJISl OCBOCHUS IMCIUILIMHBI (MOAYJIs1)

3amuTa naHHbIX. // HannoHanbHbIN OTKPBITEIA YHUBEpcUTET « UHTYUT» [DIeKTpOHHBINH pecypc|
— Pexxum noctyna: https://www.intuit.ru/studies/courses/13845/1242/lecture/27503 - cBOOOTHBIHA.
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8.6 JInueH3noHHOE U CBOOOJHO pacnpocTpaHsieMoe NPporpaMMHoe odecnieyeHue, uc-
NoJib3yeMoe MPHU OCyllecTBIeHNH 00pa30BaTeIbHOIO Mpolecca Mo AUCHUILINHE

Tabnuua 7 — [lepeyeHp UCIIOIB3yEMOr0 IPOrPaMMHOr0 00eceueHHMsI

Haumenosanue [10 PekBH3UTHI / yCIOBHUS UCTIOJIB30BAHUS
Microsoft Windows Seven Jlunensnonnsii ceprudukat Ne 46243844 ot 09.12.2009
OpenOffice CBOOOTHAS JIMIICH3HSI, YCIIOBUS UCTIOIB30BAHUS TI0 CCBIIKE:

https://www.openoffice.org/license.html
Microsoft Visual Studio (B cocraBe nuien3un dreamspark)
2008/2010/2012/2013/2017
Intellij IDEA Community CB0oOOIHAS JTULIEH3US
Edition

9 OpraHn3aun0HHO-ne):[ar0ruqeclme yciaoBus

Opranu3zanus o0pa3oBaTEIbHOrO MPOLECca PErJaMeHTHPYETCsl yUeOHbIM IUIAHOM U pac-
nucaHueM y4eOHBIX 3aHATHH. SI3bIK 00ydeHus (mpemnogaBaHus) — pyccKuid. J[is Bcex BUAOB
ayIUTOPHBIX 3aHATHI aKaJeMUYECKUM Yac yCTaHABIMBACTCS MTPOIOJDKUTEILHOCTRIO 45 MUHYT.

[Ipu dbopmupoBanuu cBOEH MHAMBHIYaIbHOW 00pa30BaTENbHON TpaeKTOpUH O0yyaro-
HIWICST UMEET TPABO Ha Mepe3adyeT COOTBETCTBYIOMINX AUCIUILINH U MTPOPECCHOHATBHBIX MOJTY-
Jieil, OCBOEHHBIX B MpoIIecce MPEANIECTBYIOMIEr0 00yUeHus, KOTOPBI 0CBOOOXKAaeT 00yyaroIe-
rocst OT HEOOXOIUMOCTH UX TIOBTOPHOTO OCBOCHHUSI.

9.1 O6pa3oBaTte/ibHbIE TEXHOJIOTHH

VYueOHblii poliece IpH MPENoIaBaHuU Kypca OCHOBBIBAETCS HAa MCIIOJIb30BAHUU TPATUIIN-
OHHBIX, THHOBALIMOHHBIX U MH()OPMALMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUH. TpaauinoHHbIe
00pa3oBaTeIbHbIE TEXHOJIOIMH NPEACTABIEHBI JIEKIUAMU U CEMUHAPCKUMHU (IIPAKTUYECKUMHU) 3a-
HATHSMU. VIHHOBaIimoHHBIE 00pa30BaTebHbIE TEXHOJIOTUH HCIIONIB3YIOTCS B BU/IE€ LIMPOKOTO MTPH-
MEHEHHS aKTUBHBIX U MHTEPAKTUBHBIX (opM npoBeaeHus 3auatuil. MHpopmannonusie o6paso-
BaTeJIbHbIE TEXHOJIOTMH PEANNU3YIOTCS IyTeM aKTUBU3ALMH CAMOCTOSATEIbHON paboThl CTYICHTOB
B MH(OpMaLlMOHHON 00pa30BaTeIbHON cpeie.

9.2 3aHATUA JEeKIUOHHOI0 THIIA

JIEKIIMOHHBIN KypC MpeanoaraeT CUCTeMaTU3UPOBaHHOE U3JI0KEHNE OCHOBHBIX BOIIPO-
COB y4eOHOT0 IJIaHa.

Ha nepBoii nexnuu iekTop 00s13aH MpeIynpeInTh CTYA€HTOB, IPAMEHUTEIHFHO K KAKOMY
6a30BoMy yueOHUKY (yueOHUKaM, y4eOHBIM MOCOOHIM) OyAeT MPOYUTAH KypC.

JIeKMOHHBIN KypC T0JKEH JaBaTh HAanOOIbIINK 00beM HH(OpMaLUK 1 o0ecrieunBath 00-
Jee TiIy0oKoe MOHMMaHue yuyeOHbIX BOIIPOCOB MPHU 3HAUUTEIHLHO MEHbIIEH 3aTpaTe BpeMEHH, YeM
9TO TpeOyeTcst OONBITMHCTBY CTYJIEHTOB Ha CAMOCTOSATENBHOE N3YUYEeHUE MaTepraa.

9.3 3aHsATHS CEMHMHAPCKOIO THIIA

CemuHapcKue 3aHATHS TPEICTABIAIOT COOOW AETAIM3alMIO JICKIMOHHOTO TEOpeTHYe-
CKOI'0 MaTe€puaia, IpoBOJAATCA B HEIAX 3aKPCIJICHUA KypCa MU OXBATBIBAIOT BCE OCHOBHBLIC pas-
JEIIBI.

OcHoBHOH (OopMOI1 NTpOBeIEHUSI CEMUHAPOB SBJISETCS 00CyXkIeHne Hanubosee mpooiemM-
HBIX U CJIOKHBIX BOIIPOCOB IO OTJENBHBIM TEMaM, a TakXke pa300p MPUMEpPOB U CUTYyalluil B ay -
TOPHBIX YCJIOBUAX. B o06s3annocTi mnpenoaaBaTeyid BXOAAT: OKa3aHUEC MeTO)II/I‘IeCKOI\/'I oMo mu
KOHCYJIbTUPOBAHHE CTYACHTOB [0 COOTBETCTBYIOIIUM TEMaM Kypca.

AKTHUBHOCTH Ha CEMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIHUM KPUTCPUSAM!
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* OTBETHI Ha BOIIPOCHI, IPEIAraeMBbIE IIPENOIaBaTENEM;

* y4acTHE B IUCKYCCUSIX;

* BBIIIOJIHEHHUE NTPOCKTHBIX U MHBIX 3aJjaHU;

* ACCUCTHPOBAHUE MPENOIABATENIO B IPOBEACHUN 3aHATUH.

OTBeT fosKeH ObITh apryMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJIHOCIOXKHBIM, COIEPKATh
CCBIJIKM HA UICTOYHHKH.

JIoKJ1agbl ¥ ONIIOHUPOBAHUE JOKIJIAJOB IIPOBEPSIOT CTENEHD BIIAJCHUS TEOPETUUECKUM Ma-
TEPUAIIOM, a TAKXKE KOPPEKTHOCTh U CTPOTOCTh PACCYkACHUH.

OueHuBaHue 3a1aHNN, BBIITOJIHEHHBIX HA CEMUHAPCKOM 3aHATUH, BXOAUT B HAKOIUICHHYIO
OLICHKY.

9.4 CamocrosiTesibHasi pa0doTa 00y4YarOUXCcs M0 JUCHUIIHHE (MOIYJII0)

CamocrosiTenbHas paboTa CTYJEHTOB — 3TO IPOLIECC AKTUBHOTO, II€JICHANPABICHHOTO
pUOOPETEHNs CTYIEHTOM HOBBIX 3HaHUH, yMEHUH 0€3 HeOCPeACTBEHHOIO yYacTus Npenojana-
TEJISA, XapaKTepU3YIOMINIACS MPEeAMETHONW HAPaBICHHOCTHIO, 3((HEKTUBHBIM KOHTPOJIEM H OLEH-
KO pe3yJIbTaToOB JIEATEIbHOCTH 00y4aroLerocs.

[lenu camocTOSTENILHON pabOTHI:

* CUCTEMAaTHU3alus U 3aKPEIUICHUE MTOJIyYEHHBIX TEOPETUYECKUX 3HAHUN U MPAKTUUYECKUX
YMEHUH CTYJICHTOB;

+ yriyOJeHHue U pacliupeHue TeOPETUYECKUX 3HAaHUM;

- (hopMUpOBaHHE YMEHUH HMCIIOJIB30BaTh HOPMATUBHYIO M CIIPABOYHYIO JOKYMEHTAIIHIO,
CIELUAJIBHYIO JINTEPATYPY;

* pa3BUTHE MMO3HABATEIBHBIX CIOCOOHOCTEH, AKTUBHOCTH CTYIEHTOB, OTBETCTBEHHOCTH U
OpPraHU30BaHHOCTH;

- (hOopMUpPOBAHHE CAMOCTOSTEIFHOCTH MBIIUICHUS, TBOPUYECKON WHUIIMATUBBI, CIIOCOOHO-
CTEH K CAaMOPAa3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO M CAMOPEAIN3aLiu;

* pa3BUTHUE UCCIEA0BATEIbCKUX YMEHUI U aKaJIEMUYECKIX HABBIKOB.

CamocrosTenbHas padoTa MOXKET OCYLIECTBIATHCS MHAWBUIYAIbHO UM IPYNIIAMH CTY-
JICHTOB B 3aBUCUMOCTH OT 1I€JIU, 00bEMA, YPOBHS CII0KHOCTH, KOHKPETHOM TeMaTHKHU.

TexHOJ0rusl OpraHu3aIi CaMOCTOSTENbHONW paboThl CTYJJEHTOB BKJIFOUYAET MCIIOJIb30Ba-
HUE UHPOPMAIIMOHHBIX U MaT€pUAIbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

[Tepen BeInosHEHNEM 00YYaIOIIUMKCS BHEAYAUTOPHONU CAMOCTOSITETILHOM pabOoThI ITperno-
JlaBaTesIb MOKET MPOBOIUTh MHCTPYKTAXK MO BBHIOJHEHUIO 3a7aHusl. B HHCTpyKTax BKIIOYAaeTCA:

* LIeNb U COZIEP’KaHNE 3aJaHuS;

* CPOKH BBITIOJTHEHMUS;

* OPUEHTHUPOBOYHBIN 00bEM pabOTHI;

* OCHOBHbIE TPEOOBaHUs K pe3yJibTaTaM padOThl U KPUTEPUHU OLIEHKH;

* BO3MOYKHbIE TUITUYHBIE OITMOKH MIPU BITOJIHEHHH.

WHcTpyKTax MpOBOJUTCS IMpernojaBaTesieM 3a cueT 00beMa BPEMEHH, OTBEJIEHHOIO Ha
W3Yy4YECHHUE JUCLUILINHBI.

KoHTponb pe3ynbTaToB BHEAyAUTOPHON CAaMOCTOATEIbHOW PAaOOTHI CTYAEHTOB MOXKET
IPOXOJUTH B MMCbMEHHOM, YCTHOW MIIM CMELIaHHOM (opme.

CTyAeHTbI TOJIKHBI TOJIXOJUTh K CAMOCTOSATEIbHON paboTe Kak K HauBa)KHEHIIeMy cpel-
CTBY 3aKpEIUICHUS U Pa3BUTHS TEOPETUUECKUX 3HAHUM, BBIPAOOTKE €JMHCTBA B3IJIAI0B HA OT/IENb-
HBIE BOIIPOCHI Kypca, TPUOOpETEeHNs ONpeIe]IeHHbIX HaBBIKOB U HCIIOIb30BaHUs MpodeccroHallb-
HOM JIMTEPaTypHI.

[TomemeHust A caMOCTOSITENILHOM pabOThl 00YYaIOIIMXCSl OCHAIIEHBI KOMITbIOTEPHOM
TEXHUKOM ¢ BO3MOKHOCTBIO TIOJKITIOUEHHs K ceTu «ITHTepHeT» 1 obecriedeHneM JOCTyIIa B AJIeK-
TPOHHYIO HH(POPMALMOHHO-00Pa30BaATENIbHYIO CPEly OpPraHU3aLUH.
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9.5 MeToanueckue yKazaHus 1Js 00y4aIOIIUXCS M0 OCBOEHHUIO M CIATIIMHbI

[Tpy n3ydeHnH TUCIMIIMHBI 00YYaIOUMMCS 11€1eCO00pa3HO BHIMOIHATH CIEAYIONIUE pe-
KOMEHALNHN:

1. U3yuenne yueOHOM TUCIUTUIMHBI JOHKHO BECTHCH CUCTEMATHUECKH.

2. Ilocne u3yuyeHHs Kakoro-aubo paszaesna no yuyeOHUKY MM KOHCIIEKTHBIM MaTepuanaM
PEKOMEHIyETC 10 IIAMATH BOCIIPOU3BECTH OCHOBHBIE TEPMHUHBI, OIIPEIEICHUS, [IOHATHS Pa3aena.

3. Ocoboe BHUMaHME CJEIyeT yAENUTh BBINOJIHEHUIO OTYETOB IO MPAKTUYECKUM 3aHs-
TUSM U UH/IMBUTyaJIbHBIM KOMITJIEKCHBIM 3a/1aHUsIM Ha CAMOCTOSTEIbHYIO padoTy.

4. Best TeMaTuKa BOIPOCOB, U3Y4a€MbIX CAMOCTOSTENBHO, 3a4a€TCs Ha JIEKIMAX IIPENoaa-
BareneM. MM ke naroTcsd MCTOYHHMKHU (B MEPBYIO OYEpENb BHOBb M3JAHHBIE B NEPUOJUYECKOMN
Hay4YHOH JuTeparype) Juist 6ojee AeTalbHOro IOHUMAaHUs BOIIPOCOB, O3BYYEHHBIX HA JIEKIHH.

[Tpu camocTosTensHON POPabOTKE Kypca 00yUaroIuecs T0JIKHbI:

* IPOCMATPUBATh OCHOBHBIE ONpPEAEICHUS U (PAKTHI;

- IIOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN HA JIEKIIMOHHOM 3aHATUHA MaTE€pPUaJl U IOIIOJIHUTD €r0
C YYETOM PEKOMEHIOBAaHHOM 10 JaHHOU TEME JIMTEPaTypHI;

* A3yYNUTh PEKOMEHIOBAHHYIO JINTEPATYPy, COCTABIIATH TE3UCHI, aHHOTALIMM U KOHCIIEKTBI
Haun0oJiee BaKHBIX MOMEHTOB;

* CaMOCTOSITEJIBHO BBIITOJIHATD 33JIaHUs, aHAJIOTUYHBIE ITPEIaracMbIM Ha 3aHATHUAX;

* UCITIOJIb30BAaTh JIJIsl CAMOIIPOBEPKHU MaTepuaibl (POHA OLIEHOYHBIX CPEJCTB.

10 Onucanue MaTepuaIbHO-TEXHHYECKOIr0 obecrneyeHHs1, HEOOXOAMMOro AJIsl  OCy-
1IeCTBJIEHUS1 00Pa30BaTEJILHOI0 MPoLecca Mo JUCHUNINHE (MOAYJII0)

10.1 Yue6Ho-1200paTOpHOE 000pYy/A0BaAHHE

Tabmuna 8 — [lepeuens 00opymoBaHUS JIAOOPATOPUHU
HaunmenoBanue ayau-
TOpUU Hcnonb3yemoe o6opymoBaHue
(;maboparopun)
KOMITh- | YueOHbIe 1abopaTo-
totep- | puu «I1oJaUroH BeI-
HBIC YHUCITUTEILHOM TeX-

kiaccel | Hukm» 313(5),
®KT | 201(5), 202(5)

Aynu-
TOpUs

10.2 TexHunuyeckue U 3J1eKTPOHHbIE CPeACTBA 00y4YeHUs

[Tpu npoBeneHNN 3aHATUI UCTIONB3YETCs ayqUTOpuUs, 000pyI0OBaHHAs IIPOEKTOPOM (CTa-
LIMOHAPHBIM WJIM NIEPEHOCHBIM) JUIsl OTOOpaXkeHus npe3eHtauuil. Kpome toro, npu nposeneHun
JEKIHMHA U MPAKTUYECKUX 3aHATHH HE00X0AUM KOMITBIOTEP C YCTAaHOBJIEHHBIM Ha HEM Opay3epom
U IIPOrpaMMHBIM 00€ecTIedeHUEM I IEMOHCTPALMK MTPE3EeHTALUH.

Jlng peanuzanuy JUCUMILIMHBI TOATOTOBIIEHBI CIEAYIONNE MPE3CHTALlUN:

1 Briciiee oOpa3zoBanue B PO.

2 Bujpl yueOHBIX 3aHATUMN, BUJIBI KOHTPOJIS 3aHITUH.

3 Pa3paboTka HHTEIEKT-KapT.

11 Unble cBeneHns
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MeToauueckue PE€KOMEHIAUHU 110 oﬁyqenmo Ju ¢ OrpaHU4Y€HHBIMHA BO3MOKHO-
CTAMHU 3/10POBbA U HHBAJIUIA0B

OcBoeHME NTUCHUIUIMHBI O0YYaIOIMMUCS ¢ OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 370POBbS
MO>KET OBITh OPraHU30BAHO KaK COBMECTHO C IPYTUMU 00YYarOIIMMHUCS, TaK U B OTJCJIbHBIX TPYII-
nax. IIpeanonararorcss cnenuanbHbIe YCIOBHS U TOJyYEHUST 00pa3oBaHMs 0OyJalOUIMMHUCS C
OTpaHUYEHHBIMU BO3MOKHOCTSIMU 37J0POBbSI.

[Tpodeccopcko-Tienarorn4eckiii CocTaB 3HAKOMHUTCS C TICUXOJIOT0-(PU3UOIOTHISCKUMU
0COOCHHOCTSIMU O00YyUaIOLIUXCS MHBAJIUAOB U JIUI[ C OTPAaHUYCHHBIMH BO3MOYKHOCTSMH 3/10POBbS,
WH/IMBUIYaIbHBIMU IIPOTPaMMaMH1 peabUINTalui HHBAIUAOB (MTpu Hamuuun). [Ipu Heo6xonmumo-
CTH OCYIIECTBIISICTCS JOTIOJHUTEIbHAS MOIJIEPKKA MPEN0IaBaHUs ThIOTOPAMH, IICUXO0JIOTaMH, CO-
UATbHBIMU paOOTHUKAMHU, MPOIIEAIIMMHU TOJATOTOBKY aCCUCTEHTAMH.

B cooTBeTcTBHU ¢ METOMYECKMMHU peKOMeH1anusMu Munoopaayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce IperoiaraeTcsi HCIoJIb30BaTh COIMAIbHO-aKTHBHBIE U pedIiek-
CUBHBIE METObI 00YUYECHHSI, TEXHOJIOTUH COLUOKYIBTYPHOM peaOHIINTAIlUH C LEIbI0 OKa3aHUs T10-
MOILY B YCTAHOBJIEHUH TIOJHOLIEHHBIX MEKIMYHOCTHBIX OTHOLIEHUM € APYTUMU CTYJEHTAMH, CO-
3MaHUU KOM(OPTHOTO TICHXOJIOTUYECKOT0 KIUMaTa B cTyJeHueckoi rpynme. [logbop u paspa-
00TKa y4eOHBIX MaTEPHAIIOB IPOU3BOJIATCS C YUETOM IPEAOCTABICHHS MaTepraja B Pa3InIHbIX
dbopMmax: ayauanbHON, BU3YalIbHOW, C UCIOIB30BAHUEM CIEIUANBHBIX TEXHUYECKHX CPEICTB U
MH(OPMALIMOHHBIX CUCTEM.

OcBoenune nucuuruinabl Tuiamu ¢ OB3 ocymiecTBiisercs ¢ HCTIOIb30BaHUEM CPEICTB 00Y-
YEeHUsI 00ILEro U CIEeHaIbHOTO Ha3HaUeHUs (IIEPCOHANBHOIO U KOJIEKTUBHOIO UCIIOIb30BAHMUS).
MatepuanbHO-TEXHUYECKOE OOecleueHne MpeaycMaTpuBaeT MPUCIOCOOIEHUE ayIuTOpHil K
Hy)xJ1am jun ¢ OB3.

®opma NpoBeACHUS aTTECTAIMH ISl CTYIACHTOB-UHBAINIOB YCTAaHABIUBACTCS C YUETOM
WHAUBUIYAITBHBIX TICUX0o(pu3ndeckux ocodbennocrei. Jlns cryaentroB ¢ OB3 mpemycmarpuBaeTcs
JIocTymnHas opma MpeAoCTaBICHUs 3a/IaHUN OLIEHOYHBIX CPEJICTB, & UMEHHO:

* B IIEYAaTHOM MJIM EKTPOHHOU (popMe (IU1s JIULL C HAPYLLIEHUSIMU OITOPHO-/IBUTaTEIbHOTO
amnrmapara);

- B TIeYaTHOH (hopMe HITH SJICKTPOHHOU (popMe ¢ YBETHMUEHHBIM MIPU(PTOM B KOHTPACTHO-
CTBIO (7IS1 JIUII C HAPYIICHUSIMU CIIyXa, PeYH, 3pECHUs);

* METOJIOM YTEHHS aCCUCTEHTOM 3a/laHus BCIAYX (ISl JIUL C HAPYIIEHUSIMU 3PEHHUS).

CryzneHTaM C MHBaJIMJHOCTBIO YBEIMYMBAETCS BPEMs Ha IOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHL. J[JIs1 TAKMX CTYJE€HTOB IIpelyCMaTPUBAETCs TOCTyIIHas (opMa MpeocTaBie-
HUS OTBETOB Ha 33JaHUS, 2 HMEHHO:

* IMCbMEHHO Ha Oymare 1 HabopoM OTBETOB Ha KOMIIbIOTEpE (/7151 JIULL C HApYLICHUSIMU
cllyXa, peun);

- BHIOOPOM OTBETa U3 BO3MOXKHBIX BAPUAHTOB C MCIOJIb30BaHUEM YCIYT aCCUCTEHTA (IS
JIUI] C HApYUICHUSIMH OMOPHO-BUTATENILHOTO aliapara);

* YCTHO (11 JIUL[ C HAPYIIEHUSIMU 3PEHMSI, OIOPHO-JBUTATEIBHOTO allapara).

[Tpu HeoOXoAMMOCTH Il O0YHAIOIUXCsl ¢ MHBAJIHMIHOCTBIO MPOLEAYpa OLIEHUBAHUS pe-
3yJbTaTOB O0Y4YEHHUS MOKET IPOBOJAUTHCS B HECKOJIBKO ITAIOB.
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[Tpunoxenue 1

®OH/JI OLIEHOYHBIX CPEJICTB!
10 AMCIHILINHE
AHAJIN3 U 3a1UTA BeO-NPUI0KEHU I

Hanpasnenue moaroToBku 10.05.03 "Ungopmayuonnas bezonacnocmo
asmMoMamu3uposanHvlx cucmem”
Hamnpasnennocts (mpoduis) Ananuz bezonachocmu UHGOPMAYUOHHBIX CUCEM
00pa3oBaTeNbHON IPOTPAMMBI
Kpanudukarys BeITyCKHUKA cneyuanucm no 3auume uHGopmayuu
T'ox Hayasa moAroTOBKHA 2021
(no yuebrHomy niamy)
dopma 00yueHus OYHas
Texnonorus o0yueHus MpaouyuoHHas
Kypc Cemectp TpynoeMKkocCTs, 3.€.
5 9 3
Bun npomexyTouHOM arTecTanuu ObecneunBaroliee nojpasieacHue
3auem c oyenkoti UBAC

! B 1aHHOM IIPUJIOKEHUH NIPEACTABICHBI TUIIOBBIE OLICHOYHBIE CpeACTBa. 110JIHBIN KOMITIIEKT
OILICHOYHBIX CPEJ/ICTB, BKIIIOYAIOLINI BCe BApUAHTHI 3aJaHUil (TECTOB, KOHTPOJIBbHBIX paboT M 1Ip.),

npeajiaracMbix o6yqa10meMyc;1, XPpaHUTCA HaA Ka(benpe B 6YM3.)KHOM U 3JICKTPOHHOM BHUC.
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1 TIlepeyeHb NJIaHNPYeMbIX pPe3yabTATOB 00y4YeHHs MO JUCHUILIUHE (MOTYJIIO),
COOTHECEHHBIX ¢ MHAMKATOPAMHU JOCTHKEHUSI KOMIIeTeHIUii

[Tponiecc u3y4eHus MUCHUIUIHHBI « AHAIN3 M 3alIUTa BEO-MPIIIOKCHU» HAIpaBlieH Ha
dbopmupoBanue cieayronmx kommnereHud B coorBeTcTBuu ¢ ®I'OC BO u ocHOBHOM 00pa3oBa-
TEJbHOM mporpamMmoii (Tabauma 1):

Tabmuua 1 — KomnereHuy 1 miiaHUpyeMble Pe3yabTaThl 00yUSHHs 110 JUCIUTUINHE

HaumenoBanue u
mudp KOMIIETSHIINUH,
B (DOpMUPOBAHUHU KO-
TOPOM MPUHUMAET
y4acTHe TUCIUTUIMHA

[Tepedens popMHUpyEeMbIX 3HAHH, YMEHH, HABBIKOB, IIPELyCMOTPEH-
HBIX 00pa30BaTEIHbHON MPOTrPaMMOit

Ilepeuenp 3HaHui (c
yKazaHueM mudpa)

Ilepeuenp ymenuit (c
yKazaHueM mudpa)

[lepeueHb HaBBIKOB (C
yKkazaHueM mudpa)

OIIK-13 Cnocoben
OpPraHU30BBIBaTH U
NPOBOANUTH  JIMArHO-
CTHKY M TECTHpPOBa-
HHUE CHCTEM 3alllUThI
uHbOpMAMK  aBTO-
MaTHU3UPOBAHHBIX CH-
CTeM, ITPOBOJIUTH aHa-
73 yS3BUMOCTEH CH-
CTEM 3alIUThl HHPOP-
Maluu aBTOMAaTH3HU-
POBaHHBIX CUCTEM

OIIK-13.1 3naer oc-
HOBHBIE TOAXOJBI K
IIPOBE/ICHUIO aHAIM3a
3aLUIIEHHOCTH U Te-
CTUPOBAaHUSL CUCTEM
3aluTel  MHQOpMa-
UMY  aBTOMAaTU3UPO-
BaHHBIX CUCTEM

OIIK-13.2 Ymeer
BBIOMPATH MPOTPAMM-
HOE€ U allapaTHoe
oOecrnieueHue JUISL
IPOBE/ICHUS aHAIN3a
3aLUIIEHHOCTH U Te-
CTUPOBAHHUSL CUCTEM
3aluTel  MHQOpMa-
IIUM; TPOBOAUTH aHa-
JU3 ySA3BUMOCTEN CHU-
CTEM 3aluThl HHPOp-
Maluy aBTOMAaTU3H-
POBaHHBIX CUCTEM

OIIK-13.3 Biazeer
HaBbIKAaMHU IIpOBEJIE-
HUS aHajlu3a 3allu-
IIEHHOCTH aBTOMAaTHU-
3UPOBAHHBIX CHCTEM,
TECTUPOBAaHUS  CH-
CTEM 3alluThl HH(pOp-
Maluy aBTOMAaTU3H-
pPOBaHHBIX  CHCTEM,
IPOBEJCHUS aHau3a
ySI3BUMOCTEH cucTeM
3aluTel  MHQOpMa-
UM  aBTOMAaTU3UPO-
BaHHBIX CUCTEM
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Tabmuia 2 — [TacmopT dhoHIa OIEHOYHBIX CPEICTB

Koa xon- | Hammeno-
KonTposmpyembie TPOJIMPY- BaHue
pa3naeJibl (TeMbl) eMoi OLlEHOY- Ioka3aTeyin oLleHKH
AUCHUTLTHHBI KOMIIe- HOTO
TEHIINH cpeacTBa
1. Konuemnmun Be6-caiiToB Ymeer BHIOUpPATh MPOTPaAMM-
2. Havpexunn HOE U armapaTHoe obecreue-
3. Bznmom ayrenTHdUKaUN H HUE I TIPOBEACHUS aHa-
ceaHca Ju3a 3allMIICHHOCTH U Te-
4. VYTeuka BaKHBIX JJAHHBIX CTHUPOBAHUS CHCTEM 3aIIUThI
5. Baemnne XML 00BbeKThI uHopmanuu;  TPOBOJIUTH
6. Hapymenue KOHTpOns [0- aHallu3 ySA3BUMOCTEN CUCTEM
cryna 3alIUThl UH(GOpPMAIIMKA aBTO-
7. Hebe3zonacHas koH¢urypa- MaTU3UPOBAHHBIX CUCTEM
st Brnaneer HaBbikamu TIpOBe-
8. MexcaiiToBeiii ckpuntuar | OITK-13 JlaGopatop- CHUs aHAJIN3a 3AILUIICHHO-
p i AT
(XSS) Hasi pabora CTH  aBTOMAaTHU3HPOBaHHBIX
9. Hebe3onacnas necepuaiu- CHCTEM, TECTHpPOBAHUS CH-
3anus CTeM 3aluThl MHMOPMAIHH
10. Ucmosib30BaHME KOMIIOHCH- ABTOMATU3MPOBAHHBIX  CH-
TOB C WM3BECTHHIMU YSI3BU- CTeM, TPOBEICHHS aHAJIN3a
MOCTSMU YSA3BUMOCTENM CHUCTEM  3a-
11. OTcyTCcTBHE KypHAIMPOBA- ATl HH(QOpMAIK aBTOMa-
HUS 1 MOHUTOPUHTA TU3UPOBAHHBIX CHCTEM
Brnaneer HaBbkamu TpoBe-
JICHUS aHaJIM3a 3alUIIEeHHO-
CTH  aBTOMAaTHU3HPOBAHHBIX
CUCTEM, TECTHUPOBAaHUS CH-
OTK-13 PIP CTeM 3allUThl HHPOpPMAIUU
ABTOMATH3MPOBAHHBIX  CH-
CTeM, MPOBEJCHUS aHalln3a
ySA3BUMOCTEM CHCTEM  3a-
HMIUTHI HH(OpPMAIIUK aBTOMa-
TU3UPOBAHHBIX CHCTEM

2 Metoanyeckne MaTepHaJibl, ONpeeIsiiolne NPoueaypPhbl OeHUBAHUS 3HAHUM
9 9

YMEHUI1, HABBIKOB U (MJIM) ONbITA AeITEJIbHOCTH, XapaKTepu3yIoLIue npouecc
(popMupoBaHus KOMIETEHLMI

Meroauueckue MaTepuasl, ONpeaesSoIUe NPOLEeTypbl OLEHUBAHHs 3HAaHUM, yMEHUH,
HABBIKOB U (MJIM) OTBITA IEATCIILHOCTH, PEACTABICHBI B BUIC TEXHOJOTHUECKOW KApThl IUCIH-
winHbI (Tabuuna 3).

17



Tabmuia 3 — TexHoornueckas Kapra

HanmeHoBaHMe pa3ziesioB, TEM H COJIEPIKAHHE
marepuaa

Buapt yaeOHO# pabOThI, BKIIFOYAs camo-
CTOATEIBHYIO pad0oTy 00yYaromuxcs 1

TPYJIOEMKOCTBH (B Yacax)

KonTtaktnas pabora npemnoaasa-
TeJst ¢ 00YJAIOIUMUCS

Jlexuuu

CemMuHap-
CKue
(npaktu-
YecKue 3a-
HSITHUSA)

Jlabopa-
TOPHBIE
3aHATUA

CPC

Konuenuuu Bed-caiiToB. [IpuHuumer paboThl
BeO-cepBepOB M BeO-TIPHIIOKEHUH. [IpUHIMIIEI
0€301acHOCTH BeO-CAMTOB M BEO-TPUIIOKCHHM.
Yro takoe OWASP. OG630p knaccupukanuu
OWASP Top 10. 3HakoMCTBO ¢ MHHCTpyMEHTaMHU
JUIsl BBITIOJIHEHMsI aTak. HacTtpoiika mabopaTopun

11

Nubexkunu. YTo Takoe HHBEKIIUU U IOYEMY OHU
cTtaHoBATCA BO3MOXHBIMH. He SQL wuaBEKIINM.
[Ipocteie SQL wunbekuuu. Cnensle SQL
HHBEKITNU

B3siom ayrenTH(ukanum u ceanca. Ataku Ha
ayTeHTH(UKaMI0. ATaKky Ha YIpaBICHHUE CeaH-
COM

Yreuka BaXKHbIX AaHHbIX. [IpuHUMIBI aTak,
MPUBOJISIIIMX K YTEUKE TAaHHBIX

Baemnue XML 00beKkTBI. UTO Takoe BHELIHHE
00bekTel XML (XXE). Ilpunnunsl artak Ha
BHEIIHUE 00BbeKTHI XML

11

Hapymenune kouTposass gpocrymna. Konuenunun
DOR. IlpuHuunel atak Ha (YHKIHOHAJIbHBIN
ypoBeHb. UTo Takoe o6xox karasnora. [Ipeana-
s3HayeHnue 3aronoska xocta B HTTP. Konmenmu
MOJKIIFOYEHUS JIOKaJbHOTO WJM YJAJIEHHOTO
¢aiina. [Ipyrue BO3MOKHOCTH OTpaHUYEHUS JI0-
cryna. YTo Takoe rojjeika 3anpocoB Ha CTOPOHE
cepBepa (SSRF). Uto Takoe BHEIIHHE OOBEKTHI
XML (XXE)

He0e3onmacnasa kondurypanusi. IIpuHnumne
aTak Ha KoHurypauuto. [Ipon3BosbHbIN 10CTYIT
K (aiimam B Samba. Daiin MeXIOMEHHON MOJH-
tuku Flash. O6mue pecypest B AJAX. Mexcaii-
ToBast TpaccupoBka (XST)

MexcaiiToBblii ckpunTuHr (XSS). Konnenunn
XSS. Orpaxennsie XSS. Uro takoe JSON. Uto
takoe AJAX. Uro Takoe ¢ynkius Eval. Uro Ta-
koe arpubyr HREF. Uro Ttakoe phpMyAdmin.
Xpanumbie XSS

Heo0e3onacnas necepuaamsanms. Uro takoe ce-
puanuzanus u gecepuanusanus. [IpuHIuns: arak
Ha He0e30MacHYIO JecepUaIn3aluio
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Bunsl yueOHoI paboThI, BKIIIOUAsk cCaMo-
CTOSITENBHYIO PabOTy 00yUaIOmMUXCs U
TPYJIOEMKOCTb (B yacax)

KonrakTHas pabora npemnoiaBa- CpC
HaumeHnoBaHue pa3fenoB, TEM U COJAEpKaHUE TeJIs ¢ 00YYaIOUMMHUCS
Marepuana Jlexumu | Cemunap- | Jlabopa-
CKHe TOpPHBIE
(npaktu- | 3aHATHS
YeCKUe 3a-
HSTHS)

Hcnosb30Banne KOMIIOHEHTOB ¢ H3BECTHBIMHU
ySI3BUMOCTSIMH. KOHIIENIIMKH HHBEHTAPHU3AIIUH 3 3
ysi3BUMOcCTel. Uto Takoe nepenonaenue 0ydepa

OrcyTcTBHE KYPHAJIUPOBAHUSI W MOHUTO-

puHra. KoHuenuuu >XypHaJupoBaHUS B BeO- 2 2
TPUIIOKEHUSIX

PI'P 11
uToro 32 32 44

Mo AUCIHUILINHE

3agaHus 17151 TEKYIIEro KOHTPOJIA
JladopaTopublie padoTsl (11 mTyK)

12. YcraHoBKa, HACTPOWKA M 3aITyCK yU4eOHOTO caiTa

13. Beinonnenue aTak Ha yuyeOHbIH BeO-caliT ¢ IpUMEHEHHEM UHBEKIUH 1 3aIuTa caifTa oT
TaKUX aTak.

14. BeimosHeHue aTak Ha y4eOHbBIN BeO-CalT C MPUMEHEHUEM aTaK Ha ayTCHTU(DUKAIUIO U
yIpaBJIEHUE CEAHCOM.

15. BeinonHeHue aTak Ha yueOHbIH BeO-CaliT ¢ IPUMEHEHHEM TEXHHUK PacKpbITHS UyBCTBH-
TEJbHBIX TaHHBIX U 3aIIMTa CaliTa OT TAaKMX aTak.

16. Bemonnenne XXE atak Ha yueOHOM BeO-cepBepe U 3aluTa.

17. Bemonnenue atak Ha PyHKIIMOHaN y4eOHOTO BeO-cepBepa H 3aluTa.

18. BeinonHeHye aTak Ha KOHQUrypaluoo yueOHOro Be0-cepBepa U 3aluTa OT TaKuX aTak.

19. BeimonHeHme aTak Ha y4eOHBIH BeO-CalT ¢ TIOMOIIBIO OTPAKEHHBIX U XPaHUMBIX XSS 1
3alUTa caiiTa OT TAKHUX aTak.

20. BrirmotHeHNE aTak Ha YYeOHBIH BEO-CalT ¢ ySI3BUMOCTHIO HEOE30acCHOM Jiecepruaim3a-
IIUH 1 3aIlIMTa caiiTa OT TaKUX aTak.

21. BeimoHeHue aTak Ha y49eOHBII BeO-cepBep C CMOIb30BaHHEM DKCIIONTOB HA H3BECT-
HbI€ YA3BHUMOCTH U 3alllUTa cepBepa OT TaKUX aTak.

22. Vzydenune KOHIETINN 1 TPaKTHYECKUX PUMEPOB OTCYTCTBHS KYPHATHUPOBAHUS U MO-
HUTOPHUHT.

IIpumepHblie Tembl PI'P

&

[TpoBectn XXE aTaku Ha yueOHOM BeO-cepBepe U 3alluTa.

VYrpaneHue )XKeCTKUMH JUCKaMU - cucTeMHas ytuiauTa Paragon Partition Manager
6. PesepBHOE KONMMpOBaHNE U BOCCTAHOBJICHUE JIAHHBIX - CUCTEMHas yTuinuTta Paragon
Drive Backup Professional

o
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JIuer perucrpanumn udMeHeHu Kk PII{

Howmep nporokosna 3acenanus kadeapsl,
JaTa yTBEP)KACHUS U3MEHCHUS

KomnunuectBo
CTpaHMI]
N3MCHCHUA

Iloamuce
pa3paboTunka
PIIJ
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