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1 O01mme moJ10KeHU s

PaGouas mporpamma JUCIHUIUIMHBI «AIMUHUCTPUPOBAHUE CUCTEM U KOMIBIOTEPHBIX Ce-
TEi» COCTaBJICHA B COOTBETCTBUH C TPEOOBAHUSIMH (eIepaTbHOI0 rOCYAapCTBEHHOTO 00pa3oBa-
TEIBHOIO CTaHJAPTa, YTBEPKICHHOr0 pukazoM MuHHcTepcTBa 00pazoBanus U Hayku Poccuii-
ckoit @enepanuu Ne929 19.09.2017, u ocHOBHOI mpodeccHOHATBHONH 00pa30BaTEeIBLHONU MPO-
rpaMMbl ToAroToBKH «lIporpamMmuoe obecriedeHre CpesiCTB BHIUMCIUTEIbHON TEXHUKH U aBTO-
MaTU3UPOBAHHBIX cucTem» 1o HampasieHuio 09.03.01 "MudopmaTika 1 BEIYUCIUTENbHAS TEX-
Huka". [IpakTuyeckas MOAroTOBKa peaan3yercs Ha OCHOBE:

[Mpodeccrnonanshusiii crangapt 06.027 «Cnenuanuct o aqMUHUCTPUPOBAHUIO CETEBBIX
ycTpoiictB UKCy.

O6o006muiennbie TpynoBbie GyHKIuU: D — AMuHHCTpUpOBaHUE TPOLIECCa YIIPaBICHUS
0€30MacCHOCTBIO CETEBBIX YCTPOICTB U MPOTrPAMMHOI0 00ECIIEUEHHUS.

3anaqn JlaTp npeacraBieHUE CTYJEHTaM O TEOPUH U IPAKTUKE IPOEKTUPOBAHMS JIO-
AACHUIIIMHBI KaJIbHBIX ceTeil. [l03HakOMHUTh C pemIeHUsIMH 337ad B 00JIaCTH pa3/ieleHUs
PECYPCOB € MCIOJIB30BAHUEM JIOKAIBHBIX CETEH MOCPEICTBOM KOH(HUTYpUPO-
BaHUSI OTICPAIIMOHHBIX CUCTEM.

OcHoBHBIE [IpoexTHpOBaHKE JTOKAIBHBIX CETEU
pasiensl / TeMBl | A IMUHECTPHPOBAHKE ONEPALMOHHBIX CHCTEM
JUCIUIIMHBI

2 IlepeyeHb MIAHMPYEMBIX Pe3yJbTATOB 00yYeHHUs MO AUCHHUILINHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[Tponiecc m3ydeHUss AUCHUIUIMHBI «AJMUHUCTPHUPOBAHHUE CUCTEM U KOMIIBIOTEPHBIX
ceTeil» HampasjeH Ha (OpPMUPOBAHUE CIIEAYIOIKX KoMiieTeHIuil B cootBeTcTBUU ¢ ®I'OC BO

1 OCHOBHOM 00pa3oBaTeIbHOM IporpaMmoii (Tabmuma 1):

Ta6mmma 1 — KoMneTeHImu 1 MHAMKATOPHI MX TOCTHXKCHHS

Kog no ®I'0C WNHIuKaTOphl TOCTUXKEHUS [Tnanupyemble pe3yabTaThl 00y-
YEeHUs 110 TUCLUILUIAHE

YHuBepcanbHbIe

Ob6menpodeccnoHanbHbIe

OIIK-7 Crnocoben | OIIK-7.1

y4acTBOBATh B | 3HaeT METOJMKY HACTPOWKH U | 3HATh METOIMKH HACTPOUKHU
HACTPOIKe W HaJIAJ- | HUIAJKA POrpaMMHO-AIMAPATHRIX | POTPAMMHBIX KOMILIEKCOB
Ke MPOrPaMMHO- | KOMILJIEKCOB

anmapaTtHbIX  KOM-

IUIEKCOB OIIK-7.2

YMeeT npou3BOAUTH KOJUIEKTUBHYIO | YMETh BECTH HACTPOUMKY MPO-
HAaCTPOMKY M HAJIAJIKY IMPOrPAMMHO- | TPAMMHBIX KOMILUIEKCOB
armapaTHbIX KOMIUJIEKCOB

OIIK-7.3
Biianeer HaBblKaMM KOJUIEKTHBHOM | BiageTh HaBbIKaMU HACTPOMKHU
HACTPOMKU W HAIAJKW MPOrPAMMHO- | IPOTPAMMHBIX KOMIIJIEKCOB.

armapaTHbIX KOMIUJIEKCOB
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Ko mo ®1'0C Nuaukatopbl JOCTHKEHUS [Tnanupyembie pe3ynbTaThl 00y-
YCHMUA 110 AUCHUIIIINHE

[Ipodeccuonanpubie
[K-2.1
3HaeT TEOPHUIO U METOAMKY 3alllUThl,  3HATh TEOPHUIO U METOJUKY 3alllu-
IIPEIOTBPALEHUS IOTEPH U ITOBPE- Thl MH(QOPMALIMU HA OCHOBE OCO-
KACHUM TaHHBIX B IPOTPAMMHOM OCHHOCTEM apXHUTEKTYypbl armma-

o0OecreueHnH, KOMIBIOTEPHBIX CETAX  paTHbIX cpeacts [I9BM
u 0a3ax TaHHBIX

[IK-2 Cnoocoben an- I1K-2.2

MUHUCTPUPOBATH YMeeT OpraHuM3oBaTh 3alUTy W YMETh OPraHHW30BaTh 3alIUTy U
ONEpAIMOHHBIC CH- MPEIOTBPALICHUE IMOTEPh JAHHBIX B IPEAOTBpAICHUE IMOTEPh JTaHHBIX
CTEMBI, KOMITBIOTEP- MPOrPaMMHOM OOECMEYCHHH, KOM- B IIPOTPAMMHOM OOECIICUCHUHU.
Hble CETH M 0a3bl MBIOTEPHBIX CETAX M 0a3ax JaHHBIX

AHHBIX

[1K-2.3

Bimageer HaBblkamMu  3amuTel M Brnagers  HaBbIKAMM  aMUHH-

IPEOTBPALICHHUs MOTEPh JaHHbIX B cTpupoBanus OC U KOMIbIOTEP-

IPOrpaMMHOM O0ECIIEYEeHUH, KOM- HBIX CETeHl.

IBIOTEPHBIX CETAX U 0a3ax JaHHBIX Biagers HaBbIKaMM 3aIlMTBI U
[IPEAOTBPALIECHUS [TI0TEPh JaHHBIX

3 MecTo IMCHMIUIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTeIbHOI NPOrpaMMbl

JucuuruiiHa «AJMUHUCTPUPOBAHUE CUCTEM M KOMIIBIOTEPHBIX CeTel» u3ydaercs Ha 4
Kypce B 8 cemecTpe.

JlucuuruiiHa BXOIUT B cocTaB Onoka 1 «/lucuumniauHbel (MOJYJIM)» U OTHOCUTCS K
00s13aTeIbHON YacTH.

Jnist OCBOGHUSI AUCIUTUIMHBI HEOOXOAMMBI 3HAHUS, YMEHHUSI, HABBIKH ¥ (MJIH) OTIBIT TIPaK-
TUYECKOM NesATeTbHOCTH, COPMHUPOBAHHBIE B MpOIEcCce U3YyYEHHs TUCHMIUIMH / MPaKTHK: «3a-
muTa nHpopmanuny», «CeTu U TEIeKOMMYHUKALIUN.

3HaHuUs, YMEHUS U HaBBIKH, COPMHUPOBAHHBIEC NMPH U3YYCHUU JUCLUILIMHBI «AIMUHU-
CTPUPOBAHHME CUCTEM U KOMIBIOTEPHBIX CeTeil», OyAyT BocTpeOOBaHbI MPU U3YUEHHUH MOCIEY-
IOIMX TUcHUIIIHH «[Ipon3BoJCTBEHHAs NMpakTHKa (MPEAUIUIOMHAs IPAKTUKA).

JuciumirHa «AJIMUHUCTPUPOBAHUE CHCTEM U KOMITBIOTEPHBIX CETEH» YacTUUHO peau-
3yeTcs B (hopMe MpakTHUeCKOoM MoAroToBkH. [IpakTHyeckas moAroTOBKa OPraHU3yeTcs MyTeM
BBINIOJIHEHUSI MPAKTUYECKUX 3aHATHH, J1aDOpaTOPHBIX padOT, BBHINOJIHEHHUS] KOHTPOJIBHBIX pa-
60T.

JucuurinHa «AIMUHACTPUPOBAHNE CUCTEM M KOMITBIOTEPHBIX CETel» B paMKaX BOCIIH-
TaTeJIbHOI paboThl, HallpaBiieHa Ha (POPMUPOBAHUE Y 00yYarOMMXCcsl UHPOPMAIMOHHON Ky b-
TYpbI, YMEHHSI CAMOCTOSATEIBHO MBICIUTh, Pa3BUBAET MPOPECCUOHAIbHBIE YMEHHUS.

4 O0beM TUCHHUIIUHBI (MOAYJISI) B 3a4€THBIX €IMHUIIAX C YKA3aHHEM KOJINYeCTBA
aKaJeMH4YeCKHX YacOB, BbIIeJIEHHbIX HA KOHTAKTHYI0O padoTy 00y4alommuXxcs ¢
npenojaasareseM (110 BUAaM y4eOHBIX 3aHATHII) 1 HA CAMOCTOSITEJILHYIO PadoTy
00y4aromuxcs

OO01mmas TpyI0eMKOCTh (00beM) TUCITUTUIHHBI cocTaBisier 3 3.¢., 108 akax. gac.
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Pacnpenenenue o0beMa AUCIUILTMHBI (MOLYJIS) 110 BUJIAM YU€OHBIX 3aHATUH MpEICTaB-

JIEHO B Tadymue 2.
Tabmuna 2 — O6beM IUCHUIUTUHBI (MOJIYJIS) TTO0 BUJIAM YUEOHBIX 3aHSATHIH

O0BbeM TUCHUIIINHBI

Bcero akapemu-
YeCKUX 4aCoB

OO0miast TpyA0€MKOCTh JUCIUILIUHBI 108
KonTakTHasi ay1uTopHas padoTa 00y4yaroumXxcsi ¢ mpenojaasaresieM (o 10
BH/IaM Y4eOHBbIX 3aHATHI), BCEro
B ToMm uncne:
3aHATHS JIEKIIMOHHOTO THNA (JISKIIUU U UHBIC YICOHbBIC 3aHSITHUS, TIPEIY-
CMaTpHUBAOIIUE MPEUMYIIECTBCHHYIO Iepenavy ya4eOHOW HHPOPMAIIUH T1e- 4
JAarOTU4eCKUMHU paOOTHUKAMM)

B TOM 4YHCJIC B OPME MPAKTUYCCKON TTOATOTOBKH: 0
3aHATHSA CEMHUHAPCKOTO THINA (CCMHUHAPDI, TPAKTUYCCKHIE 3aHATHUS, ITPAK-
TUKYMBI, J1a0opaTopHbIe pabOThI, KOJJIOKBIYMbI M HHBIC aHAJIOTUYHBIC 3a- 6
HSATHS)

B TOM YHKCJIC B OPME MPAKTHYECKON TIOJTOTOBKHU: 6
CamocrosiTesibHast padoTa 00y4aIIUXCsl U KOHTAKTHAas padoTa, BKIIO-
Yarolas rPynoBble KOHCYJIbTAUK, UHIMBUAYAIBHYIO paboTy 00y4ato-
HIMXCSI C TIpenojaBaTessiMu (B TOM YUCIIC HHIUBUIYAIbHbIC KOHCYJIbTAIINN );
B3aMMOJIEUCTBHUE B 3JIEKTPOHHON HH(POPMALMOHHO-00Pa30BaATEILHOM Cpeie 94
By3a
[TpoMexxyTodHast aTTeCcTaus 00yJaroImuXxcs — 3a4eT 4

5 Conep:xkanue TUCHUILIMHBI (MOYJIs1), CTPYKTYPHPOBAHHOE N0 TeMaM (pa3/aejiam)
€ YKa3aHHeM OTBEJIeHHOr0 Ha HUX KOJINYeCTBAa aKaJeMHYeCKHX YacoB U BH/I0B

y4eOHoii padoThI

Ta6muma 3 — CTpykTypa U cofiep KaHue TUCIUILTAHBI (MOTYJIs)

Bunpl yueOHoI paboThl, BKIIIOYAs CaMOCTO-
ATEJbHYIO pab0Ty 00YyJaroIIUXCsl U TPYIO-
€MKOCTH (B yacax)
KonTaktHas padorta npenojasa- CPC
HaumeHnoBanue pa3fennos, TEM U COJAEP/KaHUE Ma- TeJIs C 00yJaroUMMHUCS
Tepuaia Jlexumu | Cemunap- | JlaGopa-
CKHE TOPHBIE
(mpakTu- | 3aHATHS
YECKUE
3aHSITHS)
Tema 1. CucremMHoOe aaMUHUCTpUpOBaHKe. BeiObop
anmnapaTHbIX U NPOrpaMMHBIX cpeAcTB. CTPYKTY-
pa cetn. UTHpOpMaLnOHHbBIE CUCTEMBI IPEIPUS- 2 - 2% 34
THUS
Tewma 2. PaboTa B rmobaibHOM ceTh. YTIpaBiIeHUE
UH(POPMALIMOHHOM cucTeMOil. MOHUTOPUHT UH- 1 i % 34
dbopMmarmoHHo# cucteMbl. Bupryanuzanus




Bupl yueGHO# paboThI, BKIIFOYAsi CAMOCTO-
ATENBbHYIO paboTy 00yJaromuxcs 1 TpyAo-
€MKOCTb (B yacax)

KonrtakTHas pabora npemnoaasa- CPC
HanmeHnoBanue pa3zenoB, TEM U coJlepKaHUE Ma- TeJs ¢ 00YJAIOIIUMUCS
Tepuana Jlexkiuu | Cemunap- | JlaGopa-
CKHe TOPHBIE
(npaktu- | 3aHATHS
YeCKue
3aHSITHUS)

Tema 3. bezonacHocTh. OTKa30ycTOMYMBAS UH-
dopmarmonnas cucrema. [1opsiiok BBISIBICHUS 1 3 0% 34
HEUCHPABHOCTEH U UX YCTpaHEHUs

UTOI'O

IO AUCHUIIIINHE

4 - 6 94

*peann3yroTcs B (popme mpaKkTUYECKON MOATOTOBKHU
6 BuHeayauTopHasi caMoCTOSITeIbHAs PA00Ta 00yYAIOIIUXCS 10 TMCIUIIJIHHE
(MmonyJ10)

[Ipu nmaHupoBaHWU CaMOCTOSITENILHOW pPabOTHl CTYJEHTY PEKOMEHIYETCS PYKOBOI-
CTBOBATHCS CIEAYIOIINM paclpeelieHHeM YacoB Ha CaMOCTOATENbHYIO paboTy (Tabnuia 4):

Ta6n1/ma 4 — PGKOMGHI[yeMOG pacupeacICHUC 49aCOB Ha CAMOCTOATCIIbHYIO pa60Ty

KoMnoHeHTBhI caMOCTOSATEIbHOI padoThl KosaunuecTBo yacoB
V3ydeHne TeopeTHUeCKHUX pa3/ieoB JUCIMILTUHBI 25
[TonroroBKa K 3aHATHAM CEMHUHAPCKOTO THITA 25
[ToaroroBka u ohopmieHue 44
KonrtponbHas pabota
94

7 OueHo4YHbIE CPeACTBA /15 NPOBEIeHUs TeKYLIero KOHTPOJIA
U NPOMEKYTOYHOH aTTecTALMN 00y4aloIuXcs M0 JUCHUIIIHHE (MOIYJII0)

q)OHZ[ OICHOYHBIX CPCACTB MJIA MPOBCACHHA TCKYLICIO KOHTPOJA YCIIEBACMOCTH U
MPOMEXYTOUYHOM aTTectaunu npeactanieH B [Ipunoxennn 1.

TToHEI KOMIUIEKT KOHTPOJIBHBIX 3a)1aH1/1171 HJIM UHBIX MaTCpUaJiOB, HCO6XO)II/IMI)IX JUJISL
OIICHUBAHUS PE3YNbTATOB OOyUYEHUS MO AMCHMUIUIMHE (MOIYNIO), MPAKTHKE XPaHUTCS Ha Ka-
benpe-pazpaboTunke B OyMa)KHOM M JICKTPOHHOM BHUJIE.

8 VYueOHo-MeTOOMYeckOe W UHPOPMAINMOHHOe o0ecrevYeHHe TUCHUTLIUHBI
(MmonxyJis)

8.1 OcHoBHas JquTEpaTypa

1 Kysun, A. B. Komnetotepasie cetu [DNeKTpoHHBIN pecypc]: yued. mocodue [Inek-
tpoHHBI pecypc]| / Kysur A.B., Ky3un I.A. - 4-e u3n., nepepab. u gon. - M.: ®opym, HUIL]
NH®PA-M, 2022. — 190 c. // ZNANIUM.COM : sneKkTpoHHO-0HOIHOTeYHast cucteMa. — Pesxxum
noctyma: http://znanium.com/catalog.php#, orpaHu4eHHbINA. — 3ar. ¢ dKpaHa.

2 Omudep, B. I'. KomnbrorepHbie cetr. [IpUHIMITBI, TEXHOJIOTHH, TPOTOKOJIBL: Y UeOHHUK
st By3oB / B. I'. Omudep, H. A. Onudep. - 2-e uza., 3-e uza., 4-e uzn., S-e uzn. - CII6.: [Turep,
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2016; 2011; 2010; 2009; 2004; 2003; 2002; 2001; 2000; 1999. - 992c.

8.2 JlomoJiHMTebHAs JIUTepaTypa

1 3apamenckux, E.Il. UaTepHeT Bemei. MccnenoBanus u 001acTh MpUMEHEHHS [DJeK-
TpoHHBI pecypc] : moHorpadus / E.Il. 3apamenckux, U.E. AprembeB. — M. : UHOPA-M,
2022. — 188 c. // ZNANIUM.COM : snektpoHHO-OMOIMOTEUHAss cuctema. — Pesxxum pocryna:
http://znanium.com/catalog.php#, orpannueHHbIi. — 3ari. ¢ FKpaHa.

2 Tanenbaym, D. Kommbrorepusie cetu / 3. Tanenbaym, 1. Yazeposr; Ilep. ¢ anrn. A.
['pebenbkoB. - 5-¢ u3., 4-e uza. - CII6.: [Tutep, 2017; 2010; 2003. - 955¢.

3 Kymap, B. .Net CereBoe mnporpammupoBanue = Professiona NET Network
Programming / B. Kymap, 3. KpoBuuk, H. Jlarapu u np. - b.m. : Jlopu, 2014. - 400c.

8.3 MeToanyeckue yKa3aHus JJIsI CTYI€HTOB 110 OCBOEHUIO JUCIUNIMHBI

1 Tuxomupos, B. A. Onepanmonnapie cucTeMbl U cetd: Jabd. mpaktukyM / Tuxomupon
B.A. — KomcoMonbck-Ha-Amype.: U31-Bo Komcomoinbckoro-ua-AMype roc. TexH. yu-ta, 2016. —
117 c.
8.4 CoBpemennblie mnpodeccuoHaIbHble 0a3bl [JaHHBIX U HH(OPMAIMOHHBIE
CIPaBOYHbIE CUCTEMbI, HCIOJIb3yeMble NP OCYIEeCTBJIEHUN 00Pa30BaTEIbLHOIO
npouecca no JTUCHUIINHE

1 Dnextponno-6ubnuoreunas cucrema ZNANIUM.COM. [oroop Ne 4997 »6¢ NUK3
211 2727000769 270301001 0010 004 6311 244 ot 13 anpens 2021 . ot 17 anpens 2021 .

2 DnekTpoHHO-OMOMMoTeuHas cucteMa IPRbooks. Jluniensnonnsiii norosop Ne EIT 44/4
Ha TIPEJOCTaBJICHHUE JOCTyNMa K 3JICKTpOHHO-OMOmmoreuHoir cucrteme IPRbooks MK3 21 1
2727000769 270301001 0010 003 6311 244 ot 05 deBpans 2021 r.

3 DnexrponHo-6ubmmoteunas cucrema eLIBRARY.RU. JloroBop Ne EIT 44/3 nHa oka-
3aHHE YCIIYT AOCTyMa K 37eKTpoHHbIM m3nanusam MK3 211 272 7000769 270 301 001 0010 002
6311 244 ot 04 despans 2021 r.

8.5 Ilepeuyenb  pecypcoB  HHPOPMALNHOHHO-TETEKOMMYHUKAINMOHHOW  CeTH
«HTEepHET», HEOOXOAMMBIX /IVISI OCBOCHUSI TUCHMILINHBI (MO1YJIs1)

1 LINUX.ORG.RU — Pycckas uadopmarus 06 OC Linux / Makcum Bansackuii. Jlata
oOHoBneHus: 04.14.2015. — Pexxum poctyna: https://www.linux.org.ru/, cBo6oaHbINH. — 3ari. ¢
dKpaHa. S3. aHri.

8.6 Jlumuen3moHHOe W CBOGOJHO pacmpocTpaHseMoe MPOrpaMMHOe obecrevyeHue,
HCMOJIb3yeMOe TIPH  OCYLIeCTBJIEHHMH 00pa3oBaTeIbHOr0 mpomecca o

AUCHHUIIJINHE

Tabmuua 5 — IlepeyeHp UCTIONB3yEMOT0 IPOrPAMMHOT0 00eCTIeUeHHSI

Haumenoanue [10 PexkBu3NTHI / yCII0BUS HCTIOIB30BAHUS
Microsoft Imagine Premium JluniensuonHsbIi qorosop AD223 Ne008/65 ot 11.01.2019
OpenOffice CBoOo/1Has TMIIEH3HS], YCIIOBUS UCIOJIB30BaHUS TI0 CChIIKE:

https://www.openoffice.org/license.html
Oracle VM VirtualBox Pacnipoctpansiercs Ha ycioBusix juner3nn GNU GPL 2
OC Linux Ubuntu Pacnipoctpansiercst Ha ycnoBusix ymner3nd GNU GPLv3

9 OpraHu3anuMOHHO-TearornyecKkne yCcJIoBHs


https://www.openoffice.org/license.html

Opranuzanus 00pa3oBaTeIbHOTO MPOIECCa PeriJaMeHTUPyeTcss Y4eOHbIM IJIAHOM M pac-
MMCaHUEeM YYeOHBIX 3aHATHH. SI3pIK oOyueHus (mpemnoaaBaHusi) — pycckuid. st BceX BHIIOB
ayJIUTOPHBIX 3aHATUHN aKaJeMUUYECKUI Yac yCTaHABIMBAETCS MPOJAOJIKUTENBHOCTBIO 45 MUHYT.

[Ipu GopmupoBaHUU CBOCH WHIAMBHIYaTbHOH 00pa30BaTENLHOW TPACKTOPUU OOydaro-
L[II/IfIC?I HUMCECT IPaBO HaA NEpEC3av4CT COOTBCTCTBYIOMUX AWCHUIIIIUH U HpO(beCCI/IOHaJIBHLIX MoAay-
JIei, OCBOSHHBIX B IIPOIIECCEe MPEIIECTBYIONMIET0 00yYeHHUs, KOTOPBIH 0CBOOOXKIAeT 00y4aromie-
rocd OT HCO6XOZ[I/IMOCTI/I X IMOBTOPHOI'O OCBOCHUA.

9.1 O0pa3oBaresibHbIE TEXHOJIOTUH

VYyeOHbIi MpoIecc MpH MpenoJaBaHuid Kypca OCHOBBIBACTCS HA MCIIOJIB30BAHUU TPaJIv-
IIUOHHBIX, THHOBAIIMOHHBIX M MH(MOPMALMOHHBIX 00pa30BaATENbHBIX TEXHOJIOTUH. TpaauunoH-
HBIC O6pa3OBaTeJIbHBIe TCXHOJIOTHHU MPCACTABJICHBI JICKIIUAMHW U CECMHUHAPCKUMU (HpaKTI/I‘-IeCKI/I-
MH) 3aHATHAMU. VIHHOBallMOHHBIE 00pa30BaTe/IbHbIE TEXHOJIOIMH UCIIONIB3YIOTCS B BUJE HIUPO-
KOTO TIPUMEHEHUS! aKTUBHBIX M MHTEPAKTUBHBIX (OPM MpoBeaeHU 3aHATuil. HpOpMamonHsie
o0pa3oBaTe/bHbIE TEXHOJIOIMU PEATU3YIOTCS IyTeM aKTUBU3ALUU CaMOCTOSTENbHON paboThl
CTYZICHTOB B MH(OPMAIIMOHHOH 00pa30BaTeNbHOI cpefe.

9.2 3aHATUA JEeKIUOHHOI0 THIIA

JIeKMOHHBIN KypC IpeJIoyiaraeT CUCTEMaTU3UPOBAHHOE U3JI0’KEHUE OCHOBHBIX BONPO-
COB yueOHOrO IJIaHa.

Ha niepBoii niekuuu ekTop 00s13aH NpeaynpeauTh CTYAEHTOB, IPUMEHUTEIBHO K KAKOMY
06a3oBoMy y4eOHUKY (ydeOHUKaM, yueOHBIM TOCOOHSIM) OyIeT MPOUUTaH KypC.

JIeKIMOHHBIN KypC JODKEH JaBaTh HAaMOONBIINKA 00beM HH(OpManuu u obdecriednBaTh
6osee rirybokoe NOHMMaHKUE Y4eOHBIX BOIPOCOB P 3HAYUTEIBHO MEHbIIEH 3aTpare BpEMEHH,
4eM 3TO TpeOyeTcs OONBIIMHCTBY CTYJEHTOB Ha CAMOCTOSTENIbHOE U3yUYEeHUE MaTepUala.

9.3 3aHATHS CEMUHAPCKOIO THIIA

CeMMHApCKUE 3aHATHS NIPEICTABIIAIOT COO0H eTaIN3aluIO JIEKIIMOHHOTO TEOPETUIECKO-
ro MaTepHaia, IPOBOIATCS B IIEJISIX 3aKPEIUICHHS Kypca M OXBAThIBAIOT BCE OCHOBHBIC Pa3/IeIbl.

OcHoBHO# (hOpMOH TPOBECHHUST CEMHHAPOB SBISIETCS 00CYXKIeHHEe Hanboee mpooiieM-
HBIX U CIIO)KHBIX BOIPOCOB IO OTAEIBHBIM Te€MaM, a TakXke pa300op MPHUMEpPOB U CUTYaIUil B
ayIUTOPHBIX YCIOBUSAX. B 00s3aHHOCTH TpemnojaBaressi BXOIAT: OKa3aHUE METOIUYECKOM IMo-
MOIIH U KOHCYJIbTUPOBaHME CTY/IEHTOB 10 COOTBETCTBYIOIIMM T€MaM Kypca.

AKTHBHOCTH Ha CCMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPUSAM!

* OTBETHI Ha BOIIPOCHI, NIpeJIaraeMble MpernoiaBaTelieM;

* y4acTHe B JUCKYCCHAX;

* BBITTOJIHEHUE MTPOEKTHBIX U UHBIX 33JaHUH;

* ACCHCTHPOBAHME TPENOIABATENIO B IPOBEICHNUN 3aHATHIA.

OTBeT f0JKeH ObITh apryMEHTHPOBAHHBIM, PAa3BEPHYTHIM, HE OJTHOCTIOKHBIM, COJIEPKaTh
CCBIJIKHM Ha UICTOYHHKU.

Jloknaznpl U ONIIOHMPOBAHUE JIOKJIAZOB MPOBEPSIOT CTENEHb BIIAJACHUS TEOPETHUECKUM
MaTepHajoM, a TaKXKe KOPPEKTHOCTh U CTPOTOCTh PACCYKIICHHH.

OneHrBaHue 3aJaHUH, BBHIIOJHEHHBIX Ha CEMHUHAPCKOM 3aHSATHH, BXOAMT B HAKOIUICH-
HYIO OILICHKY.

9.4 CamocTosiTesibHasA padoTa 00yYaOIUXCs M0 JUCHUIINHE (MOAYJTI0)

CamocrosTenbHas paboTa CTyIE€HTOB — 3TO NPOLECC aKTUBHOIO, IEJIEHANPaBIEHHOTO
nproOpeTeHus CTYIEHTOM HOBBIX 3HaHUH, yMEHUI 0e3 HEeMOCPeICTBEHHOTO Y4acTHsl Mpernoa-
BaTelsl, XapaKTEepU3YIOIUNCA MPEAMETHON HampaBlIEHHOCTHIO, 3(P(GEKTUBHBIM KOHTPOJIEM U
OLIEHKOM pe3ybTaToB IEATENbHOCTH 00YYaIOIIerocs.

[lenu camocTOSATENbHOMN pabOTHI:



* CUCTEMAaTH3alMs U 3aKPEIJICHUE MTOJIyYEHHBIX TEOPETUUECKUX 3HAHUHI U NMPAKTUYECKUX
YMEHHH CTYJAEHTOB;

- yriryOJeHne U pacliupeHne TEOPETUYECKUX 3HAaHUH;

- (hOpMHUpPOBaHME YMEHUI HCIIOJIb30BaTh HOPMATUBHYIO U CHPABOYHYIO JOKYMEHTALMIO,
CIIELUAIIbHYIO JIUTEPATYPY;

* Pa3BUTHE MTO3HABATENbHBIX CIOCOOHOCTEH, aKTUBHOCTH CTYJ€HTOB, OTBETCTBEHHOCTHU U
OpraHU30BaHHOCTH;

- (hOPMHUPOBAHHUE CAMOCTOSTEIBHOCTH MBILIUIEHUS, TBOPUECKOM MHUIIMATUBBI, CIOCOOHO-
CTEH K CaMOPa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO U CaMOpEaAIN3aLuu;

* Pa3sBUTHUE UCCIEA0BATEIbCKUX YMEHUM U aKaIEMUYECKMX HABBIKOB.

CamocrosTenbHas padoTa MOXKET OCYLIECTBIATHCS WHAWBUIYAIBHO WM TPYMIAMH CTY-
JICHTOB B 3aBUCHUMOCTH OT LI€JIH, 00BbEMa, YPOBHS CJIOKHOCTH, KOHKPETHONW TEMAaTHKU.

TexHOJOTHs OpTaHU3aIMH CAMOCTOSITENIbHOW pabOThl CTYJICHTOB BKIIIOYAET HCIIOJIb30Ba-
HUe HH(POPMALIMOHHBIX U MAaTEPUAIbHO-TEXHUYECKUX PECYPCOB YHUBEPCUTETA.

[lepen BbIMOTHEHHEM OOYYAIOUIMMHUCS BHEAYIUTOPHOM CAMOCTOSATENBHOW pabOTHI mpe-
[I0/1aBaTelb MOXET IPOBOAUTh MHCTPYKTAX [0 BBINOJIHCHUIO 3aJaHuA. B HMHCTpyKTax
BKJIFOYAETCS:

* LIeNb U COZIEP KaHNE 3aJaHus;

* CPOKHM BBIIIOJIHEHMUS;

* OPUEHTHUPOBOUHBIN 00bEM pabOThI;

* OCHOBHbIE TpeOOBaHUs K pe3yJbTaTaM paboThl U KPUTEPUU OLIEHKH;

* BO3MOYKHbIE TUITUYHBIE OIIMOKH IIPU BBIITOJIHEHHH.

HHcTpyKTa)X MPOBOAUTCS IMpenojaBaTesieM 3a cueT 00beMa BPEMEHM, OTBEIEHHOTO Ha
U3Y4YECHUE AUCLUILINHBIL.

KoHTponb pe3ynbpTaToB BHEAYAMTOPHOW CAMOCTOSTENLHOW pPabOTBHI CTYIEHTOB MOXET
IPOXO/UTh B MMCbMEHHOM, YCTHON WIIM CMELIaHHOM (opme.

CTyneHThl JOJKHBI MOAXOIUTh K CaMOCTOSITENIbHOM padoTe Kak K HauBaKHEUIIEMY
CPEACTBY 3aKpEIJICHUs U Pa3BUTUS TEOPETUUYECKUX 3HAHMMU, BhIpaOOTKE €AMHCTBA B3IVIAJOB Ha
OTJIEIbHBIE BOIIPOCHI Kypca, IPUOOPETEHUS ONPEACIICHHBIX HABBIKOB U MCIOJIb30BaHUS IIpodec-
CHOHAJILHOW JIMTEPATYPBHI.

[TomemieHust A caMOCTOSITENILHOM pabOThl 00YYarOIIMXCSl OCHAIIEHBI KOMITbIOTEPHOM
TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOUEHHsI K ceTn «/HTepHeT» M obecrnedeHneM A0CTyna B
AIIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTENbHYIO CPEAY OpraHU3aI|H.

9.5 MeToanyecKkue YKazaHus 1J1s1 oﬁyqamumxcsl 10 OCBOCHHMIO JUCHMUITJIMHBI

[Tpy M3yyeHHM IUCUUIUIMHBI OOYYaroIIMMCS 1I€JI€CO00pa3HO BBINOIHSTH CIIEAYIONINE
PEKOMEH AL u:

1. U3yuyeHue yueOHON AUCIUIIMHBI JOHKHO BECTHCHh CHCTEMATHUECKH.

2. Ilocne u3yyeHHs Kakoro-aubo paszzerna no ydyeOHUKY MIIM KOHCIIEKTHBIM MaTepuanaM
PEKOMEHAYETCs MO MaMsATH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, ONPEAENICHUs, TOHATHS pa3/e-
na.

3. Ocoboe BHUMAHUE CIEAYET YACIUTh BHITIOJIHEHNUIO OTYETOB MO MPAKTUYECKUM 3aHSITH-
SM ¥ UHJMBHIya bHBIM KOMIUIEKCHBIM 33JJaHUSM Ha CAMOCTOSATENBbHYIO paboTy.

4. Bcs TemaTrKa BOIPOCOB, U3yYaeMBIX CaMOCTOSITENIbHO, 3a/1a€TCS Ha JIEKLMSIX IPETo-
naBatenieM. MM ke NaroTcs UCTOYHMKY (B IIEPBYIO OYEpEb BHOBb M3JAHHBIE B IEPHOJUYECKON
Hay4YyHOMU JuTepaType) Juist 0oJiee 1eTalbHOI0 MOHUMAHUS BOIIPOCOB, 03BYYEHHBIX Ha JIEKIIHH.

[Tpu camocTosTensHON POpaboTKe Kypca 00y4aromuecs T0JIKHbI:

* IPOCMaTPUBATh OCHOBHBIE ONPENIEICHUS U (DaKTBhI;

* IOBTOPUTh 3aKOHCIIEKTUPOBAHHBIM Ha JIEKLIMOHHOM 3aHSITHHM MaTepHal U JOIOJHUTh
€ro ¢ y4eTOM PEKOMEHJOBAHHOM MO JaHHOU TeMe JIMTepaTyphl;

* U3Y4YHUTb PEKOMEHI0BAHHYIO JINTEPATYPY, COCTABIATH TE3NUCHI, AHHOTALIUN U KOHCIIEKTBI
HanboJjIee BAXKHBIX MOMECHTOB;



* CAMOCTOSITEIILHO BBITIOJIHSATH 33/IaHUsI, aHAIOTUYHBIE TPE/JIaracMbIM Ha 3aHSATHSX;
* UCIOJIb30BAaTh JJI CAMOIIPOBEPKH MaTepHalibl (POHA OLEHOYHBIX CPEJCTB.

10 Onucanue MaTepuaIbHO-TEXHUYECKOT0 00ecreyeHusi, He0OX0MMOT0 J1JIsI
ocylecTBJIeHHs 00Pa30BaTEeIbLHOIO Npolecca Mo TUCHUILINHE (MO1YJII0)

10.1 Yue6Ho-12060paTopHOE 000py/10BaHHE
Ta6muma 8 — [lepeuens o0opyaoBaHuUs JabOpaTOpUn

AynmuTopust HaHM?iZggE::OZ};ﬁgTOp m Hcnonp3yemoe o0opynoBanue
228-1 Jla6opatopust TUC texnono- | 9 nepconansubix 9BM c npoueccopom Core(TM)
Ui i5-3240 CPU @ 3.5 GHz; 1 skpaH ¢ mpoeKTopoM
313-5 JlaGopatopus mynastuMennii- | 10 nepconansupix 9BM ¢ mporieccopom
HBIX TEXHOJIOTUI Core(TM) i5-4690 CPU @ 3.5 GHz; 1 skpan ¢
IPOEKTOPOM

10.2 Texuu4yeckue U 3J1eKTPOHHBbIE CPeICTBA 00yUeHH S

ITpu npoBeneHnn 3aHATUN UCHONB3YETCs ayAUTOpPHUs, 000pyl0BaHHAs IIPOEKTOPOM (cTa-
LMOHAPHBIM WJIM NIEPEHOCHBIM) JUIsl 0TOOpakeHus npe3eHrauuii. Kpome toro, rnpu nposeneHun
JEKIHMHA U IPAKTUYECKUX 3aHATUH HE00X0AUM KOMIIBIOTEP C YCTAaHOBJICHHBIM Ha HEM Opay3epom
U IPOTPaMMHBIM 00€CIIEYeHUEM TSI IEMOHCTPAIMK IPE3CHTAIUH.

11 Uuble cBeneHus

MeToauueckne PE€KOMEHIAIUHA 110 oﬁyqeﬂmo JIMII ¢ OTPAHUYCHHBIMH BO3MOKHO-
CTSAMHU 310POBbA U HHBAJIMAOB

OcBoeHMEe NTUCHUIUIMHBI O0YYaIOLUMUCS C OTPAaHUYEHHBIMU BO3MOYKHOCTSIMHU 3/10POBbSI
MOYET OBITh OPraHM30BaHO KAaK COBMECTHO C JAPYIMMHU OOYyYaroIMMUCS, TaK M B OTJEJIbHBIX
rpynnax. [Ipennonaratorcst cnenuaibHble YCIOBHS IS MTOJIy4€HUsl 00pa30BaHusl 00y4aromuMHU-
Csl C OTPAaHUYEHHBIMHU BO3MOKHOCTSMH 3/10POBBS.

[Ipodeccopcko-Tienarornyeckuii CoOCTaB 3HAKOMHUTCSI € TCUXO0JIOTO-(PU3UOTOTHYECKUMU
0COOEHHOCTAMH O0YYarOMIMXCsl MHBAIUIOB M JIMI[ C OFPAaHUYEHHBIMH BO3MOKHOCTSIMH 3]10pO-
Bbs, UHJIMBUyaJbHBIMU NPOTrpaMMaMH peadMINTaluu WHBaIUAOB (pu Hamuuuu). [Ipun HEoO-
XOJIMMOCTH OCYILECTBIISETCS JOTOJHUTEIbHAS MOAJEP/KKA IIPENOAABAHNS THIOTOPAMHU, IICHXO-
JIoTaMH, COI[MAJIbHBIMU paOOTHUKAMU, IPOIIEIIIMMHU [TOATOTOBKY aCCUCTEHTaMHU.

B cooTBeTcTBHU ¢ MeTOAMYECKUMHU pekoMeHAauussMu MunoopHayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce mpeanojaraercsi UCHOJIb30BaTh COLMAIbHO-AKTUBHBIE U pe-
(iekcUBHBIE METOIbI 00YUEHUS, TEXHOJIOTMH COLIMOKYIBTYPHOH peaOUINTALMK C LENbI0 OKa3a-
HUS TIOMOILM B YCTAaHOBJIEHUH IOJIHOLICHHBIX MEXJIMYHOCTHBIX OTHOIIEHUHN C JPYTUMHU CTYACH-
TaMH, CO3JJaHUU KOM(pOPTHOTO MCUXOJIOTHYECKOT0 KIMMara B cTyaeHueckoi rpynmne. [Tonbop u
pa3paboTka yueOHBIX MaTepuaioB MPOU3BOAATCSA C YUYETOM MPEAOCTaBICHUS MaTepuana B pas-
JUYHBIX (hopMax: ayAuaabHOM, BU3YaJbHOW, C HMCIOJB30BAaHHUEM CHELHANbHBIX TEXHUYECKUX
CPEICTB M MHPOPMAIIIOHHBIX CUCTEM.

OcBoenne nucuuiuivHbl junaMu ¢ OB3 ocymniecTBiseTrcss ¢ HUCIOJIB30BAHUEM CPENICTB
o0ydeHus 0o0IIero M crenruaibHOro Ha3HaueHus (IepCOHATbHOTO U KOJUIEKTUBHOIO HCIOJIB30-
BaHMs). MarepuaabHO-TEXHHUECKOe OOecreueHre MpeycMaTprUBaeT MPUCIIOCOOIEHUE ayauTO-
puii kK Hy>)kaam jimi] ¢ OB3.
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®dopma MpoBEJAEHUsI aTTECTALMU ISl CTYJEHTOB-UHBAIU/IOB YCTAHABIMBAETCS C YUETOM
WHIUBHUIYAIbHBIX MICHX0(pU3NIeCKuX ocobeHHocter. [l ctynentoB ¢ OB3 mpemycmaTpuBaet-
sl JocTymHas (hopMa MpeIoCTaBICHUS 3aJaHUI OIEHOYHBIX CPEJICTB, @ UMEHHO:

- B TIEYaTHOW WM DIJIEKTPOHHOM dopme (s JUIl € HapyUICHUSIMH OIOPHO-
JIBUTATEILHOTO amnmapara);

- B IIe4aTHOM (hopMe WJIH PIEKTPOHHOM (opMe C YBETUUEHHBIM MIPUGTOM U KOHTPACTHO-
CTBIO (JJIs1 JIUII C HAPYILIEHUSIMH CIIyXa, PEUH, 3pEHHUS);

* METOJIOM YTEHHS aCCUCTEHTOM 3a/IaHus BCIAYX (IUIsl IUI[ C HAPYLUICHUSIMU 3PEHUS).

CryaeHTaM ¢ MHBJIMIHOCTHIO YBEJIMYMBACTCS BpPEMsl Ha MOJArOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BOMPOCHL. JIJi TakUX CTYIEHTOB IpeaycMaTpuBaeTcs AOCTYyNMHas (Gopma mpeaocTaB-
JICHUs1 OTBETOB Ha 3aJ]aHusl, 3 UMEHHO:

- IMCBMEHHO Ha OyMare WM HaOOpOM OTBETOB HAa KOMIIBIOTEPE (IS JIUI] C HAPYIICHU -
MU CllyXa, peuHn);

- BLIOOPOM OTBETa U3 BO3MOYKHBIX BAPUAHTOB C MCIOJIb30BAHUEM YCIYT aCCUCTEHTA (IS
JUI C HAPYIICHUSIMUA ONTOPHO-/IBUTATENILHOIO aIllapaTa);

* YCTHO ([U1s1 JTUI] C HAPYLIECHUSIMU 3PEHHUSI, OTIOPHO-JBUTATEILHOTO alllapara).

[Ipu HEOOXOAUMOCTH JJIsl 00YUAIOIIUXCSl ¢ MHBAMIHOCTHIO MPOIEAypa OLIEHUBAHUS pe-
3yJIbTaTOB O0yUYEHUSI MOKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.
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[Tpunoxenue 1

®OH/ OLIEHOYHBIX CPEJICTB!

o IMCIOMIIJIMHE

AJIMUHUCTPHUPOBAHNE CUCTEM U KOMIIBIOTEPHBIX ceTel

HaHpaBHeHI/IC IIOATrOTOBKH

09.03.01 "HUngopmamura u evtuuciumenvHas
mexHuka"

HamnpasnenHocTs (mpoduiib) Ilpoepammmuoe obecneuenue cpedcme olUUCTUMENbHOU

00pa30BaTeNbHOM POrpaMMbl

MEeXHUKU U a8MOMAMU3UPOBAHHBIX CUCIMEM

KBanudukarnus BeITyCKHUKA baxanasp
I'ox Hayasa MOATOTOBKHU 2019
(no yueobHomy niawy)
®opma 00yueHus 3a0unas
TexHonorus 00y4eHus MPaoUYUOHHAS
Kypc Cemectp TpynoeMKocCTs, 3.€.
5 9 4

Bua npomexyTo4HON aTTecTaluu

OOGecneunBaroiiee noapas3aeacHne

3auém

1IYPUC
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1 IlepeyeHb MIAHHPYEMBIX Pe3yabTATOB 00y4eHHsI M0 JUCHUILIMHE (MOYT10),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[pouecc m3yuyenus aucuuiumHbl «CeTH M TEIEKOMMYHUKAIIMW» HampasieH Ha (Gopmu-
poBaHue cienyromux komnereHuui B coorserctBuu ¢ ®I'OC BO u ocHOBHOM 00pa3oBaTeabHON
nporpamMmoit (tabnuma 1):

Tabmmuma 1 — KomneTeHImu 1 MHANKATOPHI UX TOCTHXKCHHS

Kox no &I'0OC

I/IHI[I/IKaTOpBI JOCTHIXKCHU A

YHuBepcaibHbIe

[Tnanupyemble pe3yabTaThl 00Y-
YEHUS M0 AUCIUIUINHE

O6menpodeccrnoHanbHbIE

I1K-3 Cnocoben an-
MUHUCTPUPOBATH
ONEpAIMOHHBIC CH-
CTEMbl M KOMIIBIO-
TEPHBIC CETH, Opra-
HHU30BBIBATh 0e3-
OTIAaCHOCTh CETEBBIX
YCTPOMCTB H IpO-
rpaMMHOro ooecrne-
YCHUS

[Ipodeccuonanpubie

IK-3.1

3HaeT Teopuio GYyHKIIMOHUPOBAHUS
OIIEPAIIMOHHBIX CUCTEM U KOMIIbIO-
TEPHBIX CETEH, a TAKKE METOJIUKY
3alUThl, IPEIOTBPALIECHUS [TOTEPh U
MOBPEXKICHHUI TaHHBIX B IPOIPAMM-
HOM 00ECTICYCHHH U KOMITBIOTEPHBIX
CeTsAX

IK-3.2

YMeer aiMUHUCTPUPOBATh ONEpalt-
OHHbBIE CHCTEMbl M KOMIIBIOTEPHbIE
CeTH, OpraHu30BaTh 3alUTy U
MIPEIOTBPALLEHUE MOTEPh JaHHBIX B
IPOrpaMMHOM O0ECIIEYeHUU U KOM-
MBIOTEPHBIX CETAX

IK-3.3

Bnageer naBbIkaMu AAMUHUCTPUPO-
BaHUA OICPALIMOHHBIX CHUCTEM U
KOMIIBIOTCPHBIX CCTCI\/’I, HaBbIKaMH
3alUTEI 1 OPCAOTBPAIICHUA IMOTCPH
JaHHBIX B HNPOrpaMMHOM obecneue-
HHUHU U KOMIIBIOTCPHBIX CETAX

3Hath (GYHKIIMOHUPOBAHHUE OIle-
parmonHbix cucteMm (OC) u KoMm-
NBIOTEPHBIX ceTed. 3HaThb METO-
JIMKY 3aIUThl U TIPEI0TBpAICHUE
MOTEPh JAHHBIX

YMmerp agmunuctpupoBarb OC u
KOMITBIOTEPHBIE ~ CETH. YMETh
MPEeIOTBPALIATh MOTEPIO TAHHBIX.

Bnagerp HaBbIKAMM  aJIMUHU-
crtpupoBanusi OC U KOMIIBIOTEP-
HbIX ceTel. BianeTe HaBbIKaMH
3alUTBl M TNPENOTBPALLEHUS I10-
Tepb TaHHBIX
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Tabmuua 2 — [Naciopt ¢oHa OIIEHOYHBIX CPENICTB

Konrtposamnpyembie | ®opmupy- HanmenoBanue
pa3aeibl (TeMbl) eMasi KOM- OLICHOYHOI'0 IToxa3zaTen oneHKH
AUCHHUILJIMHBI neTeHuus CpeacTBa

Tema 1. Cucremuoe | [1K-3 3ananuel. Cu- | 3HaTh 1O OMNpPENEICHUIO MapaMeT-

aIMHUHHUCTPHPOBA- OIIK-7 CTEMHOE aJMHHH- | pOB 0€30IMaCHOCTH W 3aIIHUTHI MPO-

Hue. Boi0op anna- cTpupoBaHue. BbI- | rpaMMHOrO OO€ecCreueHHUs: CETEeBBIX

PATHBIX U NPO- Oop amnmapaTHbIX U | YCTPOMCTB.

TPaAMMHBIX CPeACTB. IIPOrPaMMHBIX Ymetrs anmunuctpupoBatb OC u

CrpykTypa ceTH. cpeactB. CTPYKTY- | KOMIBIOTEpPHbIE ~ CETH.  YMETh

HNudopmanuonnbie pa ceru. Uudop- | npenorBpamarh NoTepro JaHHBIX.

CHCTeMbI NpeAnpus- MalMOHHbIE cu- | Biagerb HaBbIKaMU aJMUHUCTPU-

TUSA crembl mpenrnpusi- | poaHuss OC U KOMIBIOTEPHBIX
TUSA cereld. BnaneTs HaBbIKaMU 3alUATHI

U TpeAOoTBpallleHusl IMOTephb JaH-

HBIX
Tema 2. PadoTa B IK-3 3ananue 2. Pabora | 3HaTh MO OMpeeNieHUI0 MapaMeT-
rJ100aJ1bHOM ceTH. OIIK-7 B INI00AJIbHOM CETH. | pOB O€30MACHOCTH U 3aIIMUTHI IPO-
YupasieHue UH- VYnpaBneHue uH- IPaMMHOTO 00€CIeYeHHs CETEBBIX
popMaunoHHOM cH- (dhopmarmoHHOM YCTPOMCTB.
creMoii. MoHuuTO- cucreMoil. Monu- | Ymers aamunuctpupoBate OC u
PHMHI HH(pOPMALH- TOPUHT MHPOpPMA- | KOMIBIOTEPHBIE  CETH.  YMETh
OHHO¥ CHCTEeMBI. [IMOHHOM CHCTEMBI | MPEJOTBpAIlaTh MOTEPIO JAHHBIX.
Bupryanuzanus KonTponbhas pa- Bnagers HaBbIKaMu aJMHUHUCTPU-

6ota poBanuss OC M KOMIBIOTEPHBIX
cereid. BnaneTs HaBbIKaMU 3aIUATHI

U TpeAOoTBpallleHusl MOTEpb JaH-

HBIX
Tema 3. bBe3onac- IK-3 Koutpoinbnas pa- 3HaTh MO ONpPEAENICHUIO MapaMeT-
HOCTE. OTKAa30- OIIK-7 6ora pOB 0€30MaCHOCTH U 3aIUTHI MPO-
yCToiiuMBast H- TPaMMHOro o0ecreyeHHs CeTeBbIX
(¢popmanmnonnas cu- YCTPOUCTB.

YmMmers anMunucrpupoBats OC u
crema. Hopsizox KOMIIBIOTEpHBIE ~ CETU.  YMETh
BBIABJICHASA HEHC- MPEIOTBpAIIATh MOTEPIO JTAHHBIX.
NMPAaBHOCTEN U UX Brnaners HaBbIKAMH AJIMUHUCTPU-
yCTpaHeHHs poBanud OC M KOMIBIOTEPHBIX

ceTrel. BnaneTs HaBBIKAMHU 3aIUTEI

U TIpefOTBpallleHusl IMOTEPh AaH-

HBIX
Tema 1 -3 I1K-3 KonTponbHas pa- Bitagers HaBbIKAMU 3alUTHI U

OIIK-7 oota MIPEeIOTBPALLEHUS TOTEPh TAHHBIX

YmMmers anMunucrpupoBars OC u
KOMIIBIOTEpHBIE ~ CETU.  YMETh
IIPEIOTBPALLATH OTEPIO TaHHBIX.
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Meroauueckue MaTrepuaibl, ONPEACIAIONIME IPOLEAypbl OLEHUBAHNS 3HAHUM, YMEHUM,
HaBBIKOB U (WJIM) OMBITA AEATEILHOCTH, IPEJCTABICHBI B BUJIE TEXHOJOTUYECKON KapThl IUCIU-
winHbI (Taduuma 3).

Ta6mmma 3 — TexHoyornueckas Kapra

HaumenoBanue | Cpoxkm | Ilkanaa
Kpurepun
OLIEHOYHOI'0 BBLINOJI- | OIIEHH-
OLICHHBAHUS
cpeacTBa HeHus BaHUsA
9 cemectp
Ilpomesccymounan ammecmayusn 6 popme 3auema
0 0ayIOB — 3aJlaH€e HE BBIMIOJIHEHO WA
BBITIOJTHEHO HE BEPHO
B reue 3 Gaia — 3aJjaHKe BBIITOJIHEHO C HEJI0Ye-
TaMH U HE B CPOK
1 3aganue 1 HHE ce- 10 p
MeeTha 4 Gajuta — 3ajaHUE BBIIOJIHEHO O€3 HENO0-
p 4EeTOB U HE B CPOK
5 OajUI0B — 3aaHueE BBIIIOJIHEHO O€3 Heno-
YETOB M B CPOK
0 Oayu10B — 3aJaHuE HE BBIIIOJIHEHO WIN
BBITIOJTHEHO HE BEPHO
B reue 3 Gaita — 3aJaHue BBIITOJIHEHO C HEI0YE-
TaMH U HE B CPOK
2 3aganue 2 HUE ce- 10 p
MeCTDA 4 Gajuta — 3ajaHUE BBIIIOJIHEHO 0O€3 HENO0-
p 9YEeTOB U HE B CPOK
5 0aiIoB — 3aJjaHiE BBIIIOJIHEHO O€3 HELO0-
YETOB M B CPOK
0 6aymIoB — 3aJjaHU€E HE BBLIMIOJIHEHO UIIH
BBITIOJTHEHO HE BEPHO
B Teue- 3 Oajua — 3aJjaHK€E BBIIIOJIHEHO C HEIOYE-
TaMH U HE B CPOK
3 3aganue 3 HUE ce- 10 p
MeCTDA 4 Oajuta — 3aJaHUeE BLIIOIHEHO O€3 HENO-
p 9YEeTOB U HE B CPOK
5 0ayIoB — 3aJjaHE BBIIIOJIHEHO O€3 HELO-
YEeTOB U B CPOK
5 0aiIoB — 3aJlaHU€E BBIIOJIHEHO C HEOUE-
TaMHu ¥ HE B CPOK
B Teue-
8 KontponbHas HHE Co- 20 10 Oan10B — 3aaHMe BBIIIOIHEHO O3
paborta HEJIOUYETOB U HE B CPOK
MecTpa
15 GayIoB — 3aJaHUEe BBIIOIHEHO O€3
HEJ0YECTOB U B CPOK
HUTOTI'O: - 50 6ai- -
JIOB
Kputepuu oneHku pe3yibTaToB 00y4eHHUsI 10 AUCHUILIMHE:
[ToporoBelif (MUHUMAaNBHBIN) YPOBEHB AJIs aTTeCTalluu B (hopme
3adera — 75 % OT MaKCHMaJIbHO BO3MOXHOM CYMMBI OaJIJTIOB

3agaHus 1/ TEKylero KOHTPOJIA

3aganue 1. O3HAKOMUTHCS ¢ TEOpUEH U MPAKTUKOW pa30MeHHsI KOMITbIOTEPHBIX CETeH Ha Mmojice-
TU. [1J11 3a7]aHHOTO YKcIa ceTei paccuuTaTh M MPEACTaBUTh TaONIHUIIBI BbIensseMbIx [P anpecos.

1. Bawm Beimaercs [P-agpec mcxomnoit cetu A. Vcnonb3ys cxemy ceTH, MPUBEACHHYIO Ha
pucyHke 6.1, a Takke MHPOPMAIMIO O KOJIMYECTBE KOMIIBIOTEPOB B OTAENaX MPEANpHsi-
Tus (Tabnuua 6.1), pa30deiiTe ceTh Ha COOTBETCTBYIOIIEE KOJIMYECTBO MojiceTeil. PazOue-
HUE JIOJDKHO OBITh ONTUMAJIBHBIM, TO €CTh HE ClIeAyeT MCIOJIb30BaTh JUIsl OTJENa MOJ-
CETh, €CIIM JIOCTATOUYHO Oy/IET MOJOBUHBI MTOJICETH.
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2. TloaroToBUTH CXEMY CETH C OANMCAHHBIMH TOJICETIMH
3. IlpuBectu mapameTpbl KaX 101 MOJCETH:

-

FCO

aapec cetd (B ABOMYHOM U JCCSITHYHOM BHJIC);
npedukc;
Macka (B JIBOUYHOM U JICCITUYHOM BHJIE);

aapecC MIIK03a;
MaKCHUMaJIbHOC KOJIMYCCTBO XOCTOB,

a

b

C

d. mEpOKOBeNaTENbHbIN aapec

e

f.

g. KOJMYECTBO HEHCIIOJIB3YEMBIX aJPECOB XOCTOB.

-/

Swi

= J

PCE sl
PCS

Puc. 6.1 — Cxema cetn
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Ta6muma 6.1 - BapuanTe! 3aganus 1

Ne WUcxonuasa ceth KonnyecTBO KOMIIBIOTEPOB B OT/IENIAX

A b B
1 34.178.0.0 /16 3750 6793 1702
2 118.7.50.0 /23 7 9 27
3 39.241.98.0 /23 8 5 18
4 88.27.252.0 /23 30 9 46
5 81.104.216.0 /21 | 48 120 249
6 7.50.128.0 /19 267 176 678
7 89.151.32.0 /19 311 246 806
8 126.61.74.0 /23 8 61 17
9 36.121.96.0 /19 311 696 246
10 28.54.64.0 /19 957 160 274
11 67.260.0.0 /16 3656 1165 5086
12 77.75.0.0 /18 248 830 1403
13 5.63.168.0 /21 119 61 246
14 85.123.72.0 /21 189 51 72
15 72.241.3.0 /25 12 7 3
16 87.248.68.0 /24 26 45 71
17 46.41.64.0 /18 384 1605 675
18 57.214.86.0 /23 63 9 21
19 74.30.128.0 /19 346 179 732
20 88.61.128.0 /20 366 77 130
21 10.58.180.0 /24 30 92 43
24 112.56.76.0 /24 23 114 24
23 2.78.124.0 /19 214 443 525
24 30.182.64.0 /18 624 1700 358
25 75.39.128.0 /19 625 219 372

3aganme 2. [103HAKOMHUTBCS C BO3MOXKHOCTSIMU cpe/ibl MojienpoBanust Cisco packet tracer.

CxkoHurypupyiite, B cpelie MOAETUPOBAaHUSA, CETh CO CTaTMYECKON MaplIpyTU3alMen, co-
IJIaCHO BapHaHTa 3agaHusd. OO0paTUTe BHUMaHUE HA MCIIOJIb3yeMble THUIIbI Kabenei 1 Mojenu
o0opyZoBaHUs (HOMepa CeTeBBIX MHTep(dencoB, KOTOpsIMU Bbl coeauHuTe o0opynoBaHue
3HAYCHHE HE UMECIOT).

1. CoxpaHMTE€ HACTPOWKH CETEBBIX YCTPOWCTB B WX SHEPrOHE3aBUCUMOW mamsTh. [l
MapIIpyTU3aTOPOB, COCIUHSIONIMX OCHOBHOH M JOTIOJHHUTENBHBIA OQUCH COXpAaHUTE KOH-
¢burypanuio B OTAeIbHbIE (haliibl.
2. HacrpoiiTe cTaTH4ecKyro MapIIpyTH3aIHIO B CETH 110 TPEM BapHaHTaM:
1. PekypCUBHO cTaTH4eCKas MapLIpyTHU3aLMs 10 BCEH CETH;
2. Ilpsimast craTMyecKasi MapIIpyTH3aIMsI [0 BCEH CeTH;
3. KoMOuHMpOBaHHAs cTaTHUYECKasi MapIIPYTH3ALHs [0 BCEH CETH;
3. Co3zpaiiTe crieHapHii IpoBepKu paboOTOCIIOCOOHOCTH CETH, B KOTOPOM HEOOXOIMMO IMPO-
BEPUTH Tepeiady CIEAYIONIMNX TaHHBIX:
a. ping ot xommbiorepa PC1 B riaBHOM oduce 10 xkomnbiorepa PC2 B nononHu-
TeTHHOM OdrcCe;
b. ping ot kommbrotepa PCO B rmaBHOM oduce 10 cepBepa Server() B riaBHOM KOp-
myce;
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c. ping ot kommbotepa PC2 B rmaBHOM oduice 10 cepBepa Server2 B JOmOJHHUTEIb-
HOM oduce;
[IpoBeanTe CUMYISIMIO TIEPEIavX TAKETOB 10 CETH U MOAPOOHO €€ MPOKOMMEHTHPYITE.
C moMoIIIpI0 KOMaH/IbI tracert TOCMOTPUTE MapIIPYThI TAKETOB U OINUIIUTE HX.
[IpencraBpTe HACTPOMKHU Bcex poyTepoB B popmate CLI u B hopmate 3xpaHHBIX HopMm.
[IpencraBbre TaOIUITBI MAPIIPYTU3AIIUH 110 BCEM POYTEpaM BCEX THIIOB.
[IpencraeTe Tabmubr ARP.
B oTdere ais KaXaI0ro TecTa MPUBEIUTE MAPIIPYTHI MTAKETOB, UX COACPKUMOE U 00BsIC-
HUTE MOJyYCHHBIC PE3YIIbTATHI.

LN U e

Ta6muma 6.2.1 - BapuanTs! 3aganus 2

Ne | Cxema Mmozpenupyemoii cetu
& ~ 8
MapwpyTtuaarop A
SHOHCUpPYET CeTb
192.168.0.0/30
yepes cebn ¢
y B
1
Cepsep IP A : F
192.168.0.2/30 %
-
C Xk
v %\
= —
‘,;” LA
[ (e " — ]
2 % ! =) Far s, ;_L!J Sy oAt
MapwpyTusaTop 1 MapwpyTusaTop 2 )
[ ] (Windows 2000) (Windows 2000) ]
7 A
CeTb & Cetb C

BapraHTbl ”HAMBHYAIBHBIX 3aJaHUM:

Tabnuna 6.2.2 - IP mapel, MeXy KOTOPBIMH CJIE€yeT IPOBECTH HACTPOHKY, MPOBEPKY U UCCIIE-
JIOBaHHUE CBA3EU

Bapuant Hcrounnk [IpnemMHuK

1 192.168.3.3 192.168.3.4 192.168.13.4 192.168.23.6
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2 192.168.3.4 192.168.3.5 192.168.13.7 192.168.25.3
3 192.168.3.5 192.168.3.6 192.168.13.6 192.168.23.7
4 192.168.3.6 192.168.3.7 192.168.15.4 192.168.23.4
S 192.168.3.3 192.168.3.7 192.168.13.7 192.168.25.5
6 192.168.5.3 192.168.3.6 192.168.15.4 192.168.23.4
7 192.168.3.3 192.168.3.5 192.168.5.3 192.168.13.7
8 192.168.3.3 192.168.3.4 192.168.5.4 192.168.13.5
9 192.168.3.4 192.168.3.5 192.168.5.3 192.168.13.4
10 192.168.5.4 192.168.3.6 192.168.15.5 192.168.13.3
11 192.168.3.4 192.168.3.7 192.168.5.3 192.168.15.4
12 192.168.3.5 192.168.3.6 192.168.5.5 192.168.13.7
13 192.168.3.5 192.168.3.7 192.168.5.4 192.168.13.3
14 192.168.3.6 192.168.3.7 192.168.5.3 192.168.15.5

3ananue 3. Ha cxemax JIBY X 3anau, 3agannbix no Bapuanty, co3aats ykazannoe uncio VLAN
Y HACTPOUTH MEXKAY HUMU MAapLIPYTHU3ALIMIO.

Ta6muma 6.3 — BapuanTsl 3ananus 3

Howmep BapuanTa

Howmep 3ananus 1

Howmep 3amanus 2

1

11

12

13

14

15

16

17

18

19

P O ONOORWNEF

PO OINO O IWIN
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BapuaHT 1. -------mmmmmmm oo S ——

2060§24TT 2060424 TT

BapuaHT 2. --------mmmm e m e S —
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http://4.bp.blogspot.com/-Qm9Afs4Tpfw/UHw1g_VjVZI/AAAAAAAAAWM/Ixcr1m-Grxc/s1600/PacketTracerTrunk.png

Bapuanr 3.

N3
192.168.1.2/24

192.168.4.3/24

192.168.0.2/24 192.168.2.3/24

Bapuanr 4.
2
o vlan
= vlan 2
fro vier} Fa0/2\, Fa/ A
Fa0/5 PC1
- 0
7 - v
" Fa0/2\_Fa0/5 ="
0/1 28
vlan2
o 6
PC2
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Bapuanr 6.

"\ PCO

/

\ 192,168.1.3/24

VLAN 10 VLAN 20
Ta6nuua agpecauuu
Wnwsz no
YeTponcTBO WUHTepdheinc IP-agpec Macka nogcetn yMOn4aHuo
R1 G0/0 192.168.20.1 2552552550 N/A
G0/M 192.168.10.1 2552552550 N/A
S1 VLAN 10 192.168.10.11 2552552550 192.168.10.1
S2 VLAN 10 192.168.10.12 2552552550 192.168.10.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-B NIC 192.168.20.3 2552552550 192.168.20.1
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Bapuanr 7. ---------- i

GOJ0
G0/
. FOIL gy FOJ .,
PC1 PC3
VYLAM 10 YLAMN 30
172.17.10.0/24 172.17.30.0/24
Tabnuua agpecauunu
w3 no
YcTpoicTBo | MHTepdhelic IPv4-agpec Macka nogceTu YMOITYaHUIO
G0/0.10 172.17.101 255.255.255.0 N/A
R1
G0/0.30 172.17.30.1 255.255.255.0 N/A
PCA1 NIC 172.17.10.10 255.255.255.0 172.17.10.1
PC2 NIC 172.17.30.10 255.255.255.0 172.17.30.1
Bapwuanrt 8. ---------- mmmmmmmmmmeemeeee mmmmmmmmmememeeemeeee ---
Tabnuua agpecaunn
YcTponcteo | MHTepdenc IP-agpec Macka nogcetwn | Ln0o3 no ymon4aHuo
R1 G011 192.168.1.1 255.255.255.0 N/A
G0/1.10 192.168.10.1 255.255.255.0 N/A
G0/1.20 192.168.20.1 255.255.255.0 N/A
Lo0 209.165.200.225 | 255.255.255.224 | N/A
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S2 VLAN 1 192.168.1.12 255.255.255.0 192.168.1.1
TpaHKOBbI# KaHan ceTn PC-A NIC 192.168.10.3 255.255.255.0 | 192.168.10.1
VEAN 802.1Q PC-B NIC 192.168.20.3 | 256.255.265.0 | 192.168.20.1
FO/5
MapameTpbl Ha3Ha4YeHUA NOPTOB KOMMyTaTopa
MopThl Ha3HayeHue CeTb
S1 FO/M1 TpaHkoBblit kaHan 802.1Q N/A
S2 FO/M TpaHkosblIit kaHan 802.1Q N/A
S1FO0/5 TpaHkosblit kaHan 802.1Q N/A
S1F0/6 Cetb VLAN 10 — yyawmeca 192.168.10.0/24
VLAN 10 VLAN 20 S2 F0/18 Cetb VLAN 20 — npenogasatenu 192.168.20.0/24

23




BapuaHT 9. -------==m=mmmmmm e -

172.17.10.1/24 i
GO0/0

f
17217 10 21 17217 20 22 17217 AN 23

FO/4

o

172.17.30.1/24
G0N

MopTel KommyTaTopa S1
FO/3 = VLAN 10
FO/4 = VLAN 30

FOM-F0/2 = TpaHk

MopTel KOMMyTaTopa 52
FO/11 =VLAN 10
FO/M18 = VLAN 20
F0/23 = VLAN 30
FOM-F0/2 = TpaHk

Bapwuant 10. ------- --- -

) r
172.17.10.21 172.17.20.22 172.17.30.23

24

UHTepdencel
KommyTaTopa S1 B
cetun VLAN
WLAN 10: 172.17.10.1
WLAN 20: 172.17.20.1
WLAN 30: 172.17.30.1

MopTel KommyTaTopa S1
FO/M1-FO/2 = TpaHk

MopTel KoOMMyTaTOpa S2
FO/11 = VLAN 10
FO/18 = VLAN 20
FO/23 = VLAN 30
FO/M1-FO/2 = TpaHk




Bapwuant 11. ----

G0/17

2
10.17.30.4

10.17.10.4

F-4
10.17.20.4

Unrepdeinc R1
GO0/0 Trunk Link

MoasinTepdeincsl R1
G0/0.10 10.17.10.1/28
G0/0.20 10.17.20.1/28
G0/0.30 10.17.30.1/28

MopTel S1
GO/1 Trunk Link
GO0/3 = VLAN 10
G0/9 = VLAN 20
G0/17 = VLAN 30

OkoHe4Hble ycTpoucTBa
PC1 - VLAN 10 10.17.10.4/28
PC2 - VLAN 20 10.17.20.4/28
PC3 - VLAN 30 10.17.30.4/28

Bapwuant 12. ----

10.17.10.4
G0/4

o
10.17.20.4

25

MNopTe S1
G0/M1-G0/4 = Trunk
VLAN 10 172.17.10.1
VLAN 20 172.17.20.1

MopTe 32
G0M-G0/2 = Trunk
G0/5-GO0/E — Trunk

VLAM 10 — G0M1

MopTel 53
G0/3-G0/6 = Trunk
WVLAN 20 — G0/18

OKoHeYHEIE YCTPOWCTEA
PC1 -VLAN 10
10.17.10.4/28
PC2 - VLAN 20
10.17.20.4/28




BapuanT 13.

0N

HMuTepdeic R1
GO/ 10.17.10.1/28
GO0M 10.17.20.1/28

Noptel 51
G0/3 =VLAN 10
GOM7 = VLAN 20

G0/M
OKoHEeYHLIE YCTROWCTEA
PC1 - VLAN 10
GOMT 10.17.10.4/28
» » PC2 — VLAN 20
10.17.10.4 10.17.20.4 10.17.20.4/28
Bapuanr 14. ------- -- m=emmmmmmm e eeeeneee -
£
. l‘\"{a—i
HQ cisco,pka
172.17.50,254
/)
PC1 PC2 PC3
YLAN 10 YLAN 20 YLAN 30
172.17.10.0{24  172.17.20.0/24 172,17.30,0/24
Tabnuua agpecauuu
Wnros no
YcTpoiicTBO WUHTepdeic IP-agpec Macka nogcetn yMOMnYaHuio
G0/0 172.17.25.2 255.255.255.252 | N/A
G0/1.10 172.17.10.1 255.255.255.0 N/A
R1 G0/1.20 172.17.201 255.255.255.0 N/A
G0/1.30 172.17.30.1 255.255.255.0 N/A
G0/1.88 172.17.88.1 255.255.255.0 N/A VLAN Wms Untepdenc
G0/1.99 172.17.99.1 255.255.255.0 N/A 10 Faculty/Staff Fa0/11-17
S1 VLAN 99 172.17.99.10 | 255.255.255.0 172.17.99.1 20 Students Fa0/18-24
PC1 NIC 172.17.10.21 255.255.255.0 17217101 30 Guest (Default) Fa0/6-10
PC2 NIC 172.17.20.22 255.255.255.0 172.17.20.1 88 ceTb Native Gon
PC3 NIC 172.17.30.23 | 255.255.255.0 172.17.30.1 99 PykoBOZCTBO VLAN 99

26



BapuaHT15. -------mmmmmmmmm oo

KommyTtaTop 2-ro
ypoBHA (SW1)

WLAN 4 WLAN 3
FO/M Fo/2
»
TpaHKoBLIi CepBep
KaHan L2
KommyTtaTop 3-ro 2 102.0.0/24
ypoBHA (SW3) 3 10.3.0.0 /24
GO0/2 4 10.4.0.0/24
TpaHKoBLIA
KaHan L2
G111
WLAN 3 WVLAN 2
KommyTaTop 2-ro o
YpoBHA (SW2)
Bapuanrt 16. ------- R —
»
Tpetnia
aTax
Bropon ®
aTam
o -
MNepBbiA _ A
aTam

VLAN 3 VLAN 4
UT-oTaen OToen OToen

Ka/ipoB npoAa
1002028 1903024 10.0.4.024

WVLAN 2
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Bapwuant 17.

Canxr-Nerepbypr

spb-ozerki-gwl

Kemeposo

172.16.17.0/24

@ e

Rm.gmk“w
— / 172.16.24.0124

MNpoBaitnep

spb-vsl-gwl

172.16.16.0/24

msk-arbat-gw1

msk-arbat-dswl

msk-rubl-aswl

Bapuanr 18. -------
=
VLAN 10 )

VLAN 10 /
-

S— —
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Bapwuanr 19. ------- N ——

MhTeprier |

—

e
VLAN 10

192168.1.1

|

Bapuanr 20. ---------- --
T
/’ \\\\
Internet N
/ \
,I \ S Corp
I' Loopback 0
\ 172.16.1.1/24
\
\ 192.168.10.1/30 fa0/0 - default configuration
\ 7 fa0/0.1 - Vlan 1 (Native) - 192.168.1.1/24
\ / fo/o £a0/0.2 - Vlan 2 - 192.168.2.1/24
N / fa0/0.2 - Vlan 3 - 192.168.3.1/24
So P fa 0/0.4 - Vlan 4 - 192.168.4.1/24
S 802.1q Trunk

fi/o0
Switch
192.168.1.2/24

Vian 1 (Native)
192.168.1.0/24
Host 3

2.168.4.40/'

Vian 3
192.168.3.0/24

Vian 4
192.168.4.0/24

192.168.2.0/24
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3ananue 4. DOmynstop Cisco Packet Tracer mo3BosisieT mpoBOANTh HACTPOWKY TAKHX CETEBBIX
ceppucoB, kak: HTTP, DHCP, TFTP, DNS, NTP, EMAIL, FTP B coctaBe cepBepa ceTu. Pac-
CMOTPUM HACTOMKY HEKOTOPBIX U3 HUX.

Co3paiiTe CIenyoIy cXeMy CeTH, IPEICTABICHHYIO Ha CIEAYIOLIEeM PHCYHKE:

Server-PT
Serverl

PC-PT
NK1
2950-24
SWitChl Server-PT
Server2
3agaya:

Hactpouts ceTh ciaeayronmm oopa3om:
1 - Serverl — DNS u Web cepsep;
2 - Server2 — DHCP cepgep;

3 - Komnbrorep IIK1 nomy4aer napamerpsr nporokona TCP/IP ¢ DHCP cepBepa 1 oTKpbIBaeT
caiir www.rambler.ru na Serverl.

3ananue 5. [IpoekTupoBanue cereil.

Bapuaunt Nel Co3naiite ceTh, MpeCTaBICHHYIO HA PUCYHKE:

12.0.0.2 13.0.0.2

12.0.0.4 g g 13.0.0.4
ServefgPT - . Seryer-PT g

_ = PC-P 5 ) y
PC-PT comp5S /’ﬁ'r

comp4 \ / comp6

11.0.0.4 14.0.0.4

o
A2 PC-PT
comp8

e
11.0.0.2 14.0.0.2
Lan 11.0.0.0 5 Lan 14.0.0.0 i

Lan 12.0.0.0

Server-PT
s1

Server-PT
s4

[e——) = )y}
PC-PT PC-PT
compl comp7
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KopniopaTuBHas ceTb COCTOUT U3 YETHIPEX CETEH:

cerb 1 —11.0.0.0/8;

cetb 2 —12.0.0.0/8;

cets 3 — 13.0.0.0/8;

cetb 4 — 14.0.0.0/8.

B kaxxnoii cetu Ha cepBepe ycranoBieH Web caiiT.

3anaHue:

KomnberoTepy comp2 10CTyIHbI TOJIBKO KOMIIBIOTEPHI CBOEH ceTU U comp4.
Komnprotepy comp4 10CTyNHBI TOJIBKO KOMIIBIOTEPHI CBOEH CETH U comp?2.
KomnberoTepy comp8 10CTyIHbBI TOJIBKO KOMITBIOTEPHI CBOEH CETU U compb.
Kommprotepy comp6 10CTyNHBI TOJIBKO KOMIIBIOTEPHI CBOEH CETH U comps.

Tonbko komnerOTEpHl compl, comp3, compS u comp7 MOT'YT OTKPBIBaTh BCE CalThl HA CEPBEPAX
S1, S2, S3 u S4.

Bapuant Ne2 Co3znaiite ceTh, IpeCTaBICHHYIO Ha PUCYHKE:

12.0.0.2
13.0.0.2
11.0.0.2
er-PT
server3
Se r-PT
11.0.0.11 senverl
g‘ Lan 12.0.0.0
PC-P
compl
+ 12.0.0.1
oty Lan 11.0.0.0 11.0.0.1 13.0.0.1 Lan 13.0.0.0 A&
e it A o
2950-24 14.0.0.1 1841 2950-24
swl Routerl sw3

14.0.0.2
= ‘ Lan 14.0.0.0
2950-24
swé4 Server-PT
serverd

KoprniopatuBHasi ceTb COCTOUT U3 YETHIPEX CETEH:
cerp 1 —11.0.0.0/8;

cetb 2 —12.0.0.0/8;

cerb 3 —13.0.0.0/8;

cetb 4 —14.0.0.0/8.

B xaxmoii cetu Ha cepBepe yctaHoBiaeH Web caiiT.
3agaHue:
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1 - Cerp 14.0.0.0 HegoctynHa u3 cetu 11.0.0.0.

2 - Komnerorepam compl u comp2 pa3peniuTh OTKPHITHE caiiTa Ha server3, HO 3alpeTUTh Mpo-
CIIyIIUBAHME Server3 1o KOMaHJe ping.

3 — Kommnbrotepy compl pa3pemuTs 10CTyl Ha Server2, HO 3alpeTUuTh OTKPHITHE caiiTa Ha 3TOM
cepsepe.

4 — KomnbloTepy comp2 pa3peuuTh AOCTYN Ha serverl, HO 3ampeTuTh OTKPBITHE caiiTa Ha
serverl, pa3pemuTsb TOCTYIl U OTKPBITHE CaiiTa Ha server4.

3ananue 6. [Tosnakomuthcst ¢ BO3MoxkHOCTAMU yTriutel WireShark.

A

O N Ok ow

YcranoButs WireShark Ha BupTyansnyro mammay VM Ware.
ITpoBectu uccinenoanue npuema nakeroB APR u ICMTP g storo cmonenupoBaTh
ping Mexly peaqbHON M BUPTYAJIbHOM MAIINHOM.
IIpoBectu ucciaegoBanue npremMa rnakeroB cepsepa DNS cepsepa.
OcBoutb npumenenus guibtpos Capture.
OcBoutb npumenenus punbtpoB Display Filters.
OcBoutb nepexaar (haiioB, KAPTUHOK MPH Tepeaaye Mo CeTH.
OcBoutb nepexsar ay1uoQailyioB ¢ MpOCIyILIMBAaHUEM ayJUOIOPOKKH.
Ji1st Ka)a0ro ucciieIOBaHUs MPOBECTH CTATUCTHYECKYIO 00paboOTKYy:
a. Conversations

b. Flow Graph
c. Protocol Hierarchy
d. 10 Graph

3aganue 7. YcraHoBka U agMuHUCTpupoBanue cepBepHbix OC.

N

Beinonmautk ycranoBky cepeproit OC Linux.

YcTaHOBUTH U HACTPOUTH CepBep Samba.

W3y4uTh npueMBbl YAAIEHHOTO aqMHUHHCTPUpOBaHus cepsepa Ubuntu u Samba ¢ momo-
o yrwuntel PuTTY.

3aganus 1Jisi KOHTPOJIbHON padoTsl (cemectp 9)

Pa3pa60TI<a U peajin3dalusd CXEMbI aJipeCallui U MapiipyTu3alu B IP-ceTn:

Pazpabortate cxemy ajapecanuu (KpUTepUM — HaWJIydllas cyMMapHu3alusi, MUHUMAaJb-
HBII pacxo/1 aJIpecoB)
o paccuuTaThb HEOOXOOUMBIE pa3Mepbl ceTed Ui 3aJlaHHBbIX CErMEHTOB M CeTeil,
CBS3BIBAIOIIMX MApUIPYTU3ATOPBI APYT C APYTOM
o W3 ykazanHoro 610ka aJpecoB HA3HAYMTH aJpeca BCEM CETsIM M HHTepdeiicam
MapIIpyTHU3aTOPOB
o Hacrpouts VLAN B koprniopatuBHoii ceTn®.
Jlis kaskioro MapupyTu3aTopa nocTpouTh TaOIHIly MapIIpyTH3AUU
o BkiounTh B TaONUIly IPUCOETUHEHHBIE CETH™.
o JloGaBuTh 4 cTaTMUECKHX MapHIpyTa TaK, YTOOBI JIOOBIC JIBAa XOCTa CETH MOTJIH
B3aMMOJIEMCTBOBATH APYT C APYTOM
OcranpHbIe CeTH — C TMHAMUYECKUMH aapecamu Ha ocHoBe ogHoro DHCP cepsepa.
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e 3amyctuth B cetu oguH DNS cepBep, o uH nmoyTOBBIN cepBep, oauH cepBep FTP u onun
Web-cepaep.

e PeanmuzoBats nonyueHHyrwo cxemy Ha cumyssitope Cisco Packet Tracer

e Hacrpoliky MapuipyTu3aTopoB IpOM3BOIUTH U3 KOMAH/IHOM CTPOKH, JIJISl 4Yer0 HACTPOUTh
JIOCTYII K 4acTH MapipyTu3aropoB mo Telnet, a yvactu — mo SSH.

JlaHuble 1715 3a/1aHus:

e biok aapecoB Juisl BBIICTCHUS MTOACETEH:

briox agpecoB st BBIACICHHS
nojacerei

%
8
S

172.16.0.0/12

192.168.0.0/16

56.82.192.0/18

102.63.0.0/14

172.16.0.0/12

192.168.0.0/24

56.82.3.0/16

102.63.0.0/14

32.154.192.0/18

P OONOOTRIWN -

0 111.25.64.0/20

e [lponumuTe craTHUecKUe MapIIpyThl B ogHOM Mapiipytusatope Config — Static. Ipo-
BEpbTE paboTy CETH.
o CoriacHO BapHaHTY CO3JATE OJJHY U3 CICAYIOIIHX CXEM:
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o [lponumuTe AMHAMUYECKUE MapIIPYTHI HA IpyroM poyrepe (Bkiaaka Config - RIP)*.

o [Ilporectupyiite paboTy CeTH, MPOCIEANTE 3a MPOABIKECHUEM IAKETOB (KaK B PEKUME
CHMYJISIIIMY, TAaK M C IIOMOILBI0 KOMaH 16! tracert). Pe3ynabpraTel mpeacTaBbTe B OTYETE.

o TlocrpoiiTe Tabnuily MapHpyTH3amMIO Ui KaXIOro poyrepa (HaBecTH Jynmy (TaHelb
yIpaBiieHUs] 00bEKTaMH ) Ha MapIIPYTH3aTOP U BHIOPATh COOTBETCTBYIOIIUMN ITYHKT)™*.

e OpranmzoBath Heckoabko VLAN cereid.

o Hacrpoiite B cetn npotokon OSPF, ecnu HeoOxoauMo — 106aBbTe HemocTaromee 060-
pyZOBaHUE B CETh™.

o Hacrpoiite B cetu nmporokon RIP, ecnmu HeoOxoaumo — no6aBbTe HexocTaromiee 00opy-
IIOBAaHUE B CETH*.

o Hacrpoiite B cetn mporokon EIGRP, ecin nHeobxoaumo — 106aBbTe HepocTaromiee 000-
pyZOBaHUE B CETh™.

o Hacrpoiite B cetu nporokon BGP, ecnu Heo6xonumo — 106aBbTe HepocTaromee 06opy-
IIOBAaHUE B CETH*.

o Hacrpoiite B cetu nmpotokon NAT, ecnu HeoOxoauMo — 1006aBbTe HEAOCTAOMIEE 000PY-
IIOBAaHUE B CETH*.

o Hacrpoiite pacmmpenHslii cnucok orpannueHuii no nepenade naHusix (ACL). Conep-
»KaHue OrpaHNueHHU — Ha Bame ycMoTpenue.

o [lpuBenute pe3yabTaThl CUMYJISIIMUA PaOOTHI CETH, TOATBEPXKAAIOIINE (YHKIIMOHUPOBa-
HHE BBIIICICPEUUCICHHBIX TPOTOKOJIOB™ .

3apanme Nel. [ToctpouTs NoKallbHYIO ceTh ocpeAcTBoM nporpamMmsl PCTracer
3aganue Ne2. CoeqUHUTD, UCHOJB3YS HYKHBIA THI COEAUHEHUS
3aganue Ne3. CkoHOUTYpHPOBATH MApaAMETPhI MOAKITFOUYCHUS T Kaxkaoro [TK.

3aganue Ned4. Coznate Tabmuiy IP agpecoB co3manHO# cetw (ycTpoiicTBo, unTepdeiic, IP an-
pec, Macka MojCEeTH, ILTI03).

3aganme Ne5. B pexxume RealTime mpoBepuTh NOAKIIOUCHHE KOMAHION ping: Ha JOKAIbHBIH
anpec, aapec ynanensoro [1K, mmpokoBemarenbHblil aapec.

3aganme Ne6. B pexxume Simulation mpoBeputh moakimoueHre KOMaHI0M ping: Ha JIOKaIbHbIH
azapec, agpec ynanensoro [1K, mupokosemarenbHblii aapec.

33}13HI/I€ Ne7. B okHe u Ha cxeme mpociacaAnI IICPEABUIKCHUC ITAKETOB BO BCEX ClIydasX, ylIpaB-
JsIsl MoHIaroBO WA pEryjiupyst CKOpOoCTb CUMYIIALIUA

3aganue Ne8. B okHe KOMaHIHOHN CTPOKH MPOCMOTPETh U OYUCTUTH arp TabJHIly, U IOBTOPUTH
IIYHKT 6.
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