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1 O01mme moJ10KeHU s

PaGouas mporpamma JUCHUILIUHBI «AIMUHUCTPUPOBAHUE CUCTEM U KOMITBIOTEPHBIX CE-
Tei» COCTaBJICHAa B COOTBETCTBUH C TPEOOBAaHHUSIMH (eIepaTbHOI0 rOCYAapCTBEHHOTO 00pa3oBa-
TEJIBHOIO CTaHJAPTa, YTBEPKIECHHOrO MpukazoM MuHHcTepcTBa 00pazoBanus U Hayku Poccuii-
ckoit @enepanuu Ne929 19.09.2017, u ocHOBHOI TpodecCHOHATBHONH 00pa30BaTEILHOM MPO-
rpaMMbl moArotoBku «IIporpamMmuoe obecriedyeHne cpeicTB BEIUUCIUTENbHON TEXHUKU U aBTO-
MaTU3UPOBAHHBIX cucTem» 1o HampasieHuo 09.03.01 "MudopmaTika 1 BEIYUCIUTENbHAS TEX-
Huka". [IpakTuyeckas MOAroTOBKa peaan3yeTcs Ha OCHOBE:

[Mpodeccunonanshusiii crangapt 06.027 «Cnenuanuct no aqMUHUCTPUPOBAHUIO CETEBBIX
ycTpoiictB UKCy».

O6o006uiennbIie TpyaoBbe GyHKIUU: D — AMUHECTpUpOBaHUE TIPOLIECCa YIIPABICHUS
0€30MacHOCTBIO CETEBBIX YCTPOICTB U MPOTrPAMMHOI0 00eCIIeUeHHUS.

3anaqn JlaTp mpencTtaBieHUE CTYJEHTaM O TEOPUM M IIPAKTUKE IPOECKTUPOBAHUS JIO-

AACHHUIIIMHBI KaJIbHBIX ceTeil. [103HaKOMHUTh C pelIeHUsIMH 337ad B 00JIACTH pa3/ieieHUs
PECYPCOB C HCIIOJIb30BAHUEM JIOKAIBHBIX CETEH MOCPEICTBOM KOH(PUTYPHPO-
BaHMSI ONEPALMOHHBIX CUCTEM.

OcHoBHBIE [IpoexTHpOBaHKE JTOKAIBHBIX CETEU

pasjieinsl / TeMsl AJIMUHUCTpUPOBAHUE ONIEPAIMOHHBIX CUCTEM

JIACIIUIIIIMHBI

2 IlepeyeHb MIAHMPYEMBIX Pe3yJbTATOB 00yYeHHUSs MO AUCHUILINHE (MOIYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMM JOCTHKEHUSI KOMIIeTeHIIU I

[Tponiecc m3ydeHUss AUCHUIUIMHBI «AJIMUHUCTPHUPOBAHHUE CUCTEM U KOMIIBIOTEPHBIX
ceTeil» HampasieH Ha (OPMUPOBAHUE CIIEAYIOIUX KoMiieTeHIuil B coorBeTcTBUU ¢ ®PI'OC BO

¥ OCHOBHOM 00pa3zoBaTenbHOM mporpammoii (Tabmuna 1):

Ta6n1/1ua 1- KOMHCTCHHI/II/I U UHAUKATOPBI UX JOCTUKCHU

Kog nmo ®I'0OC WNHIuKaTOphl TOCTUXKEHUS [Tnanupyemble pe3yabTaTsl 00y-

YEHUS 110 JUCIHUIIIINHE

YHuBepcanbHbIe

Ob6menpodeccnoHanbHbIe

[IpodeccronanbHbIe

[K-3.1

I1K-3 Cnoco0ben aj-
MHHHUCTPHPOBATh
OTIEpallMOHHbIE CH-
CTeMBl M KOMIIbIO-
TEpHBIE CETH, Opra-
HU30BBIBATH oe3-
OTAaCHOCTh CETEBBIX
YCTPOMCTB H MpO-
rpaMMHOro obecre-
YCHUS

3HaeT Teopuio GYHKIIMOHUPOBAHUS
OTIEPAIMOHHBIX CHCTEM U KOMITBIO-
TEPHBIX CEeTEeH, a TaK)Ke METOAUKY
3alUTHI, TPEJOTBPALICHUS IOTEPh U
MOBPEXJICHUN JAHHBIX B IPOrpaMM-
HOM 00ECTICYCHHH U KOMITBIOTEPHBIX
ceTsax

[1K-3.2

YMeer aIMUHUCTPUPOBATH ONEpalu-
OHHBIE CHUCTEMBI W KOMITBIOTEPHEIC
CeTH, OpraHu30BaTh 3allUTy H

3

3HaTh IO OIpPENEICHUIO Tapa-
METpPOB 0€30MacHOCTH W 3aIIUTHI
IPOrPaMMHOT0 00ECIeUeHUs ce-
TEBBIX YCTPOMCTB

YMmerp agmunuctpuposats OC u
KOMIIBIOTEPHBIE ~ CETU.  YMETh
MIPEAOTBPALIATh OTEPIO TAHHBIX.




Koa mo ®1'0C Nuaukatopel AOCTUKEHUS [Tnanupyemslie pe3ynbTaTsl 00y-
YCHUA 110 AUCHUIIIINHEC

MIPEeIOTBPALIEHHE MOTEPh JAaHHBIX B
MPOrPaMMHOM OOECIICYCHUH U KOM-
MBIOTEPHBIX CETAX

[IK-3.3

Bnaneer HaBblkaMu aIMUHUCTpUPO- Bianers  HaBbIKaMU — aJIMHUHU-
BaHUs ONEpalMOHHBIX cucteM U  crpupoBanusi OC U KOMIbIOTEp-
KOMIIBIOTEPHBIX CETEH, HaBBIKAMHU HBIX ceTel. BraaeTe HaBbIKaMH
3alIUThl U MPENOTBPAIICHUS MOTEPh 3alIUThl U MPEAOTBPAIICHUS I0-
JaHHBIX B TPOrpaMMHOM o0ecrede- Teph JTaHHBIX

HHUH U KOMITBIOTEPHBIX CETAX

3 MecTo TMCHMILIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTebHOii MporpaMMsl

JucuuruiiHa «AJMUHUCTPUPOBAHUE CUCTEM M KOMIIBIOTEPHBIX CeTel» u3ydaercs Ha 4
Kypce B 7 ceMecTpe.

JucuumnHa BXOIUT B cocTaB Onoka | «/lucuuniauHel (MOZYJIM)» U OTHOCUTCS K
00s13aTeIbHON YacTH.

Jlnist OCBOEHUS AUCHUIUIMHBI HEOOXOAMMBI 3HAHHSI, YMEHHS, HaBBIKU M (MJIM) OIBIT MPAK-
TUYECKOH JeATeNbHOCTH, COPMHUPOBAHHBIE B IPOLIECCE U3YUEHUSI AUCHUIUINH / IPAKTUK «AJIb-
TEPHATHUBHbBIE ONEPALMOHHBIE CUCTEMBI», «AJIMUHUCTpUpOBaHHE 0a3 JaHHBIX», «CeTu u Tene-
KOMMYHHKAIMW», «3aIuTa HHGOpMaLum».

3HaHMsI, YMEHUS U HaBbIKU, CHOPMUPOBAHHbBIE MPU W3YYEHUU JAUCLUUIUIMHBI «AJIMHUHU-
CTPUPOBAHHE CHCTEM M KOMIIBIOTEPHBIX CeTei», OynyT BOCTpeOOBaHbI IPH U3YUYEHHUH MOCIEy-
ouux — aucuumianH - «[Ipou3BoACTBeHHAass — MpakTHKa  (TeXHoJoruueckas  (MpOEKTHO-
TEXHOJIOTHYECKast) MpakTHKa)», «[Ipon3BoacTBEHHAs MpakTHKa (MPEAAUIIIIOMHAs TPAKTHKA).

JucuumirHa «AJIMUHUCTPUPOBAaHUE CUCTEM M KOMIIBIOTEPHBIX CETEW)» YaCTUYHO peau-
3yercs B (hopMe NMpaKkTHUECKOW MoAroToBKU. [IpakTHueckasi moAroToBKa OpraHU3yeTcsl MyTeM
BBIMOJIHEHNUS MPAKTHUYECKUX 3aHATHH, 71a00paTOpHBIX pabOT, BBHIMOIHEHUS KOHTPOJIBHBIX pa-
60T.

JucuumirHa « AIMUHUCTPUPOBAaHUE CUCTEM U KOMITBIOTEPHBIX CETEN» B paMKax BOCIH-
TaTeabHON paboThl, HallpaBjieHa Ha (GOPMHUPOBAHHUE y 00ydaroUIUXcsi UHPOPMALIMOHHON KYIb-
TYpBl, YMEHHSI CAMOCTOSITEIbHO MBICIHUTb, Pa3BUBAET NPO(ECCHOHATIbHBIE YMEHHUSI.

4 O0beM TUCHUNIHHBI (MOAYJISI) B 3a4eTHBIX €IMHUIIAX C YKA3aHHEM KOJINYeCTBA
aKaJeMH4YeCKHX YaCOB, BbI/IeJIEHHBIX HA KOHTAKTHYI0 padoTy 00y4yalommxcs ¢
npenojaasareseM (10 BUAaM y4eOHBIX 3aHATHII) 1 HA CAMOCTOSITEJILHYI0 Pa0doTy
00y4aromuxcs

OO0mmas TpyI0eMKOCTh (00beM) TUCITUTUIHHBI cocTaBisier 3 3.¢., 108 aka. gac.
Pacnpenencaue o0beMa AUCIUTUTAHBI (MOJIYJISA) 110 BHJIAM YU€OHBIX 3aHATHI MPEICTaB-
JIEHO B TabiuiIie 2.




Tabmuna 2 — O6beM IUCHUIUTUHBI (MOJYJIS) IO BUJAM YUEOHBIX 3aHSATHI

O0BbeM TUCHUIIINHBI

Bcero akagemu-
YeCKUX 4aCoB

OO0miast TpyA0€MKOCTh JUCIUILIUHBI 108
KonTakTHasi ay1uTopHas padoTa 00y4aromuxcs ¢ npenojgaBareieM (1o 24
BH/IaM Y4eOHbIX 3aHATHI), BCEro
B ToMm uncne:
3aHATHS JIEKIIMOHHOTO THNA (JICKIIUU U UHBIC YICOHbBIC 3aHSITHUS, TIPEIY-
CMaTpHBAOIIUE MPEUMYIIIECTBCHHYIO Mepenavy y4eOHoW HHpOpMaIuy rie- 12
JAarOTUYeCKUMHU paOOTHUKAMM)

B TOM 4YHKCJIE B (OpPME MPAKTHUYECKON TTOJATOTOBKHU: 0
3aHATHSA CEMHUHAPCKOTO THINA (CCMHUHAPDI, TPAKTUYCCKHUE 3aHSATHUS, ITPAK-
TUKYMBI, J1a00opaTopHbIe pabOThI, KOJJIOKBHYMBI M HHBIC aHAJIOTUYHBIC 3a- 12
HSATHUS)

B TOM 4YHCJIC B OPME MPAKTHYECKON TIOJATOTOBKH: 12
CamocrosiTesibHast padoTa 00yyaIIUXCsl U KOHTAKTHAas padoTa, BKIIO-
Yarolas rpyninoBble KOHCYJIbTAUH, HHIUBUAYAIBHYIO paboTy 00y4aro-
HIMXCS C TIpenojaBaTessiMu (B TOM YUCIIC HHIUBUIYAIbHbIC KOHCYJIbTAIINH);
B3aUMOJICHCTBHE B DJIEKTPOHHON HH()OPMAIIMOHHO-00pa30BaTeIbHOM cpejie 84

By3a

[TpomexyTouHas aTTecTalus 00y4aromuxcs — 3a4eT

5 Conep:xkanue TUCHUILIMHBI (MOYJIs1), CTPYKTYPHPOBAHHOE N0 TeMaM (pa3/aejiam)
€ YKa3aHHeM OTBEJIeHHOr0 Ha HUX KOJIMYeCTBA aKaJeMHYecKHX YacoB U BU/I0B

y4eOHoii padoThI

Tab6muma 3 — CTpykTypa U coep KaHue TUCIUILTAHBI (MOTYJIs)

Bunpl yueOHoM paboThl, BKIIIOYAsk CaMOCTO-
SATEJbHYIO0 pab0Ty 00YyJarOIIUXCs ¥ TPY/IO-
€MKOCTb (B yacax)
KonTaktHas padora npenojasa- CPC
HaumeHnoBaHnue pa3fenos, TEM U COJEP/KaHUE Ma- TeJIs C 00yJaroUIMMHUCS
Tepuaia Jlekumu | Cemunap- | JlaGopa-
CKHE TOPHBIE
(mpakTu- | 3aHATHS
YECKUE
3aHSITHS)
Tema 1. CucteMHOE aIMMHUCTPUPOBAHUE | ) 1* 6
Tewma 2. BriOop anmapaTHBIX U TPOTPAMMHBIX | i 1 4
CPEICTB
Tema 3. CtpykTypa cetn | i % 4
Tema 4. UnpopManimoHHBIE CUCTEMBI TIPEATPHSI- 1 i 1% 4
TS
Tewma 5. PaboTa B rmobanbHOM ceTn 1 i 1% 6
Tema 6. YrpaBnenue nH()pOpMaImoOHHON CHCTE- | i 1% 5
MOM
Tema 7. MoHUTOpPUHT HH(OPMALIMOHHON CUCTE- 1 - 1* 4

5




Buapl yueGHO# paboThI, BKIIFOYAsk CAMOCTO-
ATEJIbHYIO0 pab0Ty 00y4aroIIuXcst U TPYI0-
€MKOCTb (B yacax)
Konrtakrnas pabora npemnoaasa- CPC
HaumenoBanue pa3zienoB, TeM U COJep>KaHUE Ma- Test ¢ 00ydaromuMucs
Tepuana Jlexkiuu | Cemuuap- | JlaGopa-
CKHe TOpPHBIE
(npaktu- | 3aHATHA
YecKue
3aHSTHUS)
MBI
Tema 8. Bupryanuzanust 1 i 1% 6
Tema 9. bezonacHocTh
2 - 1* 6
Tema 10. OTkazoycroiurBas HHPOPMAIIMOHHAS ) i 1% 4
cucTema
Tema 11. ITopsaoK BbISIBICHUS] HEUCTIPABHOCTEN U 1 i 1> 6
WX yCTpaHEHUs
UTOI'O
10 TUCIUIUINHE 12 i 12 60

*peanu3yroTcs B opMe PAKTHUSCKOHN MOATOTOBKU

6 BHeayauTOpHasi caMOCTOSITeIbHAsI PA00Ta 00YYAIOIIUXCS MO TUCHUTIIIHHE
(MonayJr0)

[Ipn nmnaHUpOBAHHHM CAMOCTOSTENBHONH pPabOTHI CTYACHTY PEKOMEHIYETCS PYKOBOII-
CTBOBAThCS CJIENYIOIIUM PACTIPEICICHHEM YacOB Ha CaMOCTOATENIbHYIO paboTy (Tabnuna 4):
Tabnuna 4 — PexomenayeMoe pacnpeeneHne 4acoB Ha CAaMOCTOSITENIbHYIO0 paboTy

KoMnoHeHTBhI caMOCTOSATEIbHOI padoThl KoJsinyecTBo 4acoB
M3ydeHne TeOpeTUUECKUX pa3/IeoB AUCIUIIIMHbI 20
IToaroToBKa K 3aHATUSM CEMHHAPCKOTO THUIIA 20
[TonroroBka u oopmieHue 36
KonTponpHas pabora
76

7 OueHo4YHbIE CPeACTBA /15 NPOBEIeHUs TeKYLIero KOHTPOJIA
U NPOMEKYTOYHOH aTTecTALMN 00y4aloluXcs M0 AUCHUIIIHHE (MOAYJII0)

(DOHJI OICHOYHBIX CPCIACTB TJIA MPOBCACHHA TCKYILICIO KOHTPOJA YCIIEBACMOCTH M
MPOMEKYTOUHOU aTTecTauu npeactasieH B [Ipunoxenun 1.

TIoHEI KOMIUIEKT KOHTPOJIBHBIX 3a11aH1/1171 HJIM UHBIX MaTCepUualioB, HeO6XO)II/IMI)IX JUISL
OIICHUBAHUS PE3YNbTATOB OOyUYEHUsS MO AUCHHUIUIMHE (MOMYINIO), MPAKTHKE XPaHUTCA Ha Ka-
benpe-pazpaboTynKe B OYyMa)KHOM M JICKTPOHHOM BHUJIE.

8 VYueOHo-MeTOaMYeckoe W HHPOPMAIMOHHOe o0ecrevYeHHe TUCHUTLIUHBI
(MmomxyJis)

8.1 OcHoBHas JquTEpaTypa

1 Kysun, A. B. Komnberotrepusie cetu [DNeKTpoHHBINH pecypc]: yueb. mocodue [Dnek-
tpouHbIN pecypc] / Ky3un A.B., Ky3un I.A. - 4-e uzn., nepepad. u gom. - M.: ®opym, UHDPA-
6




M, 2022. — 190 c. // ZNANIUM.COM : snekTpoHHO-OuOIMOTEeUHas cucTeMa. — PesxxuMm gocryma:
http://znanium.com/catalog.php#, orpanndeHHbIi. — 3ari. ¢ FKpaHa.

2 Omudep, B. I'. Komnbiorepubie cetu. [IpuHIUMIBI, TEXHOJIOTHH, TPOTOKOIIBL: Y USOHUK
st By3oB / B. I'. Omudep, H. A. Onmudep. - 2-¢ u3a., 3-e uzn., 4-e usn., S-¢ uzn. - CII6.: [Turep,
2016; 2011; 2010; 2009; 2004; 2003; 2002; 2001; 2000; 1999. - 992c.

8.2 JlomoJHUTebHAasI JIUTEpaTypa

1 3apamenckux, E.Il. UnTeprer Bemeil. MccnenoBanus u 061acTh IpuMeHEHUs [DJek-
TpoHHBIA pecypc] : moHorpadus / E.Il. 3apamenckux, N.E. AprembeB. — M. : UHOPA-M,
2022. — 188 c. // ZNANIUM.COM : snekTpoHHO-OuOImoTeyHas cuctema. — Pexxum gocryna:
http://znanium.com/catalog.php#, orpanudeHHbBIN. — 3arJI. ¢ YKpaHa.

2 Tanenbaym, O. Kommbrotepusie cetu / J. Tanenbaym, 1. Yazepomr; Ilep. ¢ anrm. A.
I'pebGenbkoB. - 5-¢ u3a., 4-¢ uza. - CII6.: [Turep, 2017; 2010; 2003. - 955c.

3 Kymap, B. .Net CereBoe mnporpammupoBanne = Professiona NET Network
Programming / B. Kymap, 3. Kposuuk, H. Jlarapu u np. - b.m. : Jlopu, 2014. - 400c.

8.3 MeToauueckue YKazaHusl 1Jisl CTYACHTOB 110 OCBOCHUIO TUCITUIIJINHBI

1 Tuxomupos, B. A. Onepanuonnsie cucteMsl U cetu: jad. mpaktukyM / Tuxomupon
B.A. — Komcomonbck-Ha-Amype.: U3a-Bo Komcomonbsckoro-ua-Amype roc. Texs. yH-Ta, 2016. —
117 c.
8.4 CoBpemennbie mnpodeccuoHATbHbIE 0a3bl JaHHBIX W HH(OPMAINMOHHBIE
CIIPaBOYHbIE CHCTEMbI, HCNOJIb3yeMble MPU OCYIIeCTBJIEHUH 00pa30BaTeIbHOIO
npouecca no AUCUUIINHE

1 DOnextponHo-OubmnoreyHas cucrema ZNANIUM.COM. [lorosop Ne 4997 »6¢ K3
2112727000769 270301001 0010 004 6311 244 ot 13 anpensa 2021 r. ot 17 anpens 2021 r.

2 DnexTpoHHO-OMOmoTeunas cuctema [IPRbooks. JInnensnonnsiii jorosop Ne EIT 44/4
Ha IMpeJIOCTaBICHUE JIOCTyNa K 3JIeKTpPOHHO-OmOmmoreunoit cucreme IPRbooks MK3 21 1
2727000769 270301001 0010 003 6311 244 ot 05 ¢peBpans 2021 r.

3 DOnexrponHo-6ubmnoreunas cucrema eLIBRARY.RU. Jlorosop Ne EIT 44/3 na oka-
3aHME YCIYT JOCTyMa K 3JIeKTpoHHbIM m3aanusaM MK3 211 272 7000769 270 301 001 0010 002
6311 244 ot 04 ¢eBpans 2021 r.

8.5 IlepeyeHsb pecypcoB HH(pOPMALMOHHO-TEJIEKOMMYHUKALMOHHOH ceTH
«MHTEepHEeT», HEOOXOAMMBIX AJI51 OCBOCHHS TUCHUILIHHBI (MOAYJIfA)

1 LINUX.ORG.RU — Pycckas undopmarus 06 OC Linux / Makcum Bansackuii. Jlata
obnosnenus: 04.14.2015. — Pexxum mocryma: https://www.linux.org.ru/, ceo0oaHbIi. — 3ari. ¢
dKpaHa. S3. aHrI.

8.6 JIuleH3MOHHOe M CBOOOJHO pacHpoCTpaHsieMoe NMPOrpaMMHOe olecredeHue,
HCNOJb3yeMoe MpPH  OCYHIeCTBJIEHHH 00pa30BaTeJIbHOIO Mpolecca Mo

JUCHUILINHE

Tabnuna 5 — [lepeueHp UCHOIB3yeMOro MPOrpaMMHOT0 00ecieueHus

HaunmenoBanue [10 PeKBU3UTHI / yCIIOBHSI UCTIOJIb30BAHUS
Microsoft Imagine Premium JluensnonHkI noroBop AD223 Ne008/65 ot 11.01.2019
OpenOffice CB0OO/THAS JIMIIEH3HUS, YCIOBHUS HCIIOJIb30BAHHS IO CCHIIKE:

https://www.openoffice.org/license.html
Oracle VM VirtualBox Pacnpoctpansercs Ha ycnoBusix aunen3nn GNU GPL 2
OC Linux Ubuntu Pacnipoctpansercs Ha ycaoBusx auneH3su GNU GPLv3
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https://www.openoffice.org/license.html

9 OpraHn3auu0nno-nenar0rnqec1me yciaoBus

Opranuzanus 00pa3oBaTeIbHOIO MPOLECCca periaMeHTupyeTcs y4eOHbIM TUIAHOM H pac-
nucaHueM y4eOHBIX 3aHATHH. SI3pIKk 00ydeHus (mpenopaBaHus) — pyccKui. [[ns Bcex BUAOB
ayJIUTOPHBIX 3aHATUHN aKaJeMUUYECKUN Yac yCTaHABIMBAETCS IPOAOKUTENBHOCTBIO 45 MUHYT.

[Ipu dopmupoBanuu cBOEH MHAMBHAYaJTbHON 00pa3oBaTeNbHON TPAaeKTOpPUH O0yuaro-
IIMKCS UMEET MPaBO Ha Mepe3ayeT COOTBETCTBYIONIIUX JUCIMILIMH U MPO(ECCHOHAIBHBIX MOTY-
Jieil, OCBOEHHBIX B MpoIlecce MPEAIIECTBYIOMIEro 00yueHus, KOTOPBI 0CBOOOXKAaeT 00yyJarole-
rocsi OT HEOOXOIMMOCTH UX MMOBTOPHOTO OCBOCHHUS.

9.1 O0pa3oBaresibHbIE TEXHOJIOTUH

VYyeOHblii MpoIecc Npy NpPenoJaBaHul Kypca OCHOBBIBAETCS HA MCIOJIB30BAHUM TPAJIU-
LIUOHHBIX, THHOBAIIMOHHBIX M MH(POPMALMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUH. TpaguunoH-
HBbIC O6pa3OBaTeJIBHbIe TCXHOJIOTHU MPCACTABJICHBI JICKIUAMHU U CEMHUHAPCKUMU (HpaKTI/I‘-IeCKI/I-
MH) 3aHATHAMU. VIHHOBallMOHHBIE 00pa30BaTe/IbHbIE TEXHOJIOIMH UCIIONb3YIOTCS B BUJE LIMPO-
KOTO TIPUMEHEHUS] aKTUBHBIX M MHTEPAKTUBHBIX (OpM mpoBeneHus 3anatuii. Madopmamonase
o0pa3oBaTe/lbHbIE TEXHOJIOIMHU PEAIU3YIOTCS IYTEM aKTUBHU3ALUU CAMOCTOSTEIbHOM pabOThI
CTYZICHTOB B MH(OPMAIIMOHHOH 00pa30BaTeIbHOI cpee.

9.2 3aHATUA JEeKIUOHHOI0 THIIA

JIEKIIMOHHBIN KypC MPEeNnoiaracT CUCTeMAaTU3UPOBAHHOE M3JI0KEHHUE OCHOBHBIX BOIIPO-
COB yueOHOrO IJIaHa.

Ha niepBoii niekuuu 1ekTop 00s13aH NpeaynpeuTh CTYAECHTOB, IPUMEHUTEIBHO K KAaKOMY
0a3oBoMy y4eOHUKY (ydeOHUKaM, yueOHBIM TOCOOHSIM) OyIeT MPOUUTaH KypC.

JIeKIMOHHBIN KypC AOJDKEH JaBaTh HauOONBIINK 00beM MH(pOpMAIMH U 00ECIeYnBaTh
6osee rirybokoe NOHUMaHHE Y4eOHBIX BOIPOCOB IPH 3HAYUTEIBHO MEHbILEH 3aTpaTre BpeMeHH,
9YeM 3T0 TpeOyeTcst OOIBIIMHCTBY CTYJCHTOB Ha CAMOCTOSITEIbHOE H3y4UEeHUE MaTepuana.

9.3 3aHsATHS CEMHMHAPCKOIO THNA

CemuHapCcKue 3aHATHS MPECTABIAIOT COO0H IeTaIM3aIUIO JIEKIHOHHOTO TEOPETHYECKO-
ro MaTepuasa, IpoBOJATCS B LENAX 3aKPEIJICHNs] Kypca U OXBaThIBAIOT BCE OCHOBHBIE pa3fiebl.

OcHoBHOH (opMOI1 IPOBENIEHUSI CEMUHAPOB SBJISETCS 00CYyXk/IeHNEe Hanbosee mpooyiem-
HBIX U CIIO)KHBIX BOIPOCOB IO OTAEIBHBIM T€MaM, a Takke paz0op MpPUMEpPOB M CUTYaIMi B
ayIUTOPHBIX YCIOBUSAX. B 00s3aHHOCTH TIpemnojiaBaTesisi BXOAAT: OKa3aHUE METOJUYECKOMN IMO-
MOIIH U KOHCYJIbTUPOBaHHE CTY/IEHTOB 10 COOTBETCTBYIOIIUM T€MaM Kypca.

AKTHBHOCTH Ha CCMHUHAPCKUX 3aHATUAX OUCHHUBACTCA IO CIACAYIOIIUM KPUTCPHUAM:

* OTBETHI Ha BOIPOCHI, ITpeJIaraeéMble MpernoiaBaTesnem;

* y4acTHe B JUCKYCCHAIX;

* BBITTOJIHEHHE MTPOEKTHBIX U MHBIX 33JaHUH;

* ACCHCTHPOBAHHE TIPENOIABATEIIO B MPOBEICHUN 3aHATHIA.

OTBeT f0JKeH ObITh apryMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJTHOCIIOKHBIM, COJIEPKATh
CCBIJIKHM Ha UICTOYHHKHU.

Jloknaznel U ONIOHMPOBAHHE JOKJIAJ0B MPOBEPSIOT CTENEHb BIIAJACHUS TEOPETHUECKUM
MaTepHraoM, a TaK’Ke KOPPEKTHOCTh U CTPOTOCTh PACCYKICHHH.

OneHrBaHue 3aJaHH, BBHIOJHEHHBIX Ha CEMUHAPCKOM 3aHSATHH, BXOJHUT B HAKOIUICH-
HYIO OIICHKY.

9.4 CamocrosiTe/ibHasA padoTa 00yyaouuxcs Mo JUCHUIINHE (MOAYJII0)

CamocrosrenbHas paboTa CTyIE€HTOB — 3TO INPOLECC aKTUBHOIO, LEJIEHAIPAaBIEHHOTO
nproOpeTeHNs CTYIEHTOM HOBBIX 3HAaHHWM, yMEHUI 0e3 HEeMOCPEICTBEHHOTO Y4acTHsl Mpernojaa-
BaTelsl, XapaKTEepU3YIOIUNCS MPEAMETHON HampaBlIEHHOCTHIO, 3(P(GEKTUBHBIM KOHTPOJEM U
OLIEHKOM pe3y/bTaToB AEATEILHOCTH 00yUYaromerocs.
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Llenu camocTOsITETLHON pabOTHI:

* CUCTEMAaTH3alys U 3aKPEIUICHUE MTOJIyYEHHBIX TEOPETUYECKUX 3HAHUHN U MPAKTUYECKUX
YMEHUH CTYIEHTOB;

- yriyOJeHHe U pacllupeHre TEOPETUYECKUX 3HAaHUM;

- (hopMUpOBaHNE YMEHUI HCIIOJIb30BAaTh HOPMATUBHYIO U CHPABOYHYIO JIOKYMEHTAIMIO,
CIELUAJIBHYIO JINTEPATYPY;

* pa3BUTHUE [TO3HABATEJIBHBIX CIIOCOOHOCTEN, AaKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH U
OpPraHU30BaHHOCTH;

- (hOpMUPOBAHHUE CAMOCTOSTEILHOCTH MBILUICHUS, TBOPUYECKON WHUIIMATUBBI, CIIOCOOHO-
CTEH K CAMOPA3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO M CAMOPEaIn3aliy;

* pPa3BUTHE UCCIIEIOBATEIbCKUX YMEHUHN U aKaJIEMUYECKUX HABBIKOB.

CamocrosTenbHas padoTa MOXKET OCYLIECTBIATHCS WHAMBUIYAIBHO WM IPYNIAMU CTY-
JICHTOB B 3aBUCHUMOCTH OT II€JIH, 00beMa, YPOBHS CIIO)KHOCTH, KOHKPETHOW TEMATHUKH.

TexHoorust OpraHu3aly CaMOCTOSTEIbHON paboThI CTYJEHTOB BKIIIOYAET UCIIOJIb30Ba-
HHUE WH(POPMAIIMOHHBIX U MaTEPUATBHO-TEXHUYECKIX PECYPCOB YHUBEPCUTETA.

[Tepen BbIMOMHEHHEM OOY4YaIOUIMMUCSA BHEAYIUTOPHOM CaMOCTOATENBHOM paboThI Impe-
IIOABATENIb MOJKET IIPOBOJWUTH MHCTPYKTaX II0 BBINOJHEHHIO 3aJaHusA. B HMHCTpyKTa)
BKJIIOUYAETCS:

- LIeJIb ¥ COJIepKAHUE 3a1aHNUs;

* CPOKHM BBIIIOJIHEHUS;

* OPUEHTUPOBOYHBIN 00bEM PaOOTHI;

* OCHOBHbIE TpeOOBaHHUSA K pe3ysbTaTaM paboThl U KPUTEPUU OLIEHKU;

* BO3MO)KHbIE TUIIMYHBIE OIINOKY IIPU BBIIIOJTHEHUH.

WHCcTpyKTax NPOBOIUTCS IpenojaBaTeieM 3a cueT o0beMa BpPEMEHH, OTBEACHHOIO Ha
U3Yy4EHUE NUCLUIUIMHBIL.

KoHTponb pe3ynbTaToB BHEAYAMTOPHOM CaMOCTOSATENBHOW pabOThl CTYIEHTOB MOXET
POXOJUTh B MMCbMEHHOM, YCTHON WJIM CMEIIaHHOM (opme.

CryneHTbl JOJDKHBI MOJXOAUTh K CaMOCTOSATENIbHOM paboTe Kak K HauBaKHEHIemy
CPEICTBY 3aKpEIUICHUs U Pa3BUTHUSl TEOPETHUYECKUX 3HAHUM, BHIPAOOTKE €IUHCTBA B3IJISIOB Ha
OTJIeJIbHBIE BOIPOCHI Kypca, MPUOOPETEHHsI ONpe/Ie/IEHHBIX HABBIKOB M MCIIOJIb30BaHUs Ipodec-
CHOHAJIbHOW JIUTEPaTYpBHI.

[TomemieHust 1151 caMOCTOATENBbHOM pabOThl 0OYUYAIOIIMXCSl OCHALIEHBI KOMIBIOTEPHOU
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHUs1 K ceTh «MHTepHeT» m obecrneueHueM J0oCTyna B
3JIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTeIbHYIO Cpely OpraHU3alllu.

9.5 MeroanuecKkue yKa3aHus JJIA 00y4alOUIMXCs 10 OCBOEHUIO TN CIUTITHHBI

[Tpy m3yyeHMM AUCHUIUIMHBI OOYYarOIIMMCS LEJIeCOO0pa3HO BBIMOJIHATH CIEIYIOLIHE
PEKOMEHIALINHU:

1. U3yuenne yuyeOHOM TUCHUIUIMHBI JODKHO BECTHCH CUCTEMATHUECKH.

2. [Tocne u3yyeHus: Kakoro-inbo paszzena Mo y4eOHUKY WM KOHCIEKTHBIM MaTepuanam
PEKOMEH/IyeTCsl 110 MaMSATH BOCIIPOU3BECTH OCHOBHBIE TEPMUHBI, ONPEICICHHUS, IOHATUS pa3fie-
na.

3. Ocoboe BHMMAaHUE CIEAYET YAEIUTh BBIMOJIHEHUIO OTYETOB 110 MPAKTHUYECKUM 3aHATH-
AM 1 UHAVNBUAYAJIbHBIM KOMILJICKCHBIM 3aJaHHUAM Ha CAaMOCTOATCIIBHYTO pa60Ty.

4. Bes TemaTuka BONPOCOB, M3Y4aeMBIX CaMOCTOSITEIILHO, 33/1a€TCsI Ha JIGKLHUSAX IMPEeTo-
naBatenieM. MM e aroTcs UCTOYHHUKU (B MEPBYIO OYepe/lb BHOBb M3JaHHbBIE B EPUOIUYECKON
HaY4HOI uTeparype) Ui 6ojee AeTalbHOro MOHUMAaHUs BOIIPOCOB, 03BYUYEHHBIX Ha JIEKIIUU.

[Ipu camocTosATensHON TPOPAOOTKE Kypca 00ydaromuecs TOJDKHBL:

* IPOCMATPUBATh OCHOBHBIE ONpPEIEICHUs U (PAKTHI;

* IOBTOPUTDH SaKOHCHeKTI/IpOBaHHBII\/’I Ha JICKOIMOHHOM 3aHATUHU MaTCpual U JOIIOJIHUTH
€ro ¢ y4eTOM pEeKOMEH/JOBAHHOM MO JAHHOM TeMe JIUTepaTyphl;



* UIBYYUTb PCKOMCHIAOBAHHYIO JIMTCPATYPY, COCTABIIATH TC3UCHI, AHHOTAIUU WU KOHCIICKTLI
Hanoboee BaXKHBIX MOMCHTOB;

* CaMOCTOATCIIBHO BBIIMMOJIHATE 3a/IlaHUs, aHAJIOTMYHBIC IPCJIaraCMbIM Ha 3aHATHAX,

* UCITIOJIB30BATh JJIsI CaMOIIPOBEPKHU MaTCpHaJIbl (1)0H,I[a OLICHOYHEIX CPEACTB.

10 Onucanue MaTepuaIbHO-TEXHUYECKOT0 00ecreyeHusl, He0OXO0AUMOT0 J1JIsI
ocyuiecTBJIeHHs 00Pa30BaTEeIbLHOIO Npolecca Mo TUCHUILINHE (MO1YJII0)

10.1 Yue6Ho-1200paTOpHOE 000pYy/T0BaAHHE
Ta6muma 8 — [lepeuens o0opyaoBaHus JabopaTopun

AynmuTopust HaHMZIZggE::O?I’fIgTOpHH Hcnonp3yemoe o0opynoBanue
228-1 Jla6opatopust TUC texnono- | 9 nepconansubix 9BM c npoueccopom Core(TM)
rui i5-3240 CPU @ 3.5 GHz; 1 akpaH ¢ mpoeKTopoM
313-5 JlaGoparopus mynsTuMennii- | 10 nmepconansabix OBM ¢ mporieccopom
HBIX TEXHOJIOTUH Core(TM) i5-4690 CPU @ 3.5 GHz; 1 skpan ¢
IPOEKTOPOM

10.2 TexHu4eckue H 3JIeKTPOHHBIE CPeCTBA 00yUeHHUs

[Tpu ipoBeICHUY 3aHATUN HCIIOJIB3YETCS ayJAUTOPHsI, 000pyIOBaHHAS MTPOSKTOPOM (CTa-
[IMOHAPHBIM WJIM TIEPEHOCHBIM) ISl OTOOpaXkeHus npe3entauuii. Kpome toro, npu nposeneHun
JIEKIUHN ¥ TPAKTUYECKUX 3aHATUI HEOOXOAUM KOMITBIOTEP C YCTAaHOBJICHHBIM Ha HEM Opay3epom
U IIPOrpaMMHBIM 00eCriedYeHHEM I IEMOHCTPALIMH MTPE3ECHTAIIHIH.

11 Uubie cBegeHus

MeToauuecKkue PE€KOMEHIAIMH 110 oﬁyqeﬂmo JIUII ¢ OrPAHUYCHHBIMH BO3MOZKHO-
CTSsIMH 3/10POBbS U HHBAJIU/A0B

OcBoeHNe NUCHUILIMHBI 00YYarOIUMHUCS ¢ OTPaHUYEHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS
MOJKET OBITh OPraHW30BAHO KaK COBMECTHO C JPYTUMHU OOYYaIOUIMMHCS, TaK U B OTIEIbHBIX
rpynmnax. [Ipennonaratorcs cienuanbHble YCIOBHS ISl MTOTy4eHUs] 00pa3oBaHMs 00y4arolMMHU-
Csl C OrPaHUYEHHBIMHU BO3MOKHOCTSIMH 3/10POBBSL.

ITpodeccopcko-nienarornyeckuif cocTaB 3HAKOMUTCSI C TCHUXO0JI0Tr0-(pU3UOIOTrMUECKUMHU
OCOOEHHOCTSIMU O0YYaroIMXCs MHBAIWIOB U JIUL C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 370PO-
Bbsl, MHAWBUYAIBHBIMU MPOrpaMMaMy peaOMINTallMM UHBAIMJOB (Mpu Haimuuuu). [Ipu HEeoO-
XOJIMMOCTH OCYILIECTBIISIETCS JOTIOJHUTENbHAS MOJAJIEpKKa MpenojgaBaHusl ThIOTOPAMHU, TICHXO-
JIOTaMH, COLIMAJIbHBIMU paOOTHUKAMU, IPOLIEIIUMH TOATOTOBKY ACCUCTEHTAMHU.

B cooTBercTBHU ¢ MeTOMMUECKUMHU peKoMeHnanusiMu Munoopaayku P® (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce MpearnoyiaraeTcsi MCIojib30BaTh COLMAIbHO-aKTUBHBIE M pe-
(ieKCUBHBIE METO/bI 00YUYEHHUSI, TEXHOJIOTUU COILIMOKYIbTYPHON peabuInTallK C IENIbI0 OKa3a-
HUS IOMOILY B YCTAHOBJIEHUH ITOJIHOLIEHHBIX MEXJINYHOCTHBIX OTHOIIEHUH C APYTUMH CTYACH-
TaMH, CO3aHUH KOM(POPTHOTO MCUXOJIOTHIECKOTO KIMMaTa B CTy/neHueckoi rpymme. [Togbop u
pa3paboTka y4yeOHBIX MaTepHajoB MPOU3BOAATCS C YUETOM IPEJOCTaBICHUs MaTepuaia B pas-
JUYHBIX (opMax: ayAualbHOM, BHU3YyaJbHOM, C UCHOJB30BAaHUEM CIIELUATbHBIX TEXHUYECKUX
CpeACTB U MH(POPMAITMOHHBIX CUCTEM.

OcBoenue mucuuiuiebl JuinamMu ¢ OB3 ocyiiecTBisieTcss ¢ UCHOJIb30BAHUEM CPENICTB
00y4yeHHs OOILIEro M CIEUalbHOTO Ha3HAYeHUs (MIePCOHATBHOTO U KOJUIEKTUBHOTO MCIOJb30-
BaHus1). MarepualbHO-TEXHUYECKOE OOecliedeHrne NnpeaycMaTpuBaeT MpUCIOCOOIeHHE ayIuTo-
puil k Hyxz1am iun ¢ OB3.
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@®opma NpoBEACHUSI aTTECTALMK JUIsl CTYACHTOB-UHBAINI0B YCTAaHABIMBAETCS C YUETOM
UHIMBUYAJIBHBIX NcUXopu3ndeckux ocodbenHocreil. s crynenros ¢ OB3 npexycmarpuBaer-
cs1 tocTynHas popma MpeI0CTaBICHUs 33JaHNi OLICHOYHBIX CPEJCTB, @ UMEHHO:

+ B II€YaTHOM WJIM OSJIEKTpOHHOH ¢opme (i JMIl € HapyWEHUSIMH OIOPHO-
JIBUTATEJIBHOTO amnmapara);

* B IIe4aTHOM (hopMe UIIN JIEKTPOHHOM (popMe ¢ yBEIMUEHHBIM IIPU(TOM U KOHTPACTHO-
CTBIO (7151 JIULL C HAPYLLIEHUSIMU CIIyXa, peUH, 3pEHuUs);

* METO/IOM YTEHHs aCCUCTEHTOM 3a/1aHusl BCIYX (U1 JIML C HAPYIIEHUSMH 3pEHHS).

CryneHTaM ¢ MHBaJIMIHOCTBIO YBEIMUYMBAETCS BPEMs Ha MOATOTOBKY OTBETOB HAa KOH-
TPOJIbHBIE BONPOCHI. /Il TaKuX CTYIEHTOB MpeaycMaTpUBAETCs OCTyNHas (opMma MpeaocTaB-
JIEHUs] OTBETOB Ha 3a/laHusl, a UMEHHO:

* HIUCbMEHHO Ha Oymare miu HabopoM OTBETOB Ha KOMIIbIOTEpE (IJIs JIUL] C HapyILEHHsI-
MU CllyXa, peuHn);

- BBIOOPOM OTBETa U3 BO3MOXKHBIX BAPMAHTOB C UCIIOJIb30BAHUEM YCIIYT acCCUCTEHTa (JUIs
JIMI] C HapYLIEHUSIMU OIIOPHO-/IBUTaTENILHOTO aliapara);

* YCTHO (7151 JIUIL ¢ HApYLICHUSIMHU 3PEHHUs, ONTIOPHO-ABUIaTEIbHOIO aMIapara).

[Tpu HEoOXoAMMOCTH ISl 00YUaIOLIUXCSl C MHBAJIUAHOCTBIO MPOLIEypa OLICHUBAHUS pe-
3yJIbTaTOB O0YYEHUS MOXKET IIPOBOJIUTHCS B HECKOJIBKO 3TAIOB.
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[Ipunoxenue 1

®OHJ OUEHOYHbIX CPEACTB!

o IMCIOMIIJIMHE

AIMHUHHMCTPHUPOBAHME CHCTEM M KOMIILIOTEPHBIX ceTeil

HaHpaBHeHI/IC IIOATrOTOBKH

09.03.01 "HUngopmamura u evtuuciumenvHas

mexHuka"
HamnpasnenHocTs (mmpoduiib) Ilpoepammmuoe obecneuenue cpedcme blUUCTUMENbHOU
00pa30BaTeLHON MPOTPAMMEI MEXHUKU U ABMOMAMUZUPOBAHHBIX CUCEM
KBanudukarnus BeITyCKHUKA baxanasp
I'ox Hayasa MOATOTOBKHU 2020
(no yuebHomy niawy)
®opma 00yueHus OyHas
TexHomorust 00yueHus MpaoUYUOHHASL
Kypc Cemectp TpynoeMKocCTs, 3.€.
4 7 3

Bua npomexyTo4HON aTTecTaluu

OOGecneunBaroiiee noapas3aeacHne

3auém

1IYPUC
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1 IlepeyeHb MIIAHHUPYEMBIX Pe3yabTATOB 00y4eHHsI N0 JUCHUILIMHE (MOY.T10),
COOTHECEHHBbIX ¢ HHANKATOPAMM JOCTHKEHUS] KOMIIeTeHIN

[porecc u3yueHust TUCHUTUTMHBI «CETH U TEICKOMMYHHKAIIMW)» HAPaBJICH HA (OpPMH-
poBaHue cienyromux kommerenuuii B coorBeTctBur ¢ ®I'OC BO 1 ocHOBHOM 00pa3zoBaTeIbHOM
nporpamMmoit (tabnuma 1):

Ta6mmma 1 — KomneTeHImu 1 MTHANKATOPHI UX TOCTHXKCHHS

Kox no &I'0OC

I/IHI[I/IKaTopBI JOCTHIXKCHUA

YHuBepcaibHbIe

[Tnanupyemble pe3yiabTaThl 00y-
YEHUS M0 AUCIUIUINHE

Ob6menpodeccnonanbHble

I1K-3 Cnocoben aj-
MUHUCTPHUPOBATH
OTIEpAIlMOHHBIE CH-
CTEMbl M KOMIIBIO-
TEpHBIE CETH, Opra-
HHU30BBIBATh 0e3-
OTIaCHOCTh CETEBBIX
YCTPOMCTB H IpO-
rpaMMHOro ooecrne-
YCHUS

[Ipodeccuonanpubie

IK-3.1

3HaeT TeopHio GYHKIIMOHUPOBAHUS
OTEPAIIMOHHBIX CUCTEM U KOMIIBIO-
TEPHBIX CETEH, a TAKIKE METOAUKY
3aIUTHI, TPEIOTBPAIICHHS TTOTEPh U
MOBPEXKICHHUI TaHHBIX B IPOIPAMM-
HOM 00€CIICYCHUH B KOMITBIOTEPHBIX
CeTAX

IK-3.2

YMeer aIMUHHUCTPUPOBATh ONEpPaln-
OHHBIE CHCTEMBl U KOMIBIOTEPHBIE
CeTH, OpraHu30BaTh 3alIUTy H
MpeAOTBpaIlleHne TOTePh JaHHBIX B
MPOrPaMMHOM OOECIIEYeHUH U KOM-
MBIOTEPHBIX CETSIX

I1K-3.3

Bnageer naBbIKaMu AAMUHUCTPUPO-
BaHUsd OICPAMOHHBIX CHUCTEM U
KOMITBHOTCPHBIX CCTCI\/’I, HaBbIKaMH
3al0UTEl U TOPCAOTBPAIICHHA TMOTCPH
JAaHHBIX B HNPOrpaMMHOM obecneue-
HHUHU U KOMIIBIOTCPHBIX CCTAX

3HaTh IO OIpPENEICHUIO Tapa-
METpOB 0€30MacHOCTU U 3aIIUTHI
MPOrpaMMHOT0 OOecrieueHust ce-
TEBBIX YCTPOUCTB

VYmMmers anmunuctpupoar OC u
KOMIIBIOTEPHBIE ~ CETU.  YMETh
MPeOTBpALIATh MOTEPIO JTaHHBIX.

Bnaners HaBBIKAMH — aJIMUHU-
ctpupoBanusi OC U KOMIbIOTEP-
HBIX ceTei. Brmagers, HaBbIKaMU
3alIUThl M MPEIOTBPALICHUS TO-
Tephb JaHHBIX

Tabmuna 2 — [Nacopt

(hoH/1a OLICHOYHBIX CPEJICTB

Konrposmpyemble | ®@opmupy- | HammeHoBanue
pasaeJibl (TeMbl) eMasi KOM- OLICHOYHOI'0 IToka3zarTen oueHKH
AUCHHUILIMHBI neTeHuus cpeAcTBa
Tema 1. Cucremuoe | I1K-3 3ananue 1. Cu- 3HaTh M0 OIPEACIICHHIO ITapaMeTPOB
aJIMHHHUCTPUPOBA- CTEeMHO€ aJIMUHU- | O€30MaCHOCTH M  3alUThl  IPO-
HHE CTPUPOBAHHE IPaMMHOTO OOECTeueHusi CEeTEeBBIX
YCTPOMCTB

Ymers aamunuctpupoBatb OC u
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KonTpoampyembie
pa3aeJibl (TeMbl)
AUCHHUILIMHBI

Dopmupy-
eMasi KOM-
neTeHuus

HaumenoBanue
OIIEHOYHOI'0
cpejacTBa

Iloka3zaresn oueHKH

KOMIIBIOTEPHBIE CETH. YmMmers
IpeI0TBpaliaTh NOTEPIO TaHHBIX.
Bnagers HaBbIKaMH aJMUHUCTPUPO-
BaHusi OC M KOMIIBIOTEPHBIX CETEH.
Bnagerp HaBbIKaMu  3alIUTBHl U
peI0TBPAlIEHUS TOTEPh TAHHBIX

Tema 2. Bei0op an-
NapaTHbIX U MPO-
TPaAaMMHBIX CPeJCTB

I1K-3

3ananue 2. Bul-
Oop armapaTHbIX
U IIPOrPAMMHBIX
CPEICTB

3HaTh MO ONPEJEICHNUIO TapaMeTPOB
0€30MacHOCTH M 3aIlIUTHl  IIPO-
IPaMMHOTO OOECIEUEHUsI CETEBBIX
YCTPOMCTB

Ymers aamunucrpupoBatb OC u
KOMIIBIOTEPHbBIE CETH. YmMmers
IpeIOTBpallaTh MOTEPIO JaHHBIX.
Brnagets HaBbIKaMU aAMHUHUCTPUPO-
BaHust OC ¥ KOMITBIOTEPHBIX CETEH.
Brnanets HaBbIKaMu 3alUTHI U
IPEOTBPALIEHHS] IOTEPh JaHHBIX

Tema 3. CTpykTypa
ceTn

[1K-3

3amanue 3.
CrpykTrypa cetu

3HATh MO OMPEIEICHUIO TaPaMETPOB
0€30macHOCTH W 3allUTBl  TPO-
IPaMMHOTO OOECTeueHUsi CETEeBBIX
YCTPOWCTB

VYMmers anmuauctpupoBath OC u
KOMITbIOTEPHBIC CETH. YmMmers
Npea0TBpaliaTh NOTEPIO TaHHBIX.
Branets HaBbIKaMU aMUHUCTPHUPO-
BaHuss OC M KOMIBIOTEPHBIX CETEH.
Brnamers HaBBIKAMU  3alUTHl U
Npe0TBPAlIEHUS TOTEPH TAHHBIX

Tema 4. Undopma-
IMOHHbIE CHCTEMBbI
npeanpusTHs

I1K-3

3ananue 4. Un-

dbopMarmoHHbIe
CHUCTEMBI TIpe/I-

PUATHS

3HaTh MO ONPEJEICHNUIO TapaMeTPOB
0€30IacCHOCTM W 3aIllUThl  MpO-
IPaMMHOTO OOECIEeUEHUs1 CETEBBIX
YCTPOUCTB

Ymers aamunuctpupoBatb OC u
KOMIIBIOTEPHBIE CETH. Ymets
MPEAOTBPAIIATh NOTEPIO TaHHBIX.
Bnagers HaBbIKaMH aJMUHHCTPUPO-
Baaus OC U KOMIBIOTEPHBIX CETEH.
Brnagers HaBblKaMu  3alllUTBl U
MIPeIOTBPALEHUS TOTEPh JTAHHBIX

Tema 5. PadoTa B
rJ1002JILHOU ceTH

I1K-3

3agadue 5. PaGo-
Ta B II100aJIbHON
ceTu

3HATh MO ONPEJEICHNUIO TapaMETPOB
0€30macHOCTH W 3aIlUThl  TPO-
IPaMMHOTO 00€CIIEUYeHUsI CETEBBIX
YCTPOMCTB

Ymers aamunuctpupoBath OC un
KOMITbIOTEpPHBIE CETH. Ymeth
MIPENOTBPALLATH MOTEPIO TaHHBIX.
Bnagers HaBbIKaMH aJMUHUCTPUPO-
BaHusi OC U KOMIBIOTEPHBIX CETEH.
Brnagerb HaBbIKaMu  3alUTBl U

14




Kontposmmpyembie | ®@opmupy- | HaumeHoBanme
pa3aeJibl (TeMbl) emMasi KOM- OLICHOYHOI0 Iloxka3aTenu oneHKH
AUCHHUILIMHBI neTeHuus cpelacTBa
IIPEIOTBPALLEHUS IOTEPb TAHHBIX
Tema 6. Ynpa.ie- I1K-3 3ananue 6. 3HaTh MO OMpPEACIICHUIO MTapaMeTPOB
HHe NHPOPMALMOH- VYnpasnenue uH- | 0€30MacCHOCTH M 3aIUTHl  IIPO-
HOW cucTeMoOM bopmManoOHHON IPaMMHOTO OOECTeueHus: CETEeBBIX
CUCTEMOH YCTPOMCTB
VYmers anmunuctpupoBatb OC wu
KOMIIBIOTEPHBIE CETH. YmMmers
IpeOTBpaIaTh NOTEPIO JTaHHBIX.
Tema 7. MoHuToO- IK-3 3ananue 7. Mo- 3HaTh (YHKIIMOHUPOBAHME OTEpa-
PMHT UH(pOpMAaLH- HUTOPHUHT UH- muonHbIX cucreM (OC) U KOMIbIO-
OHHOM CHCTEeMBbI dbopMarmoHHOH TEpPHBIX ceTel. 3HaTh METOAMKY 3a-
CUCTEMBI IIUTHl U TPEJOTBpAIICHUE TMOTEPh
JTAHHBIX
VYMmers anmuauctpupoBath OC u
KOMIIBIOTEPHbIE CETH. Ymeth
IpeOTBpaIaTh MOTEPIO JaHHBIX.
Tema 8. Bupryamu- | I1K-3 Kontposnbhas pa- | 3HaTh 110 OMpEETICHUIO TAPAMETPOB
3auus oota 0€30MacHOCTH H  3aIlIUTHl  TIPO-
IPaMMHOTO OOECHEUEHUs1 CETEBBIX
YCTPOMCTB
Ymery aamunuctpupoBatb OC u
KOMIIBIOTEPHBIE CETH. YmMmers
IpeOTBpallaTh NOTEPIO JaHHBIX.
Tema 9. be3zonac- I1K-3 KonTponbHas pa- | 3HaTh MO ONPEIEICHNIO TapaMeTPOB
HOCTH oota 0€30macHOCTH W 3aIlUThl  TPO-
IPaMMHOI0 00€CIeYeHHUsI CETEBBIX
YCTPOMCTB
Ymers aamunuctpupoBath OC n
KOMITbIOTEpPHBIE CETH. YmeTh
IIPEeJOTBpallaTh MOTEPIO JaHHBIX.
Bnagers HaBbIKaMH aJMUHUCTPUPO-
BaHusi OC UM KOMIBIOTEPHBIX CETEH.
Bnagerp HaBbIKaMu  3alIUTBHl U
IPEJOTBPALICHMsI IOTEPh JaHHBIX
Tema 10. OTka3zo- I1K-3 KonTponbhas pa- | Bragets HaBbIKaMU aIMHUHUCTPUPO-
ycToiiunBas uH- oota BaHus OC M KOMIIBIOTEPHBIX CETEH.
dbopManmonnas cu- Bnagerp HaBbIKaMu  3alIUTBHl U
crema MIPEIOTBPALLEHUS IOTEPh JAHHBIX
Tema 11. Ilopsagok I1K-3 KoHnTponbHas pa- | 3HaTh MO ONPEIEIECHNIO TapaMETPOB

BbISIBJICHUS] HEMC-
NMPABHOCTEH U X
yCTpaHeHu s

oora

0€30macHOCTH W 3aIlUThl  TPO-
IPaMMHOTO 00€CIIeYeHHUsI CETEBBIX
YCTPOMCTB

Ymers aamunuctpupoBatb OC un
KOMITbIOTEpPHBIE CETH. Ymeth
MIPENOTBPALLATH MOTEPIO TaHHBIX.
Bnagers HaBbIKaMH aJMUHUCTPUPO-
BaHusi OC U KOMIBIOTEPHBIX CETEH.
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Kontposmmpyembie | ®@opmupy- | HaumeHoBanme
pa3aeJibl (TeMbl) emMasi KOM- OLICHOYHOI0 Iloxka3aTenu oneHKH
AU CHHMILTHHBI neTeHIus cpeacTBa
Bnagerp HaBbIKaMu  3alIUTBl U
IPEIOTBPALICHUs NOTEPh JAHHBIX
Temal-11 I1K-3 KoHtposbHas pa- | Bnaaers HaBbIKaMHU 3aIUTHI U

oora

IpPEeOTBPALICHUs IOTEPh JAHHBIX
Ymery aamunuctpupoBatb OC u
KOMITbIOTE€PHBIE CETH. Ymets
IIPEIOTBPALATh OTEPIO IAHHBIX.

Meroandeckue Marepuaisl, ONPEACIAIONIME IPOLEIypbl OLEHUBAHNUS 3HAHUM, YMECHUH,
HaBBIKOB U (WJIM) OMbITA EATEIIHOCTH, IPEACTABICHbI B BUJE TEXHOJOTUYECKON KapThl AUCLH-

winHbI (Tabnuma 3).
Tabymia 3 — TexHoyornueckas Kapra

HaunmenoBanue | Cpoku
O1[€HOYHOI0 BBINOJI-
Cpe/cTBa HEHUsl

HIxana
OLICHM-
BaHUA

Kpurepun
OLleHUBAHMUS

7 cemecTp

Ilpomesicymounas ammecmauus 6 popme 3auema

1 3aganue 1 1 Hemens

0 OasI0B — 3a7aHNEe HE BBIIOJIHEHO WA
BBITIOJTHEHO HE BEPHO

3 Gajuta — 3aaHuE BBITOJIHEHO C HEIoYe-
TaMHU U HE B CPOK

4 Gajuia — 3ajaHUE BBIIIOJIHEHO 0€3 HELO-
YEeTOB U HE B CPOK

5 6aJUI0B — 3aJaHKe BEITIOJIHEHO 03 HE0-
YETOB U B CPOK

2 3amanue 2 2 Henens

0 OaJUIOB — 3a/1aHKE HE BBIIOIHEHO WA
BBITIOJTHEHO HE BEPHO

3 Gajuta — 3a1aHue BBITOJIHEHO C HEIOYe-
TaMH U HE B CPOK

4 0ajuta — 3aJaHKeE BBIIIOJIHEHO 0€3 HEOo-
YeTOB U HE B CPOK

5 0aiIoB — 3aJjaHiE BBIIIOJIHEHO 0€3 HENO0-
YETOB U B CPOK

3 3ananue 3 3 Henend

0 OasI0B — 3a7aHNE HE BBIIOJIHEHO MU
BBIITIOJTHCHO HC BepHO

3 Oaia — 3aJaHue BBIITOJIHEHO C HELOYE-
TaMU U HE B CPOK

4 0ajuta — 3aJaHMeE BBIIIOJIHEHO 0€3 HEOo-
YETOB U HE B CPOK

5 0aJIoB — 3aJjaHieE BBIIIOJIHEHO 0€3 HENO-
YEeTOB U B CPOK

4 3amanue 4 4 genens

0 0asIOB — 3a7aHNE HE BBIIOJIHEHO HIN
BBITIOJTHCHO HC BepHO

3 Oajuta — 3aaHy€e BBITOJIHEHO C HEmOo4e-
TaMH ¥ HE B CPOK

4 Oayia — 3aJaHU€e BBIIOIHEHO 0€3 He0-
YETOB U HE B CPOK

5 0ajuIoB — 3aJaHN€e BEHIIOJIHEHO 03 HE0-
YEeTOB U B CPOK

5 3amanue 5 5 Henens

0 0asIOB — 3a7aHNE HE BBIIOJIHEHO HIN
BBITIOJTHCHO HC BepHO
3 Gaira — 3aJjaHue BBIITOJIHEHO C HELOYE-
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HanmenoBanue
OILIEHOYHOI'0
cpeacTBa

Cpoknu
BBIINOJI-
HEeHHA

Ixana
OLleHH-
BaHUA

Kpurepun
OlLleHUBAHUS

TaMH ¥ HE B CPOK
4 Gaia — 3aJaHKe BBIIOJIHEHO Oe3 Heo-
YEeTOB U HE B CPOK

5 OaJUI0B — 3aaHue BBIIIOJIHEHO O€3 Heo-
YETOB U B CPOK

6 3ananue 6

7 Henens

0 6amI0B — 3aJaHKe HE BBIITOIHEHO HIH
BBITIOJTHEHO HE BEPHO

3 Gajuta — 3a1aHUeEe BBITOJIHEHO C HEIOYe-
TaMH U HE B CPOK

4 Gaia — 3aJaHKe BBIIOJIHEHO Oe3 Heo-
YEeTOB U HE B CPOK

5 OaJUI0B — 3aaHueE BBIIIOJIHEHO O€3 Heno-
YETOB M B CPOK

7 3anauue 7

11 wene-
A

0 OasI0B — 3a7aHNE HE BBIIOJIHEHO WA
BBIITIOJIHCHO HC BepHO

3 Gajuta — 3a1aHUE BBITOJIHEHO C HEIOYE-
TaMHU U HE B CPOK

4 bajuia — 3ajaHUE BBIIIOJIHEHO 0€3 HELO-
YEeTOB U HE B CPOK

5 6aJUI0B — 3aJaHK€e BEITIOJIHEHO 03 HE0-
YETOB U B CPOK

8 KonTponbhas
paborta

12 "ene-
JIst

15

5 0ajUIoB — 3aJaHKe BEITIOIHEHO ¢ HEIOYE-
TaMHu ¥ HE B CPOK

10 Oaw10B — 3aaHMeE BBIIOJIHEHO O€3
HEJ0YECTOB U HE B CPOK

15 GayIoB — 3aJaHK€e BBIOIHEHO 0€3
HEJ0YECTOB U B CPOK

HUTOT'O:

50 Gai-
JIOB

Kputepun oneHkn pe3yibTaToB 00y4eHHUs 10 AUCUMILIMHE:
[ToporoBelif (MUHUMAaNBHBIN) YPOBEHB AJIs aTTeCTalluu B (hopme
3ayeta — 75 % OT MakCHMaJIbHO BO3MOXKHOM CyMMBbI 0aJIJIOB

3ananue 1. O3HAKOMUTBCA € TEOPUEH U MPAKTUKON pa30uMeHHsI KOMIBIOTEPHBIX ceTel Ha moJce-
TU. J{7151 3aJaHHOTO YKcia ceTel pacCYUTaTh U MPeACTaBUTh TaOIMIIbl BelienseMbIx [P aapecos.

1. Bawm Beimaercs IP-agpec mcxomnoit cetu A. Mcmonb3ys cxemy ceTd, MPUBEICHHYIO Ha
pucyHke 6.1, a Takke HHPOPMAIUIO O KOJTHYECTBE KOMITBIOTEPOB B OTAENAX MPEATPHs-
Tus (Tabnuua 6.1), pa3beiiTe ceTh Ha COOTBETCTBYIOIIEE KOJIMUYECTBO TojiceTeil. PasOue-
HUE JIOJDKHO OBITh ONTHUMAIBHBIM, TO €CTh HE CIIEyeT MCIOJIB30BaTh MJIsl OTEa TMOJ-

3agaHus 1/ TEKYIero KOHTPOJIA

CETh, €CJIM IOCTATOYHO OY/ET IMOJTOBUHBI ITOJICETH.

2. TloArOTOBHTH CXEMY CETH C TIOIITUCAHHBIMU TOJICETIMHU

3. IlpuBectn mapameTpbl KaXK 101 MOJICETH:

npedukc;

® o0 o

aapec MIr03a,

aapec cetd (B ABOMYHOM U JECSITUYHOM BHJIE);

MackKa (B JABOUYHOM H JCCATHYHOM BI/I,ZLC);
H.IPIpOKOBCH.I@.TCJ'IBHBIfI azapec
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-

FCO

f. MakcuMaabHOE KOJIMYECTBO XOCTOB,
J. KOJHMYECTBO HCHUCIOJIb3yCMBbIX aIpECOB XOCTOB.

OTaen g

A c2 PC3

Swi

F
PC5

Puc. 6.1 — Cxema cetu
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Ta6muma 6.1 - BapuanTel 3ananus 1

Ne Hcxonnas cetp KoyinuecTBO KOMIIBIOTEPOB B OT/IENIAX

A b B
1 34.178.0.0 /16 3750 6793 1702
2 118.7.50.0 /23 7 9 27
3 39.241.98.0/23 |8 5 18
4 88.27.252.0 /23 | 30 9 46
5 81.104.216.0 /21 | 48 120 249
6 7.50.128.0 /19 267 176 678
7 89.151.32.0/19 | 311 246 806
8 126.61.74.0/23 | 8 61 17
9 36.121.96.0/19 | 311 696 246
10 28.54.64.0 /19 957 160 274
11 67.260.0.0 /16 3656 1165 5086
12 77.75.0.0 /18 248 830 1403
13 5.63.168.0 /21 119 61 246
14 85.123.72.0 /21 189 51 72
15 72.241.3.0 /25 12 7 3
16 87.248.68.0 /24 | 26 45 71
17 46.41.64.0 /18 384 1605 675
18 57.214.86.0 /23 | 63 9 21
19 74.30.128.0 /19 | 346 179 732
20 88.61.128.0 /20 | 366 77 130
21 10.58.180.0 /24 | 30 92 43
24 112.56.76.0 /24 | 23 114 24
23 2.78.124.0 /19 214 443 525
24 30.182.64.0/18 | 624 1700 358
25 75.39.128.0/19 | 625 219 372

3aganme 2. [T03HAKOMHUTBCS C BO3MOXKHOCTSIMU cpeibl MojienpoBanust Cisco packet tracer.
CkoHurypupyiite, B cpeie MOAETUPOBAHHUSA, CETh CO CTAaTMUECKON MaplIpyTHU3alHlel, co-
IJIACHO BapHaHTa 3ajaHusa. OOpaTUTe BHUMaHUE HA MCIIOJIb3yeMble THUIIbI Kabene 1 Mojenu
o0opyZoBaHUs (HOMepa CETeBBIX MHTep(ercoB, KOTOPsIMU Bbl coeauHute o0OpyaoBaHUE
3HAYCHHE HE UMECIOT).

1. CoxpaHMTe HACTPOWKH CETEBBIX YCTPOWCTB B MX SHEPrOHE3aBUCUMOW mamsTh. s
MapIIpyTU3aTOPOB, COCTUHSIONIMX OCHOBHOH W JOTIOJHHUTENBHBIH O(UCH COXPAHUTE KOH-
burypanuio B OTAeIbHbIE (haliiIbl.
2. HacrpoiiTe cTaTHuecKyr0 MapIIpyTH3aLUIO B CETH 110 TPEM BapHUaHTaM:
1. PekypCcUBHO cTaTH4ecKas MapIIpyTH3aLHus 10 BCEU CETH;
2. Ilpsimast craTMyecKasi MapIIpyTH3aIHsI [0 BCEH CETH;
3. KoMOuHMpOBaHHAs cTaTHUECKash MapIIPYTH3ALHs [0 BCEH CETH;
3. Co3spaiiTe crieHapHii IpoBepKu paboTOCIIOCOOHOCTH CETH, B KOTOPOM HEOOXOMMO IpO-
BEPUTH TIepeiady CIeAYIOMNX TaHHbIX:
a. ping ot xommeiorepa PC1 B rmaBHOM oduce no komnbiorepa PC2 B nomnonHu-
TeTHHOM OdrcCe;
b. ping ot kommerotrepa PCO B riiaBHOM oduce 10 cepBepa Server) B riiaBHOM KOp-
myce;
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c. ping ot kommbtotepa PC2 B rmaBHOM oduce 10 cepBepa SErver2 B JONOJIHUTEIb-
HOM oduce;
[TpoBeanTe CUMYISINIO TIEPEIavYX TAKETOB 10 CETH U MOAPOOHO €€ MPOKOMMEHTHPYHTE.
C moMoIIIpI0 KOMaH/IbI tracert IOCMOTPUTE MapUIPYThI MAKETOB U OMUIINATE HUX.
[IpencraBbTe HacTpOUKHU Beex poyTepoB B popmare CLI u B popmate 3xpaHHBIX opMm.
[IpencraBpre TaOIUITBI MAPIIPYTHU3AIIUH I10 BCEM POYTEPaM BCEX THIIOB.
[IpencraeTe Tabmubr ARP.
B oTdere ais KaKa0ro Tecta MPUBEIUTE MAPIIPYTHI MIAKETOB, HX COJEPKUMOE U 00BsIC-
HUTE MOJyYCHHBIC PE3YIIbTATHI.

LN U e

Ta6muma 6.2.1 - BapuanTs! 3aganus 2

Ne | Cxema Mmozpenupyemoii cetu
Mapuwpytuaatop A : =
SHOHCUpPYET CeTb ]
192.168.0.0/30
yepes cebn /
\ B
1 h
Cepaep IP A \ F
192.168.0.2/30 @
-
C \'\_ E
v K\
P Srar
2 g_ !,; }i i - S Srars
MapwpyTusaTop 1 MapwpyTHsaTop 2 )
-] (Windows 2000) (Windows 2000) [}
GNP Srarh
CeTb & Cete B Cetb C

BapraHTbl ”HAMBHYATBHBIX 3aJaHUN:

Tabnuna 6.2.2 - IP mapsl, MeXy KOTOPBIMH CJIEIyeT MPOBECTH HACTPONKY, TPOBEPKY U HCCIIe-
JIOBaHHUE CBA3EU

Bapuant Hcrounnk [IpnemMHuK

1

192.168.3.3 192.168.3.4 192.168.13.4 192.168.23.6
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2 192.168.3.4 192.168.3.5 192.168.13.7 192.168.25.3
3 192.168.3.5 192.168.3.6 192.168.13.6 192.168.23.7
4 192.168.3.6 192.168.3.7 192.168.15.4 192.168.23.4
S 192.168.3.3 192.168.3.7 192.168.13.7 192.168.25.5
6 192.168.5.3 192.168.3.6 192.168.15.4 192.168.23.4
7 192.168.3.3 192.168.3.5 192.168.5.3 192.168.13.7
8 192.168.3.3 192.168.3.4 192.168.5.4 192.168.13.5
9 192.168.3.4 192.168.3.5 192.168.5.3 192.168.13.4
10 192.168.5.4 192.168.3.6 192.168.15.5 192.168.13.3
11 192.168.3.4 192.168.3.7 192.168.5.3 192.168.15.4
12 192.168.3.5 192.168.3.6 192.168.5.5 192.168.13.7
13 192.168.3.5 192.168.3.7 192.168.5.4 192.168.13.3
14 192.168.3.6 192.168.3.7 192.168.5.3 192.168.15.5

3ananue 3. Ha cxemax JIBY X 3anau, 3agannbix no BapuanTty, co3aats ykazannoe uncio VLAN
Y HACTPOUTH MEXKAY HUMU MApPLIPYTHU3ALIMIO.

Ta6muma 6.3 — BapuanTsl 3ananus 3

Howmep BapuanTa

Howmep 3ananus 1

Howmep 3amanus 2

1

11

12

13

14

15

16

17

18

19

P O ONOORWNEF

PO OINDO OB IWIN
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BapuaHT 1. --------mmmmm oo S ——

BapuaHT 2. -------=mmmm s m e S
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http://4.bp.blogspot.com/-Qm9Afs4Tpfw/UHw1g_VjVZI/AAAAAAAAAWM/Ixcr1m-Grxc/s1600/PacketTracerTrunk.png

Bapuanr 3.

172.16.0.1 172.16.0.2

N1
192.168.0.2/24

N3
192.168.1.2/24

192.168.2.3/24 192.168.4.3/24

Bapuanr 4.
2
no vian
=
e vlan 2
novian} Fa0/2 0/ 7
Fa0/5 PC1
- 0
PC4 N, - 3
0 Fa0/2N\__Fa0/5 """
o1l
vlan2
# 6
PC2
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http://2.bp.blogspot.com/-IE33bqrcvSA/Tcwqzcdvw5I/AAAAAAAAAyk/Q1JYNqwtpk0/s1600/Clipboard01.jpg

Bapuanr 6.

"\ PCO

/

\ 192,168.1.3/24

VLAN 10 VLAN 20
Tabnuua agpecauuu
Wnwws no
YcTpoHcTEO WHTepdhenc IP-agpec Macka nogcetn YMONM4aHuo
R1 G0/0 192.168.20.1 2552552550 N/A
G0M 192.168.10.1 2552552550 N/A
S1 VLAN 10 192.168.10.11 2552552550 192.168.10.1
S2 VLAN 10 192.168.10.12 2552552550 192.168.10.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-B NIC 192.168.20.3 2552552550 192.168.20.1
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Bapuanr 7. ---------- i

GOJ0
G0/
.4 FOIL gy FOJ - #
PC1 PC3
VLAM 10 YLAMN 30
172.17.10.0/24 172.17.30.0/24
Tabnuua agpecauum
Wwns3 no
YcTporcTBo | UHTepdpenc IPv4-agpec Macka noaceTu YMONYaHUI
G0/0.10 172.17.101 255.255.255.0 N/A
R1
G0/0.30 172.17.30.1 255.255.255.0 N/A
PC1 NIC 172.17.10.10 255.255.255.0 172.17.10.1
PC2 NIC 172.17.30.10 255.255.255.0 172.17.30.1
Bapuanr 8. ---------- e m=mmmmmemmemeememmeeaee ---
Tabnuua agpecauunn
YcTponcteo | MHTepdenc IP-agpec Macka nogcetun | Ln3 no ymonyasuo
R1 GO0/1.1 192.168.1.1 255.255.255.0 N/A
G0/1.10 192.168.10.1 255.255.255.0 N/A
G0/1.20 192.168.20.1 255.255.255.0 N/A
Lo0 209.165.200.225 | 255.255.255.224 | N/A
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S2 VLAN 1 192.168.1.12 255.255.255.0 192.168.1.1
TpaHKoBbI# KaHan ceTn PC-A NIC 192.168.10.3 255.255.255.0 | 192.168.10.1
VEAN BO2:1Q1 PC-B NIC 192.168.20.3 | 256.255.266.0 | 192.168.20.1
MapameTpbl Ha3Ha4YeHUA NOPTOB KOMMyTaTopa
MopThl Ha3HayeHue CeTb
S1 F0/M TpaHkoBblit kaHan 802.1Q N/A
S2 FOM TpaHkosblit kaHan 802.1Q N/A
S1F0/5 TpaHkoBblit kaHan 802.1Q N/A
S1F0/6 Cetb VLAN 10 — yyawmeca 192.168.10.0/24
VLAN 10 VLAN 20 S2 F0/18 Cetb VLAN 20 — npenogaeatenu 192.168.20.0/24
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BapuaHT 9. -------====mmmmmmmmmmmee e -

172.17.10.1/24 i
GO0/0

f (
17217 10 21 17217 20 22 17217 3N 23

FO/4

o

172.17.30.1/24
G0N

MopTel KoMmmyTaTopa S1
F0/3 = VLAN 10
FO/4 = VLAN 30

FOM-F0/2 = TpaHk

MopTel KOMMyTaToOpa 52
FO/11 =VLAN 10
F0/18 = VLAN 20
F0/23 = VLAN 30
FOM-F0/2 = TpaHk

Bapwuant 10. ------- S ———

) r
172.17.10.21 172.17.20.22 172.17.30.23

26

UHTepdencel
KommyTaTopa S1 B
cetn VLAN
VLAN 10: 172.17.10.1
VLAN 20: 172.17.20.1
VLAN 30: 172.17.30.1

MopTel KommyTaTopa S1
FO/M-FO/2 = TpaHK

MopTel KOMMyTaTopa S2
FO/11 = VLAN 10
FO/18 = VLAN 20
FO/23 = VLAN 30
FOM-FO/2 = TpaHk




Bapwuant 11. ----

G0/17

o
10.17.30.4

r-4
10.17.10.4

o
10.17.20.4

Unrepdeinc R1
GO0/0 Trunk Link

NMoasinTepdeicsl R1
G0/0.10 10.17.10.1/28
G0/0.20 10.17.20.1/28
G0/0.30 10.17.30.1/28

MopTel S1
GO/1 Trunk Link
GO0/3 = VLAN 10
G0/9 = VLAN 20
G0/M17 = VLAN 30

OKoHeuHbIe ycTpoucTBa
PC1 - VLAN 10 10.17.10.4/28
PC2 - VLAN 20 10.17.20.4/28
PC3 — VLAN 30 10.17.30.4/28

Bapwuanr 12. ----

10.17.10.4

o
10.17.20.4

27

MNopTe S1
G0/M1-G0/4 = Trunk
VLAN 10 172.17.10.1
VLAN 20 172.17.20.1

MopTel 52
G0M-G0/2 = Trunk
G0/5-GO0/6 — Trunk

VLAM 10 — G0M1

MopTe 53
G0/3-G0/6 = Trunk
WVLAN 20 — GO/18

OxoHeyHkIe yCcTpOWCTEA
PC1-=WLAN 10
10.17.10.4/28
PC2 - VLAN 20
10.17.20.4/28




Bapwuant 13. ------- - S .

MuTepdeinc R1
GO0 10.17.10.1/28
GOA GO0M 10.17.20.1/28

NopTil 51
G0/3 = VLAN 10
GOM7 = VLAN 20

G0N
OKoHEeYHLIE YCTROWCTEA
PC1 - VLAN 10
GO/MT 10.17.10.4/28
» » PC2 — VLAN 20
10.17.10.4 10.17.20.4 10.17.20.4/28
Bapuanr 14. ------- -- --- -
.‘1
a\.\.ixa —i
HQ cisco.pka
172.17.50.254
r_____JJ E o
PC1 PC2 PC3
YLAN 10 YLAN 20 YLAN 30
172.17.10.0/24  172,17.20,0/24 172,17.30,0/24
Tabnuua agpecauuu
Wnro3 no
YcTpoicTBO WHTepdeic IP-agpec Macka nogcetn yMOn4yaHuio
G0/0 172.17.25.2 255.255.255.252 | N/A
G0/1.10 172.17.101 255.255.255.0 N/A
R1 G0/1.20 172.17.201 255.255.255.0 N/A
G0/1.30 172.17.301 255.255.255.0 N/A
G0/1.88 172.17.88.1 255.255.255.0 N/A VLAN Nms Wntepdenc
G0/1.99 172.17.99.1 255.255.255.0 N/A 10 Faculty/Staff Fa0/11-17
s1 VLAN 99 172.17.99.10 | 255.255.255.0 172.17.99.1 20 Students Fa0/18-24
PC1 NIC 172.17.10.21 255.255.255.0 17217101 30 Guest (Default) Fa0/6-10
PC2 NIC 172.17.20.22 255.255.255.0 172.17.20.1 88 ceTb Native [ell]
PC3 NIC 172.17.30.23 | 255.255.255.0 172.17.30.1 99 PykoBOACTEO VLAN 99

28
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BapuaHr 17. ---------====m-mmmmmmmeeee- -
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Bapwuanr 19. ------- S
VHTepHeT
Sijes e

a—

“~
VLAN 10

192168.1.1

|

Bapwuant 20. ------- S
//” \\\\
;/  Internet N

! \
,I \ = Corp
|' Loopback 0
\ 172.16.1.1/24
\

\ 192.168.10.1/30 fa0/0 - default configuration
\ / £a0/0.1 - Vlan 1 (Native) - 192.168.1.1/24
\ / f0/0 \ a0/0.2-Vlan 2 -192.168.2.1/24
N / £a0/0.2 - Vlan 3 - 192.168.3.1/24
o 7 fa 0/0.4 - Vlan 4 - 192.168.4.1/24
St 802.1q Trunk

Switch
192.168.1.2/24

Vian 1 (Native)
192.168.1.0/24

Vian 4
192.168.4.0/24

192.168.2.0/24

192.168.3.0/24
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3ananue 4. DOmynstop Cisco Packet Tracer mo3BosisieT mpOBOANTH HACTPOWKY TaKHX CETEBBIX
cepsucos, kak: HTTP, DHCP, TFTP, DNS, NTP, EMAIL, FTP B coctaBe cepsepa ceru. Pac-
CMOTPHUM HACTOHKY HEKOTOPBIX U3 HUX.

Co3zpaiite crneayroyo cXeMy CeTH, MPECTaBICHHYIO Ha CJIEIYIOIEM PUCYHKE:

Server-PT
Serverl
=
s v
pc-PTL\_
NnK1
2950-24
Switch1 Server-PT
Server2

3anauva:

Hactpouts cetb ciieayronmm o0pa3om:
1 - Serverl — DNS u Web cepsep;

2 - Server2 — DHCP cepgep;

3 - Kommerorep TTK1 momyuaer mapametpsl nporokosna TCP/IP ¢ DHCP cepBepa u OTKpbIBaeT
caidT www.rambler.ru na Serverl.
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3ananue 5. [IpoekTupoBaHue cereil.

Bapuant Nel Co3naiite ceTh, MpeCTaBICHHYIO HA PUCYHKE:

12.0.0.2 13.0.0.2
12.0.0.4 g g 13.0.0.4
ServelPT — ' Serper-PT g
! © s2 ' o
PC-PT 23 /" PC-PT
compé4 comp6b
Lan 12.0.0.0
11.0.0.4 , 14.0.0.4
Q Lan 13.0.0.0 g
’ & £
PC- PC-PT
comp2 comp8

1170.0.2
Lan 11.0.0.0 router Lan 14.0.0.0
Server-PT Server-PT
s1 s4

KopniopaTtuBHas ceTb COCTOUT U3 YEThIPEX CETEH:

cers 1 —11.0.0.0/8;

cers 2 — 12.0.0.0/8;

cerb 3 —13.0.0.0/8;

ceth 4 — 14.0.0.0/8.

B kaxnoii cetn Ha cepBepe ycTtaHoBiIeH Web cailT.

3aganue:

KomMmnproTepy comp2 1OCTYIHBI TOJIBKO KOMIIBIOTEPHI CBOEH CETH U comp4.
Komnsrotepy comp4 10CTynHBI TOJIBKO KOMIIBIOTEPBI CBOEH CETH M comp?2.
KomMmnbprotepy comp8 10CTyNnHBI TOJIBKO KOMIIBIOTEPHI CBOEH CETH U compb.
Komnsrotepy comp6 J0CTYyIHBI TOJIBKO KOMIIBIOTEPBI CBOEH CETH M comps.
Tonpko komnbrOTEPHI compl, comp3, compS 1 comp7 MOTYT OTKpPbIBaTh BCE CaliThl HA CEPBEPAX
S1, S2, S3 u S4.
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Bapuant Ne2 Co3naiite ceTh, MpeCTaBICHHYIO HA PUCYHKE:

12.0.0.2
13.0.0.2
11.0.0.2
r-PT
server3
Se r-PT
11.0.0.11 seryerl
g, e 4 lan 12.0.0.0
PC-P
compl
+ 12.0.0.1
Sotwegy Lan 11.0.0.0 11.0.0.1 13.0.0.1 Lan 13.0.0.0
. == -
2950-24 14.0.0.1 1841 2950-24
swi Router1 sw3
14.0.0.2

gy Lan 190,00

2950-24
swé Server-PT
serverd

KopniopaTtiBHas ceTb COCTOUT U3 YETHIPEX CETEH:

cerb 1 —11.0.0.0/8;

cets 2 — 12.0.0.0/8;

cers 3 — 13.0.0.0/8;

cetb 4 — 14.0.0.0/8.

B kaxoii cetn Ha cepBepe ycraHoBIeH Web cailT.

3anaHue:

1 - Cerb 14.0.0.0 HegoctynHa u3 cetu 11.0.0.0.

2 - Kommnbrotepam compl ¥ comp2 pa3pelmTh OTKpBITHE caiiTa Ha server3, HO 3alpeTUTh Mpo-
CIIyIIMBaHME Server3 mo KOMaHe ping.

3 — Komnbsrotepy compl paspemmTh JOCTYI Ha Server2, Ho 3alpeTUTh OTKPhITHE caiiTa Ha 3TOM
cepaepe.

4 — KowmmbloTepy comp2 pa3pemuTh AOCTYI Ha serverl, HO 3alpeTuTh OTKpbITHE caiiTa Ha
serverl, pa3pemuTs TOCTYIT U OTKPBITHE CaiiTa Ha server4.
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3ananue 6. [TosnakomuthCst ¢ BO3MoxkHOCTAMU yTriuTel WireShark.

=

YcranoBuths WireShark Ha Buptyansnyro mammay VM Ware.

N

ITpoBectu uccinenoanue npuema nakeroB APR n ICMTP g aroro cmonenupoBarb
ping MeX1y peaibHON M BUPTYaITbHOW MAIIMHOM.

IIpoBectu uccinenoBanue nprema naketToB cepsepa DNS cepsepa.

OcBoutb npumeHenus guibtpos Capture.

OcBoutb npuMenenust punbTpoB Display Filters.

OcBoutb nepexaar (HaiioB, KAPTUHOK MPH Mepeaaye Mo CeTH.

OcBouTh nepexBat ayanoQaitaoB ¢ MPOCIYIIMBAHUEM ayANOIOPOKKH.

N Ok ow

JIJIs KaKI0T0 MCCIIeIOBAHUS TIPOBECTH CTATUCTUIECKYIO0 00paboTKYy:
Conversations

Flow Graph

Protocol Hierarchy

IO Graph

o0 o

3ananue 7. YcraHoBka U agMuHUCTpUpoBanue cepBepHbix OC.

1. BemonuuTh ycTaHoBky cepBepHoit OC Linux.

2. YCTaHOBHUTH M HACTPOUTH cepBep Samba.

3. H3yuuTth mpueMbl yIAICHHOTO aJMUHHCTpUpoBaHus cepBepa Ubuntu u Samba ¢ momo-
o yrwumtel PuTTY.
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3agaHus 1J19 KOHTPOJIbHOM padoThl (cemecTp 8)

Pa3pabotka u peanuzaius cXeMbl aJipecalli U MapipyTtusanuu B [P-cetu:

Pa3zpaborate cxemy aapecauuu (KpUTEpUU — HaWIydllas cyMMapu3alus, MUHUMaJlb-
HBII pacxo/1 aJIpecoB)
o paccuuTaTh HEOOXOJUMBbIE pa3Mepbl ceTed JUIs 3aJaHHBIX CETMEHTOB U CeTeil,
CBSI3BIBAIOIIINX MAPIIPYTH3ATOPBI APYT C APYTOM
o W3 ykazanHoro Ojoka aapecoB Ha3HAUMTH ajpeca BCEM CeTsM M HUHTepdeiicam
MapIIpyTU3aTOPOB
o Hactpouts VLAN B KOpIIOpaTUBHOI CeTH*.
JIist KaKI0T0 MapuIpyTU3aTOpa MOCTPOUTH TAOIHITY MApIIPyTH3AIUU
o Bxirounts B Tabnuily mpucoeMHEHHbIE CeTH™.
o JloGaBuTh 4 CTaTHMYECKUX MApIIPyTa TaK, YTOOBI JIOOBIE J[BA XOCTa CETH MOTJIH
B3aMMOJICICTBOBATH JAPYT C APYTOM
OcranpHble CeTH — C IMHAMUYECKUMU aapecamu Ha ocHoBe ogHoro DHCP cepsepa.
3anycTtuth B cetu oauH DNS cepBep, o1uH mouTOBBIN cepBep, oauH cepBep FTP u oqun
Web-cepaep.
PeanuzoBath nonydeHnyto cxemy Ha cumynarope Cisco Packet Tracer
HacTtpoiiky MapupyTu3atopoB NpOU3BOAUTh U3 KOMaHIHON CTPOKH, JIJI1 UETO HACTPOUTH
JOCTYII K 9aCTH MapIipyTu3aropos 1o Telnet, a vactu — mo SSH.

JlaHHBIC U151 3a0aHUS

biiok aapecoB mJis BbIIECIEHUS MTOJICETEM:

%
g
©

briox agpecoB st BbLACIEHHS
nojacerei

172.16.0.0/12

192.168.0.0/16

56.82.192.0/18

102.63.0.0/14

172.16.0.0/12

192.168.0.0/24

56.82.3.0/16

102.63.0.0/14

O ONOOOTEIW|IN|F-

32.154.192.0/18

[EEN
o

111.25.64.0/20

[IponmmmTe craTndyeckue MapuipyTsl B oqHoM Mapupytusatope Config — Static. IIpo-
BepbTE pabOTy CETH.
CornacHo BapHaHTy CO3/IaiiTe OJIHY U3 CIEIYIOUINX CXEM:
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Bapmuanr 3:
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o [lponumuTe AMHAMUYECKUE MapIIPYTHI Ha Ipyrom poyrepe (Bkiaaka Config - RIP)*.

o [IlporectupyiiTe paboOTy CeTH, MPOCIEAUTE 3a MPOABHKCHUEM IAKETOB (KaK B PEKUME
CHUMYJIALINY, TaK U C IOMOIIBIO KoMaH b1 tracert). Pe3ynbpTarhl npencTaBbTe B OTUETE.

o TlocrpoiiTe Tabauily MapmpyTH3alMIO Ui KaXIOro poyTrepa (HaBecTH Jymy (IaHenlb
yIpaByieHUs] 00bEKTaMH ) Ha MapIIPYTH3aTOP U BHIOPATh COOTBETCTBYIOIIUN IYHKT)™*.

e OpranmzoBath Heckoabko VLAN cereid.

o Hacrpoiite B cetn npotokon OSPF, ecnu HeoOxoaumo — 106aBbTe HemocTaromee 000-
pyZOBaHUE B CeTh™.

o Hacrpoiite B cetu nporokon RIP, ecnmu HeoOxoauMo — no6aBeTe HexocTaroniee 00opy-
IIOBAaHUE B CETH*.

o Hacrpoiite B cetn mporokon EIGRP, ecan Heobxoaumo — 106aBbpTe HepocTaromee 000-
pyZOBaHHUE B CETh™.

o Hacrpoiite B cetn nporokon BGP, ecniu HeoOxoaumo — 106aBbTe HEAOCTAOIIEE 000PY-
JIOBAaHUE B CETH*.

o Hacrpoiite B cetu mpotokon NAT, eciin HeoOXoauMo — 100aBbTE HEAOCTAIOIIEE 000PY-
JIIOBAaHUE B CETH*.

o Hacrpoiite pacmmpenHslii cnucok orpannueHuii no nepenade naHusix (ACL). Conep-
»KaHue OrpaHNueHHUH — Ha Bame ycmoTpenue.

o IlpuBenure pe3ynabTaThl CUMYISIIIMKA PAaOOTHI CETH, MOATBEP)KAAIONINE (PYHKIIMOHUPOBA-
HHE BBIIICIEPEUUCICHHBIX TPOTOKOJIOB™.

3apanme Nel. [ToctpouTs nOKallbHYIO ceTh mocpeAcTBoM nporpammbsl PCTracer
3aganue Ne2. CoeqUHUTD, UCHIOJIB3YS HYKHBIA THI COEAUHEHUS
3aganue Ne3. CkoHOUTYpHPOBATH MApaMETPhI MOAKITFOUCHUS T Kakaoro [TK.

3ananue Ne4. Co3zgats Tabnuiy [P agpecoB co3mannoil cetu (ycrpoiictBo, untepdeiic, IP an-
pec, Macka MojCEeTH, IITI03).

Baganme Ne5. B pexxume RealTime mpoBepuTh NOAKIIOUCHHE KOMAHION ping: Ha JOKAIbHBINA
anpec, aapec ynanensoro [1K, mmpokoBemarenabHblil aapec.

Baganme Ne6. B pexxume Simulation mpoBeputs moaximtoueHre KOMaHIOW ping: Ha JTOKAIbHBIHA
azapec, agpec ynanensoro [1K, mupokosemarenbHbli aapec.

33}13HI/I€ Ne7. B okHe u Ha cxeme mpociacaAnI NIEPEABNKCHUC ITAKETOB BO BCCX ClIydadX, yIIpaB-
JsIsl MoHIaroBO WA pEryjiupyst CKOpOoCTb CUMYIIALIUA

3aganue Ne8. B okHe KOMaHIHOHN CTPOKH MPOCMOTPETh U OYUCTUTH arp TaOJIMIly, U IOBTOPUTH
IYHKT 6.
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